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MATHEMATICAL MODEL OF OPTIMAL DISTRIBUTION OF APPLIED
PROBLEMS OF SAFETY-CRITICAL SYSTEMSOVER THE NODES
OF THE INFORMATION AND TELECOMMUNICATION NETWORK

The subject matter of the article is the processes of synthesis of the information and telecommunication network (ITN)
for solving applied problems of safety-critical systems (SCS). The goal is to develop a mathematical model for the
optimal distribution of applied tasks of safety-critical systems over the ITN nodes. The tasks to be solved are: to
formalize the procedure of distribution of applied tasks and SCS software over the ITN nodes; to develop a
mathematical model of optimal distribution in order to minimize the cost of network resources; to select an effective
algorithm for solving it. The methods used are: alternative-graph approach, mathematical optimization models, methods
for solving nonlinear integer programming problems with Boolean variables. The following results were obtained: the
task of selecting the ITN optimal structure was formulated according to the alternative-graph model of information
processing; in addition to structural characteristics, the requirements for the parameters necessary for performing
applied tasks were taken into account while constructing a mathematical model; when minimizing the cost of a
computing resource, constraints related to the capabilities for financing the development and operation of the network
are taken into account; the costs for organizing additional connections among the network nodes are considered as well.
As a result, a mathematical model of distributing SCS applied problems over the ITN environment was obtained in
order to minimize the total costs of computing resource, data transmission, network setting and maintenance. This
model is a non-linear integer programming problem with Boolean variables. Taking into account the specific nature of
the objective function and model constraints with the use of pseudo-Boolean functions, the original task is reduced to a
linear form. The obtained model represents the canonical form of the linear optimizing problem of large-dimensional
Boolean programming, for which the method of the recession vector is effective. Conclusions. The scientific novelty of
the results obtained is as follows: 1) the optimization model of distributing applied tasks over the nodes of the computer
network was improved by defining the objective function in order to minimize the costs of both computational and data
transmission and the constraints caused by the requirements for the technical and information structure of the network;
2) methods for solving the problems of optimizing the ITN structure on the basis of models of nonlinear Boolean
programming by transforming the initial task into a linear form and applying the recession vector method was further
developed, which makes obtaining a quasi-optimal solution of the problem in the context of large dimension possible.

Keywords: information and telecommunication network; applied problems; optimal distribution; cost minimization;
nonlinear model; Boolean variables.

nodes of ITN should be solved [1]. Requirements for
efficiency, reliability, continuity and completeness of
information should be ensured.

Introduction

High-quality information and telecommunications

processes should be provided so that safety-critical
systems (SCS), which belong to complex distributed
systems, can operate. In the context of continuously
improving concepts of developing information and
telecommunication networks (ITN) and new network
technologies there is a tendency of their "convergence",
i.e. integration into more complex structures and
technologies. Due to the heterogeneity and inequality of
hardware and software, there is an interpenetration of
information and software environments that are
different in origin and principles of operation. While
developing distributed and local information and
telecommunication networks there is a number of
unresolved tasks that is a complex scientific and
technical problem.

Problem analysis
and task setting

The development of a reliable and efficient ITN on
the basis of available hardware and software is very
important. At the same time, the problem of distribution
of applied tasks and SCS special software over the

The literature review [2—5] showed that the
heterogeneity and convergence of the network are not
taken into consideration in existing approaches to the
distribution of applied tasks of complex systems over
ITN nodes. Besides, the main index of ITN performance
is data timeliness. Little attention is paid to the problem
of minimizing the total costs of network resources [6].

Mathematical models based on the use of results of
graph theory and queuing theory [2] do not take into
account the dependence of the characteristics of the
network structure on the parameters of applied tasks that
are solved in a networked environment, which leads to
the loss of accuracy in the results of modelling.

Therefore, the goal of this article is to develop a
mathematical model for the optimal distribution of
applied tasks of safety-critical systems (SCS) over ITN
nodes, based on minimizing the cost of network
resources. Taking into account the fact that the task is
characterized by a large dimension (due to a large
number of applied tasks, program modules and nodes of
a distributed network), an effective algorithm of its
solution should be selected.

4
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Problem solution

When developing the functional structure of the
ITN of a distributed system, it is necessary to solve the
following problem [5, 9, 10]: to distribute the applied
tasks and SCS software modules over the network nodes
taking into consideration the network technical structure
(as a set of nodes and the links among them). The
synthesis of the ITN structure is closely related to the
task of optimizing its efficiency in terms of minimizing
the costs of network resources [11].

Thus, it is necessary to develop a mathematical
model that enables solving the task of selecting:

— variants of performing various types of applied
tasks of the distributed system;

- variants of the ITN development in view of
mapping a set of applied SCS tasks and software for
their implementation at a number of interconnected ITN
nodes, optimal in the context of the cost minimization
criterion.

Alternative-graph model of information processing
is the basis for describing the process of synthesizing
the ITN structure and software [12].

The tasks of the SCS information and
communication support are solved with the help of a set
of system and application software. Let us define graph
Gp=(P,I'p) for a number of applied tasks

P={pk},k=1,_l, and I'p that is a set of arcs
representing the interrelations among them.

To implement the information and
telecommunication tasks, the ITN technical structure
was developed. Let us define graph G, =(U,[;) that
describes the structure of the ITN nodes,
U={ut},c=1d is a set

corresponding to the nodes of the network, /7, is a set

where

of graph vertices

of arcs representing the system of nodes commutation.

It is necessary to assign the applied SCS tasks to
the nodes of the network taking into account special
software and channels of information interaction. The
result can be represented as a mutual mapping of the
following sets: Gp <> Gy; are the options for assigning

application tasks to the network nodes.

The considered sets of elements of graph structures
P and U have large dimensions and include applied
tasks, software, hardware, means of communication,
etc. Subsets of homogeneous objects are distinguished
at each set. Each stage can be considered as a separate
element of the structure for performing tasks that consist
of several stages and are performed at the different
nodes of the ITN in a homogeneous software
environment, each stage can be considered to be a
separate element of the set. To establish the
correspondence, it is necessary to know the set of
required properties of the structure and to select such an
option among the set of admissible ones that will ensure
the achievement of these properties in the context of the
given criterion of optimality.

Let us define matrix X = ||ka || with  the

dimensions of /xd , where

{is 1 if task k is completed at node c;
Xk =

otherwise is 0.

Since each applied task is solved only at one node
of the network,

d _
D X =Lk=11. )
c=l1

For the subset of tasks P'c P that are solved only
at certain nodes of the system, let us define the matrix

A= "“kc” with the dimensions of /xd :

is 1 if the node admits
the solution of task &; 2)

otherwise is 0.

e =

The equation (2) results in

I d
Z Zakcxkc =1/ . (3)

k=lc=1

In addition to the structural characteristics, let us
take into account the requirements to the parameters for
performing the applied tasks, in particular, the
constraints on the permissible tasks performance time at
specific nodes of the network. Let us introduce matrix

T = "tkc || with the dimensions of /xd , whose element
t;. represents the duration that is not greater than the

time necessary for performing the k™ task at the c"
node. If in vector

dop _ | dop
T =i

element tZOp denotes the time limit for performing the
k™ task, then

d —
> texpe L7 k=11 (4)
c=l1
Let us define the cost matrix of the network
processor time Z = ||sz || with the dimensions of /xd ,
where z;. represents the processor time spent for

performing the k™ task at the ¢ node. In this case, the
total network processor time spent is

I d
D zpexpe =2

k=lc=1

Let us select the subset of tasks P, < P whose
input data should be entered only from a certain
network node, and the task can be performed at another
node. While data transmitting, there happens the
network computational burden. To describe these costs,

let us introduce matrix V' = "ch " with the dimensions of

Ixd whose element v,

computing resource for transmitting the information unit

represents the cost of the
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of the applied level from node ¢ to node j. Note that if
c=j ,then v;=0.

Matrix B = ”bkc || with the dimensions of /xd for

tasks p, € P, describes the amount of input

information from nodes c. In the case, if py« ¢ P, or

Pr* €
is not entered, byx;x=0. Then the total cost of the

P,, but the information from node j* (j*eU)

computing resource for transmitting the input
information (denoted as z';,. ) from task py to node u.is:

d — —
Zbki*vci* =Z’kc,k=1,l,c=1,d.
o

Note that:

a) ppeP,, z;.=0,c=1,

b) p, €P,, z,.=0 when b, =0,c# j*

When the k™ task is completed, the transmitted
data is distributed over the network nodes that make up

subset U,;, cU. Let us introduce matrix B' =||b ke ||

with the dimensions of /xd, whose element by,
denotes the amounts of information of the applied level
obtained after its solution that is transmitted by the k™
task to the ¢ node of the network.

Since set U consists of elementary units, the
computing facilities at the nodes of the network make
only one-program mode possible. A real network node
will be subset of U; eU, whose power is at least 1.
Then the total costs for the distribution of information
of the i" task over the nodes will be:

d
kacb’kc = Zk,k =l,l .

c=l1

Let us introduce matrix B"=||b"km|| with the

dimensions of /x/, whose element b",,, is equal to the
number of information units of the applied level
transmitted from task p; to task p, . If b",, =0,
while performing the task the information for the task is
not transmitted. In this case, the amount of information
transmitted for the k™ task at the ¢ node will be:

[ d J—
Z Z b"cc* b"kk* Xpxex = Z"kc’k = 1,1,0 = l,d .

k*=1c*=1

Now let us take into account the cost resources for
the ITN development and operation. When minimizing
the cost of a computing resource, constraints related to
the financing capabilities for the development and
operation of the network are considered. If the amount
of expenses for hardware at the nodes should not exceed

amount F? , the constraint will be:
I d
Zchpxkc <FP, (5)
k=lc=1

where [/ is the cost for re-equipment or installation of
the ¢™ node.

Let the amount sum that does not exceed F“ be
given for the ITN operation for a certain period of time.
Consequently,

ZZfC”xkc <F", (6)

where f,' is the cost of technical operation of unit c.

Thus, the total costs will be F = FP +F" |

fo=fP+fle=1d
After summing (5) and (6)

[ d
>3 fo X SF is obtained. (7
k=lc=1

When developing a mathematical model, the costs
for organizing additional connections among different
nodes of the network should be taken into consideration.
When the nodes are significantly removed from one
another the costs for technical operation of the
communication line should be considered as well. Let

Z' be maximum allowable one-off costs for the
communication among nodes, Z'(z) is the upper limit

of the cost for maintaining communication for a certain
period of time t, then the total costs are:

Z=7"+7"(r).

Let’s denote the costs for the organization and
operation of communication between nodes ¢ and ; as

zij . Then the costs for the node c are:

/
Z xkc —Z

T [\/]&

In this case, the total costs must satisfy the constraint

d d 1
ZZZZéjxkc <Z. (8)

c=1 j=lk=1

The costs at the ¢ node of the network for solving
problem Z,. consist of direct costs of computing

resources for its solution summed up with the costs for
receiving and transmitting data while preparing for
performing, while performing the task, and after
performing. They are defined by the expression:

Zhe =2kt 2+ 2 ket 2 e T Zpe t

d d I d
+Z vk/b’k/ + Z bkl*vq* + Z Z b"cc* b"kk* Xk .
=1 J*=l k*=1c*=1
J#c J¥#c

Let us develop a mathematical model, according to
which the total costs for solving the k™ problem at node

Z, P and U are

. over all the elements of sets

minimized:

6
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d
Zhe + D gDk +Veibig ) +

I d 1
> Xje —min,  (9)
k=lc=1
¢ + Z Z b"cc* b"kk* Xk
k*=1c*=1

taking into account the system of constraints (1), (3),
(4), (7) and (8).

As a result, a mathematical model for distributing
SCS applied tasks in the ITN environment is obtained;
while performing it, the task of minimizing the total
costs of the computing resource, data transmission,
network settings and maintenance should be solved.
This mathematical model is a non-linear integer
programming problem with Boolean variables of
dimension

R=Ild+2d+1.

The constraints in the model are linear, and in the
objective function the fourth augends is nonlinear. Such
problems are solved basically by the search method[13].
However, the complexity of the method increases
exponentially when the problem dimension increases.
To reduce the computational complexity of the method
of its solution, an algorithm that has a polynomial
complexity should be selected, i.e. the model should be
considered as P-task whose performance time depends
on its dimension in the following way:

t(n)=f(nr),

where 7 is a polynomial factor, and a is the problem
dimension.

Taking into account the specific nature of the
objective function and the constraints of the model (9),
pseudo-Boolean functions should be used and the initial
task should be reduced to a linear form. However, that
will lead to a significant increase in the number of
variables and constraints, the problem dimension will
become equal to

R=(ld+1)* +1(d+2)+2.

However, under real-life conditions, a number of
non-zero elements of a simplex table of a transformed
mathematical model is not great for applied tasks that
are solved at the ITN nodes.

So, for the considered problem, the dimension
does not increase significantly, and therefore, the
objective function (9) should be reduced to the linear P-
task if the computational complexity of the algorithm
for its solution decreases. Let us replace the nonlinear
factor that is the last augends in expression (9):

Xk Xke = Vid*ec* -
Then the objective function is:

[ d
> Z{ch + 2, (b + "cibki)}xkc +

k=lc=1 j=1

/ d
+ Z Z b"cc* b"kk* YVik*ect min
k,k*=1c,c*=1

and two more types of inequalities will be added to the
initial constraint system:

Xpe T Xjoxese — 2ykk*cc* > O,
Xie T Xjxex = Vigekee* < 1,
X € {0,1},ykk*cc* € {0,1},k =1,_l,c =1,_d .

Let us reduce this problem to the canonical form.
To do this, the following variables are determined
(e=re’, c’=l,d+l):

£ - Xe» Whene=1(k-1)+c,
© | Vpreer> when e = Id + kk * cc*;

d
ch + Z (vk/b’k/ +quk/), When e = l(k —1)+C;
J=1
e=Y1 1 4
Z Z b" . oxb" i+, when e =Id +kk* cc*,
k,k*=1c,c*=1
0, when [c’ <d, c'k<e< (c’—l)}
or [¢'=d+1, e>kd];
ac'e = ' 1 '
1, when [c <d, (¢-1)l+1<I<c¢ l};
a., when [c’=d+1, e=d(k—1)+c},
0, when [c's d+2,c'd<e< d(c'—l)};
lye» when [c'<d, d(c'-1)+1<e<c'd];
a'vo =9 fre» When [¢'=d +1, e<ld];
Z;’,leéj, when [¢'=d +2, e<Id];
a "ppreer, When e>d,
where a"jx.+ are coefficients of additional
constraints.
Let us also define the variables
L, if ¢'<d;
€' = .
d, if ¢=d+1;
Tjs ecmn j< d,;
e; =<
7| B, ecmn >,
where T and ﬂj are free members of additional
constraints.

Then the linear model of assigning the applied
SCS tasks to the ITN nodes in order to minimize total
costs is reduced to finding the values of wvector

(&,.-0,.br) . that provide a minimum of the
objective function
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Chin = 2_7ebe » (10)
e=1
and satisfying the constraint system:
o
D' by =eoc'=1d+1;
e=1
. _
Ze=la./‘e§e_e/’]=l’ ’ (11)

The mathematical model (10), (11) represents the
canonical form of the linear optimization problem of large-
dimensional Boolean programming; there are a large
number of methods and algorithms for solving it [14]:

- cutting-plane methods;

- branches and bounds method;

- methods for sequential analysis of options;

- additive methods;

- approximate methods of local optimization;

- lexicographical methods.

The method of the recession vector is relative to
approximate methods of local optimization of discrete
programming problems. It enables finding the optimal
solution by narrowing the local open neighborhoods of
the initial approximation in the direction of decreasing
the values of the specially formed vector.

Conclusions

According to the suggested pattern of
formalization, the problem of selecting the ITN optimal
structure is formulated, which enables considering the
problem of developing a mathematical model for the
distribution of application software over the ITN
environment.

The scientific novelty of the results obtained
includes:

1) the improvement of optimization model of
distributing the applied tasks over the nodes of the
computer network by determining the objective function
for minimizing the costs for both computing and
transmitting the data, and the constraints caused by the
requirements for the technical and information structure
of the network. The result is a non-linear optimization
problem of Boolean programming, whose solution is the
basis for the synthesis of the network structure, taking
into account the applied tasks of the distributed safety-
critical system;

2) further development of methods for solving the
problems of optimizing the ITN structure on the basis of
models of nonlinear Boolean programming by
converting the initial problem into a linear one and
applying the method of the recession vector, which
makes it possible to obtain a quasi-optimal solution of
the problem in the context of large dimensions.
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MATEMATHYHA MOJEJIb ONTUMAJIBHOTO PO3IIOALTY NPUKJIAJHUX 3AJAY CHCTEM
KPUTAYHOI'O ITPU3HAUYEHHS 110 BY3JAX IHGOKOMYHIKAIIITHOI MEPEXKI

B. B. Kocenko

IIpeqmerom BHBUEHHS B CTATTi € NPOLECH CHHTE3Y iH(OpMaliliHo-TenekomyHikauiiinoi Mepexi (ITM) st BupileHHs
NPUKIAIHUX 3aBJaHb cucreM KputuuHoro mpusHaueHHs (CKH). Meroro € po3poOka MaTeMaTH4HOI MOAEIN ONTHMAJIbHOIO
PO3NOAITY NPUKIAJHUX 337ad CHCTEM KPUTHYHOIO INpU3HaueHHd no Bysnax [TM. 3aBmanns: ¢dopMmainizyBaTH HpoLELypy
po3nonity mpuKIaaHUX 3amad 1 nporpamuoro 3abesnedenHs CKH mo Bysmax ITM; po3poOuTH MaTeMaTwdHy MOJIENb
ONTHUMAJIBHOTO PO3MOUTY UL MiHIMi3alii BapTOCTI MEpeXeBUX pecypciB; BUOpaTH e(EeKTHBHHMI anroputM i BHUpILIEHHS.
BukopucroByBaHHMH MeTOZAMM €: aJbTEPHATUBHO-TPAOBUIA Mi/IXiJ, MaTeMaTHIHI MOJEJ ONTHUMi3aLii, METOIH PO3B'I3aHHS
HENIHIMHUX 3aJa4 LJIOYMCENILHOrO IporpaMyBaHHs 3 OyneBuMu 3MiHHMMH. OtpumaHi Taki pe3yjabTaTH. 3rifgHoO
aJpTepHaTUBHO-rpa)oBOI Mozeni npouecy o0podku iHdopmanii chopmynboBaHa 3a1a4a BUOOPY ONTUMAIIbHOI cTpyKTypu ITM.
Ilpn noOynoBi MaTemMaTW4HOI MOJENi KPIM CTPYKTYPHUX XapaKT€PUCTHK BPaxOBaHI BHMOTM /IO IapaMeTpiB BUKOHAHHS
NPUKIAAHUX 3aBAaHb. [lpu MiHiMmi3alii BHMTpaT OOYMCIIOBAIBHOIO PECypCy BpAaXOBYIOTbCS OOMEXEHHS, IIOB'sI3aHI 3
MOJMJIMBOCTSAIMU (DiHAHCYBAaHHS PO3BUTKY Ta eKCIUIyaTalil Mepei. BpaxoByloTbCsl TakoK BUTPATH Ha OpraHizalilo J0AaTKOBUX
3B'I3KiB MIXX By3JIaMH Mepexi. B pe3ynprari orprMana MaTeMaTiuHa MoJielb po3noaity npukiaaaux 3agad CKH B cepenosumi
ITM nnst MiHiMi3auii cyMapHUX BUTPaT OOYMCIIOBAJIBHOTO Pecypcey, INepeladi JaHUX, HaJAIITYBaHHSA Ta OOCIYroBYBaHHS
Mmepexi. [laHa Mozenb siBiste cOOO0I0 HEJlHIHHY 3a/1a4uy LJIOUUCENIBHOrO IPOrpaMyBaHHs 3 OyJIeBUMU 3MiHHUMH. 3 ypaXyBaHHAM
crieriky niTboBOI PyHKIIT 1 0OMekeHb MOJIENi 3 BUKOPHCTAHHAM IICeBIOOYIeBUX (YHKIIHM BUXiJHA 3a/1a4a TPHUBOIUTECS J10
ni”iiHOI dopmi. OTpuMaHa MOJIENb SABJIsIE KAHOHIYHUN BUJ JIIHIHHOT onTHUMIi3auiiHOl 3aa4i OyJIeBoro nporpaMyBaHHs BEITHKOL
PO3MIPHOCTI, JUIsl BUPILIIEHHS SIKOi e)eKTUBHUM € MeTO BekTopa crany. BucHoBku. HaykoBa HOBHU3HA OTPUMaHHX pe3y/IbTaTiB
IOJISIra€ B HACTYITHOMY: MU BIOCKOHAJIWIN ONTUMI3alliiiHy MOZEJIb PO3IIONUTY NPUKIAJHUX 33/a4 110 BY3JIaX OOUYMCIIIOBAIIBHOL
Mepexi IULIXOM BU3HAYCHHS [ITLOBOI (PYHKIT [U1st MiHIMI3aIli BUTpaT K OOYHCIIOBAIBHUX, TAK 1 Ilepeaadi JaHuX, i 0OMeKEHb,
3YMOBJICHHX BHMMOraMH [0 TEXHIYHOI Ta iH(pOpPMAIHHOI CTPYKTYpi Mepexi; OTpPUMAaJIM IOAAIBIIMI PO3BUTOK METOAU
po3B'a3aHHA 3amad onruMmizauii crpykrypu ITM Ha oOcHOBI Mozeniel HeniHiMHOro OyiieBa IPOrpaMyBaHHS MUIIXOM
MepPEeTBOPEHHS BHXIZHOI 3ajaui B JHIMHMI BHA 1 3aCTOCYBaHHS METOLYy BEKTOpa Chajay, IO JO3BOJNSE OTPUMATH
KBa310NTHMANIBHI PIICHHS 33124l B yMOBaxX BEJIMKOI PO3MipPHOCTI.

KawuyoBi caoBa: inpopmamiiiHi Ta TeleKOMYyHIKaliiHI Mepexi; NPHUKIAIHI 3aBAaHHS; ONTHMAaJbHUH PO3IOALT;
MiHiMi3allis BUTpaT; HelliHiliHa MoJienIb; OyleBi 3MiHHI.

MATEMATHUYECKAS MOJEJIb OIITUMAJIBHOI'O PACIIPEJEJEHUS ITPUKJIA/THBIX 3AJTAY
CHACTEM KPUTHYECKOI'O HASHAYEHUA 110 Y3JIAM HHO®OKOMMYHUKALIMOHHOM CETH

B. B. Kocenko

IIpenmeToM u3ydeHHs B CTAaThe SIBISIOTCS HPOLECCHI CHHTE3a MH(OpPMaIMOHHO-TeJIeKoMMyHuKannoHHoi cetu (MUTC)
JUISL pPelIeHHs] MPUKIAIHBIX 3a1ad cucteM Kputnaeckoro HasHaueHws: (CKH). Heablo sBisiercs pa3paboTka MaTeMaTHIEeCKOH
MOJIEJIM ONTUMAJIBHOTO PaClpe/iesieHus] NMPUKIAJHBIX 3aady CUCTEM KpUTHUYecKoro HaszHaueHus no ysinam WUTC. 3apaum:
(dbopmanu3oBaTh HpOLELYPY paclpeleneHusl NPUKIafHbIX 3afad ¥ nporpammuoro obecrneuennss CKH mo ysmam HWTC;
pa3paboraTh MaTeMaTHYECKyI0 MOJENb ONTHMAJIBHOIO paCIpeieNieHns] JUIi MHHUMHU3AIUN CTOMMOCTH CETEBBIX PECYpCOB;
BEIOpaTh 3((EKTUBHBIA anropuT™M ee perieHus. crnomp3yeMbIMH MeTOIaMU SIBISIOTCS: albTepHATHBHO-TPadoOBEIA TOIXO,
MaTeMaTHYECKUE MOJEJIM ONTUMM3ALMKY, METOIbl PELICHUS HEeIUMHEHHBIX 3a7ad LEJOYMUCIECHHOIO INPOrpaMMHpPOBaHHS C
OyneBbIMH TIepeMeHHBIMHU. [lomydeHsl ciemyromue pe3yiabTaThl. CorllacHO ajbTepPHATUBHO-TPadOBOM Mojenu Iporecca
o0paboTky nHpOpManuy chopMyIHpoBaHa 3aj1a4a Beioopa ontuManbHoi crpykrypsl UTC. Ilpn mocTpoeHnn MaTeMaTnaecKon
MOZENH KpPOME CTPYKTYPHBIX XapaKTEPUCTHK YYTEHHI TpeOOBaHHs K IapamMeTpaM BBINOJHEHUs MPUKIAAHBIX 3amad. [Ipum
MHHUMHM3AIHN 3aTPAT BEIYHUCIHTEIBHOIO PECYpCa YIUTHIBAIOTCS OTPaHIYEHHsI, CBSI3aHHBIE C BOSMO)KHOCTSIMH (DMHAHCUPOBAHHUS
Pa3BUTHA U SKCIUTyaTalluu CETU. Y UUTBIBAIOTCS TAKOKE PAcXO/ibl Ha OPraHU3aLUIO0 IONOIHUTEIbHBIX CBSA3€CH MEXIy y3/1aMu CETH.
B pesynpraTe nomydeHa mMaremarudeckas Mojenb pacipenenenus npuknaiaasix 3agad CKH B cpene UTC g MuHMMuB3anuu
CYMMapHBIX 3aTpaT BBIYHUCIHTEIBHOIO pecypca, Iepeiadd IaHHBIX, HACTPOMKHM W OOCITYyKHBaHHsA ceTH. JlaHHas Moneib
MIPE/ICTaBIsIeT COOOM HEIMHEWHYI0 33/ady LEIOYHCICHHOIO MPOrpaMMHUpPOBAHMS C OyneBbIMH IepeMeHHbIMH. C ydeToM
crieUKN 11eeBoi (QYHKIUMM M OTpaHHYCHUH MOJEIH C HCIIOJIb30BaHHEM IICeBHOOYNIEBBIX (DYHKIMI HCXOmHas 3agada
MIPUBOANTCS K JIMHEHHOH opme. [TonydeHHas Moaenb npeacTaBisieT KaHOHUYECKUH BT JIMHEWHOW ONTUMH3AIIMOHHON 3a1a4n
OyJIEBOTO TIPOrpaMMHUPOBaHUS OOJBINOH Pa3MEPHOCTH, ISl PEIIeHUs] KOTOpoil A peKkTUBHBIM SBISETCS METOJ BEKTOpa CHaja.
BoiBonbl. Hayunas HOBH3Ha IOMY4EHHBIX PE3YJIbTATOB COCTOMT B CIIEAYIOILEM: YCOBEpIICHCTBOBAHA ONTHMU3ALMOHHAS MOJEIb
pactipenieneHysl IpUKIaaHbIX 3a/a4 110 Y37IaM BBIUKMCIUTENHHOW CETH ITyTeM ONpeeseHUs LIeNEeBOM (YHKIMU JUTsI MUHIMH3ALNN
3aTpaT KakK BBIYMCIWTENBHBIX, TaK W TIepefaud JaHHBIX, W OrpaHHMYEHHH, OOYCIOBICHHBIX TpPEOOBAHHMSMHU K TEXHUYSCKOH M
HMH(POPMALMOHHOH CTPYKTYpPE CETH; HMOMY4YWIH JNalbHEeWIee pa3BUTHE METOIbI pelIeHus 3axad ontumusaimu crpykrypsl UTC Ha
OCHOBE MOJIeNel HelTMHEHOro OyieBa MporpaMMUPOBAHHS ITyTeM IPe0OPa30BaHUs HCXOIHOM 3a1aUr B JINHEHHBIN BA/I M IPHIMEHEHHUS
METO/Ia BEKTOpa CIa/ia, YTO MO3BOJISIET ITOTYIUTh KBAa3HONTHMAIILHOE PEIICHHE 33Ja4H B YCIIOBHSIX OONIBIION Pa3MEPHOCTH.

KawoueBnle ciaoBa: I/IHq)OpMaLII/IOHHBIe U TCJICKOMMYHHKAIlMOHHBIC CCTH; IPUKIIAAHBIC 3aja4du; OITHMaJIbHOC
pacnpeaciaeHne; MUMHUMU3alus 3aTpaT, HEJIMHCWHAS MOJCIIb, 6yJ'leBI>I TNIEPEMEHHBIC.
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MODEL OF IMPACT INTERFERENCES
ON RADIOCOMMUNICATION SYSTEMS FOR SPECIAL COMMUNICATIONS

As the analysis of recent events in the East of Ukraine shows, radio communication is the transport basis for the
construction of telecommunication networks of special purpose. In view of the above, the subject of study in the article are
the special radio communication systems, operating in a complex electronic environment. The purpose of this article is to
develop a mathematical model for the effects of interference on systems of special radio communication. The tasks solved
in the course of the study: a formal description of various types of noise that is used to suppress the systems of special radio
communication; analytical representation of the probability of a bit error for signals with different types of modulation
under the influence of the main types of deliberate disturbances; development of recommendations for increasing the noise
immunity of special radio communication systems with different types of signal modulation under the influence of
deliberate interference. In the course of the study, the following methods were used: signal theory, radiocommunication
theory and the theory of potential impedance protection. In the course of the study, analytical dependencies were obtained
that allow us to calculate the probability of a bit error in the effect of intentional interruptions for different types of signal
modulation. Conclusions: the proposed mathematical model should be used in the analytical modeling and evaluation of
the performance of broadband radio networks of a special purpose taking into account the combined action of the additive
white Gaussian noise and structural impediment, algorithms for the formation and processing of signals at the physical
level, as well as the properties of the radio channel.

Keywords: radiocommunication system; radiocommunication; radio-electronic suppression; intentional interference.

Introduction

Radiocommunication is an essential element of
management in military systems for various
applications, which ensures the continuity of command
and control in the most difficult and unpredictable
situations. Due to the nature of radio channel, which is
channel with free access, the receptor exposed to
accidental and intentional interference, which
determines the communication quality, which
characterized by reliability accepted information. Focus
promising means of radio communication in modern
multi-service applications and provide customers with a
wide range of services with a specified quality
determines need to use digital radio communication
with digital signals, including on the basis of modern
technologies of broadband wireless networks.

Against the background of current events in
Ukraine and active military-technical cooperation with
NATO information and telecommunications system of
the Armed Forces of Ukraine will undergo significant
changes. In the armed forces of NATO countries are
actively using commercial wireless networking
standards as a basis for constructing their own
information-telecommunication networks of special
purpose. System tactical communication is evolving
towards the use of open architecture, introduction of
new telecommunication technologies that used in
commercial communication systems [1].

Quality radio with digital signals in conditions of
interference quantitatively estimates the probability of
erroneous reception of symbol (probability of bit error
BER). Existing models allow analytical methods to
assess the impact of the probability of bit error for a
probabilistic-time characteristics of the networks,
suggesting that distortions are introduced by the effect
of additive white gaussian noise (AWGN). However,

the dependence of network characteristics on the ratio
of signal and interference at the receiver input for
different ways of generating and processing signals as
well as statistical properties of the channel remain
unexplored. In today's time the influence of bit errors
on the performance of broadband communication
systems was studied in several papers [2-6], however in
these works the dependence of network characteristics
on the attitude signal level and interference at the
receiver input for different ways of formation and
signal processing.

Because of this, there is an actual scientific task of
developing mathematical model to assess the impact of
interference on the broadband radio network for special
communications to further control mechanisms of
interference protection.

Purpose of article is to study the impact of signal
levels and noise on the input of the receiver the
probability of bit error in a broadband radio networks
for special purposes.

Presentation of the main material

Interference background, creation of which
involved natural and artificial sources, and the impact
thereof on the communication network is difficult to
quantify. Interference different species different impact
on radio-electronic means for specific purpose with
specific types of signals and ways of their processing.

General classification of noise showed on fig. 1.
Interference can be AWGN, deliberate and between
stations interference, they can be similar to signal and
sever us. Between stations interference, as a rule,
belong to the class of structural interference, i.e.
interference, such as the shape of the useful signal.
Between stations interference arise primarily when the
violation of the norms of frequency-territorial planning,
or in his absence [7]. Despite the diversity of types and
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parameters of interference in solving
scientific and practical problems of
functioning of communication networks
in accordance with their purpose under

Noise

certain conditions, the class of the data |

Multiplicative | |

Additive | | Intersymbol |

interference, as a rule, is narrowed
depending on the model the actions of
the enemy. Given the potential scope,
distance, operating frequency, data
network will focus on noise (Gaussian)
and structural sighting deliberate

|

Intentional |

/

interference with limited average power,

| Ground | |

From airborne vehicles | | Fromtransmitters

one-time use

which under optimal duty cycle and
radiation are the worst (they must be
similar to signal) [8-10].

When exposed to impulse noise
with reduced average power and AWGN
the probability of error is calculated as
follows [8, 9, 11]:

Passive

[ P ]

Active

| Protective Semi-sights | | Sights
h2 . h?
BER = pp - BER,| =22 |+
PB (1)
2 52 -
+(1_pB)'BER (hc’hs _0)’ Noise| | Pulsed Sinusoidal Multifre Scanning | [Structural | | Imitation Re.trans
quency mitted
where pp — bit error probability in
period of radiation, h’ — attitude of
energies signal/noise, h32 —  attitude
interference/noise. Feoust
First piece on the right side of Fluctuating Focus on time Focusing on ocusing on

expression (1) represents the probability

spectrum and time

the spectrum

of error when exposed to interference
during the periods of emission (with

probability pp that depends on the duty

cycle) and the second is the probability
of error from the conditions of action only AWGN
during periods of absence of interference.

You can consider on several options of interaction
between signal and interference (intentional or
mischance) in terms AWGN, namely: nonfading signal
nonfading interference, nonfading signal a dying of a
hindrance severalty signal nonfading interference, fading
signal — a dying noise. The laws of signal fading and
interference can be the same or different. Case nonfading
signal and interference correspond to the channel with
constant parameters and AWGN that takes place in direct
line of sight communication between a fixed location
objects. In the presence of signal fading (interference)
analytical ratios for the probability of error on a bit
perhaps by averaging the error probability in the channel
with constant parameters with known probability density
values of the coefficient of transmission of the channel
o(p) p will be of the form [12-15]:

o) 2
2 2
BER = [ Puror | Iy =51 |- 0(u)dps, ()
0 M

where hp2 — ratio of signal energy to length of the

symbol to one-sided power spectral density AWGN
(N,) at particular value of the transmission coefficient

Fig. 1. General classification of noise
of the channel p; W - average value of the ratio of
signal energy to length of the symbol to one-sided

power spectral density AWGN; ”2 — initial moment of

the second order random transfer coefficient y; Pe.or —
average value of the probability of occurrence of the
error.

For above variants of interaction of the signal and
noise expression (2) probability of bit error BER under
the impact of intentional or between stations
interference and AWGN depending on type of signal
and noise is as follows [1]:

a) for fading signals and nonfading interference

BER =
= TP hjy = ”=zh_2 2 = const |- o(wyd g,
0 c
b) for nonfading signal and fading interference
BER =
(4)

o(u,)d w,,

327

o0 2 —
= jPermr h,% = ”=’£h2 h? = const
0 Hy
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¢) for independent fading signal and interference

BER =
2
2 _He 42
000 hc ==62hc’ (5)
u
= j J. Fetror 62 . (pe ooy M e d pyy s
00 p2 = Hn g2
3 _=2 3
Hy

where  Peyor (hg,h,%) determined by the known
relationships for channel with constant parameters,

h32 — ratio of energy interference on the length of the

symbol to the power spectral density N,.

Using general expressions (3) to (5) we can obtain
the ratio to calculate the error probability at bit to
specific methods of formation and processing of signals,
types of interferences and of signal fading or
interference.

Let is coherent correlation signal reception binary
phase shift keying (BPSK - eng. BPSK — binary phase-
shift keying) with a total relevision fading in action
nonfading BPSK structural interference that is
synchronous in moments of change cycles with the
signal and having in General case the pulsed nature of
the radiation. Signal selection BPSK in this example
substantiates the fact that in a number of IEEE standards
802.11 a, b, g, n uses a Bank of modulation schemes
coding, which depending on the state of the channel in
the process of communication selected and the adaptive
modulation scheme coding, which ensures the required
quality of communication. In "bad" channels as times
and applies the most interference-free mode — BPSK.
The probability density of the transmission coefficient
at relevision law of fading look like [6]:

2 JE—
o(p) =%'exp[—y—2} u>0, p* =20 (6
o 20

where o2 — dispersion of fading.

We can see that when releasing fading signal and
synchronous actions nonfading interference (BPSK-
type) with limited average power at arbitrary time
interval, average probability of bit error for systems
with one carrier is determined by the expression

()

For systems with many carrier (in particular,

systems and  signals, orthogonal frequency
multiplexing) formula (7) will have the following form:

BER = p, -(N,/Ngpr )- BER, (W2, 12 [ p,)) +

®)
+(1-p, ) (1= N,/ Nppr)- BER(R2 , 12 = 0),

c1'"3

BER,(h2,h%[p,) =

/b, ©)

1+h§

c "3

where

c1'"3

BER(h?, h? =0)=% 1-

Nppr — number of carrier OFDM-signal; N, —

number of carrier interference.
In expressions (8)—(10) it should be borne in mind,

that hg and h32 is the ratio signal/noise and

disturbance-to-noise ratio on each subcarrier of the
signal (interference).

Interference coincides with the signal values of the
carrier frequency and synchronized with him on the
moment of changing the bars.

In the case of general independent releasing fading
BPSK signal and synchronous BPSK-interference with
reduced average power expression for the error
probability in the system with single-carrier turns into

this:
\[h_?- 1+ h?
BER=172—”- 1_;‘) +

1+h3+h32/pu

(11
In case of systems with many carrier we have:
[2 12
BER =p7”. NN3 Ve dx k)
2,42
FFT 1+hc+h3/pu
(12)

In the case of reception nonfading signal and
synchronous pulse interference with relevision fading it
can be shown that the error probability in systems with
one carrier is determined by the general expression (8),
in which

BER,(h2.h2 [ p,) =F(w/2h§ )+0,5x

X _2h32 -exp —éﬂ -erf hhz‘z—hg ,
h; +p, h; +p, >+ Dy 03
BER(h2 ,h? = 0) =F(@);
w 1
F(x)= je 2.4,
i X
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erf(x)= - ar. (14)

2 X
Consider case when signal and noise do not stand
still, that is channel with constant parameters. Average
probability of error for coherent correlating reception
BPSK in terms of structural disturbances (with BPSK)
with continuous radiation in channel with AWGN
determined by the ratio [15]

Poyror (2 13) =
=%.[f(@+@)+5(\/ﬂ_\/ﬁﬂ.(15)

Here, as before, implies that a disturbance
synchronous with the signal on when changing
cycles and coincides with a signal for high frequency
filling.

It is calculated according to formula (15), the

value Peyor (hg, h32) used above for substitution in

expression (3) to (5) upon receipt of the ratios to
determine the probability of error in different options of
signal fading and interference.

In case of intermittent interference, the limited
average power of the error probability in systems with
one carrier with the above terms and conditions
determined by the formula (8), in which

2
BER, (12, )=
u

1 F| 2k +24f %A + (16)
=E~ 5
= Ih
F|y2n% -2 /
+ 2 Py
BER(hf,hf =o) =F(\/2h§). (17)

As mentioned above, depending on the state of the
channel in the IEEE 802.11 x provides an adaptive
switching of the modulation schemes and coding. In
particular, channels with a low signal/noise interference
to improve interference protection used convolution
coding with relative code rate R = 1/2 together with the
signals BPSK. The probability of error on bit in the
channel AWGN under the action of pulsed BPSK-
interference with reduced average power for coherent

reception BPSK signals with convolution will be
encoded with pseudo-random interleaving of the
symbols and the use of Viterbi decoder with soft
decisions can be calculated using the following additive
border-top:

| o F| Rz L (18)
hy +N-p,

where v — length of the code limitations;
d — free length of code;
R = m/n —relative speed of code;

{@y (v)} —range of code;

N — base of phase-manipulated broadband
signals.

It should be noted that expression (18) is valid
under the condition of justice Gaussian approximation
of the interference, i.e. when the disturbance Gaussian
type, or when the signal is more than 20 in the case of
structural disturbance.

In particular, when fading and nonfading hinder
the probability of bit error in any relationship, P./P,
above 107, Application shortage coding significantly
reduces the probability of bit error, as shown in the
example of a channel with constant parameters when
using the soft Viterbi decoder.

Above ratios are true for the general of signal
fading and interference. Recognition of the fine
multipath structure and statistical properties of the
signal (interference) wusually carried out using
simulation [16-18].

Conclusion
from this explosion

Presented in article the model will be used in
analytical modeling and performance evaluation of
broadband radio networks for special purpose with the
joint action AWGN and structural interference, the
algorithms of formation and handling signals in the
physical layer and the radio channel.

Further research will focus on design methods of
control parameters of radio networks for military
purposes to enhance the immunity of their functioning
in conditions of interference.
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MopeJib BILIMBY 32Baji HA CHCTEMH CIIEHiaJIbHOTO0 Pafio3B’ 3Ky
1.O. Pomanenko, A.B. [HIumarnpkuii

Sk cBimUUTH aHami3 ocraHHIX moxiii Ha Cxomi YkpaiHH, pajio3B’s30K € TPAHCIIOPTHOK OCHOBOIO JUIS IOOYIOBH
TEJICKOMYHIKaIliHHUX MEpeX CIeLiaJIbHOrO NPHU3HAYCHHs. 3BaXKal0uM Ha CKa3aHe, NPeJMETOM BUBYEHHS B CTATTi € CUCTEMHU
CHELiJIBHOTO palio3B’s3Ky, M0 (QYHKIIOHYIOTH B CKJIaIHIH pajioeneKTpoHHii oOcraHOoBLi. MeTOI0 3a3Ha4yeHOi CTATTi €
po3podKa MaTeMaTH4HOI MOJIENi BIUIMBY 3aBajl HA CUCTEMHU CIELiaJIbHOrO Pajio3B’s3Ky. 3aBAAHHAMM, 1110 BUDIIIyBaluCsa B
XOJli MPOBEAEHOr0 NOCiKeHHs Oynn: (hopMali3oBaHMil ONKC Pi3HUX BUAIB 3aBajl, 1110 BUKOPHCTOBYIOTHCS IS IOJABICHHS
CHCTEM CIICLiaJIbHOIO Pa/lio3B’s3Ky; aHAJITHYHE IMPEACTABICHHS MMOBIPHOCTI GiTOBOI MOMMIIKM Ul CHTHAJIB 3 DPI3HHUMHU
BUJIAMU MOAYJISILIT NIpH BIUIMBI OCHOBHMUX BHUJIB HABMHCHHUX 3aBajJ; pPO3pOOKAa pPEKOMEHIALIl MI0A0 MiJABUILECHHS
3aBaJI03aXUIIEHOCTI CHCTEM CIICLialbHOrO Pajio3B’A3Ky 3 PI3HMMH BUJAaMU MOXYNALIM CHUTHalNy NpU BIUIMBI HABMHCHHX
3aBaJl. B X0l npoBeneHOro NOCIiKEHHS BUKOPUCTOBYBAIHMCS HACTYIIHI METOMM: TEOpisl CUTHAIIB, TEOPis palio3B’s3Ky Ta
Teopisl MOTECHLIIHOI 3aBaJ03aXHWINEHOCTi. B Xomi NIpOBEAEHOro IOCTIDKEHHS OTPUMAaHI aHANITHYHI 3aJIeKHOCTI, M0
JIO3BOJISIIOTH PO3paxyBaTH KWMOBIpHICTH OiTOBOI NMOMWJIKM HpPH BIUIMBI HaBMHUCHUX 3aBaj Ul PI3HUX BUIIB MOMYJISILIHA
cursaily. BUCHOBKH: 3aIpOIIOHOBaHY MaTeMaTH4YHY MOJENb JIOLIBHO BUKOPHCTOBYBATH IIPH aHATITUYHOMY MOJICIIOBaHHI i
OLIHII NPOAYKTUBHOCTI IIMPOKOCMYI'OBUX Pa/lioMEPEX CHELiaIbHOr0 NPU3HAUCHHS 3 ypaXyBaHHAM CIUIBHOL Jii aJUTHBHOT O
6iJ10ro rayciBCbKOro LIyMy i CTPYKTYpPHOI 3aBajy, aaropuTmiB (opMyBaHHS i 0OpoOKM cuUTHaNiB Ha (i3MYHOMY piBHI, a
TaKOXX BJIACTUBOCTEH pajliOKaHaIy.

KurouoBi ci1oBa: cucrema pazio3B's3Ky; paio3B's130K; paioeeKTPOHHE M0/IaBIICHHS; HABMHCHI 3aBaJIH.

MopeJsb BJAUSTHUSI IOMeX HA CHCTEMBI CIeNHAILHONH PaHOCBI3H
N.0. Pomanenko, A.B. IIumanxkmit

Kax rnoxaspiBaeT aHaJIN3 [OCIIEAHUX cOObITUI Ha BocToke YKpauHbl, paJuoCBs3b SABISAETCA TPAHCIIOPTHONH OCHOBOM JUIS
MIOCTPOCHHSI TEIEKOMMYHHKALMOHHBIX CETell CINEelMaIbHOrO Ha3HAUYeHMs. YUMTHIBAas CKa3aHHOE, IPEAMETOM M3y4YEHUs B
CTaTb€ SIBISIIOTCSL CHCTEMbI CHELHMAJbHON pPaJuoCBs3H, KOTOpble (YHKIMOHUPYIOT B CIOKHOH pPaaMOdIEKTPOHHOMN
obcranoBke. Ilesibl0 JaHHOH cTaThbU sABiIACTCA pa3pabOTKa MaTeMAaTHYECKOW MOJENH BIMAHHMA IIOMEX Ha CHCTEMBI
CNELUAaNbHOr0 PaJNOCBA3H. 3aja4yaMu, KOTOPhIE PELIAKCh B XO/€ IIPOBEAECHHOI0 MCCIIeA0BaHus ObUIH: (OpMaIM30BaHHOE
OIMCaHUE PA3IMYHBIX BHUIOB MOMEX, MCIOJIb3yeMble Ul MOJABIEHHUS CHUCTEM CIICIMAIBHOIO PAaJHOCBA3H; aHAIUTHYECKOE
IPEJICTaBJICHUE BEPOSTHOCTH OMTOBOW OMMOKM JUIS CUTHAJIOB C PAa3IM4YHBIMM BHJAaMH MOXYJIALMU IIPU BO3JCHCTBUU
OCHOBHBIX BHJOB IIPEJAHAMEPEHHBIX IIOMEX; pa3paboTka PEKOMEHJALMH 110 ITIOBBIIICHUIO [TOMEXO3aLIHIIEHHOCTH CHUCTEM
CIELHAIBHOA PaJMOCBA3M C PA3IMYHBIMU BUAAMH MOIYJIALMN CUTHAla NPH BO3JCHCTBUM NpeJHAMEPEeHHBIX IoMeXx. B xone
MPOBEJICHHOI'0 MCCIEJOBAHUS HCIIOIb30BATHUCH CIEAYIOLIME METOAbI: TEOPUS CHUTHAJIOB, TEOPUS PAaJUOCBA3M M TCOpPHS
MOTEHIMAJIbHONW MOMEXO3aIUIIEHHOCTH. B X01e NpOBEJEHHOr0 HCCIEIOBAHUS IOJIYYEeHbl aHAIUTHYECKHE 3aBUCHMOCTH,
MO3BOJISAIOIINE PACCUUTATH BEPOSITHOCTh OUTOBOH OMMOKM NPH BO3ACHCTBUY NPEAHAMEPEHHBIX IOMEX [UIS pa3lINYHbIX BUIOB
MOAYJSLMH CcUrHasa. BBIBOABI: MPEIUIOKEHHYI0O MaTeMaTH4YeCKyld MOJEIb LEeIecoo0pa3HO MCHONIb30BaTh HPHU
AQHAJIUTUYECKOM MOJICJIMPOBAHUM U OLIEHKE NIPOU3BOJUTEIIHOCTH IMPOKOIOIOCHBIX PaJHOCEeTeH CHEeIHaIbHOIO Ha3HAUCHUS
C YYETOM COBMECTHOIO JCHCTBHS aJUIUTUBHOrO O€JIOro raycoBCKOI'O IIyMa M CTPYKTYpHOH IIOMEXH, allrOPUTMOB
(dbopmupoBaHus 1 00pabOTKH CUIHAJIOB Ha (PM3MUECKOM YPOBHE, a TAKOKE CBOICTB paJMOKaHAIY.

KaroueBble cj10Ba: cucremMa PanuocCBA3U; PaAUOCBA3b; PAUO3JICKTPOHHOE ITOAABICHUE, IPEAHAMECPECHHDBIC IIOMEXU.
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METHOD OF SYSTEM DESIGN OF THE NETWORK
OF MEANS OF SPECIAL CONTROL

The subject matter of the article is the processes of system design of the network of special control means (NSCM). The
aim is to develop an iterative scheme for the logical design of a network of special controls that will be based on the ideas
of the aggregative-decomposition approach, system analysis and system design of complex systems. The objectives are:
analysis of the features of the network of special control means as an object of design or reengineering; decomposition of
the problem of optimization of NSCM to a multitude of tasks related to different hierarchical levels of decomposition, with
their interrelationships on the initial data and the results of the solution; formulation of the requirements that the methods
and procedures for solving the problems of optimization of the NSCM should satisfy; the development of an iterative logic
scheme and the system design method for the NSCM. The methods used are: system analysis of design processes, cause-
effect analysis, method of system design of complex systems. The following results are obtained. The analysis of the
peculiarities of the network of special control means as an object of design or reengineering is carried out. Taking into
account the characteristics of NSCM, decomposition of the problem of its optimization into a set of interrelated tasks
related to different hierarchical levels of decomposition is performed. The scheme of the interrelationships of the selected
tasks with the input data and the results of their solution is established. The requirements that must be met by methods and
procedures for solving the problems of optimization of NSCM are defined. This allowed the development of an iterative
logic scheme and on its basis the method of system design of NSCM. Conclusions. On the basis of the analysis of the
interrelationships between the optimization problems of NSCM on the input data and the results of their solution, an
iterative logic scheme and an interactive method of its system design are developed. It is expedient to use the obtained
results for complex determination of the structure, topology, parameters and technology of functioning of NSCM. This will
reduce the time to solve problems of designing, planning the development or reengineering of networks of funds, reduce
the cost of their creation and operation, through joint solutions to improve the quality of solutions and, on this basis,
improve their functional characteristics.

Keywords: large-scale object; special control system; structure, topology; design: optimization; logical scheme of system

design.

Introduction

Checking large-scale objects that are designed,
created and exploited in our time, characterized by
growing complication systems. The increase of scales of
the controlled territory or space increases requirements
to the operation ability, exactness reliability and vitality
of the checking systems, results in the increase of
amount and complication of their elements,
complication of technologies of their functioning [1-3].

Among the tasks of reengineering planning or
planning of development of the checking systems the
special place is occupied by the tasks of optimization of
their structures. The characteristic feature of the
checking of large-scale object systems is that an optimal
structure, parameters of their elements, communication
means between them and technology of functioning in a
great deal are determined by the territorial placing of
objects and controls [4-7].

The typical example of the similar systems that is
intend for monitoring objects that are disperse on
considerable territory is a network of facilities of the
Main center of the special control of Ukraine. The basic
tasks of this Center are: observance of requirements of
international agreements in relations to limitation and

prohibition of nuclear tests; the seismic state
geophysical phenomena; the radiation state in the points
of the distribution of subdivisions of the Center.

Structurally the network of facilities of Center of
the special control consists of great number of
multilevel centers of control (main center, regional
centers, autonomous and movable points), that is
disperse on considerable territory. Expansion of great
number of control objects, change of requirements of its
quality, the improvement of facilities of collection,
transmission and treatment of information results in the
necessity of optimization of existent network.

Formulation and analysis
of the modern state of the problem

To optimize the network of special control tools
(NSCT), as in the design or reengineering of other
geographically distributed systems (GDS), it is
necessary to solve a plurality of combinatorial tasks of
structural, topological, parametric and technological
optimization. Taking into account that the power of the
sets of admissible functioning technologies, the
parameters of the elements and connections of such
systems is insignificant, the main difficulties are the
tasks of optimizing their topological structures [8].
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For their solution, exact (combinatorial) and close
(heuristic) methods are used. The exact methods allow
to find optimum solutions, but, given the NP-
complexity of the problem, such methods can be applied
only to optimize the simplest systems with a small
number of elements that are part of their composition.

In this case, the tasks of placing nodes or elements
of the control system are solved according to different
criteria, using various target functions, in conditions of
different dimensions and degree of certainty of input
data, time and resource constraints. This requires the
development of a set of problem-solving methods that
differ in accuracy and complexity, will have less
temporal complexity than combinatorial methods and
greater accuracy than existing approximate methods [9].
Modern technologies for designing geographically
distributed objects, including NSCT, are based on the
ideas of aggregation-decomposition approach, system
analysis and system design of complex systems. When
implementing a system approach in the design tasks of
such GDS one of the main problems is the formal
presentation of the process of solving the set of
interrelated design problems. Such formalization is
presented in more convenient way as a logical scheme
for constructing a global design solution [10].

Under this approach,  construction of such
formalization must precede the correct decomposition of
the problem [11]. In the initial stages of the design, the
problem is presented as a meta-task MetaTask,
consisting of a set of tasks relating to different
hierarchical levels of decomposition, with their
interconnections by the initial data and the results of the
solution [12]:

MetaTask = {Taské } ,

_ (1)
Task' = {Taskf}, i=1i,, 0=1n,

where Task'' - the set of tasks of synthesis, that belong
to the level of /;
n, —amount of levels of description of the system;
i —number of task;
i, —amount of tasks that should be solved at level ¢.

Thus each of tasks is given as some transformer of
data:

Taskf = Inl-é - Outl-é , i= E, 0= E, (2)

where Inf, Outf — entrance data of i-task and initial

data of 7 -level.
Each of the distinguished tasks of top levels

Taskl-é, i= E, l=1,n,,
can be presented as a set of interconnected subtasks

Taskf = {Taskf/- } , J= E,

where j; —amount of subtasks of a task T askl-é .

The systematic analysis of the problem of the
synthesis of GDS and an overview of its current state

allows us to conclude that it is expedient to use the three
levels of detailed description at the meta-, macro- and
micro-levels in the design and technical and economic
aspects [12].

MetaTask is considered on a meta-level problem in
general. Most macro level tasks are essentially the tasks
of system design and differ in the constraints that reflect
the specifics of the main stages of the life cycle of the
GDS:

Task' = {Task} } , E, 3)

where Tt askll — the formation of requirements for

geographically distributed systems and the development
of a technical design task;

T ask; — system design;
T ask; — development planning;
T ask}; — adaptation of GDS;

T ask; — reengineering of GDS.

The complex of objectives of the meta-level (3)
covers the whole range of issues of structural synthesis
of geographically distributed systems that arise at the
stages of pre-design studies, design, creation and
operation, which are solved in their design and
management systems.

The main tasks of the micro level are related to the
solution of the issues of system design of the
geographically distributed systems [12]

Task® = {Taskl-2 } ,i=16, 4)

where 7T askl2 — choice of principles of geographically
distributed systems construction ;

T ask22 — choice of system structure;

T ask32 — definition of the topology of elements and
connections;

T askf — choice of operation technology;

T ask52 — determination of parameters of elements
and connections;

T askg — evaluation of the effectiveness of options

and choice of solutions.

For the practical implementation of the system
design of the network of special control tools, other
geographically distributed systems, it is necessary to
develop appropriate mathematical support that takes
into account the specifics of the object and the
corresponding design technology.

The purpose of the article is to develop an iterative
scheme for the logical design of a network of special
control tools, based on the ideas of the aggregation-
decomposition approach, system analysis and system
design of complex systems.

Main results

In the process of developing a decision-making
method for the basic task of system designing the GDS,
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it is necessary to analyze its solvability at three levels:
inputs, resources and process [10]. From solving the
problem at each level will follow its solvability as a
whole.

It should take into account the specific features of
the task of system design of geographically distributed
systems [7]:

the close relationship of problems structural,
topological, parametric, technological synthesis, which
requires their joint solution;

the combinatorial nature of most of the tasks
(subtasks) that are part of it;

the need for solving problems of great dimension;

the presence in the formulation of problems the
factors that are difficult for formalization;

high dynamism or uncertainty of the input data; a
wide range of conditions for solving problems.

Analysis of the above features of the tasks of
system designing TRS allows us to formulate the
requirements that must satisfy the effective methods and
procedures for solving design (optimization) of the
NSCT [13].

1. Close relationship of tasks and incomplete
information certainty of tasks of choosing the principles
of network construction, structural, topological,
parametric and technological synthesis, as well as

analysis and selection of design solutions 7. askl-2 by
i=1,6,

causes the iterative nature of the methods and
procedures for their solution.

Res-2

input sets InDatl-2 and restrictions o

This way, it is possible to solve T askl-z, i=1,6

2. High complexity of solution methods MetDec?

due to the combinatorial character of most tasks 7 askl-z,

and a wide range of conditions for their solution is
required when they solve the use of a plurality of

methods MetDecl-zk, i=1,_6, which have different

complexity and accuracy.

This will enable the solution of the tasks of system
design by resources.

3. To make full use of the experience of designers
and to take into account factors that are difficult to
formalize, it is advisable to build the solution process
based on interactive (human-machine) procedures. The
process of finding a design solution will consist of
complementary procedures for automatic and
intelligent synthesis with the participation of the
operator.

4. At all stages of designing it is advisable to use
techniques that reduce the complexity of solving system
design problems 7. askl-z, i=1,6.

For this purpose, heuristics that take into account
the specifics of tasks, solutions obtained through "fast"
procedures, formal or expert assessments can be used.

Taking into account the mentioned features of the
tasks of designing (optimization) of the NSCT and the
listed requirements for the procedures for their solution,
the determined sequence of problem solving of the
design of complex geographically distributed systems
(fig. 1), as well as the axiom of system design, the
method of forming solutions to problems of system
design based on the basis of the iterative logic scheme

tasks at the input. [8] is proposed.
Resf InDat 55 Resg InDat §£ Resg InDat ig Resf; InDat §E Res§ InDat §£ Res§
0 Tastd,
. InDat fE DesDec? DesDecg DesDec§ DesDecj DesDec§ DesDecé :
In—'__'Daig : Task? \—w| Task? | »| Task; | Task; | Task: | Task; DesDec
InDafgj InDat 51 InDat fg InDat f; InDat é]

Task12 — the task of choosing the principles of building a GDS

Task22 — the task of selecting a structure

Task32 — the task of determining the topology of elements and relationships

Taskf — the task of selecting a functioning; technology

Task52 — the task of determining the parameters of elements and connections

Task62 — the task of assessing the effectiveness of options and choice of solutions

Fig. 1. The sequence of tasks in the linear scheme of system design of the GDS
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Due to the fact that data is not solvable in a linear

sequence 7 ask?, i=2,5, the formation of input data

InDatl-2 and restrictions Resl-2 for them in the initial
iteration will be carried out on the basis of predictive (in
particular, expert) data.

On other iterations as input InDaz‘l-2 and
restrictions Resl-2 the results of solving the following

tasks DesDec%, j>1, i=150f the sequential scheme

will be used.

The essence of the proposed method for systematic
design (optimization) of network of special control tools
on the basis of an iterative-sequential logic design
scheme may be presented in the following form [13].

1. Beginning of the decision: entering input data
InDatlz and restrictions Reslz of the task T asklz .

2. Formation of a solution search strategy.

3. Select a variant of the network structure
(Task?3).

4. Determining the topology of elements and

relationships (7t ask% ).

5. Choice of operation technology (7 aski ).

6. Determining the parameters of elements and

connections (7t askg ).

7. Checking the limitations of the task 7 asklz. If

the evaluation of the characteristics of the current
variant of the construction of the network K (s) does not

satisfy the restriction Reslz of the task, go to step 3.

8. Evaluating the effectiveness and choosing the
best of the existing variants.

9. If the search solution strategy is not exhausted,
go to step 3.

10. Formation of decisions by the operator,
estimation of their efficiency and choice of the best
variant.

11. The end of the decision: the best variant for the
network construction s° as well as its evaluation K(s°)
by a set of partial criteria K are determined.

Initial data InDatlz and restriction Reslz of the

task:

ObjS — a set of characteristics of objects subject to
control;

K — a set of partial criteria used to evaluate the
network's performance;

0% C* — boundary levels of the indicators of the
effect (functional characteristics) and costs;

S'={s} — a subset of options that determine the area
of the existence of the network;

IT— possible principles for building a network.

The search strategy of the solution, which is
formed at the step 1, defines the conditions of the

iterative implementation of the steps 3-8, as well as the

choice of design procedures ProcDecl-2 to get solutions

of the task Task?, i = L6 [8].

1

The choice of the strategy is based on the solution
of the problem, which forms the domain of admissible
variants of network construction S*={s}, proceeding
from the chosen principles of its construction 7 d1.

Specific provisions of the strategy are determined
by the necessary precision of the solutions DesDecl-z,

i=1,6, as well as computing resources that can be used
to solve the problem.

Steps 3-6 provide for the implementation of design
procedures ProcDecl-z, i=2,5 to solve the tasks of

choosing a network structure, determining the topology
of elements and relationships, choosing a technology of
operation, determining the parameters of elements and

relationships in the context of input data InDaz‘l-2 and
restrictions Res 12 .

Each of the procedures ProcDecl-z, i=2,5 based
on one of the task models ModTaskl-2 ={M0dTaskl-2k }
and uses one of the methods of solving it Mez‘Decl-2 =
= {MetDec? } [8].

Checking restrictions Resl-2 is carried out in the

process of solving each of the tasks 7. askl-z, i =1,_5.
Step 5 provides for verification of restrictions of the

general task 7 askl-2 .

Evaluating the effectiveness and choosing the best
variant for building a network (step 8) is carried out
using formal or expert multi-factor and multi-choice

procedures {ProcDec ék J 8]

Step 9 provides for verification of the completion
conditions of the iterative cycle for solving complex

tasks T askl-z, i=2,5 (in particular, the number of

cycles of the multistar procedure for searching for the
global extremum of the target function).

Step 10 provides for the formation of decisions
s &* by the human operator which is responsible for the
system designing, as weel as an automated evaluation of
their properties by a set of criteria K(s), comparing them
with the best of the previously obtained and choosing
the best among them s°.

Depending on the available means of automation
of designing and the chosen strategy for the design
decisions, various forms of participation of the operator
in forming decisions (step 2-10) are possible: operator-
programmer, operator-researcher, operator-coordinator
[10].

Possibility of solving the tasks of system design
(NSCT)=-as a whole follows from the possibility of

solving constituent tasks T askl-z, i=1,6 and the
convergence of the entire iterative procedure. In this
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case, design decisions DesDecl-2 T askl-z, i=1,6 tasks,
on the subsequent iterations of the proposed scheme will
become more precise, because they will be formed
based on the decisions obtained in the previous

iterations. As a result, the accuracy of the solution

DesDeclz task will be increased.

Conclusions

The analysis of the peculiarities of the problem of
system design of the network of the main center of
special control, as a kind of territorially distributed
objects, made it possible to establish the specific
features of the arisen problems.

The close relationships between the tasks of
structural, topological, parametric, technological
synthesis requires their joint solution. The combinatorial
nature of problem problems and their high dimension
require the development of effective methods for their
solution.

The presence of problem-oriented factors that are
difficult to formalize and incomplete certainty of input
data makes using of interactive technologies is more
effective for the design.

The established features have determined the
iterative interactive nature of the proposed logic design
scheme and of the proposed method for the design of
design solutions.

The practical application of the results obtained
will reduce the time for solving the design, planning, or
reengineering tasks of the Network of the Main Center
for Special Control, reducing the costs of their creation
and operation, by jointly solving tasks to improve the
quality of solutions and, on this basis, improve the
functional characteristics of the network.

Further details of the described logic design
scheme and the proposed method for the design of
design solutions involves the choice or development of
new mathematical models and methods for solving all
partial problems:

the choice of principles of network construction;

choice of network structure;

definition of the topology of elements and
connections;

choice of operation technology; determination of
parameters of elements and connections;

assessing the effectiveness of options and choosing
solutions.
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MeTon cHCTEMHOI0 NPOEKTYBAHHS Mepe:ki 3ac00iB crneniaabHOr0 KOHTPOJIIO
B. B. Be3skopogaiinuii, O. I. Cononenp, K. K. Kynarin, T. A. Komens, C. B. [Terpos, A. B. Komens

IIpeameToM BHBYEHHS B CTATTi € NPOLIECH CUCTEMHOIO NPOEKTYBAHHS MEpexi 3aco0iB CIeLialbHOro KOHTPOIIO
(M3CK). MeTta — po3po0Oka iTepaniiHOi CXeMH JIOT19HOTO IPOEKTYBAaHHS Mepexi 3aco0iB CreniaaTbHOro KOHTPOIIO, 0
I'PYHTYBAaTUMEThCS Ha 1/1€X arperaTuBHO-1€KOMIIO3UI[IHHOTO MiAXOAY, CHCTEMHOI'0 aHali3y Ta CHCTEMHOI'O IIPOEKTYBAHHS
CKJIaJHUX CHCTeM. 3aBJaHHM: aHali3 ocoOnuBoCTeil Mepexi 3aco0iB CleLialbHOrO KOHTPOIIO K 00’ €KTa MPOEKTYBAHHS
YU pEiHKUHIPpUHTY; aexoMmnosuiis npotiemu ontuMizamii M3CK Ha MHOXHMHY 3amad, IIO BiJHOCSATBCS 1O Pi3HHUX
iepapxiyHUX piBHIB AEKOMIIO3MLII, 3 iX B3a€MO3B'I3KaMH 3a BHUXiJIHUMU [aHUMH Ta pe3ylIbTaTaMU PO3B’SA3aHHS;
(bopMyIIIOBaHHS BUMOT, SKUM IIOBHHHI 33J0BOJBHATH €()EKTUBHI METOAM Ta IPOLENYpPH PO3B’A3aHHS 3a/1ad ONTHUMi3amii
M3CK; pospobka irepawiiinoi siorigHoi cxemu Ta Merody cucreMHoro mnpoekryBanHs M3CK. BukopucroByBaHMMHU
MeTOJaMH €: CHCTEMOJIOTIYHMH aHali3 INpOLEeCiB NPOEKTYBaHHs, NMPUYMHHO-HACIIJKOBUI aHalli3, METOJ CHCTEMHOIO
MPOEKTYBaHHA CKJIagHuX cucreM. Otpumani Taki pe3yiabTaTh. [IpoBeneHo aHaiiz ocoOnMBOCTEHl Mepexi 3aco0iB
CIeLiaJbHOI0 KOHTPOJIIO SIK 00’ €KTa NPOEKTYBAaHHA 4YM peiHXKMHIpUHrY. 3 ypaxyBaHHAM ocoOnusocteii M3CK BukoHnaHo
JICKOMIO3UILiI0 IIpobieMu 11 onTUMi3anii Ha MHOXKHHY B3a€MOIOB’I3aHUX 3aj]ad, 110 BIIHOCATBHCS A0 PI3HUX i€papXiuHUX
piBHIB nexomno3uiii. BctaHoBiIeHO cxeMy B3a€MO3B'SI3KiB BHUAIICHHX 3alad 3a BXIJHMMH IaHUMHM Ta pe3ylbTaTaMu X
po3B’sA3aHHA. BHU3HAuUe€HO BUMOTrHM, SIKMM IOBHHHI 3a/l0BOJIbHATH €(EKTHBHI METOJM Ta IPOLENYypH PO3B’sA3aHHs 3az1ad
ontumizanii M3CK. Ile no3Boamwno po3poOuTH iTepauiiiHy JIOriuHy cxeMy Ta Ha ii OCHOBI METOJX CHUCTEMHOIO
npoektyBanHs M3CK. BucnoBku. Ha ocHOBI aHanizy B3aeMo3B'a3kiB 3ama4 ontumizanii M3CK 3a BXiTHUMH JaHUMH Ta
pesynbTaTaMu X pO3B’s3aHHSA PO3pPOOJICHO iTepalliifiHy JIOriyHy CXeMy Ta IHTEpaKTHUBHUH MeTox I CHCTEMHOro
npoekryBaHHsa. OTpUMaHi pe3y/nbTaTH JOLIIBHO BUKOPUCTOBYBATH Ul KOMIUIEKCHOIO BU3HAUCHHS CTPYKTYPH, TOIOJIOTII,
napamerpis ta TexHosorii ¢pynkuionyBanus M3CK. Lle n03BoIMTH CKOPOTHTH 4ac PO3B’SI3aHHS 3a/ad NPOCKTYBAaHHS,
IUIaHYBAaHHA PO3BUTKY YM PEIH)XMHIPHUHT'Y MEpeX 3aco0iB, CKOPOTHTH BUTPAaTH Ha IX CTBOPEHHS I eKclulyaralito, 3a
PaxyHOK CIIJIBHOTO PO3B’s3aHHS 3ajad MiJBUIIUTH SKICTh DIilIeHb i Ha LiH OCHOBI HOKpamlyBaTH iX ()yHKI[IOHaJIbHI
XapaKTEPUCTHUKH.

KurouoBi ciioBa: BenukomacmtaOHUII 00’€KT; cHCTeMa CIEIIaJbHOTO KOHTDPOJIO; CTPYKTYpa; TOIOJOTIs;
[IPOCKTYBAHHS; ONTHMI3allisl; JIOTiYHA CXeMa CUCTEMHOr 0O NPOCKTYBAaHHS.

MeToa CHCTEMHOT0 MPOEKTHPOBAHUS CETH CPEICTB CNENHATHLHOT0 KOHTPOJIS
B. B. beckopogaiinsiii, A. 1. Cononen, K. K. Kynarun, T. A. Komwens, C. B. Ilerpos, A. B. Komens

IIpeameTom M3yueHHs B CTaTbe SABJISIOTCS IPOLECCHl CUCTEMHOIO NMPOSKTHPOBAHUSA CETH CPEJCTB CHELUAIbHOTO
koHTpoist (CCCK). ean - pazpaboTka UTEpaliMOHHON CXEMBI JIOTMYECKOT0 IPOSKTHUPOBAHMUS CETH CPEJACTB CIIEIHAIbHOTO
KOHTpPOJIS, KOTOpasi OyleT OCHOBBIBATHCS HAa MJESX arperaTMBHO-ICKOMIIO3UIIMOHHOIO M0JX0Ja, CUCTEMHOI0 aHaJlu3a U
CHCTEMHOTO NPOSKTHUPOBAHUS CIOXKHBIX CUCTEM. 3a/la4yM: aHAIU3 0COOEHHOCTEH CeTH CPEJCTB CHELUAIbHOIO KOHTPOISL
Kak 00beKTa NPOCKTHPOBAaHHUSA MM PEHHKUHMUPUHTra; aexkommnosunus npodiemsl ontumuzanuun CCCK Ha MHOXeCTBO
3ajJlay, OTHOCSIIUXCS K Pa3HbIM HEPAPXUUECKUM YPOBHSM JEKOMIIO3HMIUH, C UX B3aUMOCBA3SIMU 110 UCXOIHBIM IAaHHBIM U
pesynbTaTaM perieHus; GopmynupoBanue TpeOGOBaHUM, KOTOPBIM JOJDKHBI YAOBIETBOPATE METOJBI U IIPOLELYPbI PEIICHUS
3amau ontumusaunu CCCK; pa3paboTka HTEpalMOHHOH JIOTMYECKOM CXEMbl M METOJa CHCTEMHOrO IPOCKTHPOBaHMS
CCCK. Hcnone3yeMbIMH MeTOJAMH SBISIOTCS: CHCTEMOIOIMYECKHH aHalIM3 MpPOLECCOB MPOEKTUPOBAHMS, MPUYHHHO-
CIICJICTBEHHBIH aHAJIN3, METOJ CHUCTEMHOIrO INPOCKTHPOBAHMS CIOXKHBIX CHCTeM. [lodyueHsl cielyromiue pe3yJbTaThbl.
IlpoBenen aHanu3 OCOOEHHOCTEH CETH CPEACTB CIELUAIBHOTO KOHTPOJS KaK OOBEKTa IPOEKTUPOBAHUS WU
peurxuHupuHra. C yuetrom ocobeHnocreit CCCK BbINOIHEHO JEKOMIO3UIMIO MTPOOIEMBI €€ ONTUMHU3ALUU Ha MHOXKECTBO
B3aMMOCBSI3aHHBIX 3a/1a4, OTHOCSINUXCS K pPa3HbIM MEPapXMYECKUM YPOBHSAM JICKOMIIO3HLHMHU. YCTAHOBICHO CXEMY
B3aMMOCBSI3€H BBIJICJNIEHHBIX 3a7a4 C BXOAHBIMH JaHHBIMH M pe3ylbTaTaMu HMX peieHus. OmnpezneneHsl TpeOGoBaHuS,
KOTOPBIM JIOJKHBI yJOBJIETBOPATh METOIBI M TNpouexypbl pemeHus 3azad ontumusanuun CCCK. Orto nosponuio
pa3paboTaTh UTEPAlMOHHYIO JIOTHYECKYI0 CXeMY M Ha ee OcHOBe Merox cucreMmHoro npoekrupoBanusi CCCK. BouiBoabl.
Ha ocnoBe ananusa B3aumocBszed 3amad ontumusaund CCCK 1o BXOAHBIM [aHHBIM M PE3YJIbTaTaM HX PELICHUS
pa3paboTaHa UTEpalMOHHAs JIOTMYECKas CXeMa M MHTEPAKTHBHBIH METOJ €€ CHUCTEeMHOro npoekruposanus. IlonmydeHHble
pe3ynbTaThl LeJIecO00pa3sHO HCIOIb30BATh Ul KOMIUIEKCHOTO OIPEICICHUS CTPYKTYPBI, TONOJOTHH, IapaMeTpoB H
texHonorun Qynkunonuposanus CCCK. D10 N03BONMT COKPaTUTh BpeMs pEIICHHs 3ajad IPOEKTHPOBAHHUA,
IUIAHUPOBAHUS Pa3BUTHUS WIM PEHHXUHUPUHIA CETEH CPE/CTB, COKPATUTh PACXObl HA UX CO3[JaHUE M IKCIUTyaTalHio, 3a
CYeT COBMECTHOI'O PELICHHs 3aJad IOBBICUTh KAaueCTBO PEIICHUH M Ha 3TOW OCHOBE yIydllaTh MX (YHKIHOHAJIbHBIC
XapaKTEPUCTHUKH.

KiroueBble cJioBa: prHHOMaCUJTa6HLIﬁ O6T)GI(T; CHUCTEMaA CIICHUAJIBHOI'O KOHTPOJIA; CTPYKTYpa; TOIIOJIOI'UA;
IIPOCKTUPOBAHUE,; ONITUMU3ALUA; JIOTHMYECKAA CXEMa CUCTEMHOI'O IIPOCKTHPOBAHUS.
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SYNTHESIS OF THE AIR POLLUTION LEVEL CONTROL SYSTEM
ON THE BASIS OF HYPERCONVERGENT INFRASTRUCTURES

The subject matter of the article is an air pollution control process. The aim is development of proposals for the
synthesis of the air pollution control system based on hyperconvergent infrastructures. The objectives are: the
development of a mathematical model for constructing pollutants concentration fields; substantiation and development of a
conceptual model of the geoinformation system for air pollution control, justification and selection of the basic
infrastructure of the control system. The methods used are: system analysis of risks, cause-and-effect analysis, statistical
methods. The following results are obtained: The basic influencing on character of dispersion and distribution of harmful
substances factors in atmosphere are allocated. A multifactorial mathematical model has been developed for constructing
fields of concentration of pollutants, which is based on two types of distribution-the normal and S; -distribution of Johnson.
The geoinformation technology (GIT) structure components are determined. A program for determining the stability class
of the atmosphere has been developed. A model of the process under investigation on a cartographic basis was developed
with the presentation of the results in the form of a concentration isotype. The structure of the database of the parameters of
sources and characteristics of sources of air pollution, which is part of the serving hyperconvergent infrastructure, has been
developed. Conclusion. The synthesized air pollution control system will allow to solve such tasks: collection of primary
information, its systematization, analysis and formation of a data bank; processing and presentation of data in the form of
thematic pollution maps; Assessment of the current state of the environment and forecast; analysis of the causes of
observed and probable changes in the state; prompt provision of necessary information to all stakeholders.

Keywords: air pollution; control; hyperconvergence; model.

1. Problem analysis
and the research task formulation

Atmospheric air monitoring systems are an
integral part of state municipal complex systems for
monitoring the state of the environment. The main goal
of these systems is to fulfill the task of ensuring the
safety and quality of the environment, developing a
strategy and tactics for the work of environmental
services, which guarantees obtaining objective
information about the state of the environment [1-3].
Among industrial facilities, one of the main pollutants
of the atmosphere are thermal power plants (about 30%
of all hazardous emissions to the atmosphere comes
from stationary sources), oil and gas complexes and
chemical industry.

To implement existing and newly developed
multitask mathematical models using factual and
cartographic data and to visualize the results of the
atmospheric air state calculations in the regions, an
automated information system for air pollution
monitoring with the ability to visualize the results on a
cartographic basis online.

The obvious advantages of automated air pollution
control systems are the ability to monitor and forecast
changes in the state of atmospheric air. However, for a
long time such systems could exist only in the form of
calculations of local foci of contamination and could not
be used as a full model of the entire situation of the
region. The main reason of this was the lack of data
collection, storage and distribution technologies capable
of servicing large amounts of information in a real time,
thus ensuring the interaction between the main
functional blocks of complex systems. The next reason

was the inadequate development of suitable for the
operational use of forecasts for the vertical distribution
of meteorological values, which limited the introduction
of methods for numerical prediction of air pollution and
made it difficult to improve the predictive schemes. The
introduction of hyperconvergent [4] systems in the
process of creating and maintaining large-scale
automated solutions based on interactive web services
makes it possible to solve the task [5, 6]. The purpose of
this article is to develop proposals on the synthesis of
the air pollution control system based on
hyperconvergent infrastructures.

2. Mathematical model for constructing
pollutants concentration fields

The main requirement for the developing solution
is the ability to perform the tasks in real time with the
option of fast scanning and increasing the processing
power.

The wide possibilities of geoinformational
technology together with cloud-systems allow modeling
the distribution of pollutants concentration fields on the
basis of general indices of industrial facilities operation
or other sources of pollution and the level of their
impact on the environment in real time [7].

For heat and mass transfer process analysis results
upon ejection gas mixture major influencing factors on
the nature of the diffusion and propagation of harmful
substances in the atmosphere were highlighted (Fig. 1)
and based on this, a multifactorial mathematical model
(1) to construct the concentration of contaminating
fields substances which is based on two types of
distribution - normal (for a description of dispersion of
pollutants in the vertical plane and Y axis perpendicular
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to the axial flow path) and Johnson SL- distribution (for

concentration profile along the axis X of the wind

hell suitable approach approximation asymmetric  direction) was created (Fig. 2):
fC (xa ) Z) =
2 2 2 2
1 1 X=X - z—z zZ4z (1)
= R exp—— (;/+r]ln( OJJ +[y yo} -4 exp —4 +exp —% )
427 0,0, (x—x0) 2 A Oy 207 207
Source Cartographic
— Meteodata — — grap
parameters data
\_ N 2N AN
= U - wind speed > h—chimney height (X, y) - source coordinates
L ¢ —wind direction [ D —chimney diameter =g Terrain
L ka — atmospheric stability > W, — gas-air mixture output rate
class
N Ta— Atmospheric > Q - emission power
temperature
» T —gas-air mixture temperature
Fig. 1. The major factors affecting the nature of dispersion and movement
of harmful substances in the atmosphere considered in the model
Profile of - 3
Equivalert Ah=3,75woRo Ju+(1,6gVAT)/T i, (2)

Z-axis
AR st ;

Profile along
the center line

Fig. 2. Physics of the heat and mass transfer process
illustration as a basis of multivariate mathematical model
for constructing pollutants fields of concentration

where xy, yo, zo — spatial coordinates of the virtual
pollution source; xo = € and A (4 > 0) — scale parameters
of S;- Johnson distribution; # and y — parameters of S; -

Johnson distribution form; o, and o, - standard

deviation (SD), which characterize the scattering of
pollutants along the corresponding axes.

Effective source height H = z; is defined as the
sum of the geometric height of the chimney / and the
initial rise of the jet Ah:

where wy — gas velocity at the source outlet, m/s; Ry— jet
radius, m; u — wind speed, m/s; V' — volume of exhaust
gas, m’/s; AT — overheating of gas relative to ambient
air, °K; T, — atmospheric temperature, °K.

Thematic information concerning the location and
configuration of the main sources of environmental
pollution should be provided by appropriate electronic
maps. In related tables, it is useful to store general
information about the enterprises of the region and the
pollutants.

Thus, the structure of geoinformation technology
should include the following interrelated links:
database (DB) of environmental,
meteorological, regulatory, sanitary-hygienic, technical
and economic aspects;
block of modeling and statistical analysis of

results;
block for the formation and forecast of the
spread of the pollutant concentrations fields for non-
stationary meteorological factors and taking into
account the finite time of the functioning of emission
sources;

a block of managerial decisions making
support;

an online data distribution system
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3. Geoinformation system
for air pollution control

In order to automatically readed data from
meteorological resources and determine the atmospheric
stability classes on a continuous basis and transmit these
data to storage and modeling units, a corresponding

program based on the Pasquill table was developed
(Fig. 3).

After calculating the local levels of atmospheric
pollution, it becomes necessary to present the results of
modeling in the form of the harmful substances
concentration isotope on a cartographic basis in vector
form with georeferencing.

—> Season —‘
> Time of a day > luminosity
MELSa XML +script  — ‘
source Cloudiness
(Precipitation) The stability class of
I the atmosphere
- Wind speed

Fig. 3. Structural diagram of the program for determining the stability class of the atmosphere

For this purpose, a procedure (Fig. 4), implemented
in the DECartesian program, was developed.

The algorithm of the program is conditionally
divided into 2 functional blocks: 1 - the block of the
concentration isotope contour points search. To do this,
the fragment of the map is segmented into squares of the
matrix with various average concentrations of
pollutants, after which each square is assigned with a
hazard level (determined by exceeding the maximum
permissible concentration) (Fig. 5).

This level can vary with the inclusion of harmful
substances from different sources. The final level of
danger is calculated by the superposition method (4) of
matrices from different sources located in the radius of
contamination of each other. The second block is the
unit for converting Cartesian coordinates into
geographical coordinates, as a result of which a text file
with geographic coordinates of the isople points is
created.

8+0 8+0

740 740 Ts

5 S
| Input parameters of the method \l
| Entering the concentration matrix [C], Entering the MPC of |
[ pollutants I
\ ~

Stage 1 — Segmentation [C] to pollution zones ak - MPC, k= 1..K
(K - amount of isoplet)

Stage 2 - Selection of contour points of contaminated zones

v

[ Step 3 - The coordinates of the contour points from the

Cartesian coordinate system to the geographical recalculation

v

Step 4 — Output the results in a graphical form

— )

Fig. 4. The procedure for presenting the results
of modeling the pollutants concentration fields
in the form of contaminated zones on a cartographic basis

Fig. 5. The principle of applying matrixes of pollutants concentration on a cartographic basis
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The final view of the working field of the
visualization unit with the window for the simulation

Yandex Places and organizations find Q’ isotope simulation parameters

parameters setting and the results of constructing the
non-stationary concentration field is shown in Fig. 6.

<4

@ isotope simulation parameters

w  Type of production
v Metallurgy
w (Chemical production
® v TPP
® ¥ Zmievska TPP
@ Chimney 1

Chimney 2 Chimney 3

® Contaminant name Contarminant name Contaminant name

Chimney 4 Chimney 5 Chimney 6

Contaminant name Contarminant name Contaminant name

*  Type of pollutant
@ Chlorine
Phosphorus

Sulfur

Fig. 6. Displaying simulation results on a cartographic basis in the form of an isotope concentration

The YandexMaps® API was used to build the state
map, in addition, GoogleMaps® or GoogleEarth®
technology can be used.

These services are open resources and can be used
to visualize various thematic data. To store
observational data (in the current time interval ¢;) and
corresponding fields of pollutant concentrations in the
surface layer of the atmosphere, a remote temporary
data storage is needed, which is part of the serving
hyperconvergent system.

All the factors and input data necessary for
determining the concentration of contamination are
taken into account and reflected in the conceptual model
of GIT [8] (Fig. 7).

The basis of this model are the outlined above
functional units that somehow interact with the
functional core and the serving hyperconvergent system,
which allows to carry out the data traffic necessary for
the timely provision of input data to all the
geoinformation technology blocks and transmission of the
results of these blocks, allowing to build long-term
forecasts and collect and the analysis of statistical data
for several years.

The second, no less important element of GIT, is
the database of industrial enterprises in the region
(Fig. 8), which is part of the serving hyperconvergent
infrastructure.

It proposes to store attributive descriptions of
enterprises: the industry, the composition of emissions
into the atmosphere, the height 4, and the diameters of
the pipes D;, the power of the ejection Q, the velocity of
the gases wy at the outlet of the source, the temperature

of the thrown out gas-air mixture 7; values of
parameters O, wy, T, are established according to the
current technological standards for the given
production.

The values of the daily concentration fields for
the monitored territory or monitored objects, as well
as the fields of the measured meteofactors with the
date of observations are transferred to the resulting
data remote store of the serving hyperconvergent
system.

An important and necessary feature of such a
maintenance system is the use of modern technologies
for replicating information, which allows you to restore
data in the event of an emergency.

Conclusions

Thus, the proposed control of air pollution the
geoinformation technology will solve such problems:

—collection of primary information, its
systematization, analysis and formation of a data bank;

— processing and presentation of data in the form
of thematic pollution maps;

—assessment of the
environment and forecast;

— analysis of the causes of observed and probable
changes in the state;

— prompt provision of necessary information to all
stakeholders.

Direction of further research: selection of the
characteristics and structure of the Hardware and
Software hyperconvergent platform for the proposed
system.

current state of the
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Regulatory documents of
enterprises of the region

Determining the stability
class of the atmosphere

Cartographic basis
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Fig. 7. The atmospheric air pollution control GIT conceptual model
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Fig. 8. Database of source parameters and contaminants characteristics structure
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CHHTe3 CHCTEMH KOHTPOIIO PiBHA 320py/IHEeHHS NOBITPsA Ha 0a3i rinepkoHBepreNTHUX iHpacTpykTyp
A. C. Heuaycos, 1. Mamycuy, H. I'. Kyuyx

IIpeqveroM BHBUYEHHSI B CTaTTi € NPOLIECH KOHTPOJIIO PiBHA 3a0pynHEHHS MoBiTps. Mera - po3poOka NMpOMO3ULii 1o
CHHTE3Yy CUCTEMH KOHTPOIIIO PiBHS 3a0pyAHEHHS MOBITPS Ha 0a3i rilMepKOHBEPreHTHHX iHPPACTPyKTyp. 3aBAaHHS: po3poOKa
MaTeMaTHdHOi Mopeni Uil TMOOYJIOBM TMOJIIB KOHIEHTpamii 3a0py[HIOIOYMX pPEYOBHH; OOIPYHTYBaHHS 1 pO3poOKa
KOHLIENTYaJ bHOI Mojeni reoiH(opMaliiiHOI CHCTEMH KOHTPONIO 3a0pyIHEHHsS IIOBITps, OOIpYHTYBaHHA i BHOip 0a3oBOi
iH}pacTpyKTypu ccTeMH KOHTPOII0. BHKOPHCTOBYBAHHMH METOAMM €: CUCTEMHUH aHali3, CTATUCTHYHI METO/H, IPUYHHHO-
HaciiakoBui aHaniz. OTpuMani Taki pe3yiabTaTH. BuiineHo OCHOBHI BIUIMBOBI (DaKTOpM Ha XapakTep pPO3CiIOBaHHS i
TIOIIMPEHHS [IKI[UIMBIX PEYOBHH B aTMocdepi. Pozpobneno GaratrodakropHa MareMaTHYHA MOZAENb sl MOOYIOBH MOJIB
KOHLICHTpaLlil 3a0pyHIOI0UNX PEUOBHH, SIKAa IPYHTYETHCS HA JIBOX THIAX PO3IONLTY - HOpMallbHOMY 1 SL- posnozini J[xoHcoHa.
BusHaueHO KOMIIOHEHTH CTPYKTYpH reoiHdopmauiiioi TexHomorii. Po3pobieno nporpamy BH3HAa4YeHHS Kiacy CTaGlUIBHOCTI
atMocepu. Po3pobiieHo Mozens AOCIIDKYBAHOTO Ipolecy Ha KaprorpadiuHidi OCHOBI 3 IOJAHHAM pPE3yJbTaTiB y BUIIAAL
i3omner KoHueHTpawii. Po3pobneHo cTpykTypy 6a3u IaHMX Napamerpax JKepell 1 XapaKTepUCTHKax JKepell 3a0pyIHeHHs
HOBITpS, fKa BXOAUThH N0 CKJIAIy OOCIyroBYIOUOi TilepKOHBEPreHTHOH iH(pacTpykTypu. BucHoBku. CuHTE30BaHa cucTeMa
Ta (hopMyBaHHs OaHKY HaHMX; 0OpoOKa Ta MpeJCTaBICHHS JaHUX y BUIVIA/I TEMaTHYHUX KapT 3a0pyIHEHb; OLIHKA TOTOYHOIO
CTaHy HaBKOJIMIIHBOIO CEpPENIOBMINA i MPOTHO3Y; aHali3 NPUYUH CHOCTEPEXKYBAHMX Ta WMOBIPHHMX 3MiH CTaHy; OIEpaTHBHE
3abe3nedeHHs HeoOXiqHOI0 1H(OpMAIIi€ro BCiX 3alliKaBIeHUX OCiO.

Karw4dosi ciaoBa: 3a0pynHEHHS MOBITPS; KOHTPOIb; TiII€PKOHBEPT€HTHOCTh; MOJIEIIb.

CuHTe3 cHCTeMbl KOHTPOJISI YPOBHS 3arpsi3HeHUs BO3/1yXa Ha 0a3e rHNepKOHBEPreHTHBIX HHPPACTPYKTYpP
A. C. Heuaycos, 1. Mamycny, H. I'. Kyayx

IIpeamMeTroM m3ydeHHs] B CTaTbe SIBISTIOTCS IIPOLIECCHI KOHTPOJS YPOBHs 3arpsi3HeHMsi Bo3myxa. Lleas - paspaborka
MIPE/UIOKEHNI 110 CHHTE3y CHUCTEMbI KOHTPOJISI YPOBHS 3arps3HEHHs BO3/1yXa Ha 0a3e THIIEpKOHBEPIE€HTHBIX WH(PPACTPYKTYP.
3amaum: pazpaboTka MaTeMaTHUECKOH MOJEIH ISl TIOCTPOCHUS ITOJIeld KOHLIEHTPAIMH 3arps3HSIOMINX BEIIECTB; 000CHOBAHUE H
pa3paboTka KOHIENITYaIbHOH MOJEIH IeonH(pOPMALIOHHON CHCTEMBI KOHTPOJIS 3arpsi3HEHHs BO3/yXa, 00OCHOBAaHHE W BBIOOD
0a30Boi HHPPACTPYKTYPBI CUCTEMBI KOHTpOJIsL. Mcrmo/ib3yeMbIMH MeTOIaMH SIBJISIIOTCSI: CHCTEMHBIN aHaJIN3, CTAaTUCTHYECKUE
METOJIbI, IPHYMHHO-CIeICTBeHHBIN aHann3. [loydensl cireqyonme pe3yabTaThl. BieneHsl OCHOBHBIE BIHSIONIE (pakTOpBI
Ha XapaKTep pacCeUBaHUs U paclpOCTpaHEHUs BpEIHBIX BellecTB B atMocdepe. Paspaborana MHOrogpakropHas MareMaTHdecKast
MOZEINb TSl HOCTPOEHUS HOJIeH KOHIIEHTPAIMH 3arps3HSIONINX BEIECTB, KOTOpasi OCHOBBIBAETCS Ha ABYX THUIIaX PACIpPeeICHUs
— HopMasibHOM H SL- pacnpenenenun JoHcoHa. OmpeseneHsl KOMIIOHEHTHl CTPYKTYPhI T€OMH()OPMAI[HOHHOW TEXHOJIOTHH.
Pa3paGorana nporpamMma onpezelieHHust Kiacca cTabmibHOCTH aTMocdepbl. Pazpaborana Mozenb uccienyeMoro mpouecca Ha
KapTorpaduueckoii OCHOBE C HPEICTABICHUEM PE3yIbTATOB B BHJE M30IUIET KOHIEHTpauuu. Paszpaborana crpykrypa 0a3bl
JTAHHBIX [ApaMeTpax HMCTOYHHKOB M XapaKTEePUCTHKAaX HCTOYHUKOB 3arps3HEHUs BO3[yXa, KOTOpash BXOAUT B COCTaB
00CITY’)KUBAIOIIEH THUIIEPKOHBEPreHTHOH HH(pacTpykTyphl. BbiBoabl. CHHTE3MpOBaHHAs CHUCTEMa KOHTPOJIS 3arps3HEHUs
BO3/yXa MO3BOJIMT PELIaTh TaKUe 3aJadu: cOOp NMepBHYHON WH(OpMAIH, ee cUucTeMaTH3alysl, aHaIn3 U GopMupoBaHue OaHKa
JTAHHBIX; 00paboTKa W MpEJCTaBICHHE JAaHHBIX B BUJE TEMAaTHUECKUX KapT 3arps3HEHHH; OIEHKA TEKYLIETO COCTOSHUS
OKpYXKaromield cpexsl W IPOrHO3a; aHajlW3 INPHYMH HAOIONAaeMbIX M BEPOSTHBIX HM3MEHEHHWH COCTOSHHS; OIepaTHBHOE
obecrieueHre HeoOX0ANMOK NH(pOpMAIHeH BCeX 3aUHTEPECOBAHHBIX JIHII.

Karo4desble ci10Ba: 3arpsa3HEHHE BO3/1yXa; KOHTPOIb; THIIEPKOHBEPTEHTHOCTh; MOJIEIIb.
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METHODS OF ESTIMATION OF THE CHANNEL STATE
OF AIR DEFENSE SYSTEMS

The subject of study in the article is the methods for assessing the state of channels of air-conditioning complexes
operating in a complex electronic environment. The methods discussed in this article include the method of least
squares, the method of mean square deviation, channels estimation methods for iterative methods of signal processing at
reception, suboptimal algorithms for iterative channel estimation and information symbols based on the maximum
likelihood method, linear unbiased estimation methods with minimal dispersion and methods of linear estimation with a
minimum of mean square deviation. The purpose of the study is to conduct an analysis of existing methods for
assessing the state of the air defense airway channels in the conditions of radio-electronic suppression and multi-beam
propagation of radio waves. The tasks solved in the study: a mathematical description of known methods for assessing
the state of the channels and the development of recommendations for the synthesis of optimal methods for assessing
the state of the channels. The methods used in the study: theory of communication, theory of noise immunity and
electronic warfare. In the course of the study, recommendations were obtained for the synthesis of optimal methods for
assessing the status of channels under the conditions of intentional interference. Conclusions: in the presence of
sufficient a priori information about the transmission of information symbols, the best results on the criterion of the
ratio of accuracy of estimation and complexity of implementation is demonstrated by the algorithm of linear estimation
at the minimum of the mean-square deviation. In the absence of sufficient a priori information about the transmission of
symbols, the best option is an unmatched estimate for the minimum of the smallest squares. In order to increase the
accuracy of the evaluation of the transmission characteristics of the air defense airway channels in the conditions of a

complex electronic environment it is advisable to use iterative principles.

Keywords: radioelectronic environment; intentional interference; anti-aircraft defense; methods of analysis.

Introduction

Formulation of problem. Noise immunity of
reception signals in modern systems of air defence
(AD), which operate in a complex electronic
environment [1], largely depends on the estimation
accuracy of the channel state, which is determined by
the transfer function [1-3].

In the presence of objective and accurate
information on the status of the channels is the ability to
carry out activities aimed at improving the noise
immunity, the functioning of AD.

Because of this, aim of the article is analysis of
existing methods of evaluation of condition of channels
of air defense systems in the conditions of jamming and
multipath propagation.

Methods of solving scientific problems. For
solution scientific problems used methods of analysis
and synthesis of complex technical systems, theory of
noise immunity of radio systems and mathematical
modeling techniques.

Main material of research

Problem of estimating transfer characteristics of
the control channels and data transmission can be
represented as finding their values is the impulse
response or the corresponding values of the frequency
characteristic.

Classification of methods for assessing the quality
of the channel showed on Fig. 1.

Necessity of ensuring high precision estimates of
the channels limits effectiveness of practical application

of modern complexes of AD. To avoid this problem by
developing robust against the estimation errors of
channels of reception algorithms.

However, this approach, as shown in [4], cannot
always provide satisfactory results, and, as a rule,
leads to significant complication of electronic
equipment.

Determining the structure and parameters of the
system observations is one of the main tasks of the
modern theory and technology of automatic control.
This problem arises in the study of the properties and
characteristics of objects to further control them, and
as a consequence the creation of adaptive systems that
are based on the identification of the object produced
by the optimal control actions.

Identification means definition of the system
structure and its parameters by analyzing the input and
output of the system [3-5].

The main objective of identification is to identify
the best in some sense of evaluation of the
characteristics of the object.

Distinguish between
nonparametric identification.

When using the methods of parametric
identification determined from the coefficients of the
transfer function or the equation object.

Second group of methods is used to identify
temporal or frequency characteristics of the objects
and characteristics of the random generated process
objects. According to the obtained characteristics
determined by the transfer function or the equation
object.

parametric and

© R. Zhyvotovskyi, S. Petruk
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Methods of channel quality
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Presence of a priori
information about the
structure of the signal

3. Estimation of the
working signal

Fig. 1. Classification of channel quality assessment methods

First consider more on methods of nonparametric
identification.

Determination of transfer function of the temporal
characteristics of the object. As is well known
differential equation and transfer function are the most
common forms of communication between the state
variables at the input and output of a linear system.
Large spread of methods of identification of
deterministic objects by defining transient response
curve of acceleration characteristic /(¢) for given step

change of the control input:

h(t) ~ ¥ - ,
M—MO

()

where y(¢) — variable in output values of the object fed

to its input speed control u (curve acceleration);
o and u; values of the entry and exit of the

object before the start of the experiment.

If the control object does not allow to change
output coordinates to input instead of the step action
serves single pulse or series of pulses.

Determination of transfer function by frequency
characteristics of the object. The essence of the
method lies in the fact that the first experimental take
off the frequency characteristic of the object, and then
according to the experimental characteristics of the
calculated transfer function.

When removing the frequency characteristics of
the use such methods of influence on the object as a
sine wave method and the method of ,rectangular”
waves [7-9].

Main disadvantage of these methods is long-time
experiment that is spent mainly on the expectation of

sufficient to
of the

steady state oscillation and gain
approximate the frequency characteristics
values.

Correlation method of identification. Output
variables of the object y(f) are determined not only

u(t) but
uncontrollable factors (noise) e(¢) that may take place

deterministic control inputs also by

and cause a deviation of the output variables from
given values. To obtain the equation of the relationship
between the statistical characteristics of the input and
output ergodic process for stationary processes using
statistical characteristics and, in particular, correlation
functions or spectral density functions.

To improve accuracy of the estimated correlation
functions is necessary to choose monitoring interval of
signals for which these correlation functions.

Identification of object parameters by the
spectral method. Spectral identification methods based
on using of the unit matrix operators. These methods
are a further development of frequency methods based
on the decomposition of signals of the object on
orthonormality functions, not necessarily harmonious.
The result of identification is the determination of the
integral equation kernel object, which in the simplest
case a linear one-dimensional systems coincide with
the weighting function. Spectral methods can be used
to identify time-varying systems whose parameters
and, in particular, the kernel of the integral equation,
change over time.

In AD systems much more
parametric identification methods [10].

Parametric identification allows to find values of
coefficients of model object with measuring values of
the managed y and control u signals of the object.

widespread
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This assumes that the structure and the model of the
object is known.

Important advantage of the methods of parametric
identification is the ability to use recursive algorithms
that allow for the current identity in real time at the
nominal operation modes of the object. These methods
include: method of least squares, maximum likelihood
method and the method of stochastic approximation.

Least squares method (LSM). Using LSM when
effect of time correlated noise, that is, when
minimizing the loss function according to the criterion
of least squares causes a shift of the parameter
estimates is the increase in the variance of these
estimates. The deterioration of these estimates leads to
a decrease in the quality of governance. To obtain
nesman estimates used generalized LSM (GLSM).
When using GLSM estimated parameters of models of
the object and noise at its output.

Model least squares (LS) is described using
equation

y(z) = iZ)Z_du(z) +

10) ——el(2), )

A(2)

where A(z), B(z) — operators, form of which is

unknown, but the known parameters (control
coefficients),

y(z) — output sequence,

u(z) — input signal sequence,

e(z) — unknown sequence of identically

distributed random variables with zero mathematical
expectation and unit variance (sequence interference);

2 _ratio of preventing delay of the signal in
the object, equal to an integer number of sampling
periods.

This method is wusing for large relations
signal/noise, as in small ways, he gives a significant
bias of the parameter estimates. The advantage of this
method is that the reliable convergence of the
estimates requires a relatively small amount of
computations.

Method of auxiliary variables. Method of
auxiliary variables (MAV) is using when there is
correlation between noise e(k) and elements of the

data vector W(k+1) and model object and noise

presented in the full model (3). The identification
algorithm by the method of auxiliary variables similar
to the LSM algorithm.

For the implementation of the algorithm
introduce a vector of auxiliary variables. MAV allows
to compute only the estimates of the parameters of
object identification. In that case, if the desired
estimation of the model parameters forming the noise
filter, you can use LSM:

B(2)

_ 8@ -4, PO
y(Z)—A(Z)Z M(Z)+C(Z) e(2), €)

where C(z), D(z) — operators, form of which is
unknown, but known parameters (coefficients).

Method provides reasonably accurate estimate of
the parameters. It is used at high intensities of noise,
and their correlation with variables of the object. To
speed up convergence of estimates at the initial stage it

is recommended to use a recursive LSM. The
disadvantage is large amount of computation.
Maximum likelihood  method. Maximum

likelihood method (MLM) is that estimates of the
parameters 6 are their values at which the likelihood

function reaches its maximum. Value 6,,, depends

on the sample (x;, X, ..., ;)

(gmax)zr(xlaxb“'a xl)a (4)

where (x, x5, ..., X;) — basis of the state space.
The corresponding function of sample
I'(xy,x5,...x;) is called the most plausible estimate 6 .
Model of maximum likelihood (ML) has form

BG) 4
A(2)

u(z)+ iZ)e(z) . (5)

y(z)= 10)

If the fair model noise D/A, then this method
ensures high accuracy of estimates. However, it
requires more computations than the LSM.

Method of stochastic approximation. Method of
stochastic approximation (MSA) is developed for
determination of roots of an equation, if the value of
the function at a given argument value observed in the
presence of interference.

MSA organizes sequence of solutions for finding
estimates of the parameter vector in each dimension

0 (k), such as
lim O(k)=6. (6)

k—o

MSA can be easily extended to the problem of
determining the parameters in stochastic systems in

terms of  consistent  estimation (recursive
identification).

Disadvantage of MSA — slow convergence of the
estimates (k) even if the variance e(k) is

significantly less variance y(k).

Despite the slow convergence of the estimates,
the algorithms of the

MSA due to its simplicity find application in
practical problems of identification of linear and
nonlinear models of objects with independent additive
noise.

Acceptable estimation accuracy while using
method is achieved in very large number of
measurements. When small amounts of computing and
noises of high intensity, all methods (except MSA)
have the same quality of the estimates, therefore, give
preference to the GLSM because it is simpler and other
guarantees the convergence of the estimates. The
advantage GLSM manifests itself in large volumes of
measurements.

Robust method of estimation. Robust evaluation
is the application of ideas of MLM in a situation when
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the form or the parameters of the distribution, which is
based on the method determined fully. Uncertainty
distributions can be described with the introduction of
a parameter that belongs to the set =.

Then instead of the density that appears in the
MLM, there is a conditional density p(y|7,&).
Solution to the problem is to select "the worst" in
plural = value &:, parameter & and then use MLM

based on density p(y|7,&«) .

This idea has received recognition and
development and is known as robust estimation or
stable of MLM [12].

Maximum entropy method (Berg). Maximum
entropy method of Berg [5, 10] refers to the category
of parametric methods of spectral analysis. In such
methods, in accordance the studied process is given
always the a priori model of the spectral density and
the problem of estimating model parameters based on
the analysis of the studied time series.

In the method of Berg use variational principle to
evaluate the quality of the model is searched for the
process with maximum entropy or the process, the
spectrum of which corresponds to the most random
time series, and correlation function of this series have
the best match to the given sequence.

Estimation of the spectral density in the method
of Berg is equivalent to using autoregressive model of
the first order with the input white noise. The Burg's
method, perhaps, has the highest spectral resolution
among all spectral methods.

Disadvantages of the method include absence of
accurate information about values of amplitudes and
phases of harmonics and the necessity of preliminary
selection the parameter of the autoregressive order,
because for large parameters, numerical greater than
half the length of the row, this method can be unstable
and, in particular, can occur in the splitting of the
spectral components.

Note also that the method is not designed to work
with simple harmonic signals.

Following algorithms for the estimation of the
channels, based on using considered methods of
identification.

Algorithm for estimating the parameters of the
channel using precisely known (pilot) and unknown
information symbols. Least squares estimator and the
weighted average least squares error of the IX channel
on test symbols has the form

h s = (XIWX )XWy,

where Xg — matrix of samples with pilot signal and

the impulse response;
W — matrix samples of the additive noise with
mean zero and correlating matrix;

Ry, =E {WWH} ,
X, - the matrix of samples with pilot signals.

Complexity of the estimation algorithm using
pilot symbols is low, because the matrix

H 1y H
(X, WX,)) "X, W

is known and can be calculated in advance and not in
real time with any required precision.

In the absence of a priori information about
transmitted symbols and assessment IX will always be
null, so almost these methods can also be used only if
an iterative algorithm of reception on all iterations
except the first, as alternative to proposed below ML
algorithm.

Advantage of considered estimation algorithm is
that it does not require knowledge of the statistics of
noise in any form.

Algorithms, which are discussed later, not have
this property.

Standard deviation estimates (SDE) is handy
feature. We know that from this point of view, the best
estimation will be the minimum standard deviation of
estimates (MSDE), which is the posterior mean. In the
case when h and y in conjunction gaussi, it can be
obtained as follows:

hysoe = (X2WX )" X" Wy (7)
where

h = Efh},

Ry, = E{(h-h)(y-E{yH"}.

Methods of evaluation channels when iterating
methods of signal processing at reception. ML
estimator of vector counts IX. ML algorithm is an
iterative method of maximum likelihood estimation is
convenient in the case when the unknown associated
parameters, for example, the information symbols [6-
11].

Key idea of the ML algorithm lies in choice of
the complete data set z, to integration and the
maximization could be easily carried out. The main
property of this algorithm is that

p(y 1052 p(y|0%)).

that is likelihood function monotonically increases at
each subsequent stage of the assessment.

In the General case, the ML algorithm converges
to local maximum of the likelihood function p(y|®).

Ability to reach the global maximum depends on the
initial conditions.

Rate of convergence depends on the choice of the
complete data set z.

Main difficulty of the calculation is to use the a
posteriori density function the probability distribution
that imposes statistical dependence between iterations,
and ultimately leads to the dependence of the
magnitude of the displacement from the initial
conditions.

Suboptimal algorithm for iterative estimation
channel and information symbols based on ML
algorithm. ML algorithm is based on using posteriori
information about the information symbols, and

30



ISSN 2522-9052

CyuacHi iHpopmariiiai cucremu. 2017. T. 1, Ne 2

therefore, its using in iterative procedures requires
reinitialize after each evaluation cycle, h, that is, the
zeroing of "external" information of all modules is
supplied via the feedback channels to the inputs of a
priori information to all processing modules. This
greatly increases the number of iterations and, as a
consequence, the volume of the computational cost. If
not to reinitialize algorithm of reception after each
evaluation cycle, would be violated, turbo principles,
and the estimation algorithm will not be ML
algorithm.

However, this technique will lead to substantial
reduction in computations, so this approach deserves
attention.

Nesman linear estimation with minimum variance
(NLE). This estimate is calculated as

hNLE =Ay,

where the matrix A is chosen such that the rating was
nesman and SDE error of each element of the vector h
would be minimal in evaluation only using known test
characters

Hp-1 -1yvHp-1
A=xIRUX )IXIR

When estimating using the information contained
in the unknown information symbols

A=
(@ v Hrp =] @) ier V@) v H el 8
- Ex{X iRy EY X} Ey{X Ry,
where
Ry =R+
z w ©)

+E£9xnn X"y - 9 (xynn £ (x17}.

As can be seen from the formula (9), to assess
need to know h. As h can be used to preliminary
estimate h.

For example, obtained at the previous iteration,
and in the first iteration, estimate obtained by using
any of the methods that do not require priori
information.

Unlike previous evaluation methods, this method
requires priori information about the channel and
knowledge of the statistics of noise (generally in the
form of its correlation matrix R,,).

Linear estimation in the minimum mean-square
deviation (MMSD).

This assessment defined as

hMMSD =Ay+b

where matrix A and vector b chosen so that the
evaluation was nesman and should have the minimum
error for each component of the vector h.

If
Ep{h}=h
and
E{(h-h)(h-h)"} =Ry,

that

b= BHREMXVERS+

EPXIREO XY (v-E2 X3h),
accordingly

Ep{Ry}=R, +
+EONXR XA - EXRLEXT + (1)

+E{Xhh" Xy~ E© (x3hh E© (xH 1.

Unlike NLE score (11) in the absence of
information on the information symbols, that is, when
E{X}=0.

In the same way as in the case of NLE, this
estimation may use the available a priori information
on the channel (keeping performance in case of its
absence), and requires knowledge of the statistics of
the noise (in the General case, the correlation matrix of
the noise R,,).

Conclusion

Thus it is possible to draw the following
conclusions:

1. If sufficient a priori information about the
transmitted information symbols the best results
according to the criterion of the ratio of the
estimation accuracy and the complexity of the

algorithm demonstrates linear estimation in the
minimum SDE.
2.In the absence of sufficient a priori

information about the transmitted symbols is not the
best offset option estimates the minimum least
squares.

3. To improve the accuracy of estimation of
transmission channel characteristics of air defense
systems in a complex electronic environment, it is
advisable to use iteration principles.

Directions for further research will be focused
on the development of a combined evaluation method
of the channel state of air defense systems in
electronic environment complex.
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AHaJni3 MeTOAIB OLiHKH KaHAJIIB KOMILIEKCIB IPOTHIOBITPSIHOI 000pPOHU
P.M. XKusotoscbkuii, C.M. Iletpyx

IIpeameToM BUBYEHHS B CTaTTi € METOJAM OLIHKM CTaHy KaHaliB KOMIUIEKCIB HPOTHIOBITPSHOI OOCTAaHOBKH, IIO
GYHKLIIOHYIOTh B CKIAJHIH pajioesieKTpoHHiH oOcranoBui. Jlo 3a3HaueHMX MeTOAIB, WO OyiaM pPO3MIISHYTI B CTaTTi
BIZIHOCATBCSI: METO/l HAalIMCHIIIMX KBAJpaTiB, METOJ CEPEAHbOKBAJAPATUYHOIO BIAXMICHHS, METOJM OLIHIOBAaHHS KAaHAJIB NPU
iTepaTUBHUX criocobax OOpoOKM cUrHanmy Ha NpuiloMi, CyOONTHMAibHI aIrOpUTMHU iTepaulifHOrO OLIHIOBaHHS KaHAIy Ta
iHpopManifHUX CHMBOJIB Ha OCHOBI METOAY MAaKCHMAaJbHOI IPaBIONOAIOHOCTI, METOIM JiHIMHOI He3MiIleHOI OIIHKU 3
MIHIMaJIBHOIO JUCIIEPCIEI0 Ta METOAM JIIHIHHOTO OI[IHIOBAHHS 33 MIHIMYMOM CepeJHbOKBAaIpAaTHYHOrO BiixwieHHS. MeToio
JIOCITIJDKEHHS € IPOBE/ICHHS aHaJi3y ICHYIOUMX METO/IB OL[IHIOBaHHS CTaHY KaHAJIiB KOMIUIEKCIB IPOTUIIOBITPAHOI 000POHHU B
YMOBaX paJiOeJIeKTPOHHOIO IOJaBJICHHS Ta 0araTONPOMEHEBOrO NOLIMPEHHS PajioOXBHWJb. 3aBIaHHS, 110 BHUPILIYBAINCS B
JIOCHI/DKEHHI OyJIu: MaTeMaTHYHUIl ONMC BIJOMHUX METOMIB OI[IHIOBaHHS CTaHy KaHAJiB Ta po3poOKa peKOMEHIAIi 1010
CHHTE3y ONTHMAJIbHUX METO/IB OLIHIOBAaHHS CTaHy KaHaJIiB. BUKOPUCTOBYBAaHHMMH METOJAMH B JIOCHIIKEHHI €: Teopist
3B’S513KY, TE€Opisl 3aBaJ03aXMIIEHOCTI Ta palioesIeKTPOHHOI 60poTsOH. B X0l mocimipkeHHs OTpUMaHi peKOMEHIaLii 1moao
CHHTE3y ONTHUMAJIbHUX METOIB OLIHIOBAHHS CTaHy KaHaJliB B yMOBaX BIUIMBY HaBMUCHUX 3aBaj]. BucHoBku. IIpu HasBHOCTI
JIOCTaTHBOI ~ampiopHoi iHQopmanii npo mnepenaBaHHi iHGopMaliliHI CHMBONM Kpalli pe3ylabTaTH 3a KpHUTEpieM
CHIBBIIHOIIEHHS! TOYHOCTI OLIHKM i CKJIAQIHOCTI peaiizanii AEMOHCTpPYE aJrOpUTM JIHIHHOTO OLIHIOBAaHHS 32 MiHIMyMOM
CepeJHbOKBAIPATUYHOr0 BIAXWICHHS. 3a BIJICYTHOCTI JOCTAaTHBOI anpiopHoi iHpopMauii npo neperaBaHHi CUMBOIH KPAIUM
€ HEe3MILIeHU I BapiaHT OLIHKU 3a MIHIMyMOM HalMEHIIMX KBaJApatiB. J{JIs mMiJBUICHHS TOYHOCTI OLIHIOBAaHHS MEPeaaTOYHOT
XapaKTePUCTUKH KAaHATIB KOMIUIEKCIB IIPOTHUIOBITPSIHOI OOOPOHM B YMOBaX CKJIAJHOI DPalioeNeKTPOHHOI 0OCTaHOBKH
JIOLUIBHO BUKOPHCTOBYBATH 1TEPAaTHBHI NPUHIINIIH.

KitiouoBi ci1oBa: pajioenekTrpoHHa 00CTaHOBKA; HABMICHI 3aBaJIi; IPOTHIIOBITPsIHA 000pOHA; METOH aHAIi3y.

AHaJIN3 METOI0B OLEHKH KAHAJOB KOMILJIEKCOB IIPOTHBOBO31yLIHO 000D OHBI
P.H. XKusotosckuii, C.H. Ilerpyk

Hpe}IMeTOM HU3y4dCHUSI B CTATb€ €CTb METOAbl OLCHKU COCTOsSIHUS KaHaJIOB KOMIUIEKCOB HpOTHBOBO3I[yLHHOﬁ
O6CTaHOBKI/I, (byHKI_II/IOHI/IpyTOIHI/IX B CIIOKHOU pa}lHO3J’[eKTpOHHOI7] oocranoBke. K YKa3zaHHBIM METOJAaM, KOTOPBIC ObLIH
PacCMOTPEHBI B CTAaTbE€ OTHOCATCA: METOJ HAUMEHBIIMWX KBAaJApaTOB, METOA CPCAHCKBAAPATHUYHOI'O OTKJIIOHCHUS, METOMbI
OLICHKHU KaHAaJIOB IIPpU UTEPATUBHBIX criocobax O6p360TKI/I CUI'HaJIa Ha IIpUeMe, Cy6OHTI/IMaHBHLIe AJITOPUTMBI UTEPALTUOHHOI'O
OLCHMBaHUA KaHalJla u I/IH(i)OpMaHI/IOHHBIX CHUMBOJIOB Ha OCHOBC ME€TOJa MaKCUMaJIbHOI'O HpaB)IOl'[OI[O6I/I$l, METOAbI JINHEHHOM
HECMEIIICHHOMN OLICHKH C MUHHAMAaJIBHOM zmcnepcneﬁ n METOABI JIMTHEHHOTO OLICHUBAHUSI 110 MUHUMYMY CPEIAHCKBAAPATUIHOI O
OTKJIOHCHUS. He.]'lbl{) HCCICA0BaHUS SBJISIETCA IIPOBEACHHE aHaIM3a CYHIECTBYIOIINX METOJAOB OLICHKHU COCTOSAHHS KaHAJIOB
KOMIIJICKCOB HpOTHBOBOSZ[yLHHOﬁ 060pOHBI B yciioBuUsAxX Paauo3JICKTPOHHOI'O IIOJaBJICHU A " MHOTI'0JIy4€BOI'O
pacripoCTpaHCHUsA paArOBOIH. 33.[[3."11/1, KOTOpbIC peIIaJIMCh B UCCICAOBAHUN OBLIIM: MaTEMAaTHYECKOE OIHCAHUE M3BECTHBIX
MCTOI0B OLICHKHW COCTOsSHHA KaHaJIOB U pa3p360TKa peKOMeHZ[aL[I/Iﬁ 10 CMHTE3Y ONTUMAJBbHBIX METOHAOB OLECHKU COCTOSHUS
KaHaJIOB. I/ICHOJ'[B?,yCMLIMI/I METOAaMU B HCCICAOBAHHUU ABJISIIOTCA: TEOpHUS CBA3H, TEOPUS ITOMEXO3AIIUIIEHHOCTH U
paﬂHO3HeKTpOHHOﬁ 60]:)1:61:1. B X04C uccieAOBaHUA IMOJTYYCHBI PEKOMEHAAINU 10 CHMHTE3Y ONTHUMAJIBHBIX METOAOB OLICHKH
COCTOsIHUS KaHAJIOB B YCJIOBHUAX BO3)1€I>1CTBI/IH IIpEeAHAaMEPCHHBIX ITOMEX. BI)IBOJII)I. HpI/I HaJIUYUHU JO0CTATOYHOI'O aanopHoﬁ
I/IHq)OpMaLII/II/I 0 nepeaavc I/IHq)OpMaLII/IOHHBIe CUMBOJIbI JTY4YIIHE PE3YJIbTAThI 10 KPUTEPHUIO COOTHOIICHNSA TOYHOCTU OLECHKHU U
CJIIOKHOCTH peau3allul AEMOHCTPUPYET aJITrOpUTM JIMHEHHOT O OLICHMBaHUA II0 MHUHUMYMY CPEAHEKBAAPATUIHOI' O
OTKJIOHCHUS. HpI/I OTCYTCTBUU IIOCTaTO‘-IHOﬁ aanopHoﬁ I/IHq)OpMaHI/II/I 0 nepeaavc CUMBOJIBI NPEANIOYTUTCIIBHBIM SBJISACTCA
HECMEIIICHHOMN BapHUaHT OLCHKH 110 MUHUMYMY HaUMCHBIINX KBaJApaTOB. JIJ'[H MOBBILICHHUS TOYHOCTHU OLICHKH Hepel[aTO‘-{HOﬁ
XapaKTEPUCTUKU KaHAJIOB KOMIIJIEKCOB HpOTHBOBOS}IyUJHOﬁ O60pOHLI B YCIOBUAX CIIOKHOM paﬂHO3HeKTpOHHOﬁ 00CTaHOBKH
uenecoo6pa3H0 HCII0Jb30BaTh UTCPATHUBHBIC ITPUHIIUIIBI.

KawueBbie cjoBa: PaaNO3JICKTPOHHAN 06CTaHOBKa; YMBIIUICHHBIC ITOMEXH; MPOTUBOBO3AYIIIHANA 060p0Ha; MCTOABI
aHaJii3a.
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NOISE-LIKE SIGNALS
IN WIRELESS INFORMATION TRANSMISSION SYSTEMS

The subject matter is analysis and evaluation of efficiency of noise-like signals in wireless information transmission
systems. The aim is quality of service improvement for mobile subscribers, due to communication channel
multiplexing using complex signal-code structures. The objective is development of a systemic view of the technology
of information transmission using ultra-short pulse signals focusing on main phenomena that arise at different stages of
signal transmission in a wireless information transmission system. The methods use dare sequential analysis, simulation
modeling and digital signal coding. The following results have been obtained. An antenna design featuring an expanding
slit has been proposed for effective emission and reception of noise-like signals. A method for controlling radiation pattern
of such antenna array has been developed. Gaussian Monocycle coding of information with time position-pulse modulation
has been justified to be used as a noise-like signal. It has been shown that for the organization of independent channels in
one frequency band, it is practical to use a system of orthogonal codes, e.g. Walsh sequence. Due to accumulation of pulses
of a useful information signal in the receiver correlator, significant increase in signal-to-noise ratio becomes possible,
which enables information transmission over a wide frequency range well below the noise level. As a result, a systematic
understanding of the technology of information transmission using ultra-short pulse signals in wireless information
transmission systems is developed and a quantitative evaluation of the efficiency of the proposed technical solutions is
provided. Conclusion. The use of noise-like signals in wireless information transmission systems provides for high data
transmission rates with high interference immunity and tapping protection communication channel. The ability to operate
with low emitted power and the high penetrability of noise-like signals through various obstacles, for example, walls, allow
meeting the requirements for electromagnetic compatibility and ensuring stable communication in conditions of multipath
propagation of radio waves. These circumstances form the basis for the development and implementation of information
transfer technology using noise-like signals when designing office networks.

Keywords: noise-like signal; wireless information transmission system; time position-pulse modulation; orthogonal

coding; electromagnetic compatibility.

Introduction

The first practical experiments in wireless
information transmission, conducted by A.S. Popov and
G. Marconi, showed the possibility of signal
transmission at a distance of tens of kilometers.
Information was carriedwith electromagnetic pulses that
occur during a spark discharge. It should be noted that
information is an ordered set of fixed symbols (pulses)
of arbitrary nature [1, 2].

The development of information transfer
technologies would have proceeded in the direction of
improving and developing pulse information transfer
systems but a mathematical apparatus of harmonic
analysis, introduced at that time, laid a foundation of a
communication theory based on sinusoidal functions,
which gave a powerful impetus to the development of
this realm. However, treating information systems in
terms of harmonic oscillations gradually accumulated a
set of problems, and that stimulated transition to noise-
like (pulse) signals in wireless information transmission
systems (WITS). H. Harmuth showed [3-5] that
harmonic signals in WITS are a particular case of non-
sinusoidal oscillations, and that Sequential Analysis
Theory being applied here allows avoiding many of the
problems that arise from usage of Harmonic Analysis
methods [4].

Practical implementations of WITS devices have
proved this theory adequate [S]. This approach was
further developed by American scientists D. Ross, K.
Robbins and L. Fullerton (Fig. 1). The latter has coined

the term "pulse radio" and founded Time Domain Corp.,
which has successfully worked in this field since 1987.

Fig. 1. Larry Fullerton

Wireless information transmission systems work
with large streams of diverse information, providing a
high-quality exchange of information among
subscribers. However, further increase in the number of
wireless devices typically connected to a WITS imposes
stricter requirements upon the information transmission
medium, which leads to communication channel
multiplexing using complex signal-code patterns.
Depending on the correlation properties of coded
information signals, a code division of the channels is
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used, and each channel is assigned a specific waveform
serving as a distinctive feature of the channel.

The use of noise-like signals (NLS) improves the
information transmission speed as well as secrecy and
reliability of mobile communication channels.
Moreover, the use of NLS in wireless communication
systems provides for simultaneous high-quality joint
operation of a large number of devices. The
implementation of such joint operation is currently an
actual and complex task.

The analysis of the problem
and formulation of the task

According to the definition provided by L. Astanin
[6], in noise-like signals, spectral width is
commensurable with central frequency. In broadband
transmission, relatively narrowband information signals
with an effectively transmitted spectral width Af are
deliberately converted to wideband signals with
effectively transmitted spectral width AF, preserving the
level of total signal energy E. Spectral energy density of
the channel signal is deliberately reduced AF/Af times,
which results in value of AE/AF, while the channel
signal base rises AF/Af times. The basis of the ultra-
short pulse (i.e. NLS) is equal to a product of the signal
duration by its spectrum width:

B=At-AF ~1,

where At is the pulse duration, and AF' is the pulse
power spectrum width.

Thus, direct expansion of the frequency spectrum is
the simplest and the most convenient method to expand
the signal base. E.g. using a Gaussian monocycle with a
duration At ranging from 2.0 ns to 0.1 ns as a coding
pulse results in the bandwidth of power spectrum
from500 MHz to 10 GHz, respectively; while the signal
spectrum occupies the entire frequency band from 0 to
AF ~ 1/At. To encode a symbol of information not a
single ultra-short pulse but a sequence of them is used,
and the signal base increases in proportion to the
number of pulses.

Radiating a broadband signal’s electromagnetic
wave to free space imposes restrictions on the design of
antenna devices used. For organization of WITS that
utilize noise-like signals, the characteristics of the
generators, radiators and receivers have to be optimized
for the nature of the signals.

Task solution

Antenna e. The analysis [7] of the design of
antenna array elements for emission of ultra-short pulses
reveals that the best results are obtained with Tapered
Slot Antenna (TSA) also known as Vivaldi Antenna,
which is an antenna with an expanding slit. A TSA is fed
with a signal from a short pulse generator [7]. These
antennae are of complex shape, so we used a 3D
electrodynamic simulation software package to study
their characteristics. TSA size/shape optimization
performed with the software results in a variety of shapes
and proportions, depending on the specific task (Fig. 2).
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— 6 GMz
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105+ %°

— b

255°

2700 285

Fig. 2. The design of TSA and radiation patterns of the antenna for frequencies of 2.0-6.5 GHz

Antenna width limits the lower radiation
frequency, as in the case of a dipole, while antenna
length determines the gain in the middle and at the
upper edge of the band, like with log-periodic or horn
antennae. The shape of the open slit determines the
frequency band as with log-periodic antennae. The
shape of the slit can be different, but the widest band is
obtained with exponential (for example, ¢***") increase
in the slit width. The dimensions and the shape of the
hole affect the matching at the bottom of the frequency
band. A TSA is usually produced with conductors
printed on fiberglass. The influence of the dielectric
somewhat lowers the frequency and the input

resistance, but the latter remains well above 50 Ohms:
140 — 160 Ohm, depending on the fiberglass thickness.
A distinctive feature of phased antenna arrays using
TSAs as their basic element is the significant
expansion of the frequency band of electromagnetic
radiation, which is important for the usage of the arrays
in wideband WITS. In this case, we also getexcess
values of frequency and gain. The energy radiation
pattern of such pulsed antenna array is characterized by
a narrow main beam and practically no side lobes.
Thus, considering their bandwidth, gain and beam
characteristics, antenna arrays consisting of TSA
elements are the most suitable for usage in WITS.
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Besides, as it was shown in [8], the direction of the
maximum of the radiation diagram can be changed
through changing the shape of the pulse current/voltage
feeding the transmitting antenna (Fig. 3). The radiation
diagram pattern control is based on the properties of
pulse waveforms and utilizes changes in the energy
spectrum of the signal depending on the receiving
direction. This property can be used to control antenna
radiation diagram pattern when aligning the maximum
directions of transmitting and receiving antennae of a
WITS. Using changes in the shape of the pulse wave,
we can automate beam control.

E(x)

0 05 1 15

o

Fig. 3. Signal forms for changing
the direction of radiation

Generation. One of the most important elements
in implementation of a WITS basing on noise-like
signals consists in powerful pulse keys. Their
commutation front duration must be about 10-100
pswith a megahertz repetition rate and a very high
stability during about 10 ps. In this case, the
commutated voltage is measured in hundreds and
thousands volts.

Since radiation of an antenna electromagnetic
wave to free space is formed at the moment of a sharp
drop in the voltage pulse front, it becomes necessary to
generate pulses with the highest possible slew rate.
High-speed circuit breaking switches can be constructed
from drift step recovery diodes as it was first
demonstrated at Ioffe Institute [9]. Such diodes can
switch voltages up to 1800 V. A pulse of such
amplitude corresponds to current of 36 A. Thus with
such diodes, it is possible to form ultra-short voltage
pulses with 2—4 V/ps rising front rate. A typical pulse
shape of an ultra-short voltage pulse generator (UVPG)
is shown in Fig. 4 [7].

A family of electric pulse generators has been
developed based on short pulse power keys proposed by
the group of A. Kardo-Sysoev (see Table 1 for their
technical characteristics).

It should also be noted that the developed
generators have almost unlimited service life, which
makes them an ideal basis for development of powerful
ultra-wideband transmitters.

1.000 ns/div
139 mV

1 S0.0 mU/div

Fig. 4. Typical pulse shape of the UVPG generator

Particular properties of noise-like signal
applications. Usually, noise-like signals have the form
of idealized Gaussian Monocycles with radiation
spectrum mainly in the range from 1 to 7 GHz. The
pulse duration ranges from 200 picoseconds to a
nanosecond, and the pulse repetition intervals range
from 10 to 1000 ns. An average pulse repetition period
determines the information transmission rate. Therefore,
at a pulse repetition period of 10 ns the maximum
transmission rate is 100 Mbit/s.

The need to increase the performance of WITS
forces us to use complex signals that can significantly
improve the quality of information transmission.
Obtaining high information transfer rates can be
possible with ultra-dense communication channel

design using complex signal-code structures for
information transfer. Such channels provide data
transfer rates close to communication channel
bandwidths.

However, a regular sequence of such pulses does
not carry any information. Therefore, one information bit
is encoded by a sequence of many pulses, e.g. 200 pulses
per bit. Information is encoded using Pulse Position
Modulation (PPM) when the information parameter of an
information bit consist in time positions of the leading
edges of the 200 pulses representing the bit.

The position of each of the coding pulses varies in
time in respect to positions of periodic reference pulses.
Forward displacement of the pulse relative to its
nominal position in the sequence denotes‘0’,
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backward — ‘1’. The magnitude of the displacement
should not exceed a quarter of the pulse duration. For
example, in a sequence of pulses with 0.5 ns duration

Table 1. Generators of ultra-wideband pulses

and 100 ns intermittent interval a pulse that came 100 ps
earlier denotes ‘zero’, and the one coming 100 ps later
denotes ‘one’.

Model Rise time, ns. Pulse Width, ns. Amplitude, V Repetition Rate, MHz
HFPG-1-0,5 <0,7 <2 500 2(3)
HFPG-1-2,5 <0,7 <2 2500 ()
HFPG-1-5 <0,7 <2 5000 (0,5)
HFPG-5-0,05 <0,14 <0,3 50 10(20)
HFPG-7-0,15 <0,3 <0,7 150 10(20)
HFPG-7-0,5 <0,3 <0,7 500 2
HFPG-7-1 <0,3 <0,7 1000 1
HFPG-4-0,5 <0,1 <0,5 500 (0,2)
HFPG-4-1-10 <0,1 <025 1100 0,01
HFPG-4-1-50 <0,1 <0,25 1100 0,05

For organization of several independent channels
within a single frequency band with smoothing spectral
characteristics and protection from interference, the
position of each information bit is shifted by time
proportional to a current value of some pseudo-random
sequence. The shift time is one or two orders of
magnitude higher than the offset at PPM modulation.
Using a system of orthogonal codes to control time
delays, e.g. Walsh Sequence, up to a thousand
independent communication channels can be created
within one band without using special algorithms for
digital signal processing. Thus, all the channels occupy
a single wide frequency range, and the signal spectrum
is substantially smoothed out and becomes noise-like.
Due to the broadband signal, its power is reduced, even
below the white noise level — in case of very long base.

To select a signal that is intended for this receiver
from the total mass of radio signals, a separate
numerical code assigned to each user can be applied. All
other signals would be regarded as noise.

AWITS receiver is a direct gain receiver and a
correlator. Being synchronized with the transmitter and
knowing the law of generation of the pseudo-random
sequence of pulses in time, the receiver synchronously
generates a sequence of reference pulses for the
correlator. The correlator determines the coincidence of
the reference and received pulses, setting the output to
+1, if the signal comese.g.100 ps before the end of the
inter-pulse interval, -1 — if 100 ps after and 0 — in all
other cases. These values are accumulated in an
integrator. As a result, narrowband interference from a
continuous carrier transmitter or a signal from another
pulse transmitter can impede correct receiving of
individual pulses, not the information bit as a whole.
The value accumulated at the correlator from random
interference would be zero. This allows avoiding signal
interference that may occur when organizing
communication within buildings or on complex terrain.
The reflected signal enters the correlator with a delay
and the correlator interprets it as a random interference

without affecting the direct signal anyhow. Estimation
of noise tolerance can be done using the concept of
processing gain. In spread spectrum systems, processing
gain is defined as the ratio of channel bandwidth to
information signal bandwidth. Thus, for spreading-
spectrum systems using direct sequence method with
channel bandwidth of 5 MHz and information signal
bandwidth of 10 kHz, the gain would be 27 dB. For the
same signal transmitted through a 2 GHz bandwidth, the
gain would be 53 dB. So due to the high effective
amplification of signals in noise-like systems, they can
operate at very low average transmitter power (50 uW -
2 mW). Therefore, they do not interfere with existing
radio engineering systems using the same frequency
band.

Due to the broadband character of the signal, its
attenuation in various media is insignificant. Short
pulses easily pass through various obstacles, since
signal suppression does not occur throughout the entire
band. Due to different paths of propagation of radio
waves (multipath propagation), interference of signals
occurs, which creates a complex -electromagnetic
situation at the receiver site. A digitally coded signal
comes in the form of several copies shifted in time.
However, if the difference in the shift is greater than
chip duration then the receiver synchronizes with the
most powerful component of the received signal
discarding the other.

Thus, the resistance to multipath propagation of
the WITS signals is ensured.

Analysis

It should be noted that while average power of
emitted pulses is relatively small, the magnitude of the
electric component of the electromagnetic field reaches
very high values. This increases the likelihood of a
malfunction and possible failure of ambient radio
electronic equipment. The studies of resistance of radio
electronic equipment to the impact of ultra-short voltage
pulses (UVP) performed by K. Sakharov’s school [11-
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15] determined the maximum permissible levels of
pulsed electromagnetic  fields that guarantee
uninterrupted operation of the equipment. These levels
are different for different radioelectronic systems and
depend also on the repetition rate of the pulses. E.g. the
maximum allowable intensity of the electric component
of an electromagnetic field generated by a UVP ranges
from 2 kV/m for 1 MHz repetition rate to 300 kV/m —
for 1KHz. The analysis and generalization of
experimental results revealed that at a 10 MHz
repetition rate of UVP (100 ns repetition period) the
intensity of the electric component of the
electromagnetic field of the UVP would not exceed
300 V/m.

This limitation can be met in practice using a UVP
generator out of the family of generators developed by
A. Kardo-Sysoev’s group [10]. HFPG-5-0,05 or HFPG-
7-0,15 models with 0.14-0.3 ns rise time, 0.3-0.7 ns
pulse duration and 50-150 V amplitude, ensuring
temporal stability of pulse positions in order of 10 ps are
the most suitable for the task.

Conclusions

The usage of noise-like signals in the WITS allows
obtaining a number of advantages that cannot be
achieved with traditional methods. It concerns, in
particular, improving the quality of service for mobile
communication, such as the increase in the number of
subscribers served simultaneously. Communication
channel bandwidth expansion and transition to ultra-
wideband channels leads to practically unlimited
increase in the number of communication channels. Pre-
allocating signals, their frequencies and modulation
types to subscribers, we can implement inter-subscriber

communication without mutual and
interference.

The most important criterion characterizing the
efficiency of wireless communication systems is the
high potential unit density of data transmission. It is
defined as the amount of achievable total data transfer
rate per square meter of the working area and now this
value is about 1 Mbit/s/m’.

The use of short pulses prevents inter-signal
distortion since the energy of the received pulse usually
has time to die out completely until the next one arrives.
This also reduces the level of distortion of information
signals caused by its multipath propagation. Therefore,
low power noise-like systems are able to transmit data
inside buildings with complex architecture.

A characteristic feature inherent to communication
systems based on noise-like signals is the low
probability of either detection of a fact of temporary
establishment of a communication channel or
unauthorized access to the information transmitted
through the channel. Moreover, in this case, mobile
operators do not need to obtain additional band licenses
and use already occupied radio frequency bands.

Simultaneous joint interference-free operation in
the same frequency band for either traditional
narrowband communication systems or communication
systems with noise-like signals is possible because the
level of the information signal does not exceed the noise
level in the band of operation. At the same time, the
reduction in the power and the level of electromagnetic
field radiation makes it possible to ensure compliance
with the requirements of electromagnetic compatibility
at all stages of development and implementation of
mobile communication systems.

listening-in
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IlymomnoniOHi curaam y 6e3mpoBoJOBHX CHCTeMax nepeaadi indgopmanii
0O.A. Cepkos, B.C.bpecnasenp, M 1O. Tonkauos, I'.I. Uypromos, Iccam Caan

IIpeqveTomM BHBYEHHS € MPOLECH aHAII3y Ta OLIHKM €(QEKTHBHOCTI BHKOPHCTAHHA LIYMONOJIOHMX CHUTHAJB B
0e3npoBoOBUX cucTeMax mepenadi iHdopmamii. Mera — mMiIBHIIEHHS IOKa3HUKIB SKOCTI 0OCIyroByBaHHs aOOHEHTIB
MOOIIBHOTrO 3B’SI3KY LUIIXOM YIIIJIBHEHHS KaHaliB 3B’A3KYy 3a pPaxyHOK 3aCTOCYBAaHHsS CKJIaJHUX CHIHAJIbHO-KOJOBHX
KOHCTpYKLiH. 3aBgaHHsA: (QOpMYBaHHS CHCTEMHOrO YSBICHHS 10O TexHouorii mepepadi iHdopmauii HaaKOpOTKHUMHU
IMITyJIbCHUMM CUTHAJIaMU 13 BUJUICHHSM OCHOBHUX OCOOJIMBOCTEH, sIKi BHHUKAIOTh HA Pi3HUX €Talax IPOXO/PKEHHs CUTHAJiB
y Oe3npoBomHii cucteMi nepenadi iHdopmanii. MeTogamm, 10 BUKOPHCTOBYBAJINCH, € TaKi: CEKBEHTHHH aHalli3, METOIM
iMITaiiHOrO MOJENIOBaHHS Ta NUQPOBOro KomyBaHHs curHaiiB. Orpumani Taki pe3yabtaTtH. s edexkTtuBHOrO
BUIIPOMIHIOBaHHA Ta MPHHOMY IIYMONOAIOHMX CHUTHAJIIB 3alpONOHOBAHA KOHCTPYKLIS AaHTEHHM i3 IIUIMHOMO, sKa
PO3IINPIOETHCS. 3alpPOIIOHOBAaHO METOZ KEPYBAaHHs JiarpaMoro cHpsiMOBaHOCTI wLi€i aHTeHHOi pemriTku. OOIpyHTOBaHO
BUKOPUCTAHHS y SIKOCTI LIYMONOAIOHOIO CHUrHajly TayCiBCbKOIO MOHOLMKIY i3 KOAyBaHHAM iHQopMmalii 3a 10moMororo
4acoBOl MO3HMLIHHO-iMITyIbcHOI Moxyismii. [TokazaHo, mo /i opraHi3amii He3aJeXHHX KaHATIIB B OJHIH CMY3i 4acToT
JIOLIJIBHO BUKOPUCTOBYBAaTH CUCTEMY OPTOIOHAJBbHHUX KOJIB, HaNpUKIIAJ, MOCHiNOBHICTh Yonma. HakonuyeHi y xopensropi
npuiiMaga IMIYJIbCH KOPHCHOTO CUTHANy JalTh MOXJIMBICTH CYTTE€BO IIiJIBULIUTH CIIBBiJHOIIGHHS CHUTHAJ / IIyM,
3a0e3Medyroul LM MOMJIMBICTH nepenadi iHdopManii y MMPOKOMY YaCTOTHOMY Jiala3oHi 3HAYHO HIDKYE PIBHS LIYMY.
B pesynbrati copMOBaHO CHCTEMHE YSBICHHA IPO TEXHOJOriI0 Imepenadi iHpopmauii HaJKOPOTKUMH IMITyJbCaMH Y
Oe3npoBofOBUX cucreMax mnepepadi iHQopmamii. Takox mnpoBeaeHI KiUIbKICHI Ta AKiCHI OLIHKM e(EeKTHBHOCTI
3alpONOHOBAHMX TEXHIYHUX pilleHb. BucHOBKHM. Buxopucranss mymononiOHMX cUrHasiB y OGe3NPOBOAOBHX CHCTEMax
nepenavi iHdopmanii mo3Boisie 3a0e3mMEYUTH BENHKI INBHAKOCTI Tepenadi iHdopmamii 3 OIHOYACHOIO BHCOKOIO
3aBaJI03aXMUIICHICTIO Ta 3axXMCTOM HOro BiJ MNEpexoIUIeHHA. MOXIIUBICTh TPAIOBATH 13 MaJOK IOTYXHICTIO
BUIIPOMIHIOBaHHSA Ta BHCOKa INPOHMKIMBICTH IIYMONOAIOHMX CHIHANIB Kpi3b Oy/Ab-sKi NEpPEIIKOAM, HANPHKIAJ, CTiHH,
JIO3BOJISIIOTh BUKOHaTH BHUMOTH ILOJO EJIEKTPOMATHITHOI CyMICHOCTI Ta 3a0e3leyuTH CTIHKMH 3B’S30K B yMOBax
6araTonpoMiHEBOr0 PO3NOBCIO/KEHHS panioxBumib. Lli 00CTaBUHM CTBOPIOIOTH MIAIPYHTS JUIS PO3BUTKY Ta BIIPOBADKCHHS
TexHouorii nepenayi indopmauii i3 3acTOCYBaHHIM IIYMOIOMIOHUX CUI'HAIIIB IPH CTBOPEHHI O(ICHUX MEPEIK.

KirouoBi ciioBa: mymoroniOuuii curaa; 0e3npoBooBa cHcTeMa nepenadi iHpopMarii; yacoBa MO3MLIHHO-IMITYJIECHA
MOZYJISILIISI; OPTOrOHAJIbHE KOYBAHHS; €IIEKTPOMarHiTHa CyMICHICTb.

IIymomnoxo0HbIe CHTHAJBI B 0eCITPOBOIHBIX CHCTEMAX Nepeaayn nHopManun
A.A. Cepkos, B.C. Bpecnasen, M.IO. Tonkauos, I'.1. Uypromos, Mccam M. Caan

IIpeameToM wm3ydeHHs SIBISIFOTCS IPOLECCHl aHaNW3a M OLEHKH 3(P(PEeKTHBHOCTH HMCIONB30BaHUS IIYMOIIOJOOHBIX
CUTHaJIOB B OECIIPOBOJHBIX cHUcTeMax mepenadd nHpopmannu. Leab — moBblmIeHns mokaszaresneil kadyecTBa 00CIy)KUBaHUS
a0OHEHTOB MOOWJIBHOW CBSI3M IIyTeM YIUIOTHEHHS! KaHAJOB CBSI3M 32 CYET NPUMEHEHHsS CIIOXKHBIX CHTHAIBHO-KOIOBBIX
KOHCTpYKIMi. 3aga4a: ¢opMupoBaHHE CHCTEMHOrO NPEICTABICHHUS O TEXHOJOTWUH Iepeqadd MHPOpPMAIMH CBEPXKOPOTKUMH
HUMITYJIbCHBIMH CUTHAJIaMU C BBIJEJICHHMEM OCHOBHBIX OCOOCHHOCTEH, BO3SHMKAIONIMX Ha PasiMYHBIX JdTarax MPOXOKICHHS
CHTHAJIOB B OECIPOBOIHON cucTeMe Iepenadd MHpopManud. Mcrmoiap3yeMbIMH MeTOJaMH SIBISIOTCS: CEKBEHTHBIN aHAIU3,
METOJbl HMHUTAMOHHOTO MOJIEIMPOBAHUS M LU(POBOro KOAMPOBAHUS CHTHANOB. [loiydeHsl cienyronye pe3yabTarsl. J{iis
9 (PEKTUBHOrO H3IY4eHUS] M IpHeMa IIyMOIOJOOHBIX CHUTHAJIOB MPEUIOKEHA KOHCTPYKIWS AHTEHHBI C pPaCIIUPSIONICHCS
menbto. [IpeaiokeH MeTon ynpaBieHust AUarpaMMoi HalpaBiIeHHOCTH 3TOH aHTeHHOU pemeTku. OO0CHOBaHO HCIIOIb30BaHUE B
KauecTBe ILIYMOIOJOOHOIO CHrHaja TIayCCOBCKOrO MOHOLMKIA C KOJUPOBAaHMEM HH(OPMAalUM IOCPEICTBOM BpPEMEHHON
MO3UIIMOHHO-UMITYJIbCHOW MORyJsiud. [lokazaHo, 4TO Uil OpraHM3allid HE3aBHCHMBIX KaHAJIOB B OJHOW II0JIOCE YacTOT
1Ie71eCO000pa3HO IPUMEHATh CHUCTEMY OpPTOIOHAIBHBIX KOJOB, HAIpUMEp, IIOCIENOBaTENbHOCTh Yonma. HakoruieHHble B
KOppEeIsITOpe MPUEMHHUKA WMITYJIbCHl ITOJE3HOr0 MH(OPMAIMOHHOTO CHTHaja IaloT BO3MOXKHOCTH CYILIECTBEHHO ITOBBICHTH
COOTHOILIEGHHE CHTHAI/IIyM, oOecriedrBas BO3MOXKHOCTH Hepeladd HWHGOpPMAalud B IIMPOKOM YaCTOTHOM JHaIia3oHe
3HAUMTENFHO HIKE YpOBHS Inmyma. B pesymprarte cOpMHpOBAaHO CHCTEMHOE IIPEICTaBICHHE O TEXHOJOTHH Ieperadn
nHpOpMaIK CBEPXKOPOTKHMMH HMITYIECHBIMU CHTHAJaMH B OECIPOBOAHBIX CHCTEMax Ieperadd MH(OpPMalMU U IpOBEJCHa
KOJIMYECTBEHHbIE Y KaueCTBEHHBIC OLCHKH (P (QEKTHBHOCTH IMpeiIaraeMbIX TEXHHYECKUX pelleHnii. BeiBoabl. Vcrnonb3oBaHue
LIYMOIOZOOHBIX CHTHAJIOB B OECIPOBOMHBIX CHCTEMax Iepeiadd MHPOPMAalUH IT03BOJSIET O0ECHeUYHTh OONBIINE CKOPOCTH
nepeauy HHGOPMAIHMK TIPH BHICOKOH OMEXO03aIMIIEHHOCTH KaHala CBS3U | 3aIllUTHI €ro OT IepexBara. Bo3MoXKHOCTh paboThI
C MaJIOM H3JIydaeMOH MOIIHOCTBIO M BBICOKAas HPOHHUKAIONIAs CHOCOOHOCTH IIYMOIOJOOHBIX CHUTHAJIOB Yepe3 pas3nyHble
MIPENSTCTBUS, HAlPUMEp, CTEHBI, ITO3BOJSIIOT BBIIOIHUTH TPEOOBAHMS IO JIEKTPOMArHUTHON COBMECTHMOCTH M OOECIIeYUThH
YCTOHYMBYIO CBSI3b B YCIOBHSAX MHOIOJIYYEBOI'O PACIPOCTPAHEHUSI PaJMOBOIH. OTH OOCTOSTENBCTBA CO3JAIOT OCHOBY JUIS
pasBUTHS M BHEIPEHHs TEXHOJIOTMU Nepenadd MHPOpMALMK C HCIIOJIb30BAHHEM NIYMONOAOOHBIX CHTHAJIOB IPH CO3JIaHUH
o(HCHBIX ceTeil.

KarwueBbie cjioBa: [HyMOHOI[O6HBIﬁ CUTI'HaJI; 6eCl'IpOBOZ[HaSI CUCTEMa IICpeaadn I/IH(i)OpMaI_II/II/I; BpEMCHHas IMMO3ULTUMOHHO-
HUMITyJIbCHasI MOAYJISLMA; OPTOIOHAJIbBHOC KOAUPOBAHUE, SJICKTPOMAarHuTHass COBMECTUMOCTD.
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HEWPOMEPEXXEBUI METO/ IHTEJEKTYAJbHOI OGPOBKH
MVYJbTUCIIEKTPAJIBHUX 30bPAKEHb

IIpeameTom BHBUYEHHS B CTAaTTi € HEMPOMEPEKEBI METOIM PO3MI3HABAHHS 00 €KTiB Ha MYJIbTUCHEKTPAIbHUX
JMAHUX JWCTaHIiHOro 30HmyBaHHsA 3emimi (/[33). Mera — 3a0e3lcucHHS aBTOMATHYHOTO PO3ITi3HABAHHS
00’€KTiB HE3aKOHHOTO BUKOPHCTaHHs NMPHUPOJHHUX PECYpCiB HA MYJIbTHCHEKTPAIbHUX 300pakeHHsx [[33.
3agaua — GopMyIIOBaHHS METOJY i1HTEIEKTyalbHOI 00po0OKK manux J133, skuii peai3ye aBTOMATUIHE PO3-
Mi3HaBaHHA 00’€KTIB HE3aKOHHOTO BHKOPHCTaHHS NMPHUPOJHHX PECYpCiB Ha MYIbTHCIEKTpaJbHHX 300pa-
)eHHsIX 133 3a J0ImMOMOror0 BUKOPHCTAHHS 3TOPTKOBOI HEHPOHHOI Mepexi. AHai3 MpoOiieM METO/IB Ta aj-
TOPUTMIB OOPOOKH MYJIBTUCICKTPATHHUX aCPOKOCMIYHHMX 300pa’keHb MOKA3aB, IO HAHOLIBII MEPCICKTUBHO
BHUKOPHCTOBYBATH THYYKi aJITOPUTMHU, SKI IPUCTOCOBYIOTHCS JI0 3MiHH YMOB CIIOCTEPEKEHHSI 00’ €KTIB IMOIIY-
Ky. OfHi€I0 3 IEPCIEKTUBHUX TEXHOJIOTIH peai3allii TAKUX aJrOpUTMIB € 3aCTOCYBaHHsI HEHPOHHHUX Mepex. Bu-
0ip 3rOpTKOBUX HEHPOHHHMX MEPEX IS BHPIIICHHS 3aa4i pO3Ii3HABAHHS IOB’SI3aHUM i3 3JaTHICTIO JaHHUX
Mepex, 32 yMOBH KOPEKTHOTO HaBYaHHS, IO PO3Ii3HABaHHs 00’ €KTIB B CKJIaJIHUX YMOBaX CIIOCTEPEKEHHS Ta
npu aedopmariii 00’ ekTa, 1o crocTepiracThes. BUCHOBKHU: 3aNpOIIOHOBaHO HEHPOMEPEKEBHUI METO]T IHTEIIeK-
TyaJIbHOI 0OpOOKM MYJIBTHUCIIEKTPAILHUX 300pakeHb. PO3rIsiHyTO anroputm moOymoBH JaHOI MEpexi, 00paHo
MPaKTHYHY 00JIacTh 3aCTOCYBAaHHsSI 3aIIPOIIOHOBAHOTO METOAY 1 IMOKa3aHi pe3ynbTaTd poOOTH HOro mporpamHol
peanizanii. OTpuMaHi pe3ynbTaTH A03BOJMIN 3pOOUTH BHCHOBOK ITPO IpAIe3JaTHICTh 3alpPOIIOHOBAHOTO ajro-
PUTMY Ta € HiAIPYHTSAM Ul TONAJBIINX JOCIIDKEHb 3 PO3POOKH Ta peajialii alropuTtMiB 0OpOOKH MYINbTH-
CHEKTPaJIbHUX 3HIMKIB y CHCTEMaX JWUCTaHIIHOTO 30H/yBaHHS 3EMJIi.

KnawuoBi ciaoBa: nucranuiiiHe 30H1yBaHHs 3eMii; oOpoOka 300pa)keHb; HelipoMepexa; 3ropTKoBa Heii-

POHHA MEpPECKaA, MyJ'H)TI/ICHeKTpaJ'H)Hi 306pa)KeHHH.

BcTtyn

Ha nanuii MOMEHT y CBITI y 3B’SI3KY i3 PO3BUTKOM
iH(OpMAIIHUX TEXHOJIOTIH Ta 1X MOUIUPEHHSIM Ha BCi
chepy JTIOACHKOI MisTIBHOCTI BEIUKAM TEMIIAMH 301J1b-
uryetbess 00’e€M Ta SIKICTh iH(OpMalii, 110 BUKINKAE
motpedy y 3acobax Ta MeToaax sKi JO3BOJIAIOTH aHAIi-
3yBaTH 1i OUIBII SKICHO Ta 3 MEHIIMMH 3aTpaTaMH Ha ix
IMIUIEMEHTALII 0.

SIK110 K TOBOPUTH JIaHi PO HABKOJIHIIHE Cepe/o-
BHIIC, B TIJI00ANbHHMX MacinTabax (TUiaHeTa, KpaiHa,
PETIOH TOIIO) TO OAHMM i3 HalWe(heKTHBHININX 3acO0iB
iX OTpUMaHHS — BUKOPUCTaHHS JaHUX CHCTEM HMCTaH-
uiitnoro 3ouayBanHs 3emui (/133) [1]. Jana texHomoris
0a3yeThbCsl Ha CIIOCTEPEKECHHI TIOBEPXHI 3eMili i3 OOpTy
kocmiynoro amapary (KA) ta orpumani 300pakeHb
MoBepXHI 3eMJIi y pI3HUX Jiama3oHaX €JICKTPOMAarHiT-
HUX XBWJIb i HACTYIIHOMY IX aHaNi3i Ta iHTepnperanii B
3aJIeKHOCTI BiJl MOCTaBieHUX 3anad. OJHI€I0 i3 TaKuX
3aa4 € EKOJIOTIYHMH MOHITOPUHI PETriOHIB, B SKHX
icHye mpo0iieMa He3aKOHHOTO BHKOPHCTaHHS NPUPO[-
HUX pecypciB. [ O0poTEOM 13 HE3aKOHHUMH ITPOMHC-
nmamMu J100yBaHHSI OypINTHHY Ha TEPHUTOpii HAIIoi Jep-
)KaBM HacamIepe HeoOXiJHO 3a0e3MeYuTH ONepaTHB-
HUH MMOUTYK WX MPOMHUCIIB, Hapa3i OJHUM i3 Haite(ek-
TUBHIIIUX CIIOCOOIB X 3HAXOIKCHHS € acpopo3BiiKa 3
BUKOPHCTaHHSIM T'BHHTOKDHIIIB, IIPOTE KOXKEH 3 BUJICTIB
€ JOCUTh KOIITOBHUM [2]. OCKUIBKM uepe3 BEIUKY
IUTOILY TEPHUTOPIH, KIACHYHI METOAM MOHITOPHUHTY HE
JIO3BOJISIIOTH ONIEPAaTHBHO OTPUMYBATH iH(opMaliiio po

BEJUKI TUIONI, TPOTE Yepe3 BEeNUKY KIIbKICTh JaHhX
orpumanux i3 KA HeoOXxizHa po3poOka MeTomdy, SIKHH
JTO3BOJISIE AaBTOMATHU3YBaTH aHaji3 manux J133.

OfHUM 13 NUIAXIB BUPIIICHHS AaHOI MPOOIEMH €
BUKOPHCTAaHHS METOJIB MAIIMHHOI'O HaBYaHHS, HacaM-
niepe; HeHPOHHUX MEPEeK.

AHani3 npobnemum
Ta NoCTaHOBKa 3agavi

Ha nanuii MOMeHT po3po0IIEHO Ta PO3POOITIOETHCS
BEJMKa KIUIBKICTh METOMIB Ta aJrOPUTMIB OOPOOKH
MYJIBTHCIIEKTPAIBHUX aepOKOCMIYHUX 300pakeHb [3],
sIKI MOYKHA TIOMITUTH HAa JBI BEJHKI TPYMU: KIACHYHI
AITOPUTMH, JJISI SIKHX JKOPCTKO (POPMYITIOETHCS KIlacH-
¢ikaTop Ta anroput™m Kiacuikarii, i THy4Ki alropur-
MU, SIKI IIPUCTOCOBYIOTBCS O 3MIHM YMOB CIIOCTEpe-
KEHHsT 00’€KTIB TOIIYKY. AJNTOPUTMH HEPIIOi TPYHH
MaloTh Iy)X€ BY3bKYy 00JIaCTh 3aCTOCYBAaHH, HacamIie-
pen depe3 BaXKKiCTh KOPEKTHOI'O HAJIAIITYBAaHHS KJIACH-
¢ikaTopa miJg KOXHY HasBHY 3anady. [ns nmomomaHHs
LUX HENOJIKIB BUKOPUCTOBYIOTHCSI THYUYKI QJITOPUTMH,
cepeq SIKMX B OCTaHHIH 4ac Bce O1IbIIOro 3aCTOCYBaHHS
HaOyBarOTh HEHPOHHI Mepexi [4, 5].

Teopist HelipoHHHX Mepex Oyna copMynboBaHa B
1960-x pokax Ta 3apekoMeHayBana cede sIK eheKTUBHUI
3acid I po3mi3HaBaHHS 3BYKOBUX Ta rpadiuHux
00’€KTiB, IPOTE JOBrHi Yac He HaOyBajia 3HAYHOI'O IIO-
LIMPEHHS Yepe3 HeJOCTATHIO MOTYXKHICTh OOYHCITIOBaHIX
MOXJIMBOCTEH 1 OTpHUMala MOTY)KHUH CTUMYJI IS PO3BH-
TKY 13 TIOSIBOIO MOTY)KHHX Tpa(idHUX NPUCKOPIOBAdiB B
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2000-x Ta po3pOOKOI0 AJITOPUTMIB TJIMOOKOTO HABYAHHS
0ararolapoBUX HEHPOHHMX MEPEK Ha OCHOBI OOMExe-
HOi MammHu bombiMana y 2006 pormi [6]. s 3amau
posrmi3HaBaHHS TpadiuHuX o0pa3iB Oyi0 po3pobiIeHo
TEOpil0 3TOPTKOBUX MEPEX, SKi Hapasl € MOIHMPEeHHM
3ac000M JUIs TAHOTO KJIACY 3a]ay B PI3HOMAHITHHX Ce-
pax i nmokazyrots xopoiui pesyasratu [7]. [Ipore Hapasi B
Teopii HEWPOHHHX MEpPEeX € IMPOTAIHHH, SKI MEPEeIIKo-
JOKAIOTh X OUIBII IMMPOKOMY 3aCTOCYBAHHIO, HacaMIIe-
pen depes HEMOBHE PO3YMIHHS MPOIIECiB, IO BijOyBa-
FOTHCS i Yac HaBYAHHS Ta PO3Mi3HaBaHHA [8].

Bizgomi BapiaHTH 3aCTOCYBaHHSI HEHPOMEPEKEBUX
TEXHOJIOTIH MpU BHOOpPI AJTOPUTMIB CTHUCKY BEIHMKHX
MacHuBiB JaHux [9], misd cTUCKY (oTo3o0paxens [10,
11] ta momyky 3amanux o0’ektTiB y ganux /(33 [12].
OpHak 3arpornoHoBaHi Meroau abo He 3a0e3nevyroTh
3aJ1aHoi IKOCTI 00pOOKHU 300pakeHb, ab0 € AyKe pecyp-
COMICTKUMH 1 HE B 3M031 3a0€3ICUUTH PEKUM peasibHO-
'O yacy Ipu 3acToCyBaHHi B cuctemax J133.

TakuM 4uHOM, 3a7a4er0 CTaTTi € (GOPMYITIOBAHHS
METO/y IHTEJEeKTYyaJIbHOI OOPOOKH JaHWX TUCTaHIiHHO-
ro 30HAYBaHHS 3€MJI, SKUH peaizye aBTOMaTHYHE
po3IizHaBaHHS 00’€KTIB HE3aKOHHOTO BUKOPUCTAHHS
MIPUPOJHHUX PECYPCIB Ha MYJBTUCIIEKTPAIBHUX 300pa-
xeHHsax [133 3a JomoMoror BUKOPUCTAHHS 3TrOPTKOBOL
HEWpOHHOT Mepexi.

OcHOBHa YacTuHa

Bubip HeHpOHHHX Mepex, a camMe 3TOPTKOBUX
HelipoHHuX Mepexx (3HM) mist BupimeHHs 3aia4i po3-
Mi3HABaHHs OB’ S3aHUH 13 3JaTHICTIO JaHUX MEPEexK, 3a
YMOBH KOPEKTHOTO HAaBYaHHs], 1O pO3Ii3HABAHHSI
00’€KTiB B CKJIATHAX YMOBaX CIIOCTEPEKEHHS Ta MPH
nedopmariii 00’€KTa, 10 CIIOCTEPIraeThCs.

3ropTkoBa HelipoHHa Mepeska (aHri. convolutional
neural network), npezacrasisic cobor0 creniaitbHy apxi-
TEKTYpy UITYYHHX HEHPOHHHX MEpeX Ta HalliieHa Ha
e(peKTHBHE PO3Mi3HABaHHSA 300pakeHb Ta 00 €KTIB Ha
300pakeHHsIX [7]. BukopucTtoBye meski OCOOIHBOCTI

B
| |

1
N

iPOOL

CONV |

30poBOi KOpH, B SIKiii OyJIW BIOKPHUTI Tak 3BaHi MPOCTi
KJIITHHH, 10 PEaryioTh Ha MpsiMi JIHII M Pi3HUMH
KyTaMH, 1 CKJIaJiHI KJIITHHH, PEaKlis SKUX IOB'sA3aHa 3
aKTHBALI€IO IEBHOTO HA0OPY MTPOCTUX KIIITHH. 3aranbHa
iies 3TOPTKOBUX HEHPOHHHUX MEPEX IOJISATae B Uepry-
BaHHI 3rOPTKOBHX ILAPIB 1 CYOMUCKPETU3YIOUUX MIapiB
abo mrapiB miaBuOipku. CTpyKTypa Mepexi — OJHOCIH-
psIMOBaHa, IPUHIMIIOBO OaraTtomaposa. [y HaBYaHHS
BUKOPHCTOBYIOTBCS CTaHOapTHI METO/AW, HaWdacTiiie
METO/] 3BOPOTHOTO ITOIIHPEHHS TTOMUJIKH.

HasBa apxiTekTypa Mepexi oTpuMaia uepe3 Has-
BHICTH ollepalnii 3ropTKH. 3ropTka — Iie MaTeMaTH4yHa
omepanisi (BUI IHTErPAIBHOTO IMEPETBOPEHHS), 3aCTO-
COBYBaHa 110 JABOX (QYHKIIH f{x) 1 g(x), 1[0 MOPOIKYE
TpeTio (QYHKINO, sSKa 1HOMI MOXE PO3IJIIIATUCT SK
MoIu(iKoBaHa BepCisl OQHIET 3 MOYATKOBHX. Marodu
JIBOBUMIpHE 300pakeHHS / i HeBeNHWKy Marpumoo K
PO3MIpHOCTI /ixw (Tak 3BaHE SAPO 3TOPTKH), MOOY-
JIOBaHy TaKHUM YHHOM, IO TpadiyHO KOIye OyIb-sKY
03HaKy, MH OOYHCIIIOEMO 3TOPHYTE€ 300paKeHHS
I * K , HaKTaarouy siIpo Ha 300paskeHHS yciMa MOX-
JIUBUMH CIIOCO0AMU 1 3alUCYIOUU CyMY JOOYTKIB eje-
MEHTIB BHUX1IHOTO 300pakeHHS 1 sIpa;

h w

([*K)xy = ZZKU' ><[x+i—l,y+j—l . (1)
i=1 j=1

Jlis cripoleHHst 00YMCIIOBaHb, a TAKOX HEBaX-
JUBOCTI /ISl 337a4 MalIMHHOTO PO3Ii3HAaBaHHS, Olle-
pauis TpaHCIOHYBaHHSI HE BUKOHYEThHCS.

3Buyaiiny apxitektypy 3HM st po3mizHaBaHHS
300paKeHHs M0 k KiacaX MO)XKHa PO3IUINTH Ha JIBi
YaCTUHH: IIOCIHIJOBHICTh INApiB 3TOPTKH/MiIBUOOPKH
Conv—Pool, 1mo 4epryroThcs (IeKONH i3 KiTbKOMa
1IapaMy 3rOPTKH IiJPSI) Ta JeKiIbKa MOBHO3B I3HUX
mapiB (Wapy, sKi NPUAMAIOTh KOXHHU MiKCENb 30-
Opa’keHHsI, SIK He3aJIe)KHE 3HAUCHHS).

V3aranpHeHa cxeMa 3TrOPTKOBOi HEMPOHHOI Me-
pexi MoXke OyTH MpeICTaBICHa Ha puc. 1.

|PDDL ]

N |
[ | I![’
|||

Puc. 1. Y3aranpHeHa cxemMa 3ropTKOBOI HEHPOHHOI Mepexi

Hlap nineudopku (Pool) ciyrye mmst s cyoanck-
petu3aiii BUOIpKH, HOro poboTa MOJISIrae B OTPUMAaHHI
Ha BXOAI OKpeMuX (parMeHTiB 300pa)keHHS Ta iX
00’e/IHaHHI B OJIHE 3HAYEHHs, 3a3BUYail BUKOPUCTOBY-
10Thcsl (DYHKILIS MakcuMizalii, ToOTO 3 OTpUMaHHX Ja-
HUX OOMPAETHCS 3HAYEHHS 3 HAMOUTBIIIO BETMYHHOIO.

Omun mpoxix Conv—Pool BmmBae Ha 300pa-
JKCHHSl HACTYITHUM YHHOM: BiH CKOPOYYE JOBXKHUHY i
LIMPHUHY NIEBHOTO KaHaly, ajne 30UIblIye Horo 3HaueH-

Hs (rubuHy). Y KiHII 3rOpTKOBOI HEHPOHHOT Mepexi
BHUKOPHUCTOBYETHCS (PyHKIIS softmax, sika mepeTBoproe
BEKTOp IIHCHUX 4YHCEl B BEKTOp WMOBIpHOCTEH. Y
KOHTEKCTI HEWPOHHOI Mepexi BHXiJHI 3HA4eHHS €
BIpOTi/IHICTIO BIIy4eHHsI 300paKeHHS B NMEBHHUH KJiac.
MiniMi3amist BTpaT MepexpecHoi eHTpomii 3abe3neuye
BIIEBHEHICTh Y BU3HAYECHHI NMPUHAIEKHOCTI 300pakeH-
HS TIEBHOTO KJacy, He Oepy4H J0 yBaru WMOBIpHICTB
IHIIMX KJIACIB, TAKMM YMHOM, IIJIs1 HMOBIPHICHHX 3a71a4
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softmax kpalue, Hi)X, HAIPHUKJIAZ, METOA KBaAPATHIHOI
TOMMUJIKH.

ITig yac HABYaHHS HEHPOHHOI MEpeXkKi MOXE BHHH-
KHYTH IIpo0ieMa IepeHaBUaHHs, sKa HoJsrae B HaaMip-
HO TOYHIM BIIMOBITHOCTI HEHPOHHOI Mepexi KOHKpET-
HOMY HaOOpy HaBUAJIbHUX MPUKIAIIB, IPH SKIH Mepexa
BTpaya€ 3JaTHICTb 1O y3araibHeHHs. JlaHa mnpoGiema
BUHHUKA€ y BHIAJKY, SKIIO0 MOJAEIb 3MOIVIA BHBYHTH
HaBYaJIbHY MHOXKHHY (Pa30M i3 IIyMOM, SIKHI IIPUCYTHIH
B Hiif), IpoTe He 3MOIJIa PO3MI3HATH CKPUTI MPOIIECH, SIKi
IF0 MHOXXHHY TTOPOAMIIN.

s Toro, mo0 mo30yTHCs BiJl MOXKXJIMBOCTI TIepe-
HaBYaHHS BBOMSATHCS 3acO0M peryispizamii: 3aMicTbh
CKOpPOYEHHsI KIJBKOCTI MapameTpiB, HaKIaJaroThCs
OOMEXEHHsS Ha IapaMeTpu MOJeNi I Yac HaBYaHHS,
HE J03BOJLIFOYM HEHpOHaM BHBYATH IIYM HAaBYaIbHUX
nanux. Halipo3noBcroDKeHI MM 3aci0, SIKuii 1 BUKOpHC-
TOBYIOTHCSI B Hamliii Mmozeni, — dropout. Bin nonsirae B
TOMY, IO TiJ 9ac HaBYaHHS, BUKOPHCTOBYETHCS Iapa-
METp p, SKHH JO3BOJISIE 32 OHY iTEpallil0 HaBYaHHI,
MPOXOASYH TI0 HEHpOHAM OJHOTrO Iapy i i3 WMOBipHic-

TIO p MOBHICTIO BUKITIOYAE X 3 MEpexXi Ha 4ac itepariii.
Le no3Bossic Mepexi 0OpOOIIATH MOMUIIKH 1 HE MOKJIa-
JIaTUCST HA ICHYBaHHS TEBHOTO HeWpoHy (abo rpymnu
HEeWpOHiB), a IMOKJIagaTucs Ha “€AUHY HOyMKY
(consensus) He#poHIB ycepenuni oaHoro mapy. lLle
JIOBOJII MPOCTHH 3aci0, skuii epeKTHBHO OOpeThes i3
npoOJIeMOI0 TIepeHaBYaHHs, Oe3 TNOTpeOH BBEICHHS
IHIIUX PEryJsITOpiB.

B sixocTi 00acTi BUKOPUCTaHHS pO3POOITIOBAIILHOI
HEeWpOHHOI Mepexi Oys10 00paHO MOIIYK MICIh HE3aKOH-
HOTO BUKOPUCTAHHS NPHUPOIHUX PECypciB Ha TepUTOpil
PiBHeHcBKOI oOnacTi, YkpaiHa, a came Micllsl He3aKOHHO-
ro BUIOOYTKY OYpIUTHHY, OCKIJIbKM Ha TAHWH Yac JaHa
npobieMa MPU3BOIUTH 0 BEIUKHUX MaTepialbHUX BTpAT
Ta CKOJIOTIYHUX 30UTKIB [2].

Ha puc. 2 300paxeHe ofHe i3 Micllb HE3aKOHHO-
ro  BuUAoOyTKy  OypmituHy  (KOOpAMHaTH  —
N51°38'27.37" E26°33'25.86" [13]) y Buaumomy

nianazoni. [lnoma nmocmimkyBaHoi oOmacTi ckiana
npuban3HO 40 KM?, (paKTHUHUH PO3MIpP 306paKeHHS —
21441%20641 nixcemis.

Puc. 2. 3aranpHuii BUTIISII HE3aKOHHOTO IPOMHCITY OypiuTHHY (1 — “KomaHku”, 2 — HAMUBH BiJl pOOOTH IIOMIT)

Ha puc. 2 Mo)XHa BUALTATH Taki 00’ €KTH MOLIYKY:

1) micug BUAOOYTKY BIJIKPUTHM CIIOCOOOM i3 HEo-
OnagHaHMX SIM, SKI Ha3UBAIOTHCS KOIIAHKAMM IO Hpes-
CTaBJISIFOTH COOOI0 CTPYKTYPH 2-8 METpiB y IiaMeTpi, Ta
2-5 MerpiB y ruOuHy. 3a3BU4ail HE3aKOHHUI TPOMHU-
cen 3aiiMae miomy 1-5 kM? i mpeacTaBise CO6OI0 Po3-
cHM “KOIaHoK”;

2) HAMUBH TPYHTY, Ki (POPMYIOTBCS Ol BOJIOHM
ITicasl BUKOPUCTAHHS IOMI JJIsi pO3MHUBY OeperiB Ta
MOAAJIBIIOr0 BUAOOYTKY OYpIITHHY.

[IpoananizyBaBu faHi 00’€KTH Ta ¥ BUIUINBIIN
iX XapakTepHi O3HaKM MOXKHa 1MoOynyBaTH Kiacugika-
TOp, SIKWH OyJe NIyKaTh NaHi 00’ €KTH Ha CYIYTHUKOBHX
300paKeHHSIX.

CrpyKTypa 3ropTKOBOi HEHPOHHOI Mepexi I Jie-
TEKTYBaHHS 00'€KTIB IOIIYKY Ha 300pakeHi CKJIaIA€Th-
sl IEKUIBKOX IIapiB 3TOPTKH, SIKI ePEeAYIOThCs cyOauc-
KPETU3YIOUMMH MIapaMH Ta 3 BUXIAHUM IApoM, Hepen

AKUM OyJle 3aCTOCOBAHO NEKiNTbKa LIapiB AT YCYHEHHS
npobjeMH IIEepeHaBYaHHA 3a JOIIOMOIOI0 METORY
dropout. Takox mmd mepen KOXKHAM IIApOM 3TOPTKH
OyznyTh J1OJaHi MiAroTOBYI MIapH, SIKi JOAAIOTh HYJIHOBI
€JIEMEHTH 110 KOHTYPY BXIJIHOI MaTpuIli 1uisi 0OpoOKH y
HacTymHoMy mmapi. Ha BXin HeHpoHHOI Mepexi mojna-
€ThCs 300pakeHHs po3MipoM 32%32 mikceniB Ta 3 criek-
TPaJIbHUMH KaHaJIAMH, a OTXE B 3araJIbHOMY BUIAIKY
Ha BXija momaerscs matpuil posmipom (32,32,3). Ha
BUXOJII HEHPOHHOI MepeKi MaeMo BEKTOp HMOBipHOC-
Tei 3 IBOMa nmapaMeTpamH, 3 SKUX MepIInid — 11e HMOoBi-
PHICTb TOT0, 10 AaHe 300paXKeHHs Ma€e B co0l IIyKaHHi
00’€exTi, @ Ipyruii — WMOBIPHICTH TOTO, IO Ha 300pa-
JKEHHI ITyKaHu# 00’ €KT BIACYTHIM.

Axroput™ QopmyBaHHST HelipoMmepexi Ta ii Ha-
BYaHHS OyB Ipe/cTaBlIeHUi aBTopamu [ 14].

OtpumaHa cxemMa HEHpOHHOI Mepexi 300paxkeHa
Ha puc. 3.
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Puc. 3. Y3arainpHeHa CTpYKTYpa OTPHMAaHOI 3rOPTKOBOI HEHPOHHOI MepesKi (KOYKEH IIap 3ropTKH CKJIaIa€ThCs 3 TPHOX IiIIapiB)

B sxocTi HaB4anbHOI BUOiIpKH 0yi10 chOpMOBAaHO
Ha0ip HaBYaJIbHHUX 300pa)keHb, po3MipoM 32x32 mik-
CeNiB 3a 3 CIEeKTPAJIbHUMHU KaHaJaMH, IS SIKHX BiJO-
MU 1X 3MICT, a pO3Mip HaBYANbHOI BUOIPKHU € JTOCTaT-
HIM JJIs1 KOPEKTHOTO HABYAHHS 3TOPTKOBOi HEHPOHHOL
Mepexi 1 B paMKax MPaKTUYHOI peanizamii BiH oOpaHHii
y po3mipi He menIe 10000 300pakeHb.

Ha puc.4 300pakeHH#l NpUKIa] HABYAILHUX
300pakeHb Ul OTPUMaHOI Mepexi.

Puc. 4. [Ipuxiiaan 300pakeHb 3 HABYAIBHOI BUOIPKH:
a — [IyKaHi 00’ €KTH HasiBHi; 6 — IIykaHi 00’ €KTH BiJCYTHI

IMporiec pobOTH 3 HABYCHOK HEHPOHHOK Mepe-
KEI0 TIONATae B PO3IUICHI BXITHOTO 300paKeHHs Ha
obnacti po3mipom 32%32 mikcelniB Ta HepeBipii KOKHO-
0 OTPUMAHOI0 300pa)KCHHSA Ha HAasBHICTH 00 €KTIiB
TOIITYKY.

Ha ocHOBI OTpuMaHOro BEKTOPY HMOBipHOCTEH
UIsE KOKHOT 00iacti Oyao cpOpPMOBAaHO «TEILUIOBYY
Kapty (aHri. heatmap) mMicueBOCTi, sKa JI03BOJIMIIA HAO-
YHO OLIHUTH PE3yNbTaT POOOTH HEMPOHHOT MEPEXi.

Jlnist peanizanii IpOrpaMHOrO MPOIYKTY, SKUH Je-
MOHCTpYE pO3poOJicHHi MeToj 0yiio 0OpaHO MOBY IPO-

rpamyBaHHsi Python. Asroputm pobotu mporpamMHoro
MPOJYKTY B 3arajJbHOMY BHIJISIII TIOJISITAE B HACTYITHOMY:

1) HaBuaHHS HEHPOHHOI MepeXKi Ha OCHOBI MiJro-
TOBJICHOI HaBYallbHOI BHOIpKH, y (opmari MacuBy 30-
OpakeHb po3mipoM 32x32 mikceliB Ta TpbOMa CIIEKTpa-
JPHAMH KaHajgaMu. JlaHWi mIar € mijaroroB4uM Ta BH-
KOHY€ETHCS OJJUH pa3, BarW HEWPOHHOI Mepexi 30epira-
I0ThCSI B OKpeMoMY (aiiiii Ta B MOJaIbIIOMY TOBTOPHO
BUKOPHCTOBYIOTBCS;

2) 3unTyBaHHS 300paXKEHHS Il PO3II3HABAHHS 3
TPhOMa CHEKTPATLHUMH KaHAJIAMH Ta OYIb-SIKOT0 PO3MIpYy;

3) po3IiNieHHsI 3YMTAHOTO 300payKeHHs IS PO3IIi-
3HAaBaHHJA Ha JUIAHKA 32%32 TmiKceas Ta MiATOTOBIL
BUXIJHUX JaHUX 10 (opMmaTty, SKWil MOXKHA MMOJaTH Ha
BXIiJ HEHPOHHOI MEpexi;

4) po3mi3HaBaHHs 300pake€HHS 3a JOMOMOTO0
3rOpPTKOBOI HEMPOHHOI MEpekKi Ta OTPHUMaHHS BEKTOpa
BipOTiJJHOCTI HasBHOCTI IIyKaHUX 00 €KTIB IJISI KOXKHOI
TJISTHKH 300paskeHHS,;

S)Ha OCHOBI OTPUMAaHOrO BeKTOpa WMOBIpHOCTEH
BUKOHYETBCSl MOOYJOBAa TEIUIOBOI KapTH, I HaOYHOL
Bi3yaJti3allii pe3y/bTaTiB pOOOTH IPOrPaMHOTO MPOIYKTY.

JI1s1 HaBYaHHSA HEHPOHHOI Mepeki 0yI0 CTBOPEHO
HaByYalbHy BUOIpKy po3mipom 10223 300paceHHs, 3
sxux 1750 300pa)keHb MaOTh NIyKaHHH 00'€KT.

B pesynbraTi micng 100 enox HaBYaHHS, TOYHICTD
posmizHaBaHHs cknana 0,9769, mpu 1bOMY BUHHKIA
npo0JiemMa repeHaBYaHHs, yepes 10 TOYHICTh He3HAYHO
3MeHmmIack micist 90 enoxu.

Byno mpoananizoBaHo MOXHOKY pO3Mi3HABaHHS
JUTSL Pi3HOI KUTBKOCTI enoxX Has4auHA Bixg 10 mo 100 3
miaroM 10, rpadik 3aJeKHOCTI TOYHOCTI PO3ITi3HABAHHS
TECTOBOI BHOIPKHM BiJl KiJIBKOCTI €M10X HaBYaHHS 300pa-
JKE€HO Ha puc. 5.
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Puc. 5. I'padix 3a1e:xKHOCTI TOUHOCTI pO3Mi3HABAHHS TECTOBOI BUOIPKH BiJl KIIBKOCTI €I10X HaBYaHHS
(MEHIII HACHYEHUM KOJIbOPOM IIO3HAYEHA JIiHis TPEH.LY)
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3arajgpHMi yac HaBYaHHS CKJaB Oau3bKo 12,5 ce-
KYH] JUTsl KOKHOI ernoxu i 3aranoM 1237 cexyHs, a 4ac
posmizHaBaHHSs 3aiiMae Oiamu3bKo 230-240 cexyH.

3anponoOHOBaHUHM MiAXiJ JO3BOJSIE BUPIMIMTH
3aBJaHHs PO3Mi3HABAHHS 00’ €KTIB Ha MYJIBTHCIIEKT-
panbHHX 300pakeHHsSX aaHux J[33 Ta mokpamuTH
pe3yiIbTaTH PO3Mi3HABAaHHS Yy MOPIBHSAHHI 3 iCHYIO-
YUMHU METOJIAMH.

BucHoBKMu

VY craTTi NMpeAcTaBIeHO METOJ 1HTENEeKTYaJIbHOI
00pOOKHM NaHMX JUCTAHIIHOTO 30HIYBaHHS 3eMili Ta
peaizalis MeTOAy pO3IMi3HaBaHHS 300pakeHb, CcQop-
MOBaHMX 3 JaHuX, oTpuMmanux 3 KA JI33 Ha ocHOBI

3aCTOCYBaHHs 3rOPTKOBOI HeWpOHHOI Mepexi. ObpaHo
MPAKTHYHY 3a7a9y B 00JIACTI €KOJIOT1YHOr0 MOHITOPUH-
Ty Ul BUKOPHUCTAHHS JTAHOTO METOMY Ta OIIHKU JIOIi-
JIBHOCTI HOTO BUKOPHUCTAHHS Ta MOAAIBIIHX MOXIHBOC-
Tell 3 YIOCKOHAJICHHS METO/IIB 1HTENEeKTYyaIbHOI 00p00-
KU JTAaHWX, 3aCHOBAHUX HA 3TOPTKOBHX HEWPOHHHX Me-
pexax.

CTBOpEHO TporpaMmy, sfka BHKOHYE OOpPOOKY 30-
Opaxenus. OTpuMaHi pe3yIbTaTH TO3BOJMIN 3POOUTH
BHCHOBOK IPO Tpane3IaTHICTh 3alpOMOHOBAHOTO aJro-
PUTMY Ta € MATPYHTAM JUTS MOMATBIINX JAOCHTIKSHD 3
PpO3po0KH Ta peartizalii aropuTMiB 0OOPOOKH MYIIBTHC-
MEeKTPaJIbHUX 3HIMKIB y CUCTEMax AUCTAHIIHHOTO 30H-
JTyBaHHS 3eMUTi.
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HeiipoceTeBoii MeTO HHTEIEKTYAIBLHOI 00pa00TKH MYJIbTHCIIEKTPAJILHBIX H300paskeHn i
H.IO. JTro6uenko, A.A. TTonopoxnsik, B.K. bornapuyx

IIpeqveTrom u3yueHHs B CTaTbhe SABIAIOTCS HEHPOCETEBBbIC METO/BI PACIO3HABAHHMSA OOBEKTOB HA MYIIBTHUCIEKTPAJIbHBIX
JTAHHBIX AWCTaHOMOHHOTO 30HAuMpoBaHus 3emmu ([33). Lleas — obecrieueHre aBTOMAaTH4YeCKOrO0 PacHoO3HaBaHUS OOBEKTOB
HE3aKOHHOT'O UCIIOIb30BAHUS MIPUPOJHBIX PECYPCOB Ha MYJIBTHCIEKTPaNIbHBIX H300pakeHusx [133. 3agaua — Gpopmynuposka
METO0JIa MHTEIUIEKTyanbHOH 00paboTky naHHEIX [133, KOTOpBI peann3yer aBTOMaTH4YECKOEe Paclo3HABAaHHE OOBEKTOB He3a-
KOHHOT'O HCIIOIb30BaHUS HNPHPOIHBIX PECYPCOB Ha MYJbTHCHEKTPAIBHBIX M300pakeHusx JI33 myTeM HCHoNb30BaHUS CBED-
TOYHON HEHPOHHOH ceTH. AHanu3 npoGieM METOIOB U aIrOPUTMOB 0OpPabOTKM MYJIBTHUCHEKTPAIbHBIX a9POKOCMHYECKUX
n300paXKeHUi I0Ka3all, YTO HamOosee NEePCIeKTHBHO HCIOIb30BaTh FMOKHE alrOpPUTMBbI, KOTOPbIE NPHCHOCAOIMBAIOTCA K
M3MEHEHHIO yCJIOBUiT HaOuoieHns 00beKTOB rnorucka. OHON U3 NepCIIEKTUBHBIX TEXHOIOTUI pealn3aliuy TaKuX ajJrOpuTMOB
SBJISCTCS] IPUMEHCHNE HEHPOHHBIX ceTeld. BpIOOp CBEPTOUHBIX HEHPOHHBIX CETEH IS PeIEeHUs 3aJaul paclo3HABaHUS CBS-
3aH CO CIIOCOOHOCTBIO JIaHHBIX CETEH, IPH YCIIOBUM KOPPEKTHOIO OOY4YEHUs, K PacllO3HaBaHHIO OOBEKTOB B CIOXHBIX YCIO-
BUSIX HaOmrofeHus U npu gedopManuu HaOmonaeMoro o0bekra. BbIBoabI: NPeIOKeH HEHpPOCETeBOW METOJ] MHTEIIEKTY-
aJIbHOH 00paboTKH MYJIbTHCIEKTPAIbHBIX H300paxkeHHil. PACCMOTpEH allrOpuTM IOCTPOCHHUS JaHHOHM CeTH, N30paHa MpaKTH-
4eckast 001acTh NMPUMEHEHHS NPEeI0KEHHOI0 METO/Ia U N0Ka3aHbl Pe3yJIbTaThl paboThl €ro NporpaMMHoi peanusanuu. ITo-
JIy4CHHBIC Pe3yJbTaThl IIO3BOJIMIIN C/EJIaTh BBIBOJ O pabOTOCIIOCOOHOCTH MPEII0KEHHOIO AJITOPUTMA U ABJISIOTCS OCHOBOM
JUIS JalbHEHIINX HCCIeN0BaHUN M0 pa3paboTKe M peanu3alud alropuTMOB OOpaOOTKH MYJIBTUCIEKTPAIbHBIX CHUMKOB B
CHCTEMAaX JUCTAHIMOHHOI'O 30HIUPOBAHUS 3EMIIH.

Karo4deBble ci0Ba: QUCTAaHIMOHHOE 30HAMpOBaHUE 3eMin; 00paboTka U300parkeHuit; HelpoceTh; CcBEPTOUHAS HEl-
POHHasI CETh; MYJIBTHCIEKTPaJIbHbIE H300pa)KCHHU .

Neural network method of intellectual processing of multispectral images
A.O. Podorozhniak, N.Y. Lubchenko, V.K. Bondarchuk

The subject of the study in the article is the neural network method of object recognition on multispectral Earth remote
sensing (ERS). The goal providing automatic recognition of objects illegal exploitation of natural resources in multispectral ERS
images. The task is formulation of the method of intellectual processing of ERS data, which implements automatic recognition
of objects of illegal use of natural resources on multispectral ERS images by using a convolutional neural network.. Analysis of
the problems of methods and algorithms for processing multispectral aerospace images has shown that it is most promising to use
flexible algorithms that adapt to changing conditions for observing search objects. One of the most promising technologies of the
implementation of such algorithms is the use of neural networks. The selection of convolutional neural networks for solving the
recognition problem is related to the ability of these networks, under the condition of correct training, to recognize objects under
difficult observation conditions and when the observed object. Conclusions: the neural network method of intellectual process-
ing of multispectral images is proposed. The algorithm for constructing this network is considered, the practical scope of the
proposed method is chosen and the results of its program implementation are shown. The obtained results made it possible to
conclude that the proposed algorithm is working and are the basis for further research into the development and implementation
of processing algorithms for multispectral images in ERS systems.

Keywords: Earth remote sensing; image processing; neural network; convolutional neural network; multispectral im-
ages.
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RELATIONS AND OPERATIONS ON PREDICATES
IN THE THEORY OF INTELLIGENCE

Purpose. The purpose of the paper is to develop a formal technique of the theory of intelligence, namely, to develop the model
and axiomatics in the language of algebra of finite predicates (AFP); to introduce a system of operations on relations; to
construct of the algebra of relations. Methods. The methods of algebra of finite predicates, Boolean algebra and axiomatic
method are used in the paper. Results. In the paper the mathematical apparatus of the theory of intellect was further developed.
The models and axiomatics of relations in the language of algebra of finite predicates (AFP) are developed, operations on
relations such as the injection, equivalence, surjection, quasi-order, partial order, circulation and product of the relation are
introduced. The algebra of relations is constructed. The system of operations on predicates in the algebra of finite predicates,
namely, the Boolean negation, disjunction, conjunction, implication, equivalence is axiomatically assigned. The basic
predicates (predicates of object recognition) are introduced. Conclusions. The predicates of different orders correspond to
concepts of a different level of abstraction. The solution of the AFP equations can be interpreted as a creative activity of a
person. Due to the presence of such a wide and meaningful interpretation, even the purely mathematical development of the
AFP allows at the same time to impel the development of the theory of intelligence. The minimization, decomposition, solution

of equations, identical transformation of formulas are important tasks of the theory of intelligence.

Keywords: theory of intelligence; algebra of finite predicates; comparator identification.

Introduction

The present paper is a continuation of the paper
[1], in which a multidimensional predicate model of
comparator identification [2, 3] was proposed and the
axiomatics of this model was substantiated.

In the article were obtained mathematical results
aimed at developing the formal apparatus of the theory
of intelligence [4-12].

Models and axiomatics of relations in the language
of algebra of finite predicates (AFP) and the operations
on predicates are considered.

1. Relations

Any
al,az,...,an

ordered collection of any elements
is called a set, a list, or a sequence.

Elements that form a set are called its components. Each
component in the set is characterized by its place, so
that changing the places of different elements in the set
leads to a change in the entire set. Sets may differ from
each other in the number of components »n, as well as
the composition or order of the elements in the set. To
record a set, is used a list of all its components, enclosed
in parentheses: (ay,a,,....a, ). The sets will be denoted

by lowercase Latin letters, for example,

a=(aj,a,,....a,).

The parts of the components in the set are
numbered from left to right. At different places in the set
there can be both different and identical elements. One-
component set is called - unary, bicomponent - binary,
three-component - ternary, n-component — # -ary. The
number of components in a set is called its arity. A
binary set is called an ordered pair or simply a pair. Any
unary set (a) coincides with the element a. If the
characters a and b denote the same set, then it is said
that the setsa and b are equal and it is written a=5b.
Two sets a=(a.a;,...a,), b=(b.,b,..b,) are

equal only if m=n and a; =& for alln i=1m. The

sets can be built not only from the elements, but also
from the sets according to the rule

((a1.ay,....a, ).(b.by,...0, ) =
=(al,az,...,am,bl,bz,...,b )

Let's assume that 4,4,,..., 4

ce Ay

()

— nonempty subsets
of the universe U . Let's make a set a =(qa.,a,,....a, )
of the elements a) € 4),ay € 4,....a, € 4,. The set
A=A x A, x...x A4, all such sets is called the Cartesian
A4.4,..,4,. We can talk about
belonging of a € A set a to the Cartesian product A .
If n=2 and 4 = 4, = 4, then the Cartesian product is
called the Cartesian square or simply the square of the
set A: AxA=A4>. The Cartesian product

AxAx A=A is called the cube of set A. The
Cartesian product 4x Ax...x A, where A is met n one
time, is called n -stage of the set 4 and is written as

An

product of sets

The operation x of obtaining a Cartesian
product Ax B from the set 4 and B is associative:

(AxB)xC=Ax(BxC) 2)

at any A, B, C. In combination with operations U,

M, The operation of the Cartesian product of sets has
the following properties:

(ANB)x(CAD)=(AxC)N(BxD),  (3)

(AUB)xC=(AxC)U(BxC) 4

(Ax(BUC)=(AxB)U(AxC) 5)
AUB)x(CuD)=
(AUB)x(CUD) ©

=(AxC)U(BxC)U(AxD)U(BxD)

© Khudhair Abed Thamer
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for any 4, B, C, D. The relations €, = and < In
combination with operations x, U, N, - possess the
following properties: (aj,a,,...,a, ) € A x Ay x...x A4, is
equally matched to a € 41,a, € 4,,....a, € 4, for any
and A4 xAyx..x4,; AcB and Cc D
is equally matched to AxCc BxD; A=B and
C=D is equally matched to AxCcBxD;
(AxB)U(CxD)c(AVC)x(BuD); AcC and
BcD results  in AXxB=(AxD)N(CxB);
(AxB)U(BxA)=CxD resultsin A=B=C=D for
any A, B,C, D.

Any subset P of the Cartesian product 4 of the
sets A4,4,,...4, is called the relation, defined for

A=A x A, x..x 4, . the relation &, not containing a

n

single set, is called empty; the relation P, consisting of
all the sets of the Cartesian product A, is called
complete. The relations, as well as sets, we will denote
in bold capital Latin letters. At n=1 the relation is
called unary, at n=2 — binary, at n=3 — ternary. At
arbitrary value n the relation is called » -ary. About 7 -

ary relation, defined for 4", or brevity, it is said that it
is defined for A . Instead of expression «the relation P,
defined for A4 » is briefly called «the relation P for
A ». For tasks in which the Relations appear for 4, the
set A plays the role of the universe, and the relations
themselves are the role of subsets of this universe.

We can speak of the attribute of a set to the
relation, equality and inclusion of relations on 4, as
well as on their integration, intersection and addition.
Thus, on the set of all relations is defined an algebra,
which is a kind of Boolean algebra. The unification of
the relations is called their disjunction, the intersection -
the conjunction, the complement - the negation of the
relations. We can talk about the Cartesian product
PxQ of the relations P and Q. The predicating

(ay,ay,...a, )P and (b,by,...b,)eQ equally

match the predication
(ay,ay,...a,,,b,by,...b,, ) € PxQ
ay€dy,ay€A,....a, €4,,
beB,byeB,, . b,eB,, PcA,0cB,
where A= 4 x4y x..x A4, and B=B;xByx..xB, .

If the set belongs to the relation P, then it is
called a vector of the relations P . For binary relations,
except for the record (a,b)e P, is used a record

equivalent to it aPb. If (a,b)¢ P, then it is written

at any

aPb . The binary relation D, composed of all pairs of
the form (a,a), where aeU, is called equality or
diagonal, the relation, defined for the universe U . To
define the relations D is also used the character =. The
pairs in the form of (a,a) are called diagonal. The
relation of equality is reflexive: a=a for any a;
symmetrically: a =5 results in b=q for any a, b;
transitively: a=b and b=c results in a=c for any
a,b,c . The relation of equality can be defined not only

on the universe U , but also on any of its subsets A4 . In
this case one speaks of equality on 4.

The relation F, defined for AxB, is called
functional if it satisfies the single-valued condition: for
any ae€ A and b,ce B aFb and aFc resultsin b=c.
It is said that the functional relation F, defined for
Ax B, determines the corresponding function or
operation f , acting from the set 4 to the set B . The
functions will be denoted by lowercase Latin or Greek
letters. If for a € A is found an element b € B is such,
that aFb , then the function f aligns the element a the
only element b. This fact is written as follows:
b=f(a) if b=fa. If for ae A there is not be B
such an element, that aFb, then the function f does
not associate an element with ¢ any element from the
set B . In this case it is said that the function f for the
element a € 4 is not defined.

The function f can be determined by indicating
the corresponding relation F . In order for the definition
of a function to be logically flawless (correct), it must
be proved that the relation F obeys the uniqueness
condition. Such a proof is called a verification of the
correctness of the definition of a function f . The
relation of equality D for 4 defines the function 4 , is
called the identity. It is characterized by the property:
a=d(a) forevery ac 4.

If b= f(a), then the element b e B is called the
image of element a € 4, and the element ¢ — preimage
of element b/ in relation to the function f . The
collection of all inverse images of an element 5 in
relation to the function f, contained in the set A4, is
called a complete preimage of element 5 in A4 in
relation to the function f . The set A is called scope of
dispatch of function f', The set B — e arrival area. The
set of all elements a € 4, for each of which there is an
element be B, fulfilling the condition b= f(a), is
called an area of definition of a function f . The set of
all the elements b e B for each of which there is an
element ae€ A4, fulfilling the condition b= f(a), is
called the range f . If the area of the dispatch of
function f is a Cartesian product 4 = A4 x 4, x...x 4, ,
then it is said that the function f n -place.

A function is called everywhere defined if its
domain of definition coincides with the domain of
departure, otherwise it is called partial. It is said that an
everywhere defined function f defined for AxB,
reflects the set 4 to the set B, and it is written
f:A— B. Sometimes, for brevity, an everywhere-
defined function is simply called a function.
Everywhere a certain function is called surjection, if its
range of values coincides with the arrival area. It is said,
that a surjection, defined for Ax B, reflects the set A
for the set B. It is said that surjection f:A4— A
reflects the set 4 for itself.
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Everywhere defined function f, defined for

Ax B is called an injection, if for each b e B there is
no more than one element ae A, satisfying the
condition b= f(a). The surjective and injective
function is called the bijection. It is said that that a
bijective function on Ax B one-to-one reflects the set
A for the set B. The final areas of departure and
arrival of the bijection consist of the same number of
elements, and the infinite ones are equinumerous.

The binary relation E for A4 is called the
equivalence if it is reflexive: aEa for any aec A4;
symmetrically: aFEb results in bEa for any a,be 4;
transitively: aEb and bEc results in aEc for any
a,b,ce A. The relation of equality D is an
equivalence. Partitioning S of the set A4 is called any
system of nonempty subsets of the set A, such that
each element of the set 4 belongs to only one of them.
Of the set S, are called layers or adjacent partition
classes S .

To each equivalence £ for A one can put in one-
to-one correspondence the decomposition S of the set
A, and vice versa, according to the following rule: if
aEb , then a and b are put in one layer of the partition
S , if aEb , then to the different. So related equivalence
E and the partitioning S are called corresponding to
each other. The equality D for A corresponds to a
partition of the set A , is made up of singleton layers.

The partition S, corresponding to the equivalence
E for A, is called the factor - the set from A to E
and defined A\E. The surjection fp:A4—>A\E,
which to each element a € A4 puts in correspondence its
containing layer of decomposition S, is called the
canonical image A4 for A\E. The canonical image
fg:A—> AVE will be a bijection if and only if the
equivalence £ coincides with the equality D .

Let f — the surjection representing A for B.
Let's define for 4 the equivalence E, considering that
akEb only if f(a)=f(b). The layers S,
corresponding to the equivalece E, are complete
preimages in A items from the set B. By matching
each element of the set B its complete preimage in A4,
are obtained a bijection that maps B for A\E . This
bijection is called the canonical image B for A\E . the
equivalence E is called the nuclear for function f .

The binary relation of the sets A 1is called quasi-
order if it is reflexive and transitively. The partial order
is quasi-order P, fulfilling the condition of
antisymmetry: aPb and bPa resultsin a =b for every
a,be A . For a partial order is used a special notation
<.if a<b and a #b, then it is written a <b and say
that a is less b . Therecord a <b means that a is less
or equal to b . The element a € A4 is called the largest
in A with respect to partial order < for 4, if b<a for
every b e A; the least - if ¢ <b. The elements ¢ and
b of the set A are named to be comparable with
respect to the partial order < for 4, if a<b or b<a.

Partial order < for A is called the linear order on A4, if
any a,be A are relatively compared <. The set, on
which a partial order is specified, is called partially
ordered; linear - linearly ordered or chain.

The binary relation Q for Bx A is called an
inverse to the relation P for AxB, if it satisfies
condition: aPb is equally matched to »Qa for every

ae A and be B. The operation * which corresponds
to each relation P for Ax B the relation opposite to it
P* for Bx A, is called the converse the relations P .
The factum of the relations P for AxB and Q for
Bx A is called the relation R for AxC, satisfying the
condition: for any ae€ 4 and ceC the predicating
«exists b € B, such that aPb and bQc» equally match
the predication aRc. The operation o, which puts in
correspondence the relations P for AxB and Q for
BxC their factum PoQ for AxC, is called the
multiplication of the relations. The factum H =FoG
of functional relations ' and G and corresponds to the
function 4 = gf , is called the superposition of functions

f and g, of the corresponding relations F and G . If

xF oGy, thenitis written y=g((f(x))=gf(x).
Algebra of the relations for A is called the set of
all binary of the relations on A with the operations

defined on it U, n, , o and *. In the algebra of the
relations, all the basic identities of Boolean algebra are
valid. The role of operations =, - and ' in the algebra of
the relations, they perform the operations of union,
intersection and addition of the relations. Operations o

and * obey the following identities:

(P") =P, ™)
(PoQ)oR=Po(QoR), ®)
(PoQ)* =P* 0", ©)

P =(P/, (10)

(PUO) =P" UQ", (1)
(PRO) =P O, (12)
Po(QUR)=(PoQ)U(PoR), (13)
(PUQ)oR=(PoR)U(Q°R), (14)

Which, together with the basic identities of the Boolean
algebra, are considered the basic identities in the algebra
of the relations. The analogue of the last two identities
for the operation M is incorrect, instead of them there
are inclusions
Po(QNR)c(PeoQ)N(PoR), (15)
(16)

The character P, QO and R denote arbitrary binary

(PAQ)oRc(PoR)N(Q°R).

relations on A4 .
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2. Predicates

Let's consider a formal language, the algebra of
finite predicates, with the help of which predicates
realized by the subject can be mathematically expressed
[1]. First, let's consider the algebra of logic, which is
used to use the introduction of the algebra of predicates.
Let's introduce the set 2 ={0,1}. The symbols 0 and 1

are called Boolean elements. The symbol 0 is called
zero or false, the symbol 1 is one or true. Variable,
defined for set 2 , is called Boolean. Boolean variables
will be denoted by lower case letters of the Greek
alphabet.

The single operation 8 = a , displaying the set ~
itself and defined by the equalities

0=1 (17)

and

1=0, (18)

is called Boolean negation.

Double operation y =a v f, reflecting X 2 for
Y and defined by the equalities

0v0=0, (19)
ovl=1, (20)
1vo=1, 1)
Ivi=1, (22)

is called a Boolean disjunction or Boolean addition.
Double operation y=aApfB=a-f=af, reflecting

>? for X and defined by the equalities

0A0=0, (23)
0Al=0, (24)
1A0=0, (25)
Inl=1, (26)

is called a Boolean conjunct or Boolean multiplication.
The set X, together with the operations defined
on it , v and A, is called algebra of logic. The
algebra of logic is a kind of Boolean algebra. The role
of operations +, - and ' in algebra, the logic performs
operations v, A and . In the algebra of logic all the
basic identities of Boolean algebra are valid. Functions

obtained by superposition of operations “, v oand A 5
are called Boolean functions. Boolean function

a>B=avp 27
is called the implication, the Boolean function
a~pB=(a>p)r(a>p) - (28)

the equivalence.
The predicate P, defined for U", is called any
function ¢ = P(x;,x5,....x, ), reflecting the set " to

the set X' . The variables xj,x,,...,x, are called subject,

and their meanings are objects. If n =1, the predicate
P is called unary, if n=2 — binary, if n =3 — ternary.
At an arbitrary value »n the predicate is called » -ary. if
the set U is the final, the predicate P is called finite,
otherwise - infinite.

A predicate equal to one for every set of values of
its arguments, is called identically true; equal to zero -
identically false.

These predicates are denoted by the symbols 1
and 0.

Disjunction or logical addition of predicates P
and Q is called the predicate Pv Q, values of which at

any xp,X,,...,Xx, €U are determined by the formula

(29)
=P(x1,%p,....%, )V O(X1,%,...,%, ).

The conjunction or logical addition of predicates
P and Q is called the predicate PAQ=P-Q=PQ

with the values
(30)

The negation of the predicate P is called the
predicate P with the values

(ﬁ)(xl,xz,...,xn) =P(x,%p,....%, ). 31
On the right-hand side of (29) - (31), the signs v,

A, is denoted the Boolean disjunction, conjunction
and negation. On the left-hand side of the same

equations, the signs v, A, " are denoted operations of
disjunction, conjunction and negation of predicates.

The set of all n -ary predicates, assigned for U" ,
on which the operations of disjunction, conjunction and
negation are defined, predicates is called algebra n -ary
predicates for U .

The operations of disjunction, conjunction and
negation of predicates are called basic for the algebra of
predicates.

The algebra of predicates at any value n is a kind
of Boolean algebra. In it all the basic identities of
Boolean algebra are satisfied.

In the algebra of predicates, the role of the
elements 0, 1 and operations -+, and ' perform
respectively the identically false and identically true
predicates and operations of disjunction, conjunctions
and negations of predicates.

Predicates of the form:

X =

a |l ecmx;=a,
(32)
0, ecrux; #a

are called basic for the algebra of predicates. Here

i=1n, a — any element of the universe U . If the
universe is finite and consists of &k the elements, then
everything is available kn of the different basic
elements.

The algebra of predicates is complete in the sense
that any of its predicates can be represented in the form
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of a certain superposition of basic operations that are
changed to basic elements.

The predicate x;' is called the recognition of an
object a under the variable x; .

For item recognition at any i = Ln the following
identities are valid:

Law of truth
v oxf =1, (33)
acU
law of negation — for any a e U
xi'= v xl-b (34)
belU
b#a
law of falsity — for any a,b e U , if a # b , then
xxb =0, (35)

The record v
acU

operation that is executed for every a, belonging to the
universe U .
If universe is final U ={x,x,,....x; }, then the

means the logical sum of the

newly derived identities can be rewritten in the form:
of the truth law i =1,n

a a
X2

a
’ Vv k=1,

(36)

law of negation — for any i = Ln and j= Lk

1

a; a a aj-1 aj+ a
x,/ =xtvx? vy T vl viovxgk, (37)

law of falsity — for any i=ln, j=1,_k and j =1

a; q
x; 7 x;t =0.

(38)

Let P — the relation, defined for U”. The
predicate P , values of which are calculated by the rule

(39)

1, ecnu (x1,%,,...,%, ) € P,
0, ecnu (x1,%,..,%, ) & P,

is called the predicate, relevant to the relation P . To
each relation P for U" corresponds its own predicate

P for U" and vice versus. The presence of such a one-
to-one correspondence between the relations and the
predicate makes it possible to write mathematically any
of the relations in the form of some formula of the
predicate algebra over which the values of the predicate
corresponding to this relation can be calculated.

For example, to the relation

P={(nana) (mama)}

corresponds the predicate P, values of which are

determined by the formula

P(x),%x,%3,%4 ) = X5x4 (X x5 v x{"'x3" ).

The variables x;,x,,x3,x4, the figures appearing
in the formula can be interpreted meaningfully as the
names of the first, second, third and fourth places of the
elements in the sets forming the relation P (counting
from the left is wrong).

The recording xy =n,x, =a,x3 =n,x4, =a means
that in this case it is a matter of typing (n,a,n,a), on
the first and third places of which there is a letter 7,
and on the second and fourth - the letter a .

Any predicate P, preset at U", can be expressed
by the following formula of the algebra of predicate

(40)
(a,ay,..an JEP

is called the perfect disjunctive normal form of the
predicate P (abbreviated as CDNF the predicate). The
entry on the right-hand side of (40) means that a logical
summation is carried out over all sets of objects
(a),a,...,a,), which is part of the relations P,
corresponding to the predicate P .

Cartesian product A4 x4, x...xA4, of the sets
A xAx..xA4,cU

A x Ay x...x 4, values of which are determined by the

corresponds  the  predicate

formula
(A x Ay x..x A, )(X1,%p,...%, ) =
=41(x ) Ay (x3 ). A, ( X, ).
Here 4; — the predicate, corresponding to the set
4 i= Ln, standing at i - place in a Cartesian product
A=A x Ay x..xA4; x..x 4, . Its values are sought by
the formula

Ai(x;)= v xi.
acd;

(41)

If the set 4; is final (4, ={aj,a,,....a; }), Then

the wvalues of the corresponding predicate are
determined by the formula

Ai(x;)=x"vx? v vk, (42)

The expression of the sets 4; of formulas (41) and
(42) reveals the following important fact: it turns out
that predicate A4;(x;), corresponding to the set 4,
Describes not only this the set itself, but also its place in
the Cartesian product A= A4 x 4y x...x 4; x...x A, . This
place is represented by a variable x;. So the expression

of the set 4; the predicate A4;(x;)=x/" v x? v..vx/*
characterizes the set more fully than the record
A ={a,ay,..,q;}.

Let's consider, for example the Cartesian product
A=MxM, where M={ab}. To the set M,
standing in first place in A, according to (42) there

corresponds a predicate M (x; )= x{ vxlb . To the set
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M , standing in second place in 4 and having the same
number and the same composition of elements, there

corresponds another predicate: M(x, )= x5 v xé’ .
Let P — the relation, defined for the Cartesian
product A=A x Ay x..x4,, where

A xAyx..xA, eU . The relation P can be formally
expressed by any predicate P, defined for U”, which
satisfies the condition:  P(xy,x,,...x,)=1, if
P(x,%y,...,x,) =0, if
(X1,%p,...%, ) € A x Ay x...x A, | P . Outside the region

(x1,%p,...%, )€ P

A x Ay x...x 4, of the value of the predicate P an be
chosen arbitrarily. The fact of setting the relations P on
a Cartesian product 4 formally expressed by a system
of equations

A](xl)zla Az(}Cz):l,,,,, An(xn)zla
bounding values of variables xj,x,,...,x, of the sets
4.4,...4,.

Trying to describe in the language of predicate
algebra the relation of equality D, defined for U , we
find that there is more than one predicate corresponding
to this relation D, but a whole family of predicates
D(x;,x;) (i#j, i,j=1n), which depend on all
possible pairs of arguments.

Thus, we are forced to distinguish between the
relations of equality, depending on where in n-
component set are the elements associated with this
relation of equality.

To the equality D, connecting the elements in # -
component set on j-m and j-m places, there

corresponds a predicate D, whose values are

determined by the formula:

D(x;,x;)= v xi'xg. 43)

acU
If the universe is finite (D ={a;,a,,....a; }), then
formula (43) can be written in the form

__a a, a ag _ag
D(xl-,xj)_xl- X VXX VL g E

! (44)

Let's call the set the same if the corresponding
predicates depend on the same variable. Let the same
type of the set 4 and B correspond to predicates

A(xl) and B(xl)
AU B these sets correspond to the predicate

(AVUB)(x;)=A(x;)v B(x;).

(i=1n). Then the union

(45)

To the intersection AN B of the sets 4 and B
corresponds the predicate

(ANB)(x;)=A(x; )~ B(x; ). (46)
To the addition 4 of the set A4 corresponds to the
predicate

(A)(x;)=A(x;). (47)

It is seen that the union, intersection and addition
of predicates coincide, respectively, with their
disjunction, conjunctions and negations, (29) - (31). In
the same way, the disjunction, conjunction and negation
of predicates corresponding to these theses correspond
to the unification, intersection and addition of the
relations. It can be shown that at such a definition of
operations U, M and ~ for the sets and of the relations
they will satisfy all the basic identities of Boolean
algebra.

We note that an empty set & corresponds to the
predicate

D(x;)=0 (48)

for every x; eU . The universal set U corresponds to
the predicate

Ulx;) =1 (49)

for every x; eU . Similarly, to empty and complete

relations correspond predicates identically false and
identically true.

Conclusions

The predicates of different orders correspond to
concepts of a different level of abstraction.

The solution of algebra of finite predicates (AFP)
equations can be interpreted as a creative activity of a
human.

Due to the presence of such a broad meaningful
interpretation, even the purely mathematical
development of the AFP allows at the same time to
advance the development of the theory of intelligence.

The minimization, decomposition, solution of
equations, identical transformation of formulas are the
important tasks of the theory of intelligence. In this area
there are obtained already significant results.

Thus, the AFP formulas can be directly interpreted
as phrases of the natural language; the predicates
denoted by formulas - as human thoughts; operations on
the predicates - as human intellectual activity. The AFP
equations are interpreted as the laws of thought. The
minimization of formulas is directly connected with the
laconism of speech.

The decomposition of formulas corresponds to the
dismemberment of the text into separate sentences in the
process of speech.
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BigHomennsi i onmepanii Hax NpeAMKaTaMHu B Teopii iHTeIeKTy
Kynxaip Aben Tamep

Meta. Metoto crarTi € po3pobka (hopMaIbHOI METOAMKH TeOpii IHTEIIEKTY, a caMe po3poOKa MOZEINI i aKCiOMaTHKU Ha MOBI
anreOpu KiHIEBUX npenukari. IIpornoHyeTbcs BBECTH CHCTEMY OIepaliif 3a BIAHOCHHAMU Ul IOOYIOBH aireOpu BiIHOCHH.
Mertoau. Y crarTi BUKOPHCTaHI METOIM aireOpu KiHLEBUX IpeUKaTiB, OyineBa ayirebpa i akciomarnunuii meron. Pesyibrarn.
V crarti OyB pO3BMHEHMH MaTeMarM4YHUH amapar Teopii iHTenekry. Po3poOimeHo Mozeni Ta akcioMaTHKy BiJIHOCHH Ha MOBI
anreOpy KIHIIEBHX IIPEIUKATiB, BBEJCHI omepamii Haj TaKUMU BiJHOCHHAMH, SIK I1H'€KIS, €KBIBAJICHTHICTh, CIOP'€KIis,
KBa3iMOPS/IOK, YAaCTKOBUH IOPSIOK, LMPKYLIWis i 100yrok BimHocuHH. [loOyrmoBana anreOpa BiZHOCHH. AKCiOMaTHIHO
NPU3HAYAEThCS CUCTEMa OMepaliif HaJ INpeaukaTamMu B aiureOpi CKiHUCHHHMX IIpeIUKarTiB, a came: OyneBe 3arepedeHHsd,
JTU3'TOHKIIIS, KOH'TOHKIS, IMIDTIKAIlisl, €KBIBaJICHTHICTh. BBOAATHCS OCHOBHI IpenykaTH (NpEeIuKaTy pO3ITi3HABaHHS O0'€KTiB).
BucHoBkn. IIpemukary pi3HUX INOPAZAKIB BIAIOBINAIOTh IOHATTAM IHIIOrO piBHA abcrpakuii. PimeHHs piBHAHB anreOpu
KIiHIIEBUX IPEIUKaTiB MOXHA IHTEPIIPETYBAaTH sSIK TBOPYY IiSUIBHICTH JIOAMHU. Uepe3 HasBHICTb TAKOi IIMPOKOI i 3MiCTOBHOI
iHTepIpeTallii HaBiTh YUCTO MATEMATHYHHMI PO3BUTOK anreOpu KiHLIEBHX IPEAUKATiB JO3BOJISE B TOH )K€ 4ac CTHUMYIIOBATH
PO3BUTOK Teopii iHTenekry. MiHimi3allis, JAEKOMIO3HULis, PIIICHHS PiBHSHb, TOTOXHE IE€PETBOPEHHA (HOPMYI € BaXKIMBUMHU
3aBJIAaHHAMM TEOpii IHTEIEKTY.

KaruoBi cioBa: Teopis iHTeNnekry; anredpa CKiIHU€HHHUX IPEAUKATIB; KOMIIApaTOpHa iJeHTU(IKaLlis.

OTHOLIEHUSI M ONIePALMH HAJ PEAMKATAMHI B TEOPHH HHTE/LIEKTA
Kynxanp A6en Tamep

Ies. Lensto cTathy sBIseTcs pa3paborka GopMaNnbHONR METONMKH TEOPHH MHTEIUICKTa, a IMEHHO pa3paboTka MOIEIH 1
AKCHOMATHKH Ha s3bIKe anreOpbl KOHEYHBIX IPEIUKaToB. lIperiaraercst BBECTH CHCTEMY ONEpAldid 10 OTHOLICHUSM IS
HOCTPOEHHUsI AJIreOpbl oTHOIIeHNH. MeToasl. B craTbe HCIIONB30BaHbI METONBI alredpbl KOHSYHBIX NIPENKATOB, OyeBa anredpa
U aKcHOMaTH4ecKuil MeTon. Pesyabrarbl. B crarbe momydmn JanpHelInee pasBUTHE MareMaTHYeCKUH amapar TeopuH
UHTeJIeKTa. PazpaboTaHbl MOLENM U aKCHMOMATHKa OTHOLICHMIT Ha s3bIKe aureOpbl KOHEUHBIX IPEIUKATOB, BBEICHBI ONEPALuH
HaJl TAKIMH OTHOLICHUSMY, KaK HHBEKIHS, S9KBUBAJICHTHOCTD, CIOPBEKIIHS, KBA3UIIOPSOK, YACTHYHBIH HOPSIOK, IUPKYIIILHS 1
NpoM3BeNeHHe OTHomeHusA. IlocTpoeHa anrebpa OTHONICHHI. AKCHOMAaTHYECKM HA3HA4aeTCs CHCTeMa Olepamuili Haj
IpefUKaTaMi B anreOpe KOHEYHBIX IPEINKAaTOB, a MMEHHO: OYIeBO OTPHIAHHE, AU3BIOHKIWS, KOHBIOHKIMS, MMILTHKALM,
9KBUBAJICHTHOCTb. BBOIITCS OCHOBHBIC NpEIUKATHl (IIPEIHMKATHl paclo3HaBaHUs OOBEKTOB). BuIBoABI. IIpemykarhl pasHBIX
HOPSAKOB COOTBETCTBYIOT ITOHATHSIM JPYroro ypoBHs abcTpakuuy. PerieHne ypaBHeHHH anreOpbl KOHEUHBIX HPEIHKaTOB MOXHO
MHTEPIPETUPOBaTh KAaK TBOPYECKYIO NEATENBHOCTH 4YeJOoBeKa. [I3-3a HauMuuMs Takod INMPOKOH M  COHeprKaTelbHOH
MHTEPIPETAUUH JaXe YUCTO MAaTeMaTH4eckoe pa3BUTHE aireOpbl KOHEYHBIX INPEAUKATOB IO3BONSET B TO K& BpeMs
CTHUMYIUPOBATh PA3BUTHE TEOPUH HHTEIUICKTa. MUHUMU3AlWs, JACKOMIIO3MIMS, pELICHHE YPaBHEHHi, TOXACCTBEHHOE
npeobpasoBaHue GOPMYI ABIAFOTCS BaXKHBIMH 3aJa9aMH TEOPHHI HHTEILICKTA.

KawueBbie cioBa: TCOpUsl UHTCIIJIICKTA, anre6pa KOHCYHBIX IIPEAUKATOB; KOMIIapaTOpHas I/II[CHTHq)HKaHHH.

51



Advanced Information Systems. 2017. Vol. 1, No. 2

ISSN 2522-9052

UDC 004.046

doi: 10.20998/2522-9052.2017.2.09

Saadi T. Kurdi', Ahmed Hameed Reja', Al-Ashmati Akram Fathi Hussein®

"Electromechanical Engineering Department, University of Technology, Baghdad, Iraq
*Alfarahidi University College, Baghdad, Iraq

INCREASE THE AVIATION EFFICIENCY OF UAVs
USING ARTIFICIAL NEURAL NETWORKS

Purpose. It is known that the flight of the UAV is conducted by sensors that transmit the performance of the UAV and on
the basis of this information is controlled on the UAV and give them the orders which are necessary to perform the task of
flying UAV. and normal these faults occur during the flight of unmanned air vehicle (UAV), according to the concepts of
aviation is a very critical situation that affects the completion of the mission. These faults are mainly due to failure in the
sensors, which can be divided into. Flight Situation is about the flying situation of the aircraft, such as (heading, altitude,
airspeed, and vertical speed and angle of attack sensors. And Flight Control Situation, this is about the flight control
surfaces such as (rudder, aileron, and elevator deflection), pitch attitude, and roll attitude sensors. This paper presents an
effective technique to ensure that the sensors can operate with high efficiency. Methods. Two different approaches are
used in this work. The first approach is Neural Network (NN) based tool for the modeling, simulation and analysis of
aircraft (SFDIA), sensors failure, detection, and identification and accommodation problem. The second approach is Neural
Network trained with the (EMRAN) algorithms which is a set of conditions that decide how the (EMRAN) structure should
be adapted to better suit the training data. Results. The results from the modeling process and analysis of aircraft sensors
showed that the neural network based tool (SFDIA) and the (EMRAN) algorithms are able to show high-resolution results
in the behavior of sensors and hence in the (UAV) behavior. Conclusions. The capabilities of (SFDIA) are a consequence
of the extensive modularity of the whole simulation tool. It allows an easy change of unmanned air vehicle (UAV),
dynamics and feedback control law as well as Neural Network (NN) estimators and (SFDIA) scheme.

Keywords: Unmanned aircraft vehicle; Sensor fault detection; Fault diagnosis; Aircraft sensors modeling and

simulation.

List of Acronyms

UAYV - Unmanned Air Vehicle

SFD - Sensor fault detection

SFDIA - Sensor Failure Detection Identification
and Accommodation

NN - Artificial Neural Networks

EMRAN - Extended Minimal Resource Allocation
Network

RBF - Radial Basis Function

1. Introduction

Unmanned air vehicle (UAV) are complex
technical systems. They are out of reach of the pilot.
But the name of this aircraft does not fully
demonstrate the way in which they are operated. They
are in fact not fully self piloted, but also need a pilot
sitting at the steering station on the ground, to
remotely control it by a wireless manner. The control
Process of the (UAV) is through signals transmitted by
sensors. In this respect comes the importance of
increasing the efficiency of sensors. Which transmit
signals back to ground stations [1]. Sensor fault in
(UAV) is detected by using two different approaches.
The first approach is Radial Basis Function (RBF) NN
trained with the Extended Minimal Resource
Allocation Network- (EMRAN) algorithms [2, 3].
The second approach, which is presented in this
Paper, is based on Knowledge based Neural Network
(NN) based tool (SFDIA) Sensor Failure, Detection,
Identification and Accommodation problem [4-5].
The tool is based on a (SFDIA) scheme in which
learning NNs are used as on-line non-linear
approximates of the analytically redundant portion of
the system dynamics [6]. This can provide validation

capability to measurement devices, allowing sensors
failures to be detected, identified and accommodated.
Research on fault tolerance based on analytical
redundancy has produced a quite mature framework
especially for linear systems [7]. But unfortunately, the
assumption of linearity is not often valid throughout
the whole flight envelope of the aircraft. Thus the
performance of a fault tolerance scheme based on such
assumption can become inadequate, for example
providing a high false alarm rate in a wide portion of
the flight envelope. Chow and Willsky (1984) first
defined model-based FDI to consist of two main
stages; residual generation and residual evaluation [8].
Patton et al. (1989) also outlined the criteria for
selecting a suitable FDI approach, two of which were
low false alarm rates and fewer missed faults [9]. In
this work, SFDIA software has been designed in the
Simulink environment. The tool allows evaluating
either the open loop or the closed loop performance of
the SFDIA scheme that employs different kinds of NN
approximators and learning algorithms [10]. The NN
structure chosen is based on the Extended-Minimum
Resource Allocating Network (EMRAN) Radial Basis
Function (RBF), due to its good generalization ability
and fast performance [11].The completion of the
process has two stages the first stage construction of
the scheme NN base (SFDIA),involved the process of
modeling and simulation of (Power supply, Engine
Condition, Flight Control Situation, Environmental
Situation, and the second stage the (EMRAN)
algorithms (Extended Minimal Resource Allocation
Network) which is a set of conditions that decide how
the (EMRAN) structure should be adapted to better
suit the training data, using (Mat lab, Simulink
program) and Extended-MRAN (EMRAN) algorithms.
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2. Neural network-based SFDIA

Analytical redundancy implies that some of the
system variables are functionally related namely a

variable y(k) can be expressed as function of a
suitable set of other variables Z(k) and input
commands U (k).

Fig. 1 shows the (SFDIA) scheme.
k
|| Sensor v >
i
1 I A P T
: e P
=+ L] Sensor Z(kl
NN >
> ys(k)
Fig. 1. General SFDIA scheme [12]
s (k)=r[2(k),u(k)], (D

where u(k) — inputs commands. z(k) — function of a

suitable set of other variables, y,(K) - estimation
signal provided by estimator (ANN).
The residual signal r(k) is the difference

between the sensor output y(k) and its estimation

v, (k) provided by a proper estimator (in this work the
estimator is a Neural Networks NN) [13].

r(k)=y (k)= (k).

where: y(k) —sensor output, y (k) — estimation

)

signal provided by estimator (ANN), r(k) — residual

signal.

When the square of this (filtered) residual
exceeds predefined threshold, the state of the
corresponding sensor is declared suspect and a suitable
procedure is called to decide on the health status of
this sensor.

Fig. 2 shows a flowchart of the predefined
threshold.

If the state of the sensor is then declared faulty, a
procedure is enabled, and an accommodated variable

Va4 (k) are provided as output. In this work the
accommodation procedure simply substitutes the faulty
measure with the Estimation given by the ANN.

Fig. 3 Shows the accommodation with the
estimation given by the ANN.

Va(K)=r(k) 3)
Several options can be added to this basic scheme
to increase robustness in presence of noisy

measurements and/or intermittent sensor failures [14]
Thus, the accommodation procedure substitutes the
faulty measurement with the estimation given by the
NN [15]. As for any SFDIA approach, the following
capabilities are critical:

1) failure detect ability and false alarm rate (the
sooner the fault is detected and the least the number
of false alarm it is, the better is the SFDI system [16];

2) estimation error (The least is the estimation
error; the better is the quality of the accommodation)
[17].

SFDIA
Supervisory black

A quadrate Function of r(K)

Monitors the status of sensor

Threshold

Sensor state suspection

Stop ANN Decision

— S

Fault

Accommodated variable

ya(r)
Fig. 2. Predefined Threshold

In the caseof multiple physical redundancy the accommodation

IF no physical redundancy is available the accommodation
procedures substitutes the faulty measure with the estimation
given byANN

; Usually consists on the simple repiacement of the faulty sensor by
o  ahealthy one

g = ys(k)

3

b ya(k) =r(k)
E

E

]

Q

Q

<

Fig. 3. The accommodation with the estimation
given by the ANN

3. The simulation

The Neural Network based SFDIA modeling and
simulation toolbox was built under the Math lab and
simulink for Technical computing (by The Math works
Inc) [18]. In particular the freely available aircraft
Sensor  Failure, Detection, Identification and
Accommodation (SFDIA) toolbox for Mat lab provides
powerful tools for aircraft simulation [19-20]. A bank of
output estimators has been implemented as showed in
Fig. 4.

SFDIA (Sensor Failure Detection Identification
and Accommodation).

It is the core of the tool that performs the main
SFDIA procedures. It is constituted by two main sub-
blocks [21]:
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Fig. 4. Bank of estimators for output residual generation

1. Approximators

The block contains the Neural Network based
function estimators. Fig. 5 is a scheme for estimation of
(6) types of faults. It includes Ac. Generator sensor

channel (k), sensor channel b(K), altitude sensor
channel ¢(K), air speed sensor channel (K), RPM

sensor channel (k) , fuel quantity sensor channel f(k)
[22, 23].

2. SFDIA LOGIC

The block performs the main threshold based
sensor failure  detection  identification  and
accommodation operations (Fig. 5). Two filtered
residuals  (derived by filtering the absolute
approximation error with both a “fast” low pass filters
and a “slow” low pass filter) are contemporary
evaluated for each sensor.

When the fast filter output is bigger than a
threshold, the corresponding NN learning is
preventively stopped (LE=0), in order to prevent the
possibly wrong signal from being learnt. When the slow
filter output 1is bigger than a threshold, the
corresponding sensor is declared failed (AE=0), so the
accommodation logic is enabled, and the estimated
signal is fed back through the controller instead of the
faulty one [24].

LE Detection Abs Slow Filters
Res
AE ef |e [U| e ef e
AE Identification logic Abs Fast Filters

Fig. 5. SFDIA Logic

4. Results

In order to apply this technique (ANN based
SFDIA)and(NN) trained with the (EMRAN) algorithms
(Extended Minimal Resource Allocation Network)
which is a set of conditions that decide how the
(EMRAN) structure should be adapted to better suit the
training data to improve electrical sources performance
of unmanned airborne vehicles seven cases were taken
in this study as follows:

4.1 The altitude and airspeed sensor
Figure (6-a) and (6-b) show a typical time of ¥_
(altitude and airspeed sensor ) and its estimation, during
the occurrence of a simulated failure on it, at (=300
sec) using the (EMRAN) algorithm, [25, 26]. The

results show that EMRAN-algorithm is well suited for
fast on-line identification of nonlinear plants.

4.2 The (R.P.M) and fuel quantity sensor

Figure 7a and 7b shows a typical time of Y,_
(R.P.M) and fuel quantity sensor) and its estimation,

during the occurrence of a simulated failure on it, at
(17=300 sec).

4.3 The Ac generator and battery sensor

Figure 8a and 8b show a typical time of Y,_ (Ac

generator and battery sensor) and its estimation,
during the occurrence of a simulated failure onit, at

(17=300 sec).

4.4 The (pitch, roll and heading angle)
sensors
Figure 9a, 9b and 9c show a typical time of ¥;_
(pitch angle, roll angel and heading angle sensor) and
its estimation, during the occurrence of a simulated
failure on it, at (¢, =300 sec).

4.5 The (aileron, rudder and elevator)
deflection sensor

Figure 10-12 show typical time of (Aileron, Rudder
and Elevator) angle and its estimation, during the
occurrence of a simulated failure on it, at ;= 50 sec.

54



ISSN 2522-9052

CyuacHi iHpopmariiiai cucremu. 2017. T. 1, Ne 2

v v .
TR R R M N S W L I K S
. v .

.

0.8

20
19
18-
3
§1.?.. _—--I---d---l: ............................
16 e ;

E-"s """""" HERE
£ 14 ‘
13 HAENEEREE AN "EEEEE EEE BN
o 00 50 100 150 200 250 300 350 400 450 500 550 0 50 100 150 200 250 300 350 400 450 500 550
Time (sec) Time (sec) Time (sec)

b b b

— dccommodated=nominal
m— accommodated=estimated
— fault
Fig/ 6. Altitude (a) and airspeed (b)
sensor (accommodated nominal,
accommodated estimated, failed) at

(t;= 300 sec)

— fault

— dccommodated=nominal
— accommodated=estimated

Fig/ 7. R.P.M (a) and fuel quantity (b)
sensor (accommodated nominal,
accommodated estimated, failed) at

(t;= 300 sec)

— dccommodated=nominal

— accommodated=estimated
— fault

Fig/ 8. Ac generator (a) and Battery (b)
sensor (accommodated nominal,
accommodated estimated, failed) at

(a—t,=350 sec, b—#,=300 sec)

164 40 T T T
;

16 35} e
g 162 a0f- Shn
s -
§1s1- gzs-- ---------
E i

160 2
£ ¥
£ 158} LT
- -
L) [=]
2 qe8)- ‘ ® g0f-

‘
187 ‘ 5

0 50 100 150 200 250 300 350 400 450 500 550
Time (sec)
— dccommodated=nominal

— accommodated=estimated

— fault — fault

a

0 50 100 150 200 250 300 350 400 450
Time (sec)

— dccommodated=nominal

— accommodated=estimated

H ’
H 1

i "~ — "
St Tebrbet feigvs Dokl Tl Feiph:d b
' 1l

J

2
[ %]
dacmabaaadaa

.
I
I
asdes
W
[
I
.
i
"

2
1Y)

P Sy
H
.

Y T I I
050 100 150 200 250 300 350 400 450 300 550
Time (sec)

— dccommodated=nominal

— accommodated=estimated
— fault

b c

Fig. 9. Heading angle sensor and its estimation, during the occurrence of a simulated failure on it (a);
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These figures show that when fauilt takes place the
trend will no more follow the normal behavour
trend.hence, it can be detected early.inspection can then
locate the cause and solution can be put to prevent
eccedents.

Conclusions

In this paper unmanned air vehicle (UAV), Neural
Network based tool scheme (SFDIA) for the Sensor
Failure, Detection, Identification and Accommodation
problem tool were analyzed. The scheme was
implemented with (RBF-EMRAN Neural Network
algorithms which are a set of conditions that decide how
the (EMRAN) structure should be adapted to better suit

the training data. The use of Neural Network for sensor
estimation of a parameter of interest has been studied.
By analysis the results of applying the technique used in
this research, the application showed high-resolution
for the process of replacing the faulty sensor by using
the Neural Network estimated value itself for further
usage (as a feed back). Close match between
estimation and actual sensor output has been
established. In addition the capabilities of (SFDIA) are
a consequence of the extensive modularity of the
whole simulation tool. It allows an easy change of
unmanned air vehicle (UAV), dynamics and feedback
control law as well as Neural Network (NN) estimators
and (SFDIA) scheme.
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30inpmeHHs e)eKTHBHOCTI MOJILOTY 0e3MiJIOTHHX JIiTAJILHAX aNapariB 3 BUKOPHCTAHHAM IITYYHAX HEHPOHHMX Mepex
Caani T. Kypai, Axmen Xamin Pes, An-Ammvati Axpam @ari Xycceitn

Mera. Binomo, mo mnomit Oesminornoro nitansHoro amapary (BITJIA) 3niiicHroeTbest 3a IONOMOTON JATUMKIB, SKi
nepenatots podoty BITJTA, i Ha ocHOBI wi€l iHpopmanii BITJIA koHTpomOeTECS 1 Ja€ IM 3aMOBIICHHS, HEOOXi/HI ISl BUKOHAHHS
3aBaanHs noneoTy BITJIA. HecrpaBHocTi B ympaBiiHHI BinOyBaroThes mif gac nonsoTy BIIIA, BiIHOBIIHO 1O KOHIIEMINiN
aBialii - KpUTUYHA CHTYallis, SIKa BIUIMBA€ Ha 3aBepiueHHs Micii. Ili HecrnpaBHOCTI BUKIIMKAaHI T'OJOBHHM YHMHOM 300€M B
JIATYMKAX, AKI MOXKHA PO3AUIMTU HA CHUTYyalii 3 IOJBOTOM — IPO IOJNIT JHTaJbHUX anapariB (HaNpsIMOK, BUCOTA, MOBITpsHA
IIBUJIKICTh, BEPTUKAIbHA MIBUJKICTD 1 KYT aTakd) i CUTYallisl 3 yNpaBIiHHAM IIOJBOTOM, 1€ CTOCYEThCS IIOBEPXOHb YIPABITiHHS
MOJILOTOM, TAKUX K KEPMO, €JEpPOH, KepMO BIIXWICHHS 1 JaTYMKU IepeMUKada i peryiasropa BHUCOTH. Y Wil cTarTi
IpeJICTaBICHNH e(EeKTHUBHUI METOA, 110 JO3BOJSIE JAATYMKaM IPAIfOBaTH 3 BUCOKOI edekTuBHicTIo. Mertoan. Y wii pobori
BUKOPHUCTOBYIOTbCSA [Ba pi3HMX mizxomu. [lepmmil minxin 3acHOBaHMH HA IHCTPYMEHTI Ha OCHOBI HEHpPOHHOI Mepexi s
MOJICIIFOBaHHS, CUMYJISALIT Ta aHali3y JIiTakiB, 30010 1aT4YMKiB; BUABICHHS, ifeHTU]ikauil i pimenHs npodnem. Hpyruii miaxin -
HEHpPOHHA Mepexa, 1110 HABYAETHCA 3a JJOIIOMOIOK0 aITOPUTMIB, IIPEJICTaBIsAE COOO00 Habip YMOB, SIKi BU3HAYAIOTh, SIK CTPYKTYypa
Mepexi NMoBHHHA OyTH ajanToBaHa, OO0 Kpallle BiAINOBiNAaTH JaHMM HaBuyaHHA. Pe3yabTatu. Pesynbratu MonenroBaHHs Ta
aHaJIi3y JaT4HKiB JIITAJILHUX alapaTiB 10Ka3ajH, 10 IHCTPYMEHTH Ha OCHOBI HEHPOHHOI MEpeKi 1 alropuTMH 3JaTHI I0Ka3yBaTH
pe3yabTaTH 3 BUCOKOIO PO3JILUIFHOIO 3/IaTHICTIO IIOJ0 ITOBEIiHKY JaTUHUKIB 1, oTKe, moBeniHnku BITIA. BucHoBKkH. MoXITHBOCTI
IHCTpYMEHTa € HACJIIIKOM BEJIMKOI MOIYJIBHOCTI BCi€l CHCTEMH MojeltoBaHHs. Lle 103BosIste erko MiHATH Oe3MUIOTHI JTiTalubHi
arapaTy, 3aKOHH JIMHAMIKH 1 KOHTPOJIIO 3BOPOTHBOTO 3B'SI3KY, @ TAKOXK OLIHKH HEHPOHHOI Mepexi.

Karo4dosi cioBa: 0e3ninOTHUI JIITAIBHUI anapar; BUSIBICHHS HECIIPABHOCTEH JaTUHUKIB; 1iarHOCTUKA HECIIPABHOCTEH;
MOJICIIFOBaHHS Ta CUMYJIIOBAHHS JIITAJIbHUX arapaTis.

Yeeauuenue 3gphexTHBHOCTH 110JIeTa 0eCIMIOTHBIX JIETATEJIbHBIX ANNAPATOB
¢ MCII0JIb30BAHHEM HCKYCCTBEHHBIX HEHPOHHBIX ceTeil

Caagu T. Kypau, Axmen Xamup Pes, An-Ammatu Axpam Patu XycceltH

Leas. M3BecTHO, uTO MONIeT OecriotTHOro JieratenbHoro amnmapara (BITJIA) ocymecTBisieTcss ¢ HOMOIIBIO JTAaTYHKOB,
koropble nepenator pabory BITIA, u Ha ocHoBe 3Toit nHpopMauuu BIIJIA KoHTponMpyeTcs U AaeT UM 3aKa3bl, HEOOXOAUMBIE
JU1st BeINoNIHEeHUs 3a1auu nosiera BITJIA. HeucnipaBHocTH B ynpaBieHUH Npoucxonar Bo BpeMs nosera bIIJIA, B coorBeTcTBUU C
KOHIICTIIIMSIMK aBHAILIMA — KPUTHYECKas CHTyalus, KOTOpas BIMSET Ha 3aBEpILCHHE MHCCHU. JTH HEHCIPABHOCTU BBI3BAHBI
TJIaBHBIM 00pa3oM cOOeM B JIaTYHMKaX, KOTOPhIE MOJKHO pa3/IeNIuTh Ha CHTYalllH C MOJIETOM — O IIOJIETe JIETaTeIIbHBIX alllapaToB
(HampaBJIeHUe, BBICOTA, BO3LYIIHASI CKOPOCTh, BEPTHKAIbHAS CKOPOCTh U YroJl aTakd) U CUTYaLHs C YIPaBJICHUEM HOJIETOM, 3TO
KacaeTcsl IOBEPXHOCTEH YNpaBIICHUS IOJIETOM, TaKMX KaK PyJdb, 3JEPOH, PYJIb OTKIOHEHHS W JAaTUMKU MEepeKIrodaTelst U
perynsTopa BBICOTEL. B aT0l craThe mpexacraBiieH SQQEKTUBHBIA METOH, MO3BOJSIIOIIMK JaT4nKkaM padoTaTh C BBICOKOI
s dexruBHOCTEI0. MeToabl. B 310l paboTe HCIoNb3yloTCs ABa pa3HBIX Hoxxo/a. [1epBhIil TOIX01 OCHOBAaH Ha HHCTPYMEHTE Ha
OCHOBE HEHPOHHOM CeTH Uil MOJIEIHMPOBAHMS, CHUMYJIHPOBAaHWS M aHajIM3a CaMOJIETOB, COOSl JATYMKOB; OOHAPYXEHHUS,
UASHTUUKAMKA U peleHus npobiem. Bropoll moxxonm — HeipoHHas ceTh, o0ydaeMasi C IIOMOIIBIO JITOPUTMOB, KOTOpast
IpeJICTaBiIseT co00i HaOOp YCIIOBUIA, KOTOPBIE ONPEEI0T, KaK CTPYKTYpa CETH JOJDKHA OBbITh aJanTHPOBaHA, YTOOBI JIydIle
COOTBETCTBOBATH JaHHBIM 00ydeHus. Pe3yabTaThl. Pe3ynbraTel MOIETMPOBaHUS M aHAIN3a JATYUKOB JICTATEIBHBIX alllapaToB
MOKa3ajy, YTO WHCTPYMEHTHl Ha OCHOBE HEHPOHHOW CETH M aJTOPUTMBI CIIOCOOHBI ITOKA3bIBATH PE3YJIBTAThl BBICOKOTO
paspeleHust B OTHOLICHHUH MTOBEICHUS JaTYMKOB M, clenoBaTelbHo, noBenenus BIIJIA. BeiBogbl. Bo3aMoxHOCTH MHCTpyMEHTa
SIBJISIIOTCSL CJIECTBHEM OOIIMPHON MOIYJIFHOCTH BCEH CHCTEMBI MOJCIMPOBAHUS. DTO MO3BOJSET JIETKO MEHSTH OECIUIOTHEIE
JIeTaTeNbHbIE almapaTthl, 3aKOHbI TUHAMUKH U KOHTPOJISI 00OPaTHOH CBS3M, a TAK)KE OLIEHKH HEHPOHHOW CETH.

Karoudesblie cioBa: OeCMIOTHBII JeTaTeNbHBIN anmapar; oOHapy)KeHHE HEHCIIPAaBHOCTEH IaTYMKOB; JUarHOCTHKA
HEHCNPABHOCTEH; MOZIEIMPOBAHNE U CUMYJIUPOBAHHE JIETATENbHBIX aIllIapaToB.
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INVESTIGATION OF INTRUSION IN COMPUTER SYSTEMS
BASED ON THE HURST EXPONENT

The subject of the research in this article is the analysis of intrusion detection methods in computer systems. The purpose
of the article is to develop effective methods and technologies for countering computer viruses. Tasks: research of modern
means of antivirus protection of computer systems; a study of the Hurst index for assessing the state of the computer
system; development of a software model for assessing the state of a computer system based on the Hurst index, analysis of
the experimental data. The methods used are: self-similarity assessment of the process based on the Hurst index. The
following results are obtained. A method for identified abnormal behavior of a computer system based on the Hurst index
is proposed. It is based on the analysis of CPU and RAM. The results of the research showed that the influence of a number
of viruses on the computer system leads to the aspiration of the Hurst index to an average value of 0.5, which indicates the
randomness of the process. Conclusions. Experimental studies confirm the possibility of using the Hurst index as an
integral part of the intrusion detection system in computer systems.

Keywords: computer system; unauthorized access; computer virus; malicious software; fractal analysis; Hurst exponent.

Introduction

It is difficult in our time to overestimate the
importance of information safety. Information and data
are the greatest value of modern society and its safety
is critical not only for individual, but also for
international safety. More and more data is being
digitalized. With the growth of the value of
information increases the demand for it, and at the
same time — the number of those wishing to obtain
unauthorized access to it. The easiest way to do this is
through computer viruses.

For the first time in the history of Ukraine, in the
summer of 2017, hacking attacks by the virus
NotPetya struck banks, fuel stations, stores, websites
of state structures for several hours [1]. Even sites of
the Cabinet of Ministers and some of the largest media
companies were paralyzed.

It should be noted that this problem is
complicated by the dynamic increase in a number of
mobile devices, the general switch to cloud
technologies and the spread of Internet technologies. It
leads to an increase in the spread of malicious
software.

That is why the topic of the development of
effective methods and technologies for counteracting
computer viruses is relevant.

The analysis of the problem
and formulation of the task

The main components of the antivirus system are
usually a signature scanning module and a heuristic
analysis module. However, if the scan method detects
only known viruses, heuristic analyzers can detect
new, yet unknown, viruses at the initial stage of their
work.

The literature analysis [2—5] showed a large
number of approaches and methods of heuristic

analysis: intelligent subsystems based on the theory of
artificial intelligence, methods of fuzzy logic, cluster
analysis, the theory of neural networks, genetic
algorithms, and others. The main disadvantage of the
heuristic method is the high frequency of false
positives.

Parametric methods based on control maps and
methods of statistical data processing [6, 7] can also be
used to solve the set tasks. These methods are based on
the assumption that there is a template for a computer
system for normal behavior and any significant
deviations from it may be due to the influence of
intruders. That is why it is very important to evaluate
the work of the computer system with maximum
accuracy.

At the same time, the more input data is analyzed,
the more accurate the result of the evaluation is. At the
same time, if the model or evaluation criteria are not
selected correctly, parametric methods lose their basic
authority, which can lead to an increase in false
positives.

The conducted studies have shown that the main
way of eliminating these disadvantages is to improve
the information technology models and to argue the
choice of criteria for assessing abnormal behavior of
the computer system.

Task solution

The key parameter for fractal analysis is the Hurst
index. The Hurst exponent was first used by the
outstanding British hydrologist Harold Edwin Hurst
when designing a dam on the Nile in Egypt to assess the
inflow and outflow of water [8].

Hurst, having studied the records of the floods of
the Nile for nine centuries, found regularity in this
process.

He proved the possibility of distinguishing a
random series from a non-random one, even if the
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random series is not normally distributed, linking it to
the degree of self-similarity of the process. An object
that has this "quality" is statistically similar in different
scales - spatial or temporal, that is, it has a cyclicity.

The calculation of the Hurst exponent [9, 10] can
be performed using the following formula:

_ln(R/S)

~ In(aN)’ O

where H is the Hurst exponent; S is the standard
deviation of a set of observations x; R is the range of the
accumulated deviation Z,; N is the number of
observation periods; « is a given constant, a positive
number.

1 2
NZ(xi_Xa) > ()

i=1

where X, is the arithmetical mean of a set of

observations x in N periods:
1 N
X, =ﬁ§ (3)

The range of the accumulated deviation R is the
most important element of the formula for calculating
the Hurst exponent. In general, it is calculated as
follows:

R =max|,<y (Zu ) - min]SuSN (Zu ) > )

where Z, is the accumulated deviation of set x from the
average X, :

= (5 -X,). (5)
i=1

The Hurst exponent (H) characterizes the degree of
self-similarity of the process as follows [11]:

1) 0 < H <0.5 is a random process that does not
have self-similarity and is characterized by a tendency
toward an average value;

2) H= 0.5 is a completely random process without
a pronounced tendency;

3) H> 0.5 is a trend-based process that has a long
memory and is self-similar.

Investigation of the Hurst exponent
to assess the state of the
computer system

In this paper, a study of the of the Hurst exponent,
based on the analysis of the CPU and computer RAM
memory for detecting the intrusion of the computer
system, is implemented.

The algorithm for assessing the state of safety of
the computer system is divided into four stages:

1) collecting data about the central processor and
RAM usage;

2) statistical analysis;

3) estimation of the Hurst index;

4) determining the presence of anomalies.

For research, a software model has been developed
that involves a variation in the number of set values.
The CPU and CPU boot load values are scanned
instantly and stored in the file. Information about CPU
and RAM usage was recorded on 20 computers for three
hours in safe mode (10,000 values) and when they were
affected by various types of malicious software
(VirKP55, VirMask, etc.). Received input data is fed to
the input of the analysis module, which processes them
and calculates the Hurst exponent.

Fig 1 shows the results of the Hurst exponent
calculation for loading the central processor in safe
mode. The value of the Hurst exponent goes to one,
indicating the long-term dependence of the statistics.

As we can see from Fig 2, when the computer
system is exposed to viruses, the Hurst exponent is
characterized by direction to the average value,
indicating the randomness of the process.

Identical results of the Hurst index calculation
researches are obtained for the ratio of the usage factor
of the central processor and RAM. In safe mode (Fig 3)
we have a trend-resistant process that has a long
memory and is self-similar.

When the system is affected by viruses (Fig 4), the
process is completely random without a marked
tendency.
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Fig. 1. Results of the Hurst exponent calculation
for central processor usage in safe mode
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Fig 2. Research results of the Hurst exponent calculation
for the central processor usage under the influence
of the system by viruses
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Fig. 3. The results of researches of calculation of the Hurst exponent
for the ratio of the value of load of the central processor
and operational memory in safe mode
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Fig 4. The results of researches of calculation of the Hurst exponent
for the ratio of the central processor and operational memory
usage when the system is affected by viruses
Conclusions

In this work the method of fixing anomalous
behavior of computer systems on the basis of the Hurst
exponent is proposed, which is based on the analysis of
the central processor and RAM usage of the computer.

The results of the research showed that during normal
work of the computer, the value of the Hurst exponent
goes to one, indicating the long-term dependence of the
statistical data. The influence of a number of viruses on
a computer system leads to a change in the Hurst
exponent, which is characterized by a movement to an
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average value of 0.5, indicating the randomness of the This experimental studies confirm the possibility
process, which means that the process is not self- of using the Hurst exponent as part of the system for
similar. detecting malicious software.
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JocigkeHHs MeTONiB BTOPIrHEHHsI B KOMII'IOTEPHi CHCTEMH, 3aCHOBaHe HA MOKA3HAKY XepcTa
C. 10. I'apunenko, B. B. Yenak, M. Binoropcbkuit

ITpeamerom goc/izKeHHs 1aHOI CTATTi € aHAJI3 METOAIB BUSABIICHHS BTOPTHEHb B KOMIT'TOTEpHI cucreMu. Merta crarTi —
po3pobka eeKTUBHUX METOAIB i TEXHOJIOTIH MPOTHAIT KOMITFOTEPHUM Bipycam. 3aBAaHHSA: JIOCIIJUKCHHS Cy4acHHX 3aco0iB
AHTHUBIPYCHOTO 3aXUCTY KOMII'TOTEPHUX CHUCTEM; JIOCIIJDKCHHS MOKa3HMKa XepcTa Ul OLIHKM CTaHy KOMIITOTEPHOI CHCTEMH;
po3poOka NporpamMHOI MOJIeNIi OLIHKH CTaHy KOMII'FOTEPHOI CHCTeMH, 110 0a3yeThCsl Ha MOKAa3HUKY XepcTa, aHaji3 OTpUMaHuX
€KCIIEPUMEHTAIIbHUX JaHUX. BUKOPUCTOBYBaHMMH METOJAMH €: OLliHKA caMOIOI0HOCTI PoLIeCy Ha OCHOBI NOKa3HUKa XepcrTa.
OTtpumani Taki pesyiabraTtu. B po0oTi 3ampornoHoBaHo MeTon (ikcarlii aHOMaJBHOI'O HOBEJIHKA KOMITIOTEPHOI CUCTEMH Ha
mijcraBi IMOKasHMKa Xepcra, sIKMi 0a3yeTbcst Ha aHalli3i 3aBaHTAXXEHHS LEHTPAJBbHOrO MHpoLecopa i OHNEepaTHBHOI NaM'sTi
KomIT'torepa. Pe3ynbraTu H0CIIDKeHb TI0Ka3aly, 10 BIUIMB PsIy BipyciB Ha KOMI'IOTEPHY CHCTEMY MPHU3BOJUTH JI0 IIPAarHEHHS
MOKa3HMKa Xepcra A0 cepenHboro 3HaueHHs 0,5, M0 Bka3dye Ha BMIAAKOBICTH Iporecy. BucHoBku. Excrnepumenrtanbhi
JIOCHI/KEHHS. HiJITBEP/UKYIOTh MOMJIMBICTh BUKOPHCTaHHs IIOKa3HMKAa XepcTa, fK CKJIAJO0BOI YaCTHMHHM CHCTEMM BUSBIICHHS
BTOPTHEHb B KOMIT'FOTEPHI CUCTEMH.

Karo4doBi ciaoBa: koMmm'rtoTepHa CHUCTeMa; HECAaHKL[IOHOBAaHUH JOCTYI; KOMIT'IOTEPHHMII BipycC; LIKIJUIMBE IPOrpaMHe
3abe3neueHHs; (paKTaIbHUN aHali3; OKa3HUK XepcTa.

HcciienoBanne MeT010B BTOP:KEHHUsSI B KOMIIBIOTEPHbIE CHCTEMbl, OCHOBAHHOE Ha MOKa3aTese XepcTa
C. 10. I'aBpunenxo, B. B. Uenak, M. benoropckuii

IIpeamerom McciaeaoBaHMsI B JTaHHOH CTaThe SIBISIETCS aHAIN3 METOIOB OOHAPYKEHUS! BTOP)KEHHUH B KOMITBIOTEPHBIE
cuctemsl. Ileanb craTbm — pa3paborka SPQEKTHUBHBIX METOJOB W TEXHOJOTHH MPOTHUBONCHCTBHS KOMITBIOTEPHBIM BHPYCAM.
3amaum: ucclieoBaHWE COBPEMEHHBIX CPEICTB aHTHBUPYCHOW 3aIllMTHl KOMITBIOTEPHBIX CHCTEM; HCCIIEJIOBAaHUE ITOKA3ATEIs
Xepcra JUIsl OEHKH COCTOSIHUSI KOMITBIOTEPHOM CHCTEMBI; pa3paboTKa MporpaMMHON MOJEIH OLEHKH COCTOSHHSI KOMIIBIOTEPHON
CHCTEMBI, Oasupyromelics Ha IoKa3aTele Xepcra, aHaIn3 IOMYYeHHBIX SKCIEpHUMEHTANBHBIX JaHHBIX. VICIoiabp3yeMbIMU
METO/IaMHU SIBJISFOTCS: OLICHKA CaMOIo100us Ipoliecca Ha OCHOBE MNokazaresns Xepcra. [TomydeHs! ciiexyromue pe3yabTaTsl. B
paboTe mpemiokeH MeToA (UKCAlMH aHOMAJIbHOI'O MOBEJICHUSI KOMITBIOTEPHON CHCTEMBbI Ha OCHOBAaHHWHM ITOKazaTelsl Xepcra,
KOTOpBI 0a3zupyeTcsi Ha aHaNIW3e 3arpy3KH LEHTPAJIbHOrO MpoIleccopa W ONEpaTHBHOM IaMsTH KOMIbIoTepa. Pesymbrars
HCCIIeIOBaHMI TI0Ka3all, YTO BIIMSHUE psilia BUPYCOB HAa KOMITBIOTEPHYIO CUCTEMY IPUBOAUT K CTPEMIICHHIO TTOKa3aTesst Xepcra
K cpenHeMy 3HadeHuto 0,5, uTO ykas3blBaeT Ha Cllyd4alHOCTb Ipouecca. BbIBOABI. DKCIEpPUMEHTAIbHbIE MCCIIEIOBAHUS
TIOATBEPIKIAIOT BO3MOKHOCTh MCITOB30BAHUS ITOKa3aTelsl XepceTa, KaKk COCTaBHOW YaCTH CHUCTEMBI OOHApY)KEHUsI BTOP)KEHHH B
KOMIBIOTEPHBIE CHCTEMBI.

KaoueBblie cJ0Ba: KOMIBIOTEPHAs CHCTEMA; HECAHKIMOHUPOBAHHBIM JOCTYIT; KOMIIBIOTEPHBIH BHPYC; BPEIOHOCHOE
IporpaMMHoe obecredeHre; ppakTaabHBII aHaIN3; II0Ka3aTelb Xepcra.
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HEKOTOPBIE ACIIEKTbI OPTAHU3ALINA
NH®OPMALIMOHHOU BE3OITACHOCTHU ® YHKHNOHUPOBAHUSA
MHOI'OITPOUHECCOPHBIX BBIYMUCJIUTEJBbHBIX CUCTEM

ITpeamerom uccriel0BaHus SBJISETCS YCOBEPLUIEHCTBOBAHUE OCOOEHHOCTEH OpraHm3aluy MH(POPMALMOHHON Ge30IacHO-
cTu (pyHKIMOHUPOBAHHMS MHOI'OIPOLIECCOPHBIX BBIUMCIAUTENbHBIX cucteM. Heas paGoThl 3aKiroyaeTcs B ONpE/eCHUN U
peanu3anuy MepONpHATHI 10 3aIuTe HHGHOPMALMHU, KOTOPbIE MOTYT ObITh 3Q()EKTUBHBI TP UCIOIb30BaHUH MHOTOIIPO-
LECCOPHBIX MOIYJIBHBIX BBIYMCIUTENBHBIX CUCTEM HIIM NPH MapajlieNbHBIX pacyeTax Ha MHOTOMOTOYHBIX cUcTeMax. Pe-
IIAKOTCS CIIEAYIOIIUE 3aia49M: CPABHEHHE METOIOB 3ALIUTHI JAHHBIX B MHOTOIIPOLECCOPHBIX M MOCIIEN0BATENBHBIX CHCTE-
Max, a TaKkKe PaCCMOTPEHHE OCOOEHHOCTEH MPUMEHEHHUs! Pa3IMYHBIX KPUNTOrpaMYeCKUX METOJI0B Ha METObl peaan3a-
LMY 3aIlUTBl; PACCMOTPEHME U BBIABICHUE KIFOYEBBIX AIEMEHTOB, KOTOpbIE TPEOYIOT 0COOCHHOr0 BHUMAHUS IIPU pa3pa-
6otke cucreMs! Oe3omacHOCTH. Mcnonb3yeMbIMI MeTOIAMH SBJISIOTCS: OCHOBHbIE ITOJOXKEHHS TEOPHUI BBIYMCIUTEIIBHBIX
CHCTEM, NapaJUIEIbHBIX BEIYUCIEHHH, TOCTPOEHHS ONEPALMOHHBIX CHCTEM, METOABI U aJTOPUTMBI 3aIIUTHI JaHHBIX. [lomy-
YEHBI CIIEYIONIHNE Pe3yJbTaThl. BEISBICHBI OCHOBHBIE ACIIEKTHI B OMPEAEIECHUN U HCIOJIB30BAHUN MEPONPHATHH 110 3a-
mure UHHOPMALMHU, KOTOPbIe MOI'YT ObITh 3()()EKTHBHBI TIPH UCIIOJIB30BAHUU MHOTOIIPOLIECCOPHBIX MOJYIbHBIX BHIUHMCIIH-
TENBHBIX CUCTEM WM IPH MapajuieIbHBIX pacyeTaX Ha MHOTOITOTOYHBIX cHcTeMax. [IpoBeieHo cpaBHEHHE METOIOB 3allH-
ThI IaHHBIX C MOCJIE/IOBATEIILHBIMU CUCTEMAMH, a TAKXKE PACCMOTPEHO BIIMSIHME IIPUMEHEHHUS Pa3InuHbIX KpUnrorpaduye-
CKMX METOZIOB Ha METOAbl PeaM3alliy 3alIUThl JaHHbIX. [T0Ka3aHO, YTO OCHOBHOM BBIOOp METOJOB 3alllUTHI JIAHHBIX B
MHOT'OIPOLIECCOPHBIX CHCTEMaX ONPENENSAETCA OTINYUIMU OT MOCIIEN0BATENBHBIX CHCTEM B TEOPETHYECKON U alIapaTHOM
peanusanuu. BeiBoabl. [loka3aHo, 4To Ui mapauienbHOW cUCTeMbl TpeOyeTcsl OOonblle amnmapaTHeIX M HPOrPaMMHBIX
CPEJICTB U C KaXKIBIM JIONOIHUTEIBHBIM MOJIYJIEM BBIUMCICHUS CHCTEMA YCIOKHACTCS. A 3TO, B CBOIO O4Yepeb, ele 0oib-
1€ YCIOXKHSAET CHCTEMY 3aIlUTHI B LIEJIIOM, YTO MOXKET TOBJIEYb HEKOTOPOE 3aMEJIECHHE NMPH BHIMOIHEHUN NMPHKIAIHBIX
MPOrpamMM IpH ITOMOIIY MHOTONIPOLIECCOPHBIX BBIYMCIUTENBHBIX CHCTEM. OJJHAKO B MEPCIEKTUBE MPEIOKEHHBIH MOAXO0.
MO3BOJISIET OOECHEYUTH IOBBIILCHHYI0 0€30MacHOCTh (DYHKIMOHMPOBAaHHUS MHOIONPOLIECCOPHBIX cucTeM. Jlis 3aIuuThbl
JTaHHBIX B TAKHX CHCTEMAX PACCMaTPHBAETCs U aHATH3UPYETCS PsIIl METOIOB.

KarwueBbie cjoBa: MHOT'OIIPOLECCOpHAsA BbIYUCINUTCIIbHASA CUCTEMA; BbIYUCINUTCIIBHBIC Y3JIbl; KpHnTorpa(i)qum(He ajiro-

PUTMBIL; 3alllUTa JAHHBIX; AAPO; CETHU; KJIIFOYHU; OII€pallMOHHAsA CUCTEMA.

BBepeHue

Ha coBpemenHoM sTame Bce OONBUIYIO POJIb B
JANBHEHIIEM Pa3BUTUM WH(OPMAILMOHHBIX PECYPCOB
UTPAIOT NapauleibHble BBIYUCIUTEIBHBIE CHCTEMBI U
Bouncinenus [1 — 6]. IlogoOHble cHCTEMBI HaXOIST
NIPUMEHEHHE B c(epe BOCHHBIX, SKOHOMUYECKHX, TEX-
HOJIOTUYECKHX U APYTHX MpoleccoB. B cBs3u ¢ ux pas-
BUTHEM, BHEIPEHHEM H COBEPIICHCTBOBAHHEM ITUPOKOE
pacrpocTpaHeHue TOyYHIH METO/Ibl HaHECEHHS YIep-
0a TakuM pecypcam. HamOombinmii HHTEpPEC BBI3BIBAIOT
poOJIEeMBbI UCCIIEIOBAHHUS METOJIOB U CPEJICTB 3aIUTHI
nH}popMannK B MapajuleNbHBIX BBIYUCIUTENIBHBIX IIPO-
neccax. B HacTosee BpeMst 1OJOOHBIE UCCIIENOBAHUS
He MPHOOpeNH HaJJIeKaIlero pa3BuTus. l3ydeHue u
pa3paboTka MOMOOHOW MPOOIIEMATHKH TPEIOCTABUT
BO3MOXKHOCTb JIJIsl JajibHEHIIEro pa3BUTHS HOBBIX U
yXKe CYIIECTBYIOIIMX METO/OB 3alUThl MH(pOPMAIHH.
Takum 00pa3zoM, OHON M3 OCHOBHBIX IPOOJIEM UCIIONb-
30BaHUSI MHOTOIIPOLIECCOPHOH U MapajuieIbHOW BBIYHC-
JIUTENILHOM CHCTEMBI SIBJSIETCS peaju3alldsi METO/IOB
3alUTHl HHPOPMAIHH.

[Ipobnema peanuzanyy METOAOB 3aIIUTHI HHPOP-
MaIlM1 UMEET JIBa acIeKTa:

— pa3pabOTKa CpEeICTB, PEaTM3YIONMX KPHIITO-
rpadu4ecKue aJropuTMBI,

— METOJIMKA UCIIOIBb30BaHMUS 3THX CPEICTB.

[pennoxeHHsie anee KpunTorpaguueckrue Mero-
Bl MOTYT OBITh pealM30BaHbl JIMOO NPOTPAMMHBIM,
00 ammapaTtHbIM criocoOboM. Bo3MOXKHOCTH  Ipor-

paMMHO# peanu3anuy oOyCIaBIMBaeTCs TEM, YTO BCE
METOABI KpumnTorpaduueckoro mpeodpaszoBanus (op-
MAaJIbHBI M MOTYT OBITh NPEJICTABICHBI B BU/IE KOHEYHOM
aITOPUTMHUYECKOH MPOLETYPHL.

IIpu anmapatHOl peaqu3alludl BCE MPOLEAYpPHI
mmppoBaHus ¥ ACMIU(PPOBAHUS BBIMONHSIIOTCS CIICIH-
aIbHBIMU JJIEKTPOHHBIMH cxeMamu. HamOombinee pac-
MIPOCTPaHEHUE TOMYYMIN MOJIYJH, PEAUTU3YIOIIHE KOM-
OWHHMPOBAaHHBIE METObL. AHATU3UPYS HEKOTOPBIE acIeK-
Thl MH(OPMALMOHHOW OE30MaCHOCTH MOIYJIBHBIX BbI-
YHCIIUTENBHBIX CUCTEM MOYKHO OTMETUTH CIIeIyolIee:

1. BeruncnurenbHyl0  Ce€Th  MHOTOMPOIIECCOPHOM
CHCTEMBI MOXKHO CUHMTATh OE30MACHOW C TOYKH 3PEHHUS
00pabOTKH MH(pOPMAIMK, €CIH B HEH MpeaycMOTpeHa
LIEHTPaAJIM30BaHHasl CUCTEMa YIPaBISEMbIX U B3aUMOYBSI-
3aHHBIX MPENSTCTBUM, KOTOpas IEepPeKphIBaeT C rapaHTH-
POBaHHON HaJEXKHOCTHIO (B COOTBETCTBHU C MOJIENBIO
MOTEHIMATFHOTO HAPYIIUTENs) KOITUYECTBO BO3MOXKHBIX
KaHaJOB HECAHKIIMOHHUPOBAHHOTO JIOCTYIIAa U YTrpo3, Ha-
MPaBJICHHBIX HA TOTEPI0 WM MOAU(pUKALNI0 HHpOopMa-
MM, & TaKKe HECAHKIMOHUPOBAHHOE O3HAKOMIICHHE C
Hel TTOCTOPOHHHUX JIIL.

2. Ilpu npOEKTUPOBAHUM MEPOTIPUATHIA 3aIUTHI TaH-
HBIX B NAPaJUICNIbHBIX BBIYUCIUTENBHBIX CHCTEMax Heoo-
XOJIMMO TIPOBECTH aHAIW3 MECT XpaHeHus uH(popManuy,
uHTepdelica yrpapieHns JaHHBIMU U KaHAJIaMH HX TIepe-
Jaun (JIOKAIBHBIMH CETSMH WIH JPYTHMH TOJO0OHBIMA
cpenctBamu oOMeHa JaHHbIMH). [Ipu 3TOM OCHOBHO# ac-
MEKT 3aIlUThI JIAHHBIX JIOJDKEH OBbITh HAIpaBJICH, B IEp-
BYIO OYepellb, Ha 3alUTy uHTepdeiica yrnpaBieHHs JaH-
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HBIMH, BO BTOPYIO O4epe/p, Ha 3alliTy UHTepdeiica 00-
MEHa JIaHHBIMH, M Jlajilee Ha MecTa XpaHeHHs HH(opMma-
MK, TIOCKOJIBKY OHH HauOoJee YS3BHMBI UTSI HECAHKIIHO-
HHUPOBAHHOTO JIOCTYTA B MApaJUICIBbHBIX MOJCTAPYIOIINX
cpenax. CBOeBpeMEHHaAs 3allUTa MO3BOJIMT OOECIICUHTh
HAIOKHOCTh (DYHKIMOHUPOBAHHS TAKHX CHCTEM.

AHanus npobnemsbl
M NOCTaHOBKa 3ag4ayu

B Hame BpeMsi Kpyr 3a7a4, TpeOYIOUIMX Ui CBO-
€ro pEelIeHUs] MOUIHBIX BBIYHCIUTEIBHBIX PECYPCOB,
eme Oosee pacuMpwics. ITO CBA3aHO C TEM, YTO MPO-
n30UUTH QyHIaMEHTalbHbIe U3MEHEHHsI B CaMoOM opra-
HHU3alMU Hay4HBIX HCCleqoBaHui. Benenacreue mmpo-
KOT'O BHE/IPEHUSI BBIYUCINTEIBHOW TEXHUKH 3HAYUTEIb-
HO YCWJIMJIOCH HaNpaBJICHWE YUCICHHOI'O0 MOJIEIHPOBa-
HUS ¥ YUCIIEHHOT'O DKCIIepUMeHTa. UnciieHHOe MOJIeNu-
pOBaHHMe, 3aroHsS TPOMEKYTOK MEXAY (U3HYECKUMHU
SKCIIEPUMEHTAMH ¥ aHAIUTUYECKHMH IOJXONaMH, TO-
3BOJIMJIO M3y4aTh SIBJICHHS, KOTOpPbIE SIBJISIOTCS JIHOO
CIIMIIKOM CJIOKHBIMH Ul MCCJIEOBAaHHs aHAJTIUTHYe-
CKUMH METOJaMH, JHOO CIHIIKOM JIOPOTrOCTOSIINMHU
WIN ONACHBIMU JUISl HKCIEPUMEHTAILHOTO HW3Y4YEHHUsL.
[Ipu 5TOM 4YHCIIEHHBIH 3KCHEPUMEHT IO3BOJIMI 3HAYH-
TENIFHO Y/ICUIEBUTH MPOLECC HAYYHOTO U TEXHOJIOTu4e-
ckoro moucka. Cranso BO3MOXXHBIM MOJIEIUPOBATH B
peasbHOM BpEMEHH MPOLECCHl MHTEHCUBHBIX (DU3UKO-
XMUMHUYECKUX M SIICPHBIX DPEaKIMi, rio0aibHBIE aTMO-
cepHble TPOIECCH, MPOLECCH 3KOHOMHYECKOTO |
MIPOMBILJIEHHOT'O PAa3BUTHUSI PETHOHOB U T.J. OueBHIHO,
YTO pelleHHe TaKMX MacIITaOHBIX 3aja4y TpeOyeT 3Ha-
YHUTEIHHBIX BHIYUCIUTENLHBIX PECYPCOB.

[Nonassitomiee GONBIIMHCTBO (PYHKIIMOHUPYIOIINX
CYIEPBBIYUCIIUTENBHBIX YCTAHOBOK SIBJISIIOTCS (paKTHYe-
CKH MHOTOIPOIECCOPHBIMU MapaJUIeNIbHBIMU  BBIYHCITH-
TenbHBIMU cucTeMamMu MPP apxurektypsr (Massively
Parallel Processing) [1 — 5]. MHOTrOmpoIIeCCOPHBIC BbI-
YHUCIIUTENIbHBIE CHUCTEMBI, CKOHCTPYHMpPOBaHHBIE Ha JIO-
KaJIbHBIX CETSX, CTaJH Ha3bIBAThCS «KJIACTEPHBIMH CHC-
TEMaMI» WIH TPOCTO «KJIACTEpaMi». DTO OOBSICHSIETCS
TeM, 4To joruaecku MPP — cucrema Mano oriimyaercs ot
OOBIYHOH JIOKATBHOM CeTH. AHANN3 MyTed pa3BUTHS BbI-
COKOIPOU3BOJIUTEBHBIX YCTAHOBOK ITOKa3bIBAET, YTO
peanbHOro IepeiioMa B OBJAJCHUM TEXHOJOTHSIMHU Iia-
paJUIENbHBIX BBIYMCICHUH MOYKHO JIOCTHYb Pa3BUTHEM
JIOTIONTHUTENBHOTO ((pakTHUeckn 0a30BOro0) YypOBHS B
HepapXuy MOIIHOCTEH amnmapaTHBIX CPEICTB MHOTOIPO-
LIECCOPHBIX BBIYMCIUTENBHBIX cucteM MPP-apxurek-
TYpbl — TIEPCOHAJIBHBIX BBIYHUCIUTEIBHBIX KJIACTEPOB |3,
5]. O6nacte NMpUMEHEHHS TAKUX CHCTEM — OBJIAJICHUC
TEXHOJIOTHSIMU TIApAJUICNIBHBIX BBIYMCICHUH, CO3[aHUE U
OTNIa/IKa MapajuIeNbHBIX MPOrpaMM, B T.4. MPOOJIEMHO-
OpPHEHTUPOBAHHBIX MMAKETOB M OMOJMOTEK, a TaKXKe MO-
JieNTbHasi IporoHka paspadorannoro [10.

OpHako TpoOJieMbl, BO3HHUKAIOIINE [TPU OpTraHu3a-
UM UH(OpPMAIIMOHHON 0E30MacHOCTH (PYHKIIMOHUPOBA-
HUSI MHOTOIPOIIECCOPHBIX BHIYUCIHTEIBHBIX CUCTEM, KaK
MIPaBUJIO, SBIISIIOTCS TIEPBOCTETICHHBIMU U TPeOYIOT IiTy-
OOKOro M3y4eHUs U uccienoBaHus. [Ipu yem takoro po-
Jla UCCIIEJOBAaHMUS B HACTOSIIIEE BPEMsI HE TTOJYYHITU CBO-
ero pa3BuTus. B Toke Bpems, TEHAEHIUH pocTa Kubep-
MIPECTYIMHOCTH TPEOYIOT 0cO00ro BHUMAaHUs K mpodiieMe

3aIUTHl JIAHHBIX TAKHUX CHUCTEM W WX IPOrPAMMHOIO
obecrieuenust. B 310l CBsA3HM, MOCTaBiIEHHAs B JAHHOM
paboTe 3amaua SBISIETCS aKTYaJIbHOM 1 MePBOOYCPETHOM.

PeweHue npobnembl

1. AHanu3 nHcopmaunoHHON 6e3onacHOCTU
PYHKLIMOHMPOBAHMS MHOIONPOLLECCOPHbIX
BbIYMCIIUTENbHbIX CUCTEM

Ha mepBom sTame paccMOTpUM CYIIECTBYIOIIUE
BU/IbI MHPOPMAIMOHHBIX Yrpo3. Takue yrpo3bl MOXXHO
pa3nenuTh Ha JBe OOJNIBIINX TPYIIIHL:

— OTKa3bl U HapyIIeHHs padOTOCIIOCOOHOCTH TPO-
IPaMMHBIX U TEXHHYECKUX CPEJICTB;

— npefHaMepeHHbIEe YTPO3bl, KOTOPBIE 3aro/s Iuia-
HUPYIOTCS 3JI0YMBIIUICHHUKAMU JUIS 3aIaHKs Bpe/a.

Beigensiior cnenyronue OCHOBHBIE TPYIIBI MPH-
YHH cOOEB M OTKAa30B B pabOTE KOMITBIOTEPHBIX CUCTEM:

— HapylIeHne (HU3NYECKOM U JIOTHUECKOH 11eJI0CTHO-
CTH CTPYKTYp J@aHHBIX, KOTOPbIE XPAHSTCS B ONEPaTHBHOM
Y BHEIIHEH MaMsTH, YTO BO3HUKAET BCIIEJICTBUE CTapEHUsI
WITH TIPESKAEBPEMEHHOT O M3HOCA X HOCHTEIIEH;

— HapylIeHHs, KOTOpble BO3HUKAIOT B pabore ar-
MapaTHBIX CPEJICTB U3-32 UX CTAPEHHs WM IIPEXIeBpe-
MEHHOT'0 H3HOCA;

— HapylIeHne (HU3NUECKOM U JIOTHUECKOH 11eJI0CTHO-
CTH CTPYKTYp J@aHHBIX, KOTOPbIE XPAHSITCS B ONEPaTHBHOM
W BHEIIHEW NMaMsATH, YTO BO3HMKAET BCJEACTBUE HEKOp-
PEKTHOT'O HCIIOB30BaHKS KOMITBIOTEPHBIX PECYPCOB;

— HapylIeHHs, KOTOpble BO3HUKAIOT B pabore ar-
MapaTHBIX CPEACTB HM3-32 HEMPaBUIILHOTO HCIIOIbh30Ba-
HUSI WIM [TOBPEX/ICHHS, B TOM YHCIIE M3-32 HETPaBUIIb-
HOT'O MCIIOJIb30BAaHUSI IPOTPaMMHBIX CPEZICTB;

— HE yCTpaHEHHbIE OIMUOKU B IIPOrPaMMHBIX CpeJi-
CTBax, HE BBIBJICHHBIC B MPOIECCE OTIAIKH U UCIIBITA-
HUM, a TaKkkKe Te, YTO OCTAJKCh B almapaTHBIX CPEACT-
Bax MocJie X pa3paboTKH.

PaccMoTpuM HEKOTOpBIE acIleKThl TEOPHUH IOCIIe-
JIOBATEIBHOO M MapaljIeIbHOrO MPOrPaMMHUPOBAHHSI.

[NapamienbHast mporpamMma — 3TO OTPOMHOE KOJIH-
YEeCTBO MapaJIeIbHBIX MPOIECCOB, KOTOpPBIE B3aMMO-
JIEWCTBYIOT (CHHXPOHU3UPYIOT CBOIO paboTy U 0OMEHH-
BAaIOTCS JJAHHBIMH) TIPY TIOMOIIH TIepeJadd COOOIEHHUH.
Wnes pacmapasuienuBaHusl BBIYMCICHUH OCHOBaHA Ha
TOM, YTO OONBIIMHCTBO 3aJIaHUU IPEICTABISIOTCS B
BHUJI€ COBOKYITHOCTH MEHBIINX 3aJaHUi, KOTOPhIE MOTYT
OBITH pelleHbl oHOBpeMeHHO. OOBIYHO MapajuiesibHbIe
BBIUHMCIIEHHs TPeOYyIOT KoopauHamu nevicteuil. [lapan-
JIeTbHOE MPOrpaMMHUPOBAHKE BKIIIOUAET BCE YEPTHI TpPa-
JUIMOHHOTO, TOCIEN0BATEIBHOIO MPOrpaMMHUPOBAHHS,
HO B HEM €CTh TPH JOINOJHUTEIBHBIX, YETKO OIpele-
JIEHHBIX 3Tama. JTo:

— onpedenenue NAparieIu3Ma: aHaIU3 3aJaHUS C
LENbIO BBIICNIUTH IM0J[33/1a41, KOTOPhIE MOTYT BHIIOJ-
HSTHCSI OZTHOBPEMEHHO;

— @blAGICHUe NAPANTIEIU3MA: N3MEHEHUE CTPYKTYPhI
3aJaHus TakK, YTOOBI MOXKHO OBUIO 3()(EKTHBHO BBIIION-
HSITh Moz3aaun. J{jist aToro yacto tpeOyercs HaTH 3aBU-
CHMOCTH MEX]y To/3aJadaMHi U OpraHH30BaTh Hadalib-
HBI KOA TakK, YTOOBI MMM MOXHO ObLIO 3((HeKTUBHO
YIPaBIISITh;

— uipadicenue napanienuma; peaausanys napai-
JIETBHOTO aJrOPUTMA B HAYAJIILHOM KOJI€ MPU ITOMOIIH
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CHCTEMbI 00O03HAUYCHHH MApaIIENFHOrO MPOrpaMMHUPO-
BaHUsL.

Ha oCHOBaHMHU H3II0KEHHOI'O MOXHO OTMETHTH,
YTO OCHOBHOE OTJIMYHE MApaJICNbHOW CHCTEMBI - 3TO
yBEITMUEHUE KOIMYECTBA MOA33/a4, KOTOpbIE Mepechl-
JIAFOTCS ¥ MOT'YT BBITOJHSTHCS OJHOBPEMEHHO, a TAKKE
HaJIMYUe OTAEIBHONU CHCTEMBI YIIPABJICHUS STHMH IMTO[-
3aa4yaMi. 3aMETHM, YTO C TOYKH 3PEHHs spa orepa-
IMOHHOM CHCTEMBI TIOUIEPIKKA KIIACTEPOB M pacmperie-
JICHHBIX CHUCTEM 3aKirouacTcs B 3G (GeKTHUBHOM paboTe ¢
cetbto. C HEKOTOPBIM YIIPOIICHHEM JIFOOYI0 COBPEMEH-
HYI0  BBICOKONPOU3BOIUTEIBHYIO  BBIYMCIUTEIBHYIO
CHCTEMY MOYKHO MPEICTABUTH KAK OIPOMHOE KOIHYECT-
BO MHOTOIPOIECCOPHBIX BBHIYMUCIUTENBHBIX Y3JI0B, CBSI-
3aHHBIX OJHOW MIIM HECKOJBKUMHM KOMMYHHKAIIMOHHBI-
Mu ceTsimu [7].

2. OpraHusauus MUHPOpPMaLIMOHHOWN
Ge3onacHOCTM pecypcoB MHOIonpoLeCcCoOpHbIX
BbIYUCIIUTENBHbLIX CUCTEM

BbIUHCIUTENBHYIO CETh MOXKHO CUHTATH 0€30MacHO
B cMblcie 00paboTku MH(pOpMAIMK, €CITU B HEH Tpemy-
CMOTpEHa [EHTPAJIM30BaHHAS CHCTEMA YIPABISIEMBIX H
B3aMMOCBS3aHHBIX TPEMATCTBHI, KOTOPBIC MEPEKPHIBAIOT
C TApaHTHPOBAHHOH MPOYHOCTHIO KOJIMYECTBO BO3MOKHBIX
KaHAJIOB HECAHKIIMOHUPOBAHHOIO JIOCTyIa W YIpo3, Ha-
MPABIICHHBIX HA TMOTEPI0 WM MOIU(HUKAIMIO HHPOpMa-
1K, & TAKKE HECAHKIIMOHUPOBAHHOE O3HAKOMJICHHE C Heil
TOCTOPOHHUX JIHII,

Ilp OPOEKTHPOBAHWU 3AIUTHI MAPAIUICITBHBIX
CHCTEM, HEOOXOIMMO MIPOBECTH aHATHM3 MECT XPaHCHHSI
unpopmanmu, uHTepdeiica ympaBieHHS NaHHBIMH |
KaHaJaMu Tiepefadd (JIOKaNbHBIMU CETSAMH WIH JPYTHU-
MU MOMOOHBIMHU cpencTBamMu obmeHa). ITpu 3atoMm oc-
HOBHOMW aCIEeKT 3alUThI JOMKECH OBbITh, B MEPBYIO OUe-
pellb, HampaBjeH Ha 3aluTy HHTepdeiica ympaBieHHUs
JIAHHBIMH, BO BTOPYIO Ouepe/ib, Ha 3aluty uHTepdeiica
oOMeHa JJAHHBIMHU ¥ B JAIbHEHIIIEM Ha MeCTa XpaHCHHsI
uH(pOpMAIINH, TTOCKOJIBKY OHH OMPEACNSAIOTCS KaK Hau-
GoJiee yA3BUMBIC TSl HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.
B cBoto ouepenb, CBOCBpPEMEHHas 3allUTa MO3BOJHUT
00€CIeUnTh HAMEKHOCTh M OTKAa30yCTOWYHUBOCTH CHC-
TEMBI B IIEJIOM.

YrpolieHHas CHCTeMa 3aIlUThl HHPOPMAITHOHHBIX
pPECYPCOB MHOTOIPOIIECCOPHBIX BBIYUCTUTEIBHBIX CHC-
TEM B 00IlIeM BHJIE MPEICTABIICHA Ha pUC. 1.
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Puc. 1. YnpoienHas cucremMa 3amutbl HHQOPMALMOHHBIX
PECYPCOB MHOT'OIIPOLIECCOPHBIX BEIYUCIUTENIBHBIX CUCTEM

IIpu onpenenenuu 3amutel UHTEp(deiica ynpasie-
HUSI, BO3SMOXKHO, HCIIOJIb30BAaTh PEKOMEHIAIMU KOPIIOpa-
uun Intel, xoropas mpemaraer ciemyrolIMe —YpPOBHHU
npuBmneruit: 0 — AApo omeparMoOHHONW cHCTeMbl; | —
olepalvioHHasl CHCTEMa; 2 — CUCTEMBI MPOrPaMMHpPOBa-
HUS W 0a3bl J@HHBIX; 3 — IPUKIAJHBIE MPOrPAMMBI
(npenHa3HaueHbl Ui TONB30BaTens); 4 —Ha YpOBHe
KOMMYTalLlUX 1EI1€CO00pPa3HO UCIOIb30BaTh KaK KPHUITO-
rpaduyeckue, TaKk U anmnapaTHbIe METOABI 3alUThl, 5 —
Ha ypOBHE XpaHEHHMs XKeNaTeNIbHO UCIIONB30BaTh KpUII-
Torpaduueckre U anmapatHble METOJbl B CUCTEME pac-
MIPE/ICNIEHHOTr0 XpaHeHus: nHpopMmanuy. [logo0HbIe cuc-
TEMBI IPEAyCMaTPUBAIOT BHEUIHWI JOCTYN W yIpaBlie-
HHE COOTBETCTBEHHO. [Ipy 3TOM JOJKHBI UCIIONB30BATh-
Csl M METOJIbI 3aIIUTHI YIAIEHHBIX TIOAKITIOYECHHH.

OCHOBHBIMH TTapaMeTpaMu TPAHCIIOPTHON CPEJIBI C
KOMMYTaIMeil MMaKeTOB SBISIOTCS KOJIUYECTBO KOMMY-
TaTopoB (r) u muuHa 3ariaBus (h), OT KOTOPBIX HEMNO-
CPE/ICTBEHHO 3aBHCHT BpeMs JIOCTABKM MAacCHBa HWH-
¢dopmaryy. VIMEHHO BETMYMHBI ¥ U /i IPENOIPEIEIISIOT
BO3MOXKHOCTH aJIallTalld BPEMEHH JOCTaBKH MacCHBa
JAaHHBIX D K KOHKPETHBIM Y3J1aM CUCTEMBI.

IToatomy mpouecc BeIOOpa HEOOXOAUMOTO BpeMe-
HU JIOCTaBKH MacCHBa AaHHBIX 00beMoM [ GalTOB, BBI-
XOJIsl M3 331aHHBIX 3HAYEHWH BENWYUH » U /i, Oyner on-
penensaThcsl HA OCHOBAHUH COOTHOIICHHMSI:

r+l1
TP, 5=Dr+1)+> h.
i=l
Benuunna D Oyzner MeHATBbCS UIsl CUCTEM MHOI'O-
KaHAJILHOM JOCTaBKH JIAHHBIX C OMMHAKOBBIM M Pa3HBIM
KOJIMYECTBOM TpaH3UTAa. DJTa BelMYMHA OyIeT Hero-
CpPE/ICTBEHHO 3aBUCETH OT BpeMeHU 00paboTku MHGOp-
Maiuu (HanpuMep, MeToJbl IMU(QPOBKH, apXUBAIUU H
T.1.). Hanbonee nmonHas TpaHcnopTHasi cpefa oricaHa
H.W. Anumosum [8].

3. OpraHusauum 6e3onacHoOCTH
MH(OPMaLMOHHbIX PpecypcoB
B KOpPNoOpaTUBHbIX CETAX

PaccMoTpuM mojcucTeMy OpraHu3aluy Oe3orac-
HOCTH MH(OPMAILMOHHBIX PECYpPCOB B KOPIIOPATHBHBIX
CeTsiX, B YaCTHOCTHU PACIPE/EIICHHBIX BBIYACIUTEIBHBIX
cersax. Iloacucrema BkIIIOYaeT: JaHHbIE, CpEICTBa 00-
paboTku (ammapaTHble W IIPOrPaMMHBIE), AKTHBHbBIE
KOMITOHEHTBI (TIPOLIECCHl U JICHCTBUSI MOJIb30BaTENEH).
IIpencraBuMm moACHCTEMY OpraHH3aLHMU 0€30IaCHOCTH
B BUJIE CXEMHI (pHC. 2).

Ha cxeme nudpamu oTMedeHs!:

— anmapaTHbIE M TPOrpaMMHBIE CpeAcTBa 00pa-
OOTKH B CHCTEME KOMMYTAIIUH;

— IIPOLIECCHI U IEUCTBUS MOIb30BATENEH.

Jis mapasuiensHo cucteMbl TpedyeTcs Oosblie
anmapaTHbIX U IPOrPaMMHBIX CPEJICTB M C KaXIIbIM JI0-
TIOJTHUTENBHBIM MOJIYJIEM BBIYHCIEHHS CUCTEMa YCIIOXK-
HseTcs. A 3TO, B CBOIO 04Yepenb, elle OOoJIblIe YCIOKHS-
€T CHCTEMY 3alllMThl B LEJIOM, CHIDKAash B HEKOTOpOU
CTENEeH! OOLIYIO BHIYUCIUTENHFHYIO MOIITHOCTb.

JIis 3ammMThl JaHHBIX B TaKUX CHUCTEMax HCIOJb-
3YIOTCS YKa3aHHbIE HIKE METObBI U aJITOPUTMBI:

aJITOPUTMBI 3aIyTHIBAHUS — HCIOIB3YIOTCS Xa0TH-
YecKUe Iepexo/sl B pa3Hble YacTH KoJa, BHEIPEHHS
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OLIMOOYHBIX TpOLENyp - "MYCTHIMEK", XOJIOCThIE UK~
JIBl, HCKa)KEHHE KOJIMYECTBA pPEaJbHBIX IapaMeTpoB
npoueayp 110, pa3dpoc y4acTKoB Koja IO pa3HbIM 00-
nactsm O3Y u ToMy mo100HOE;

2
V3B A CHCoTEMA
KOMMYTALHH
VpoBEHB
¥3el 1 Anpa

Puc. 2. [Toxcucrema oprannzanuy 6e30MacHOCTH
HMH(OPMAIIOHHBIX PECYPCOB B KOPIIOPATHBHBIX CETSIX

aITOPUTMBI MYTallMH — CO3JIAIOTCS TaOIHIBI COOT-
BETCTBHS OIEPAHJOB — CHHOHMMOB U 3aM€Ha HX IpYT
Ha Jpyra npu KaXJ0M 3aIlyCKe IPOrpaMMBI 110 Ompeie-
JICHHOW CXeMe WM ClIy4alHOMY o0pa3y, ciydaiHble
WU3MEHEHHs] CTPYKTYPHI IPOrpaMMBbl;

aJITOPUTMBI KOMIIPDECCHH JIaHHBIX — IIPOrpaMma
YIIAaKOBBIBAETCS, @ IOTOM pPAacHaKOBBIBAETCS IO Mepe
BBINOJTHEHHUS;

aITOPUTMBI IU(QPOBKUA [aHHBIX — IIPOrpaMma
g pyercs, a MoToM pacii(poBBIBAETCS IO MEPE BbI-
TIOJTHEHUSI.

Beruncienne CIoKHBIX MaTEMaTHYECKUX BBIpaxe-
HUH B TIpoliecce OTpabOTKHW MeXaHW3Ma 3allUThI - JJIe-
MEHTBI JIOTHKH 3alIUTHI 3aBUCAT OT pe3yJbTaTa BbIYHC-
JIEHUsI 3HAYCHUs] KaKoW-TH00 (OPMYJBI WIIM TPYIIIIBI
¢dbopmyin. MeTtopl 3aTpyAHEHUS TU3aCCEMOIMPOBAHHUS -
UCIIOJNIB3YIOTCS Pa3Hble IPHEMBI, HAallPpaBJICHHbIE Ha Mpe-
JIOTBpAIllEHNE 13acceMONMPOBAaHUsI B TAKETHOM pe-
xuMe. MeTozbl 3aTpyJHEHUs OTIIaJKH - UCTIONb3YIOTCS
pasHble NpPUEMBI, HalpaBJICHHbIE Ha OCIIOKHEHUE OT-
JIAJIKU TIPOTPAMMBI.

DMyJISLUS IIPOLECCOPOB M ONIEPAIMOHHBIX CHCTEM
- CO3JaeTcsl BUPTYAIbHBIA MpOIeccop U ONepariioHHAs
cucreMa (He 00s3aTeNIbHO PEalbHO CYIIECTBYIOUINE) U
MporpaMMa-repeBoAUuK M3 cucreMbl komana IBM B
CHUCTEMY KOMaHJ co3faHHoro mnpoueccopa umu OC;
nocie Takoro nepesona ITO MokeT BBIOTHATHCS TOJb-
KO C ITOMOIIBIO 3MYJISATOPA, KOTOPBIN PE3KO 3aTPyIHSIET
nccienoBanue anropurMma I10.

HecrangapTHele MeTOAbl pa0OTHI C ammapaTHBIM
obecrieueHHeM - MOJYJIM CUCTEMBI 3alllUThl 00OpaIaroT-
cq K anmapatype 9BM, MuHys mporeaypsl onepauoH-
HOHM CHCTEMBI, U UCIIOJb3YIOT MaJOM3BECTHBIC MJIHM He-
JIOKyMEHTHUPYEMBIE €€ BO3MOXKHOCTH.

W3 paccMOTpPEHHOrO BHIIIE MOYKHO 3aKITIOYHTh, YTO
OCHOBHBIM OTJIMYUTENILHBIM 3BEHOM YS3BHMOCTH Iapal-
JIENBHBIX ~CHCTEM, SIBIISIFOTCS  arapaTHO-IPOTrpaMMHBIE
CpelcTBa CUCTEMbl KOMMYTAIMH (Tak Kak yBETHMYUBACTCS
UX YKCJIO) B COOTBETCTBUM C TPEOOBAHMSIMH pelllaeMbIX
3amau. [loaTomMy JIsl CPEeICTB KOMMYTAIMH aKTyaJbHBIM
SIBJISIETCS IPIMEHEHIE METO/IOB MN(POBAHUS JaHHBIX.

CymecTByeT CHUMMETPHYHOE (TPaJWIMOHHOE) |
acuMMeTpu4HOe mudpoBanue AaHHbIX. OHH M3BECTHBI

U ONPUMCHAIOTCA BO MHOI'MX IOCJICAOBATCIbHBIX CUCTC-
max. OgHako Haubonee NEPCICKTUBHBIM JIA UCCIICI0-
BaHMS U JaJIbHEHIITHNX MOI[I/I(l)I/IKaLlI/Iﬁ B HapaJlJICJIbHBIX
CUCTEMAX SABJIACTCA METOQ GHY)KI[aIOH_II/IX KJTFOUCH.

4. 3awmTa AaHHbIX NPXU NOMOLLMU
MeToAa onyxaarLwWwmx Krno4ven

[IpoGnema pacripesieseHus KIro4Yel siBIsieTcs] Hau-
6oiree oCcTpoil B OONBIIMX UH()OPMAIMOHHBIX CHCTEMAX,
K KOTOPbIM MOXXHO OTHECTH OOJBILIYIO YacTh Hapall-
JIETBHBIX cucTeM. YacTHyHO 3Ta nmpobiiema pemraercs (a
TOYHEE CHUMAETCS) 332 CUET MCIONB30BAHUS OTKPBITBHIX
kiaroueir. Ho HamOonee HaleXHbIE KPHUITOCHCTEMBI C
OTKPBITHIM KJII0OUOM Tumna RSA joctaTouHo Tpymoemkw,
a Ui mu(pPOBaHUSI MYIBTUMEIUHHBIX JaHHBIX U BOBCE
He npucnocobiaeHsl. OpUrnHaIbHBIE PEIIeHHsT mpoodIie-
MBI "OIY)KIAIOIIUX KITFOUYEeH" aKTHMBHO pa3padaThIBaoT-
ca crneuuanuctamMu [9 — 11]. OTu cucTteMbl ABIAIOTCA
HEKOTOPOM KOMIIPOMHCOM MEXILy CUCTEMaMH C OTKPbI-
THIMU KJIFOYaMH M OOBIYHBIMU aJTOPUTMAMHU, JJIsI KOTO-
PBIX TpeOyeTcs HallMyhe OJJHOTO W TOTO K€ KIIIoYa U Y
OTIIPABUTENS U Y TOITyYaTeNs.

Paccmotpum cyts unen meroaa. Ilocie Toro, kak
KJIIOY HCIIONIb30BaH B OJHOM CeaHCe, 110 HEKOTOPOMY
MIPaBUITy OH U3MEHSETCS B IPYroM. DTO MPABUIIO JIOIK-
HO OBITh HM3BECTHO W OTHPABUTENIO, U IOIYYaTeNro.
3Hast Takoe MPaBWJIO, MIPU MOTYYEHHUH OYEPEeHOro COo-
00IIIeHNs TIOTyYaTeNnb ToKe MeHseT kito4. Eciu npaBu-
Jla M3MEHEHUs KJIIoued NpUAepKUBAETCS U OTIPABHU-
TeNlb, U TOJIy4YaTelb, TO B KaXKIbIH MOMEHT BpPEMEHH
OHU HMMEIOT OJMHAKOBBIA Kito4. [locTossHHOE M3MeHe-
HHUE KJIIoYa 3aTpyOHSeT pacKpbiTHe WH(OpMAaluH 3J10-
YMBIIIIEHHUKOM.

OCHOBHOE 3aJ]aHH€ B PeaU3ally 3TOr0 METOAa —
BBIOOp A(PQPEKTUBHOTO MpaBWiia M3MEHEHUS KITIOYEH.
Hawubornee npocToii myTh - reHepanys cay4aifiHoOro CIu-
cka Kiaoued. V3MeHeHHe KIIIo4Yel OCYILECTBISAETCS B
nopsizke crucka. OHAKO OYEBUAHO, CIIMCOK MPUAETCS
KaKUM-TO 00pa3oM Iepe/iaBaTh.

Jpyroii BapuaHT - UCIIOJb30BAaHHE MaTeMaTH4e-
CKUX QJITOPUTMOB, OCHOBAaHHBIX Ha TaK Ha3bIBAEMBIX
nepeOUpaloIUX IOCIeA0BaTeIbHOCTAX. Ha orpomMHoM
KOJIMYECTBE KJIIOUEH MyTeM OJHOW M TOH K€ omepanuu
HaJ| 3JIEMEHTOM BBIXOAMT Apyroi anemeHT. [locnenosa-
TENIFHOCTh ATHX OIEpalMii MO3BOJSIET MEPeXOIUTh OT
OJTHOT'O DJIEMEHTA K APYroMy, Ioka He Oyner nepedpaHo
BCE MHOXKECTBO.

5. Peanusauusn KpMnTorpachqecmx MeToaoB

[IpoGiema peanu3anyy METOJOB 3aIUTHl HH(OP-
MaIlii UMEeT JBa acmekra (puc. 3):

— pa3pabOTKy CpeACTB, PpEaTM3YIOIUX KPHIITO-
rpagpuyecKue anropuTMbl;

— METOJMKY HCIOJIb30BAHUSI THX CPE/ICTB.

Kaxnplit 13 paccMOTpEHHBIX KpUNTOrpaduuecKux
METOJIOB MOXET OBITh peaiM30BaH WJIN HMPOTPaMMHBIM,
WIN amnmapaTHbIM criocoboM. Bo3aMoxHOCTH MporpaMm-
HOH peanu3anuy 00yCIIOBIUBAETCS TEM, YTO BCE METO-
Il KpUNTOrpadguIeckoro npespamieHus (GpopmMaibHbl U
MOT'YT OBITh TIPEIICTABJICHBI B BU/I€ KOHEUYHOMN aJrOpHT-
Mu4eckoif mporenypsl. Ilpu amapatHoii peanu3anuu Bce
mpoueaAypsl mU(poBaHus U NEMUPPOBAHUS BBHITIONHS-
I0TCS  CNIEUHAJIbHBIMU  3JIEKTPOHHBIMH ~ CPEICTBAMHU.
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Haubospliiee pacnpocTpaHeHHE MOMYYHIH MOJYIIH,
peanu3yromiie KOMOMHHUPOBAHHBIE METOJIBI.

PazpaboTKa CpelcTs, PEATHIVIOUTIK
KPHITTOIPA{I eCKHe AITOPHTMEI

MeTOAHKA HCTIONb30B AHHA HTHX
CpeacTe

IIporpaMHLI c1ioc o0 ATmnaparHbE criocod

PeaHsalFEH PeaHsalFH

Puc. 3. Cxema peanuzanuu
KpPHUITOrpapMYECKIX METOJOB 3aIUThI JAHHBIX

PaccMoTpuM IpakTHUYECKyIO peaau3aluio JaH-
HBIX MeTo0B. OCBETHM TPH 3TOM HECKOJIBKO 0a30BBIX
aITOpUTMOB MH(POBAHUSI.

5.1. Anroputm DES

DES (Data Encryption Standart) — 3T0 cumMmer-
PHUYHBIA anroput™M MM(pPOBaHUS, T. €. OJWH KIIOY HC-
TOJB3YETCs Kak Juisl 3alM(ppOBKH, TaK U JJIs pactmd-
poBku cooOmiennid. Pazpadoran dupmoii IBM u yrBep-
x e npasurensctBoM CIIA B 1977 kak opunnanbHbIH
cranpapt. DES umeer 010ku mo 64 6UT M OCHOBaH Ha
16-Tn KpaTHOM NEpecTaHOBKE JAHHBIX, IS 3ami(poB-
KH HCIIONB3YET TaKKe KoY B 56 our. CyliecTByer He-
ckonbko pexkumoB DES, mampumep Electronic Code
Book (ECB) u Cipher Block Chaining (CBC). 56 6ur -
910 8 cemuOuTOBEIX ASCII CHMBOJIOB, T. €. TAPOJH HE
MOXeT ObITh JuTMHHee 8 OykB. Eciu BI0OaBOK MCIIONB-
30BaTh TOJNBKO OYKBBI M LU(PBI, TO KOIMYECTBO BO3-
MOXHBIX BapHaHTOB OyJeT Tropa3lo MEHbIIE MaKCH-
MaJbHO BO3MOXKHBIX 256.

Paccmorpum ommH w3 maroB anroputMa DES.
BxomHo# 610K TaHHBIX JAETUTCS TornojiaM Ha JieByto (L) u
npaByto (R') wacru. [ocne aToro hopmMupyeTcst BBIXOAHOM
MacCHUB Tak, 4TO €ro jieBas yactb L" mpescraBieHa mpa-
Boii wactei0 R' BXxomnoro; m3 32-6mtoBoro ciosa R' ¢
MOMOIIIBI0 OWTOBBIX IEpecTaHOBOK (opmupyercst 48-
6utoBoe cioBo. K monyuenHOMY 48-OMTOBOMY CIIOBY M
48-0MTOBOMY PayHIOBOMY KIIFOUYy ITPUMEHSIETCS omepa-
st XOR. Pesynbrupyromee 48-0MTOBOE CIIOBO pa30H-
BaeTcsl Ha 8 6-OMTOBBIX IPYIII, Kaxaasi 6-OUToBast rpyIia

Tabnuya 1. CpaBHenue BuaoB DES mmdposanus

C TIOMOIIBIO COOTBETCTBYIOLIEro S-box'a 3aMeHseTcs Ha
4-OMTOBYIO TPYIIITY, ¥ U3 TIOTYYEHHBIX BOCKMHU 4-OUTOBBIX
rpymn cocrapisercs 32-0uroBoe cioBo. K momydeHHOMY
cnoBy u L' mpumensierca XOR, B pe3yibTaTe HOmydaeTcst
R". MoxxHO yOemuThCs, 4TO BCe MPOBEICHHBIE OIEpaliy
MOTYT OBITH OOpaTHUMBI, U paciI(poBKa MOXKET OCYILECT-
BIIATHCS 32 YHCIIO OIEpalyi, IMHEHHO 3aBHCSIIIee OT pas-
Mepa Oioka. [locie HeCKONBKUX TaKUX MPOXOJ0B MOXKHO
CUHTATh, YTO KX OUT BBIXOMHOrO OOKa IIH(POBKU
MOXXET 3aBUCETH OT Ka)KIOT0 OUTa COOOIICHUS.

5.2. Anroputm “tporiHon DES”

Tak kak Tekct, 3ammppoBaHHbIil 1BOHHBEIM DES
(BcTpeua Ha cepeaune (meet in the middle)), oxa3biBa-
€TCsl XPYIKUM IIpU KpUnTorpaduueckoil aTake, TO TEKCT
umgpyercs 3 paza DES. Takum o6pa3om, [uinHa Kirroya
Bo3pacraer 1o 168-6ut (56x3). He Bcerna npumMeHenue
tpoitHoro DES o3Hauaer yBenuueHue ypoBHs Ge3omac-
HocTH coobmienus. Tumsl TpoiiHoro mmgposanus DES:

— DES-EEE3: mm¢pyertcs 3 pasa ¢ 3 pa3aIuuHbIMU
KITIOYaMU;

— DES-EDE3: 3 DES onepauun mmu¢ppoBaHue -
nemudpoBaHue - IMUPPOBaHKE C 3 Pa3bIMU KIIIOYaMHU;

— DES-EEE2 u DES-EDE2: xak u mpensiayinue,
3a UCKJIIOUEHUEM TOTO, YTO IepBasi M TPEThsl ONEpaLry
UCIIOJIB3YIOT OIMHAKOBBIH KITIOU.

B 1abn. 1 mpuBeneHo cpaBHEHWE Pa3IUYHBIX BH-
noB DES mmdpoBanusi.

5.3. Anroputm NOCT

I'OCT mnpenycmarpuBaer 3 pexxuma mudpoBaHus
(mpoctasi 3aMeHa, TraMMHpPOBaHHE, TaMMHPOBAaHUE C
00paTHOW CBS3BIO) M OJMH PEXHUM BBIPAOOTKH MMHUTOB-
craBkd. [1epBblit U3 peKUMOB MIM(PPOBAHUS TIPETHA3HA-
YeH Uil IU(QpPOBaHUS KIIOYEBOH WHQOpMAIMU U He
MOXET HCIOJIB30BATHCS ISl IH(POBAaHUS APYTUX JaH-
HBIX, JJISI 3TOTO0 HPEITyCMOTPEHBI JIBA JPYTUX pPEXUMa
mmgppoBanus. PexxuMm  BBIpaOOTKM  WMHTOBCTAaBKH
(kpunrorpauyeckoil  KOHTPOJNBHOH  KOMOWHAIIWH)
npeAHa3HayeH Ui WUMHTO3AIIUTHl MIM(PpPYEMBIX JaH-
HBIX, TO €CTh JUIS UX 3aIIUTHI OT CIyYalHBIX WJIH Mpe[-
HaMEPEHHBIX HECAHKITMOHUPOBAHHBIX H3MEHEHH.

AJITOPUTM TOCTPOEH 10 TOMY JK€ HPHHIUITY, YTO
u DES — 310 kiaccuyeckuii 6JI0uHBINA MUGP ¢ CEKpeT-
HBIM KJIFOUOM — oflHaKo oTinvaercs or DES'a Gonbreit
JUIMHOM KIto4a, OONBIIMM KOJIIMYECTBOM pAayH/IOB, U
OoJee MPOCTOI CXEMOH MOCTPOCHUS CAMHX PayHIOB.

Tun wugposanuss  |Konuu. kmoueit|  Boiuucnenue (Computation) Xpanenue (Storage) Tun amaxu
OaMHOYHBIH 1 256 - known plaintext
OIMHOYHBIH 1 238 238 chosen plaintext
OIMHOYHBIH 1 - 256 chosen plaintext

JIBolHOI 2 2112 - known plaintext
JIBOitHOM 2 256 256 known plaintext
JIBolHOI 2 - 2112 chosen plaintext
TpoliHoit 2 2112 - known plaintext
TpoiiHoii 2 256 256 256 chosen plaintext
TpoiiHoi 2 2(120- t) - 2t known plaintext
TpoiiHoii 2 - 256 chosen plaintext
TpoliHoit 3 2112 256 known plaintext
TpoiiHoii 3 256 2112 chosen plaintext
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W3-3a HamHoro Gospuiedt anmuael kiatoua ['OCT ro-
pa3no ycroiunseit DES'a k BckpbITHIO "Tpy0Oo0ii critoit”
— IYTEM II0JIHOTO repedopa 0 MHOXKECTBY BO3MOXKHBIX
3HaYeHUH KITIoya.

Oynakuus mmdposanus ['OCTa ropasmo mpore
¢ynxmn nmdposanust DES'a, oHa He conepkur ore-
pauuii OUTOBBIX MEPECTaHOBOK, KonMu u3oomryer DES
U KOTOpble KpaliHe Hed((QEKTUBHO peau3yloTcs Ha
COBPEMEHHBIX YHHMBEPCAIBHBIX IIPOIECCOpax (XOTs
OYEeHb IIPOCTO aINMapaTHoO - MyTEM Pa3BOAKU ITPOBOIHU-
KOB B KpHCTaJlJIe WIM Ha Iuiate). B cuimy ckasaHHOro,
npu BABOE OOJbIIEM KolMuecTBe payHIoB (32 mpoTus
16) nporpammuas peanuzauusi 'OCTa Ha nponeccopax
Intel x86 Oonee ueM B 2 pasza MPEBOCXOIUT IO OBICTPO-
neiictButo peanuzanuio DES'a. EcrecTBeHHO, cpaBHU-
BaJIUCH OJIM3KHE K ONTHMYMY I10 OBICTPOACHCTBHUIO pea-
JIU3AIMH.

U3 ppyrux otmmunit 'OCTa or DES'a Hano otme-
TUTH cieaytomue: Ha kaxiaom payHne muQpoBaHUs
ucnons3yerca "payHnoBbii kmtou", B DES'e on 48-
OUTOBBIH M BHIpaOaTHIBAETCS MO OTHOCHTEIBHO CIIOXK-
HOMY aJrOpUTMY, BKJIIOUAIOIIeMy OWTOBBIE IiepecTa-
HOBKH M 3aMeHbI 110 Tabmuie, B [OCTe oH Oepercs kak
¢dparmenT xitova mudposanus. nunHa xiova mudpo-
Banus B 'OCTe paBHa 256 Outam, [UIMHA PayHIOBOTO
KIII0Ya - 32 OUTaM, UTOro MOJyJYaeM, 4To KITtod mudpo-
Banus ['OCTa comepxut 256/32=8 payHIOBBIX KIIIO-
yeil. B I'OCTe 32 paynaa, ciemaoBaTeinbHO, KaXKIbId
pPayHIOBBIH KITIOY HCHONb3yercs: 4 pasa, MOpSIOK HC-
MOJIb30BAHUS PAYHAOBBIX Kirouell ycraHoBieH B ['OC-
Te u paznuueH ajst pa3TUYHBIX peKUMoB. TaOnuia 3a-
MeH B ['OCTe - ananor S-61mokoB DES'a - mpencrapnser
coboii Tabiumy (MaTpuily) pasmepoM 8x16, comepika-
uryto yucao ot 0 go 15. B xaxxmoit cTpoke kaxaoe U3
16-Tn 4ncen MOKHO BCTPETUThCs poBHO 1 pa3. B or-
jmune oT DES'a, Tabnuna 3amed B 'OCTe onna u 1a xe
JUIs BCEX PayH/OB W He 3aukcupoBaHa B CTaHAApTE, a
SIBIISIETCSI CMEHSIEMBIM CEKPETHBIM KIIFOUEBBIM 3JIEMEH-
ToM. OT KayecTBa 3TOH TAaONUIBI 3aBUCUT KadecTBO
mmopa. Ipu "cunbHOW" Tabnuie 3aMeH CTOHKOCTH
mmgpa He OITyCKAeTCsl HIKE HEKOTOPOro JOMYCTHMOTO
npezienia 1axke B ciiydae ee pasriamienus. 11 Haobopor,
ucronb3oBaHue "caaboil" TabIUIBl MOXKET YMEHBIIUTh
CTOMKOCTB MM(pa 10 HEJOMYCTUMO HU3KOTO NpeJiena.

5.4. Wndp Blowfish

Blowfish — 310 64-OmTHBIN OnOYHBIN mMGp pa3pa-
6orannsbii [1IHaitepom (Schneier) B 1993 romy. Oto mmdp
daticrena (Feistel) [12], U kaXaplii MPOXOI COCTOUT M3
3aBHCHMOM OT KJIIOYa TEPECTAHOBKM M 3aBHCHMOH OT
KJII0Ya C JIAHHBIMH 3aMeHbl. Bce orepaiii 0OCHOBaHBI Ha
omnepanusix XOR u npubapieHnsx K 32-OMTHBIM CIIOBaM
(XORs and additions on 32-bit words). Kirou umeer me-
pEMEeHHYI0 MHY (MakcuManbHo 448 OUT) U UCHIONB3YyeT-
Csl JUIsl TeHepally HECKOJIBKHUX IOIKIIOYEBBIX MAaCCHBOB
(subkey arrays). IlIugp ObUT cO3AaH CHEIUANBEHO I 32-
OWTHBIX MalllMH U cylecTBeHHO ObicTpee DES.

5.5. lLndop RC5

RCS5 — 3T0 noBONMBHO OBICTPBIN OJIOYHBIH U,
pa3paborannbiii PuBecrom mms RSA Data Security.
DTOT aNTOPUTM MapaMETPUYHBINA, T.€. C MEePEeMEHHBIM
pasmepoM OJOKa, JAJIMHON KiIfoYa M TepeMEHHBIM YHC-

JIOM TIpoxozoB. Pa3mep Giioka Moxer ObITh 32, 64, win
128 6uroB. KonnuecTBo MpoxoaoB B MpoMexyTke oT 0
1o 2048 our. [lapaMeTpUIHOCTh TAKOTO poja JaeT Iuo-
KOCTh 1 3 peKkTuBHOCTS mmUdpoBanus. RCS cocrout n3
BBOZa Kimtoua (key expansion), mmdpoBaHus U Aemud-
poBku. [Ipu BBOze KITIOUa BBOASATCS TaKKe KOJIUYECTBO
MpoX0f0B, pazmep Oioka u T.4. [lludpoanue cocrour
13 3 NPUMHUTHBHBIX ONEPAIMH: CIIOKEHUsI, TOOUTOBOTO
XOR u uepenoBanus (rotation). VckirounrenbHas mpo-
crora RC5 nmenaer ero npocTsiM B ucnoib3oBanuu. RCS
TEKCT, Tak)ke Kak ¥ RSA, Mo)keT OBITh JOIHCAH B KOHEI]
nmiuckMa B 3ammdpoBaHHOM Buje. bezomacHocts RCS
OCHOBBIBAETCSI HAa 3aBHUCSIIMX OT JAHHBIX YepelOBaHUS
W CMEIIMBAHUS pe3yNbTaraXx pas3liMuHbIX Olepalnuii.
RCS ¢ pasmepom 6Onoka 64 6urta u 12 wim 6onee mpo-
XOZIOB 00ECIeUnBaeT XOPOIIYI0 CTOHKOCTh K audde-
PEHIMAIBHOMY U JIMHEHHOMY KPHIITOAHAIIU3Y.

5.6. LLndpp IDEA

IDEA (International Data Encryption Algorithm) -
3TO BTOpas Bepcus OyouHoro mmdpa, paspadboTaHHas
K. Jletiem (Lai) [13] u . Meccu (Massey) B konue 80-
X. OTo mmUdp, cocTosuuii U3 64-OMTHBIX MOBTOPSIO-
muxcs OJOKOB €O 128-OMTHBIM KIIFOUOM U BOCEMBIO
npoxoaaMu (rounds). Xorst 3TOT IWHUQp HE SBISIETCS
mmppom aiicrena, AemMPpPOBKA BBHITOIHAETCS IO
TOMY JK€ TPHUHIUITY, 4YTO M mudpoBanue. CTpykTypa
mmgpa Obuta pazpaboTaHa AJIsl JIETKOTO BOIUTOMICHHS
KaK TIpOorpaMMHO, TaK M ammapaTtHo, U Oe30ImacHOCTb
IDEA ocHOBbIBaeTCSi Ha HCIOJB30BAHUU TpPEX HECO-
BMECTHMBIX THUIIOB aprU(MeTHuecKnuX orepanuii Haj 16-
outaeiMu  croBamu. Ckopocth mporpammuoro IDEA
cpaBHUMA co ckopocTeio DES. OnuH 13 NpUHIUIIOB CO3-
nanust IDEA — 3atpynHuTh audepeHnnanbHbIi Kpui-
ToaHaIM3. Hu opHa JMHeWHas KpUNTOAHAIUTHYECKas
aTaka He 3aKOHYMJIACH YCIIEIHO, KaK U He ObLIO BHISBIIE-
HO ayreOpanuecku cadbix MecT. CaMblii TIOTHBIN aHATN3
nposenn Daemen. OH oTkpbUT OGosnblnoi kiacc 251 cia-
OBbIX KJIIOUEH, IPU MCIIOIB30BAHMU KOTOPBIX B IpOLECCE
i pOBaHUs KIIFOY MOXKET OBITh OOHAapyXeH M BOCCTa-
HoBleH. Opnako, B IDEA cymectByer 2128 BO3MOX-
HBIX BapHaHTOB KIIIOYEH, MO3TOMY 3TO OTKPBITHE HE
BJIMSIET HA MPAKTUUECKYIO OE30MacHOCTh IUdpa.

5.7. Wncdp RSA

RSA (aBTopamu sBiusrorcs Rivest, Shamir u
Alderman) — 3To crcTeMa ¢ OTKPBITHIM KiTrouoM (public-
key), mpenHa3sHayeHHass Kak s MHUQPOBaHMS, TaK U
i ayreHTuQukaui. OHa OCHOBaHAa Ha TPYAHOCTH
pa3JIoKeHUs] OYEeHb OOJIBIINX LIENBIX YHCE Ha TPOCThIE
COMHOXUTeNH. RSA — oueHb MeUIeHHBIN alropuTM.
Jns cpaBHeHus: Ha mporpamMmHOM ypoBHe DES mo
Mmenblreil Mmepe B 100 pa3 Obictpee RSA, Ha anmapar-
HoM — B 1000-10000 pa3, B 3aBUCUMOCTH OT BBHIIOJIHE-
Hus. Anroput™ RSA cocTout B cienyromiem:

— ISl IBYX OY€Hb OONBIIMX Ienbix yucen P u Q
ompeneistoress N=PQ u M=(P - 1)(Q - 1);

— BBIOMpaeTcs cilydaiHoe 1enoe ynucio D, B3anm-
Ho npoctoe ¢ M, u Beraucisiercst E = (1 mod M)/D;

— D u N ny0iukyroTcst Kak OTKpPBITBIN K04, a E
CoXpaHseTcs B TaiiHe;

—mycTh S — coobmenue. Ero mmHa onpenensiercs
3HaYCHHEM BBIPa)kaeMOr0 UM II€JI0ro YHciaa U HaXOOAUT-
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cs B uHTepBaie (1, N). S npeBpamaercs B mmdpoBKy
BO3Be/ICHHEM B creneHb D mo momymo N u oTmpasis-
etcs noinydareno S ' = (SD mod N);

— TIONydYaTeNlb COOOIICHHS pacHIn(ppOBBIBACT €ro,
BO3Beas B creneHb E (ducno E eMy yxe M3BECTHO) IO
Monyiaro N, T. k. S=((S')D mod N) = (SDE mod N).

5.8. lWUncdposanne PGP

Pretty Good Privacy(PGP) - »T0 mporpamMMHbIit
nmaker, paspaboranHelii DununoMm [{umMepmaHOM
(Philip Zimmerman), xoTophbiii obecriednBaeT MUPpoB-
Ky MouThl ¥ (aiinoB. [{luMMepMaH B3suT CyIIECTBYIOIIE
KPHIITOCHCTEMBI M KpUNTOrpadUueckue MpPOTOKONBI U
paspaboran OecratHyto (freeware) mporpammy st
pasnmuunblx iardgopm. OHa obecrnieunBaer ImUdposa-
HHUE cooOIIeHNH, IU(POBBIE TOANUCH U COBMECTHMYIO
noury (email compatibility).

AJTOPUTMBI, UCTIONB3yeMbIe JUTS IIH(POBaHUS CO-
o6menuit - 3to RSA ms nepenaun kiroua u IDEA mis
camoro mmudpoBanus coodmennit. [{uppossie moamucu
JIOCTUTAIOTCS TIPU UCTIONIb30BaHUU RSA 1715 moanucu u
MDS5 nis BBIUMCIIEHHS JaipkecTta COOOmeHus (mes-
sage digest). PGP ucnons3yer ZIP kommnpeccuro, a Tak-
K€ MaCKHpYyeT KOOpIMHATHI M JaHHBIE OTIIPABUTEIS,
YTO HEMHOI'O OCJIOJKHSET IIpollecC aHanu3a Tpaduka.
COBMECTUMOCTD TOYTHI JOCTUTAETCSl MTyTEM HCIOIB30-
BaHus Radix-64 koHBepTaluu (conversion).

BbiBoabl

B pabore mokazaHo, 4TO B HacTosllee BpeMsi Hau-
OOJBILINI MHTEPEC BHI3BIBAIOT MPOOJIEMBI HCCIIEIOBAHUS
METOJIOB U CPEZCTB 3alIUTHl HH(POPMALIUK B Mapauieib-
HBIX BBIYHCIUTENBHBIX MpoIeccaX. IJTO OOBCHIETCS
TeM, YTO TIONOOHBIC UCCIIEA0BaHMs HEe TIPHOOpENH Ha-

Jexaniero pa3Butus. Mzydenue u paspaboTka momoO0HOMH
poOJIEeMATHKY ITO3BOJISIET CO3/IATh HOBBIE U PA3BHUTh Y)Ke
CYIIECTBYIOIIUE METOAOB 3aIIUThHI HHPOPMAIIHH.

B pabore noka3aHo, 4TO ISl MapauIeNbHON CHCTe-
MBI TpeOyeTcsi OOJbIIe aIrmapaTHbIX M HPOrPaMMHBIX
CPE/ICTB U C KaXXIBIM JIOMOJHUTEIbHBIM MOJAYJIEM BBI-
YHCIIEHHUs CHUCTEMa YCIOXKHSETCS. A 3TO, B CBOIO Oue-
pelb, emie OOIblIe YCIOKHSIET CUCTEMY 3allUTHI B Ie-
JIOM, 4TO MOXXET ITOBJI€Yb HEKOTOPOE 3aMEIJICHUE TPH
BBINOJHEHUN TPUKIAAHBIX mporpamMm. OJqHako B mep-
CIEKTUBE IIPEIUIOKEHHBIH MOAXOM TO3BOJSIET obecrie-
YHUTH TOBBIIIEHHYIO 0€30MacHOCTh (PYHKIIMOHUPOBAHUS
MHOTOIIPOIIECCOPHBIX cHcTeM. J[JIsl 3aluThl TaHHBIX B
TAKUX CHCTEMaX pPacCMaTPUBAETCS U aHAIU3UPYETCS
psin METOOB. B cOOTBETCTBHM C HEKOTOPHIMH aCIEeKTa-
MU TOCTPOEHUSI MHOTOIIPOIIECCOPHBIX CHCTEM PacCMOT-
PEHBI M BBISBJICHBI KJIIOUEBBIE DJIEMEHTHI, KOTOpBIE
TpeOYIOT 0COOEHHOrO BHUMaHHS IPH pa3paboTKe cHc-
TeMbl Oe3omacHocTh. [TokazaHO, YTO OCHOBHO# BBHIOOD
METOJIOB 3aIIWTHl TAaHHBIX B MHOT'OIPOIECCOPHBIX CHUC-
TeMax ONpPEEISeTCsl OTIMYUSIMU OT ITOCIIE0BATEIbHBIX
CHCTEM B TEOPETUUYECKOH U anmapaTHON peaar3aiuH.

[NokazaHo, 4YTO Ha COBPEMEHHOM 3Tare KOMOWHH-
pOBaHHBIE CpelCTBA INU(POBAHMS, BKIIOYAIOIINE
MpOrpaMMHO-aNINapaTHbIe CPEICTBA SBJISIOTCS HanOo-
Jiee aKTyaJbHBIMHU KaK B IUIaHE UCIIONB30BAHUS TaK U B
iaHe paszpaboTtok. [Ipu 3TOM BBISBIEHO, YTO BBHIOOD
METOo/Ia PeaTN3aIMN KPHUIITO3AIIUTHI sl TapaJuIeIbHOM
BBIYMCIIUTEIHOW CHCTEMBI 3aBUCUT OT €€ HallpaBJIeH-
HOCTH U KOHCTPYKTHUBHBIX OCOOEHHOCTEW, a MCIOIb30-
BaHHe OJIYXJAIOMINX KIIOYEH MPEeIOCTaBISIeT BO3ZMOXK-
HOCTb MOBBICUTH YHHBEPCAJILHOCTh CHCTEMBI, TIPH He-
BBICOKHX ITOTEPSIX POU3BOAUTEILHOCTH.
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Jesiki acnexTn opranizanii indopmaniiinoi 0Oe3nexn QyHKIioHyBaHHS 6araTonpounecoOpHUX 004 CIIOBAJBHAX CHCTEM
I'. T. IlIBauny, O. B. IBamenko, B. B. bycurin

IIpeameToM noCITiPKEHHS € YIOCKOHAJICHHSI 0COOMMBOCTEH opraHizamii iHpopmariiiHol Ge3nexn (GyHKIiOHyBaHHS Oara-
TOINPOLIECOPHUX OOUHMCIIOBATIBHUX cucTeM. MeTa poOOTH nossirae y BU3HaUCHHI Ta peasti3aiii 3aX0/iB 110710 3aXHUCTy iHpopMa-
1ii, SIKi MOXKyYTb OyTH e()eKTUBHUMH IIPU BUKOPUCTAaHHI 0AaraTonpoLecOPHUX MOAYIBHUX OOUMCIIIOBAIBHUX cucteM. [l nocsr-
HEHHSI [TOCTABJICHOI METH BUPILIYIOTHCS HACTYITHI 3a/1a4i: IIOPIBHSIHHSI METOIB 3aXUCTy JaHUX y 0araTonpoIeCOPHHX i MOCIiT0-
BHHX CHCTEMaX, a TAKOX PO3IJIsZ OCOOIMBOCTEH 3aCTOCYBAHHS PI3HUX KPUNTOrpadiuHUX METO/IB Ha METOAM peaizalil 3axuc-
TY; BIJIIOBIJTHO JIO JAESKHMX aCIEKTiB MOOY0BU 0araToNpoIeCOPHUX CUCTEM PO3TJIIsL] 1 BUSBICHHS KIIOUOBHX €JIEMEHTIB, SKi BU-
MararoTh 0COOJIMBOI yBaru Ipy po3poOIli CHCTeMH Oe3IeKH; ITOKa3aTH, 10 OCHOBHUH BUOIp METOMIB 3aXHCTy JaHHX y GaraTo-
MPOLIECOPHUX CHCTEMaX BU3HAUAETHCA BIIIMIHHOCTSIMH BiJl OCIIJJOBHUX CHCTEM B TEOPETHUHIH 1 anapatHiii peainisawii. Bukopu-
CTOBYBaHHMH METOAMH €: OCHOBHI ITOJIOKEHHS Te€opii 00YMCIIOBAIBHUX CHCTEM, TEOpil apalelbHUX 00UCIeHb, Teopii moody-
JIOBU OIEpalifHUX CHCTEM, METOIH Ta allrOPUTMHU 3aXUCTy JaHUX. OTpHUMaHO HACTYIHI pe3y/abTaTH. BusABIeHO OCHOBHI acriek-
TH Y BU3HAUCHHI Ta BUKOPUCTAHHI 3aXO/IB II0JI0 3aXUCTy iH(pOpMallii, AKi MOXKYTh OyTH e(eKTUBHIMH IPH BUKOPUCTAHHI Oara-
TONPOLIECOPHUX MOJYJIBHUX OOUYMCIIIOBAIBHUX CHUCTEM, a00 HPH NapalelbHUX PO3paxyHKax Ha 0araToIOTOKOBHUX CHCTEMaXx.
IpoBeneHO MOPIBHAHHSA METO/IB 3aXUCTY AaHUX 3 MOCHIOBHUMU CUCTEMaMH, a TAKOX PO3IJITHYTO BIUIMB 3aCTOCYBaHHS Pi3HUX
KpunrorpaiuHuX METOAIB Ha METOM peaiti3ali 3axucry qaHux. IToka3aHo, 1110 OCHOBHUI BHOIp METO/IB 3aXUCTY JaHUX Yy Oa-
raToNpOIECOPHUX CHCTEMaX BH3HAYAETHCS BIAMIHHOCTSIMH BiJ] IIOCIIJJOBHUX CHCTEM B TEOPETUYHIH 1 amaparHiil peanizarii. Bu-
CHOBKH. BifNOBiZIHO 110 eSKKMX acneKTiB mo0ynoBH 6araTonpoLecOpPHUX CHCTEM PO3IIISIHYTO Ta BUSABIECHO KIIFOUOBI €JIEMEHTH,
SKI BUMararoTb 0COOJIMBOI yBard Ipy po3poOLi cucremu Oe3nieku. Y poboTi MoKa3aHo, 10 Uil apajeiabHol CUCTeMH OTPiOHO
OlyIpIlIe amapaTHUX Ta MPOrpaMHMX 3ac00iB 1 3 KOXXHUM JOJATKOBHM MOJIYJIEM OOYMCIEHHS CHCTEMa YCKIAIHIOEThCS. A 1ie, B
CBOIO 4epry, mie OlIblIe YCKIaIHIOE CHCTEMY 3aXHCTy B LIJIOMY, 110 MOXE CHPUYMHUTHU JIESKE YIOBUIBHEHHS BUKOHAHHS IPH-
KJIaJIHUX HPOrpaM 3a JOMOMOrO0 0araToNpOLECOPHUX OOYMCIIIOBAIBHUX CHUCTEeM. Jisf 3aXHCTy JaHMX B TaKHX CUCTEMax po3-
IISIIAETBCS Ta aHaNi3yeThesl psi MeToiB. [IpoTe B MepCneKTHBI 3arpONOHOBAHUN MiJXiA A03BONSE 3a0€3MEUUTH IIiJBUILCHY
Oe3reKy (yHKIIOHYBaHHs 0araTonpoIeCOPHIX CHCTEM.

KirouoBi cioBa: OararornponecopHa 004HCIIIOBaIbHA CUCTEMa; OOYHCITIOBAIBHI BY3JIM; KPHIITOrpadivHi adropuTMu; 3a-
XHCT JaHMX; SAPO; MEPEKi; KIII04i; OrepariiiiHa cucremMa.

Some aspects of the organization of information security of functioning of multiprocessor computing systems
G. Shvachich, O. Ivaschenko, V. Busygin

The subject of the research is to improve the features of the organization of information security of multiprocessor com-
puting systems. The goal of this work is to identify and implement measures to secure information that can be effective when
using multiprocessor modular computing systems or in parallel calculations on multithreaded systems. To achieve this goal, the
following tasks are solved: comparison of data protection methods in multiprocessor and sequential systems, as well as study of
the specifics of applying various cryptographic methods to the methods of implementing protection; in accordance with some
aspects of constructing multiprocessor systems, consideration and identification of key elements that require special attention in
the development of a security system; to show that the main choice of data protection methods in multiprocessor systems is de-
termined by differences from sequential systems in the theoretical and hardware implementation. The methods used are: main
provisions of the theory of computing systems, theory of parallel computing, theory of the construction of operating systems,
methods and algorithms for data protection. The following results were obtained. The main aspects in definition and use of in-
formation protection measures that can be effective when using multiprocessor modular computing systems or in parallel calcula-
tions on multithreaded systems are identified. Comparison of methods of data protection with sequential systems is carried out,
and also the influence of application of various cryptographic methods on methods of data protection implementation is consid-
ered. It is shown that the main choice of data protection methods in multiprocessor systems is determined by differences from
sequential systems in theoretical and hardware implementation. The conclusions. In accordance with some aspects of the con-
struction of multiprocessor systems, the key elements that require special attention in the development of a security system are
examined and identified. The paper shows that a parallel system requires both more hardware and software, and with each addi-
tional calculation module the system becomes more complex. And this, in turn, further complicates the protection system as a
whole, which may entail some slowdown in the execution of application programs with the help of multiprocessor computing
systems. However, in the long term, the proposed approach makes it possible to provide increased security for the operation of
multiprocessor systems. To protect data in such systems, a number of methods are considered and analyzed.

Keywords: multiprocessor computing system; computational nodes; cryptographic algorithms; data protection; core, net-
works; keys; operating system.
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THE NUMERICAL ESTIMATION METHOD OF A TASK
SUCCESS OF UAV RECONNAISSANCE FLIGHT
IN MOUNTAINOUS BATTLE CONDITION

The numerical estimation of performance of battle task in mountainous region by using Unmanned Aerial Vehicles (UAV)
reconnaissance flight is very important for theatre-of-war planning of battle operations. In paper, the numerical estimation
method of a task support success of UAV reconnaissance flight in mountainous battle condition has been offered and
considered. This method is based on the probabilistic approach. The battle support (security) is activities complex realized
for the purpose of creation of the favorable conditions for successful battle activities and enemy impact degradation for any
conditions. The battle support includes reconnaissance, electronic warfare, tactical camouflage, engineering support,
radiation-chemical and biological protection, aiming control and astrogeodetic support, hydro-meteorological support,
protection. The minimum of permissible safety height of UAV flight by using geoinformation system (GIS) technology has
been determined. Only the UAV tactic reconnaissance flight is considered in paper. For solution of this task, the various
input parameters have been took into account: security events set of the troops, security events set of UAV reconnaissance
flights, set of the UAV performance characteristics, set of UAV operating conditions, set of mountainous landscape
characteristics. The calculations have been carried out for the specific conditions of one of the mountainous broken ground
region of the Azerbaijan Republic.

Keywords: Unmanned Aerial Vehicle; reconnaissance flight; probabilistic parameters; Geoinformation System;

mountainous region.

Introduction

The numerical estimation of performance of battle
task in mountainous region by using Unmanned Aerial
Vehicles (UAV) reconnaissance flight is very important
for theatre-of-war planning of battle operations. The
numerical estimation is mean a level of the battle task
performance, which is varied from 0 to 1. For solution
of this task it is necessary to know next input
parameters:

- security events set of the troops;

- security events set of UAV reconnaissance flights;

- set of the UAV performance characteristics;

- set of UAV operating conditions;

- set of mountainous landscape characteristics.

Below the method of numerical estimation method
of a success level of the battle support based on the
application of UAV reconnaissance flight in
mountainous battle conditions. The battle (strategical)
support is activities complex realized for the purpose of
creation of the favorable conditions for successful battle
activities and enemy impact degradation for any
conditions. The battle support (security) includes
reconnaissance, electronic warfare, tactical camouflage,
engineer support, radiation-chemical and biological
protection, aiming control and astrogeodetic support,
hydro-meteorologic support, protection [1]. Only UAV
tactical reconnaissance will be considered below.

The problem formulation

Taking into an account that the considered process
is stochastic, then the numerical estimation of events
realization can be carried out by using probabilistic
factors: a degree of success of the event of battle

support, a guaranteed probability of realization of the
event of battle support, a probability of realization of the
M events among of all Z events etc. For the purpose of
finally solution (choice reasonable option of battle
support) it is necessary to use a validity criterion [2].

The investigation task is: by using UAV to find
reasonable option of a battle support U* belong among
U set when a mathematical expectation of the number of
successfully performed events of battle support will be
the largest, that is

U*eU: Mg, (1)=supMy, (1), (1)
where Mg, (1) is determined by method of the

examination of obtained calculated values of the
mathematical expectation in sample of its general set.

Calculated values of the mathematical expectation
of the number of successfully performed events are
calculated by next formula [3, 4]

z
M. (t) = Zpsuci (t) > (2)
i=l
where B, (t) is a probability of successfully
performed i event of UAV battle support, Z is a
common number of performing events.
UAV flight above mountainous
landscape with terrain following
The providing of accident-free UAV application is
the main task during UAV flight in mountainous

difficult broken relief. The mathematical model of UAV
flight in regime of the terrain following was offered in
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[5]. The minimal permissible safety height of flight is
the main operation factor determined UAV flight safety
in regime of the terrain following. The minimal
permissible safety height of UAV flight is determined
from the conditions of UAV non-collision with ground.
It is depended from UAV mobility and maximum
overloads, the rate of overloads forming, the range of
permissible flight speed:

Hmin:f(na kmaxa ta AV),

where 7 is a value of the normal component of overload
determined by the limiting value of lift force which can
be formed at instantaneous values of flight height and
speed; k.. is the maximum overload (UAV ultimate
strength limit) determined by the maximum permissible
value of lift force; ¢ is a duration of normal overload
formation; AV is a range of flight speed.

The duration of normal overload formation ¢
defines possibilities of violent maneuvers making
demanded an agility of flight trajectory curvature in

UAYV plane of symmetry. It is very important during
flyby around mountainous difficult broken relief of the
terrain.

The duration of normal overload formation ¢ and
type of dependence

An = (1)
are depended from UAV moment of inertia relatively
transverse axis; damping moment; static steadiness
moments, efficiency of elevation rudder, sluggishness of
UAYV moving control.

Let’s determine the minimum of permissible safety
height of UAV flight by using geoinformation system
(GIS) technology. We use experimental data obtaining
in our previous work [8]. The task of determination of
the height relief for specific region of the Azerbaijan
Republic by using GIS technology had been considered
in this work. Let’s consider the features of UAV
reconnaissance flight between observation point 4 and
point B (see Fig. 1 [6]).

The height relief between observation point A and point B

|2951.9]4

200 440 600 800 1000

1200 1400 1600 1800 2000 2200 2400 2600

2800 3000 3200 3400 3600 3800 4000 4200 4400

Distance, m

Fig. 1. The height relief between observation point 4 (2951 m height) and point B (2590 m height) obtained
by using GIS technology: red colour lines are invisible areas, green colour lines are visible areas

By analyzing data from fig. 1 we can make next
conclusions:

- at UAV flight on 4400 m distance the mountain
with 250 m height is the highest obstacle 1600 m away
from point 4;

- the hill with 50 m height is the highest among
hills 1100 m away from point 4;

- the cruising speed of used wing-shaped “Trimble
UXS HP” UAV [9] is 24 m/sec;

- the widths of the largest depression in point of
1600-1700 m from away A4 and in point of 2900-3100 m
from away 4 are from 100 m till 200 m;

- the estimated flight time these depressions are
from 5 till 10 sec.

By using these date, we can estimate that the
minimum permissible safety height of UAV flight in

regime of the terrain following taking into account UAV
speed change is ~ 50 m.

The probability of UAV
battle task realization

Now, let’s consider and estimate the probability (a
success level) of UAV reconnaissance flight realization.

Let’s write the expression of an objective function
of successful realization of one battle task based on one
UAYV application [8].

Then, for the battle conditions, we get the next

expression:
=Kpe (1) Koy (2 Bor (1)x G)

r )
%Bin (¢) Pria (1) Biny (1) Fanay (1)-
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We don’t take into account correlations between
factors in (3). Here:

K,/ (t) is the factor of personnel combat readiness
for the battle tasks realization;

Ko (?) is the factor of nature features (mountainous
landscape, wind etc.);

P,,(t) is a probability of UAV fault-free operation;

P;,(¢) is a probability of objects and events
identification;

Pi(1) is a probability of hidden UAV operation;

P,,/(?) is a probability of information transfer to
central post;

Pnaes(t) 1s a probability of UAV un-destruction.

For getting the specific expressions in (3) we need
to choose the theoretical laws of random values
distribution. In considered case we can choose
exponential and normal distribution laws [2—4]. At the
same time, for determination of the wvalues of
coefficients and probabilities in objective function (3)
we need to use empirical data obtained, for example, in
tactical exercises.

In case of realization of the M events of battle
support by using one UAYV, the probabilities of
successful realization of the indicated events are
determined by formula

M

Pouernr (1) = T Poui (1)

i=1
In case of realization of the K events of battle
support from Z events we can use Bernoulli’s formula

[4]:
PsucKZ(t) = CKZ'PsucK(t)'[l - Psuc(t)]ZKa
where Cgy is the number of combination of executed
battle support events
Z!

Cxz =——o
K27 k\(z-k)

The guaranteed probability Pg(Zf) of successful
realization Z events of UAV battle support in combat
task conditions can be determined by using Poisson’s
formula [4]:

7 (1 K
PG(Z,t)= exp(_,l.,),lé)(/lkt!)

b

where A=1/T, T is average time of battle task
realization.

Let’s carry out specific calculations for practice
event with conditions described in [6] (fig. 1).

Let’s assume, that personal is ready at all to realize
combat task, that is, K,.(f)=1.

The reconnaissance event is realized in conditions
of mountainous difficult broken relief of the terrain (see
fig. 1).

Given region is characterized by leap direction and
speed of air flow till 15-20 m height, and by unstable
state of atmosphere till 100 m height. The UAV has
obstacle’s sensors.

The UAV’s frame is made on based of very firm
and light composite fiber carbon material. This UAV’s

frame can be stand high overloads and can execute spin
round. Based on the expert judgements and height relief
(fig. 1) we can assume that K,,,(¢) = 0,90.

The UAV used by us has high reliability [7],
therefore P,,(f) = 0,92.

UAYV has high-precision optics, and it provides a
high probability of events and objects identification, that

By using the results of investigations in [9,10,11],
we determine a probability of UAV hidden operation
Phid(t) = 0,80

Taking into account that the distance of
information transfer is less 5000 m, then we can assume
that the probability of information transfer to central
post is P,[(f) = 1.

Taking into account that UAV executes flight not
above enemy region then the probability non-
destruction of UAV is P,,,(f) = 1.

Thereby, taking into account above obtained
parameters and coefficients in (1) we can determine the
probability of successful realization (level realization)
of reconnaissance task in conditions of mountainous
difficult broken relief of the terrain:

Py (1) =1-0,90-0,92-1-0,80-1-1 = 0,66
or
Psuc(t) = 66%.
Mountainous very difficult broken relief of the
terrain and atmospheric meteorological conditions
causes such not high probability;

When N identical UAVs execute one battle task
[8] then we have

N
Foe (t) =1 _H(l — Py (t))
i=
When N =2 UAVs, then Py,(f) = 88 %.
When N = 3 UAVs, then Py, (t) = 96 %.
Thereby, 3 UAVs are sufficient for successful,

with high probability level, execution of combat
reconnaissance task.

Conclusion

Thus, the numerical estimation method of a
combat task success of UAV reconnaissance flight in
mountainous battle condition has been developed.

For specific conditions of the mountainous
difficult broken relief of one of the terrain of the
Azerbaijan Republic, it is determined that the
probability of successful execution of combat
reconnaissance task by using one UAV is 66%. 3 UAVs
are sufficient for successful, with high probability level
(96%), execution of combat reconnaissance task.

The calculations have shown, that the minimum
permissible safety height of UAV flight in regime of the
terrain following taking into account given parameters
is~ 50 m.

Obtained results can be useful when determination
of the application limits of UAV complexes in the
system of execution of the combat support tasks of
troops.
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KisnbkicHuii MeTo OLiHKH BUKOHAHHA po3BinyBaibHoro 3aianus BIIJIA B OoiioBiii 00cTaHOBLI B ripcbKHX YMOBax
A. A. Baiipamos, E. I'. T"'ammos

UYucenbHa OLiHKA BUKOHAaHHs 00HOBOrO 3aBIaHHs B IipChbKOMY paifoHi 3 BUKOPUCTaHHIM O€3MiJIOTHOrO JITAIBHOrO arnapara
(BILTA), myxe BaxxIuBa JUIs IUIaHyBaHHS OOHOBHX oOIlepaliii Ha TeaTpi BIICBKOBUX [iil. Y CTaTTi pO3IIITHYTO Ta 3aIIPOIIOHOBAHO
METOJl KIUJIBKICHOI OLIHKM YCHIIIHOCTI BHUKOHAHHS 3aXofiB OoifoBoro 3a0e3medeHHs Biiicbk mpu 3actocyBaHHi BILUJIA 3
PO3BigyBaTEHUMH IUIIMH B 00HOBii oOcranoBLi. Lleit meTon 3acHOBaHHM Ha iMOBipHiCHOMY miaxoni. bolioBe 3abe3neueHHs —
1€ € KOMIUIEKC [, 371iHCHIOBaHNX 3 METOIO CTBOPEHHS CIPUATIMBUX YMOB JUISl YCIIIIHUX O0HOBHX Ailt 1 ocnabieHHs it Bopora
B Oynp-AKuX ymoBax. boiioBe 3a0e3neueHHs BKIIOYA€E PO3BIJIKY, palioeIeKTPOHHY O0POTHOY; TAKTUYHY MaCKYBaHHS; IH)KCHEpHE
3a0e3reueHHs]; pagialliifHiH, XIMIYHUH 1 O10OTYHUIA 3aXUCT; KOHTPOJIb NPUIUITIOBAHHS 1 aCTPOHOMO-TE0/Ie3UYHEe 3a0e3eUeHHST;
ripoMeTeoponoriune 3a0e3neueHHs; 0XopoHy. Bu3HaueHo MiHIMaNbHO foImycTUMY BHcOTy nonbory BITJIA, BukopucTOBYIOUM
texHonorito reoinpopmaniiinux cucreM (I'IC). ¥V crarti posrisHyro jimine TakTH4HWM po3BimyBanpHuii nomit BIUIA. Ins
BUPIIIEHHS 1IbOT0 3aBJaHH: BPaXOBaHi Pi3HI BXiJHI MapaMeTpu: 3axoau 60HoBOro 3a0e3reueHHsl, 110 BUKOHYIOThCS BilicbKamu;
3axoziB OoioBoro 3abesneueHHs, M0 BUKOHYIOTbCS BIIJIA 3 po3BilyBajbHOK METON; TAKTHKO-TEXHIYHI XapaKTEePHCTUKU
BITTA; ymoBu excruryaraunii BIUIA; xapakrepuctuku ripcbkoro nanamadry. Po3paxyHkn mpoBeneHi s KOHKPETHHX YMOB
ripChKOro CKJIaHOTrO penbedy MiCLEBOCTI B O/IHiH 3 0Opanux obnacreit AsepOaiikaHcbkol PecrryOuiki.

Knaro4doBi caoBa: Oe3miyoTHUIl JNiTanbHUIl amapar; po3BidyBaJIbHUH IONIT; IMOBIpPHICHI IOKAa3HHMKH; reorpadidna
iH}opmaniiiHa cucTema; ripcbKuii perioH.

KosnyecTBeHHBI MeTO OLIEHKH BBHITIOJIHEHUS pa3BeabiBaTeabHOro 3aganus bBIIJIA
B 00€B0if 00CTaHOBKE B T'OPHBIX YCI0BHX

A. A. Baifpamos, 3. I'. 'aiuumos

UucneHHas OLIEHKA BBIIOIHEHUsI OOCBOrO 3a7aHUS B TOPHOM paliOHE C HCIIOJIL30BAHMEM OECIMIOTHOrO JIETATEIbHOr0
armapara (BITJTA) oueHp Ba)kHa IUIsl IUIAHUPOBAaHMs OOEBBIX OINEpalMil Ha TeaTpe BOCHHBIX JeicTBUil. B cTaThe paccMoTpeH u
NPEJUIOXKEH MEeTOJl KOJIMYECTBEHHON OLICHKH YCIEIIHOIO BBINOJIHCHUS MEpOoNpHATHH 0oeBOro obecredeHus BOMCK Ipu
npumMenenun BITIA ¢ pa3BenpiBaTenbHBIMU LEISIME B 00€BOH 0OCTaHOBKE. DTOT METOJ OCHOBAH Ha BEPOSATHOCTHOM IOZXOJE.
BoeBoe obecrieueHre —3T0 KOMIUIEKC AEHCTBUI, OCYIIECTBIIIEMBIX C LIEIbIO CO3JaHHs ONaronpHATHBIX YCIOBMIL Ul YCIEHIHBIX
0OEBBIX NEWUCTBUI M ocnabieHus IeHCTBMI Bpara B JIIOOBIX YCIOBHAX. boeBoe oOecriedeHne BKIIOYAET pPa3BEAKY,
PaaMOdIEKTPOHHYI0 OOphOy; TaKTHYECKYI0 MACKHUPOBKY; HH)XXEHEpHOe O0O0eCIeueHue; paJUalliOHHYI, XUMUYECKYI U
OGUOJIOTMYECKYIO 3alUTY; KOHTPOJIb IPUIEINBAHMA U aCTPOHOMO-T€OAE3UUYEecKoe 00ecHedeHHe; THIPOMETEeOpOIorH4ecKoe
obecrieueHne; oxpaHeHue. OmpeneneHa MHHMMAaIbHO JomycTuMas Bbicota mnosnera BIIJIA  ucnonb3ys TEXHOJOTHIO
reounpopmarmonnbix cucreM (I'MIC). B crarbe paccMOTpeH TONBKO TakTHYeCKHi pasBexbiBaTenbHblil noner BIUIA. s
pelleHnst 3TOH 3aJaud  yYTeHbl pa3JIMYHbIE BXOJHBIE IAPaMETPbl: MHOXECTBO MEpONpusTHii OoeBoro obecredeHus,
BBITIOJIHAEMBIX BOHCKaMH; MHOXXECTBO MEpOIpHATHI 6oeBoro odecneuenus, BeinosHiseMbix BITJIA ¢ pa3BenbIBaTeIbHON LEIbIO;
MHOKECTBO TAaKTHKO-TEXHMYECKHX XapakTepucTuk bBJIA; MHoxecTBo ycnmouit okcruryartaimu  BIIJIA;  MHOXecTBO
XapaKTepUCTHUK ropHoro jaHamadTa. PacyeTsl npoBeieHb! A1 KOHKPETHBIX YCIOBHI TOPHOTO CIOKHO-TIEPECEUSHHOr0 penbeda
MECTHOCTH B OJTHOM U3 BbIOpaHHBIX oOuactelt Azep0aiipkanckoit PeciyOmmku.

KiroueBbie cioBa: OecnMIOTHBIN JIeTAaTelNbHBIM amnmapar; pas3BelbIBATENIbHBINA I10JIET; BEPOATHOCTHBIE IIOKA3aTelld;
reorpaguyeckast ”HYOPMALMOHHAS CUCTEMA; TOPHBII PErHOH.
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AEROGEODESIS MONITORING OF POTENTIAL AREAS
OF SPONTANEOUS COMBUSTION OF THE FOREST

The subject matter of the article is method for detecting potential zones of forest tracts spontaneous combustion using
remote sensing data of the Earth. Aim of the article is to show how to increase the speed of decision-making to prevent
negative consequences caused by spontaneous combustion of forest areas without a source of fire brought in from outside.
The object of the research is a comprehensive analysis of the aerogeodesic monitoring data and contact measurements to
identify and localize on the satellite images areas with high fire potential in the presence of a fire source directly in the
territory of a possible fire. The methods used are the positions of general physics and higher geodesy, the basics of digital
image processing and thematic interpretation. Results of research. The main factors affecting the process of autoignition
of forest tracts are analyzed. A method of aerogeodetic monitoring, which is based on a map of thunderstorm activity, is
presented. Method is based on remote observations of thunderstorms. At the same time, the map reflects the position of
active thunderstorm cells in space and the projection of their coordinates on the geodetic map of the forest and is also a
route for the purposeful search and elimination of local sources of fire. In order to be able to make quick decisions related
to the prevention of negative consequences, an approach is used in which thunder cells are diagnosed for the purpose of
assessing fire hazard by their ability to activate the process of origin of local sources of fire. In this case, we consider such
controlled parameters as - the intensity of the electric field of the thunderstorm cell and the coordinates of its spatial
position with respect to the forest area. Conclusion: to identify the origination of local sources of fire in the localization of
possible autoignition zones, a relationship of thunderstorm clouds with the formation of the CCD was established.
Aerogeodesic monitoring of the CCD is the basis for the operative estimates obtaining of the current object state of
observation and prediction of the fire hazard level. The negative impact of forest fires on climate change, both local and
global, is quite significant. Insufficient knowledge of this aspect requires further collection of material and its analysis,
together with little-known "indirect" factors that cause spontaneous combustion of forest tracts and their individual sites.

Keywords: geodetic map; polarization; spark; organic compounds; the storm cell.

Introduction

It is well known that forest fires covering large
areas of the earth's surface cause significant damage not
only to the economies of various countries, but also to
the environment in General. This problem is dealt with
by various organizations associated with the study of the
nature of forest fires and improvement of measures to
deal with the problem, is a subject of many scientific
works, however, the task of rapid detection of potential
zones of spontaneous combustion of the forest are still
relevant. Opportunities for timely decisions to prevent
negative consequences caused by forest fires, the
proposed method of aerospace monitoring detecting and
locating potential zones of spontaneous combustion of
the forest, based on the main provisions of the General
physics and elements of higher geodesy. It is considered
that a forest fire occurs only in the presence of the fire
source, combustible materials and conditions conducive
to their ignition. In this case, one of the most critical
factors influencing the fire hazard is weather. Namely,
high temperature, often accompanied by low relative
humidity cause rapid drying of combustible materials
and ignite them from the fire source. In terms of the
spread of fires also directly affected by wind and cloud.
Rain occurrence plays a very important role as well. The
combination of all these factors allow the departments
of the hydrometeorological service to compile an
information card with applying them to the different
classes of fire danger.

It is assumed that since the sources of fire in f —
they are always given a priority [1].

In the classical approach, all indicators of fire
hazard are reviewed and evaluated only from the point
of view of the ignitions degree and speed of burning of
forest materials. It is obvious that even with a higher
emergency class, burning, no fire is possible without a
spark or some kind of fire initiation. However, despite
this, all prescribed fire activities will be conducted. This
patrol flights over several days, and a number of other,
less costly events. The advantages of these known
methods include a large enough list of options to
perform assessment of the possible combustion of solid
combustible materials. The only drawback of known
methods is the lack of real information about the source
of fire and its potential presence on site, although this
factor is dominant in the prediction of fire danger of
forests. On this basis, the main emphasis in identifying
areas with high fire hazard potential should be given to
the definition of the conditions constituting the source
of the fire directly on the territory of a potential fire,
assessing their possible effects on climate change, both
locally and in General.

1. Statement of the problem
and the content of the paper

It is known that for a number of fires the fire
source, usually recorded on the territory of the forest
from the outside (the human factor or natural
phenomenon such as lightning). The process of
occurrence of such fires are well known and researched.
With the proper approach, the cause of the fire and the
fire source accurately set. Therefore, we will not discuss
the issue in the article. The emphasis here is given to the
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investigation of fires on the territory of which the
sources of heat and combustible materials generated
solely by the forces of nature.

1.1. Analysis of local sources of fire

All that is known about fires caused by local heat
sources is that they often occur when changing weather
conditions. Spontaneous combustion usually occurs
spontaneously, is hidden from human eyes, and takes a
long time, and stitches smoldering heat can be
distributed over long distances. And only in the
presence of wind, flames of fire suddenly cover a large
part of the territory of the forest. The thermal energy
sources are negligible, respectively, and the ignition
energy of combustible materials must be of the same
order. This gives grounds to believe that such a source
can be a spark, provoked by the electric field of the
clouds. Thus, in the area of powerful clouds, the electric
field can reach 10* V/m or more. Plants appeared in the
field of such clouds are polarized and acquire an electric
moment. If, when the polarization was a leak of charges
of the same sign, then the excess charge after the
disappearance of the external field determines a loaded
condition of such plants (the conductivity is provided by
the plant tissue, which transport water with mineral salts
from the roots to the leaves).

In these conditions, the vegetation of the forest,
having a pointed form (stems, leaves, and needles of pine
trees, grass, etc.) is characterized by a well-known
phenomenon of "expiration of electricity with "needles
by" (pretreatments). In this case, if the local field near the
tip reaches a value of 3-10° V/m is required for electrical
breakdown of air, it actually happens. Thus, when the
field strength E, acting between the cloud base and the
plant, the size of the power plants and the maximum field
intensity at its tip are respectively equal to [2]:

soEob’ (b/a)* Eg
" le(2b/a)-1 lg(2b/a)-1"

where b is the length of the edge, and « its width (b > a),
&y — electric constant, F/m,

The electric field at the tip can reach breakdown
values when E, very far from this value. Under these
conditions, it can be observed pre-treatments associated
with the illumination of the "punch" of air near the tip.
Then, the ionized air increased the electrical
conductivity is preserved for a relatively long time, in
spite of the recombination of electrons and positive
ions, due to the slowness of recombination of the ions
opposite to each other. lonized air can be considered as
a gaseous conductor, which is a continuation of the
conductive body of the plant and performing the role of
"nozzle" on the edge.

Due to the smaller curvature of the "nozzle", the
field intensity at the surface is less than the breakdown
value and pre-treatments outside stops. However, if E,
increases, the area of the corona somewhat expanded,
i.e., expanded and extended the "cover" formed by a
broken air.

When the elongation of this "case" comes to
oppositely charged plants occurs the electric discharge.
Allocated to spark energy

and E =7

max

Qmax =

W= Qr%nax /2C’

where C = (b* -az)]/ 2 / arch(b/a) — the electrical
capacity of the plant, F [3].

For example, when E=10* V/m, b=5-10" m and
a=5-10" m maximum field strength at the tip of the plant
Ema=10" V/m, the induced charge on the plant
Quax=7-10" KL, spark energy W=2,5-10" J.

Thus, the plant with the apex of a tip can be a
source of spark discharge when you step on it the
electric field of a thundercloud.

1.2. Analysis of combustible materials

Determined in accordance with the formulae that
has been mentioned above, the amount of energy a local
source is clearly insufficient for the ignition of
traditional solid fuels. But it fully covers all four
categories, classifying combustible gas mixture
according to their Flammability energy from electrical
discharges (0,3 — 0,06:10” J) [4]. In this regard one of
the natural phenomena should be noted, typical for a
large part of the vegetation of the forest. It is producing
them in the environment organic compounds, which are
a perfect combustible mixture, as contain carbon,
hydrogen, oxygen, etc [5]. It should be noted that a
feature of conifers is the production of large quantities
of terpene hydrocarbons, which accounted for over 80%
of the number of emitted compounds. On the contrary,
for deciduous trees there is high content of isoprene.
Such trees producing a large number of isoprene include
various species of willow, poplar, aspen and oak.

Thus, a feature of the distribution of organic
compounds is that they are composed of cuticular wax,
a protective layer covering the leaves and stems of
plants. Spraying cuticular wax is most active in the
coniferous forests. For example, the static charge
creates a strong electric field around the tip of the
needles, causes dispersion of the wax with the formation
of aerosol particles of submicron size. The scale of the
territory of emission of hydrocarbon compounds in
vegetation of forests is huge. For example, for day 1 ha
coniferous forest in the South of Crimea allocates an
average of 4 kg of organic substances, and 1 ha of
deciduous forest about 2 kg. It is obvious that under
favorable weather conditions, especially during the
growing season, the forest may have areas rich
flammable mixture of hydrocarbon compounds.

1.3. A potential area of spontaneous
combustion of the forest (CCD)

It is considered that the CCD is forest areas where
ignition sources are created exclusively by forces of nature.
In contrast to the case where spontaneous combustion
comes from lightning, which is stored on the territory of
the future of the fire from the outside, the local source of
fire arises directly on it. Location lightning well visually
monitored in contrast to the cases where the ignition of
combustible materials arises from the flames of the hidden
nature of the development process, which is virtually
impossible to control. Therefore, their monitoring should
be based on the presence of a combination of natural
factors that generate these sources.
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The first factor — producing vegetation, woods
gaseous combustible mixture of hydrocarbon compounds.
This factor is continuous and present throughout the
vegetation period, which is characterized by the highest
intensity fires. The second factor is directly linked to the
passage of storm clouds that generate abnormally high
tension of the electric field at the tip tops of the plants,
leading to spark discharge. Basically, CCD is a forest
"lighter", in which a gaseous combustible mixture of
organic compounds being produced by forest vegetation.
The source of the fire is a spark from the tip of the tops of
the plants, provoking a storm cloud. Thus, local places of
accumulation of the gaseous combustible mixture plus
the passage over them of the cumulonimbus clouds are
the two most important factors that form the CCD with
the fire source, is sufficient to cause reaction of
hydrocarbon compounds with subsequent ignition of the
solid (traditional) combustible materials.

2. Method of aerogeodesis monitoring
potential areas of spontaneous
combustion of the forest

For operational decision-making related to the
prevention of negative consequences caused by fires, the
proposed method aerogeodesis monitoring, which
primarily analyzes the "potentially dangerous" areas,
selected on the basis of the dynamics of changes of
meteorological parameters. This approach differs from
the known fact: assess fire danger diagnose of the storm
cell by their ability to activate the process of emergence
of local sources of fire. Focuses on such control
parameters as the electric field intensity of the storm cell
and the coordinates of its spatial position with respect to
the territory of the forest. The ability to activate the
process is determined by the critical value of the electric
field at the earth's surface according to the condition

EppRh

Eog=——BRT >
R amn? +12)2

where Epp the electric field intensity of the storm cell,
and E > 10" V/m (selectable calculation or empirically),
h is the cell height relative to the surface of the Earth; R
is the radius of the storm cell, / is the shortest distance
of the cell to the perimeter of the controlled area of the
forest.

It should be noted that the method is based on the
map of storm activity, constructed according to remote
sensing observations of thunderstorms. The map reflects
the position of the active storm cells in space and the
projection of their coordinates on the geodetic survey
map of the forest.

For example, when Epr=2-10° V/m, R=2:10’ m,
h=1,5- 10° m, /=10° m, the critical field strength at the
carth's surface Ecg=3-10" V/m. This cell is able to
activate the process of emergence (Ecg>E) of local
sources of fire. Therefore, the projection of its
coordinates is plotted on a geodetic map of the forest as
a CCD. Basically, this map is a route targeted search
and eliminate local sources of fire. Currently, the storm
cell is controlled by known electronic systems. It should
be noted that many countries, e.g., Australia, England,

Japan, Argentina, India, Pakistan, Russia, USA, France,
etc. have a permanent system of observation of
thunderstorms. Their number in each country is
determined by the size of the areas occupied by these
services and the tasks that are set before them.
Typically, the system consists of 4-5 paragraphs of
observations. When placing them at the vertices of the
angles of equilateral polygons at distances of about
1000 km, the radius of such a system reaches 2500-3000
km, and the area of its overview, respectively
20-28 million sq. km [6].

3. The Negative impact
of forest fires on climate change

As a result of burning forests in the atmosphere
produces a significant amount of heat and combustion
products. Allocated quantity of energy in a forest fire
can be estimated by the thermal power of W [7]:

W =gmjt,

where ¢ is the average heat of combustion, MJ/kg; m —
mass of burnt substance, kg; ¢ — time of burning.

For example, as a result of forest and peat fires in
the exclusion zone of the Chernobyl nuclear power plant
on an area of 130 hectares (summer 2015) stood out the
thermal energy equivalent of 60,000 MW [7].

There are more than a thousand forest fires [8] in
Ukraine annually, the energy from which briefly heats the
atmosphere and causes local climate change. Thus, in the
process of forest fire stands out greenhouse gases (carbon
dioxide, nitrogen oxides) that cause climate change.
According to [9], the combustion of 1 ha of forest is
allocated to the atmosphere 1,875 tons of carbon dioxide
(CO,). According to the MOE of Ukraine [8] in 2014, a
15.4 sq.km of burned forest, resulting in the atmosphere
stood at about 28.9 million tons of CO,. This amount of
carbon dioxide from fires corresponds to emissions from
all road transport for the year [10].

It should be noted that the analytical review of the
scientific literature showed that the assessment of the
impact of forest fires on climate change are still poorly
understood and requires further research.

Conclusion

In conclusion, I would like to mention that the
installed logical connection of the clouds with the
formation processes of the CCD allows to effectively
control the fact of generating local sources of heat and,
consequently, to promptly forestall or eliminate them.

Aerogeodesis presents a method of monitoring the
CCD may be of interest to organizations concerned with
fire danger forecast and liquidation of forest fires, for
example, state emergency services and forest protection
services.

The negative impact of forest fires on climate
change, both local and global, is quite significant since
it is comparable to the carbon dioxide emissions from
road transport near the highways. Insufficient
knowledge of this aspect requires further gathering of
material and its analysis together with the poorly known
"indirect" factors causing spontaneous combustion of
plots of woodland and their individual sections.
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Aeporeone3u4HHII MOHITOPDHHT MOTEHUIHHNUX PaliOHIB CIIOHTAHHOIO 3aTOPSIHHSA JIicy
O. C. byrenko, C. L. I'openuk, /1. C. I'ycakos, €. A. BypaBuenko

IIpeamerom mocaimKeHb B JaHiil CTaTTi € METOJM BHSIBJICHHS MOTEHLIMHUX 30H camo3aliMaHHS AUISTHOK JIICOBUX MAacHBIB 3
BUKOPHUCTAHHSAM JIAHMX JUCTaHLIHHOrO 30HIyBaHHs 3emii. O0'€KT AoC/iIKeHb — KOMIUICKCHUI aHalli3 JAHMX aeporeose3M4HOro
MOHITOPHHTY Ta KOHTAQKTHHMX BHMIPIOBAaHb JUISl BUSBIICHHS 1 JIOKQJIi3alii HA KOCMIYHHMX 3HIMKaX IUITHOK MICLEBOCTI 3 BHCOKHM
TOXKeXKOHEOe3IeYHUM TTOTEHIIaJIOM B YMOBaX HAsBHOCTI JUKEpesa BOTHIO Oe3locepesHbO Ha TepuTopii HMoBipHOro noxesxi. Mera
JOCTIKeHDb TIOJIATac B MiJBUIICHHI OIEPaTHBHOCTI NMPHIHSATTS pillleHb, ITOB'I3aHMX 13 3ar00iraHHsSM HETaTUBHHUX HACHIJKIB, IO
BHUKJIMKaHI caMO3aiiMaHHsAM JIICOBMX IUIOII O€3 HAsBHOCTI 30BHIIIHBOrO DKEpENia BOTHIO. BHKOPHCTOBYBaHMMU METOJAMH € TaKi:
TIOJIOKEHHSI 3araibHol (hi3uku i BUIIOT reozesii, ocHOBU LudpoBoi 00podku 300paxeHsb 1 TemarnuHoro AemmdpysanHs. OTpumani
Taki pe3yJIbTATH: NPOAHATI30BaHI OCHOBHI (DaKTOpH, IO BIUIMBAIOTH HA IPOLEC CaMO3aiiMaHHS [UITHOK JIICOBUX MAacCHBIB.
INpencraBnenuii MeTo aeporeosIe3MIHOr0 MOHITOPUHTY, SIKMH 0a3yeTbcss Ha Mari IPO30BOI AIsUIBHOCTI, 110 OyIyeTbCs 32 JaHUMU
KOOpJMHAT Ha TeOIe3UYHOI KapTi JIiCy, a TAKOX € MapIIPYTOM LIJIECHPSAMOBAHOrO TOLIYKY Ta JiKBIAALi JOKAIBHUX JUKEpPEN BOTHIO.
JI1s. MOXUIMBOCTI ONEPaTHBHOIO NPUHHATTS DIllleHb, sKi MOB'I3aHi 3 IONEPEUKEHHAM HEraTMBHMX HACHiJKiB, OyB BHKOPUCTaHWiH
MJIXiJ, B SKOMY 3 METOIO OIIHKM MOKEKHOI HEeOEe3MeKu JiarHOCTYIOTh I'PO30BI OCEpEeAKH II0 X 3JaTHOCTI aKTHUBYBAaTH IIPOLIEC
3apOIDKEHHS JIOKAJIBHUX Jpkepelt BorHio (3JI/1B). BucHoBKH: U1 BUSBICHHS AUISHOK 3apO/PKEHHS JIOKAJIBHUX JDKEpEN BOTHIO MPU
JIOKaTi3alil 30H MOXJIMBOrO caMo3aiiMaHHS Oy/I0 BCTAHOBJICHO B3a€MO3B'SI30K I'DO30OBHX XMap 3 mpouecamu (opmysanHs 3JI/IB.
Aeporeonesnunuii MoHiTOpuHT 3J1/IB € 0CHOBOIO /ULl ONIEPAaTHBHOIO OTPUMAHHS OLIHOK ITOTOYHOI'O CTaHy 00'€KTa CIIOCTEPEKEHHS Ta
IIPOrHO3YBAHHsI PIBHS NOXKEKHOI HeOesneky. HeraTnBHMIA BIUIUB SIK JIOKAJIBHUX, TAK 1 ITI00aIbHUX JTICOBHX MOXKEXK HA 3MiHY KIIIMAary, €
JIOCUTh icTOTHUM. HenocraTHs BHMBYEHICTH JI@HOrO acleKTy BHMAarae IMOJAIIbIIOro 300py Marepiany i1 ioro anaiisy CHUIBHO 3
MAJIOBUBYCHUMH «HEHPAMHUMI» YMHHUKAMH, 1110 BUKJIMKAIOTh CaMO3aliMaHHsl AUISTHOK JIICOBUX MACHBIB 1 iX OKpeMUX JIUISHOK.

KawouoBi cioBa: cucreMa; reofe3ndHa KapTa; HOJIIPU3aLlisl; iCKpH; OpraHivHi CHOIYKH; TPO30BUI OCEPEIOK.

Asporeoe3nyecKnii MOHUTOPHHT NOTEHIMAILHBIX PaiOHOB CIIOHTAHHOIO BO3TOPAHHS Jieca
O. C. byrenko, C. 1. I'openuk, /1. C. I'ycaxos, E. A. bypaBuenko

IIpeameroM wmccieToBaHMIl B JAHHOW CTaThe SIBISTIOTCS METObI OOHApPY)KEHHs MMOTEHIMAIBHBIX 30H CaMOBO3TOpaHUs
YYaCTKOB JIECHBIX MacCHBOB C HCIIOJIb30BAaHHUEM JAHHBIX TUCTAHIMOHHOrO 30HAMpoBaHMS 3eMid. OObEeKT HccaeoBaHmii —
KOMIUIEKCHBIN aHaJI3 JaHHBIX a9pOreoe3n4eckoro MOHUTOPHHTa M KOHTAKTHBIX H3MEPEHUH JJIs BBISIBIICHUS M JIOKIN3aluH Ha
KOCMHYECKUX CHUMKAX y4aCTKOB MECTHOCTH C BBICOKHM IT0KapOONACHBIM ITIOTEHIMATIOM B YCIOBHSX HAJIWYUS MCTOUYHHUKA OTHS
HEIOCPEICTBEHHO Ha TEPPUTOPUM BEpOATHOro noxapa. ILleap mccienoBaHMil 3akiroyaeTcsi B IOBBILICHUM ONEPAaTUBHOCTH
NIPUHATHS PEIICHUH, CBS3aHHBIX C IMPEAOTBPAIICHHEM HEraTHBHBIX IIOCIIEJICTBUH, BBI3BAHHBIX CaMOBO3TOPAaHHMEM JIECHBIX
omanei 0e3 HaJM4Ms BHEIIHETO HCTOYHHMKA OrHs. Memosib3yeMbIMH MeTOAAMH MCCJIeIOBAHUMN SIBISIFOTCS TOJIOXKEHHS
obmeil Gu3MKM M BBICIICH Ieoie3ud, OCHOBBI LM(POBOH 00pabOTKM H300pa’keHHH M TEeMAaTHYeCKOro emu(ppUpoBaHUSL.
IMomy4densl ciaeqyroniue pe3yabTaThl: IPOAHATM3UPOBAHBI OCHOBHBIE (haKTOPBI, BIUSIONINE Ha MPOLECC CaMOBOCILUIAMEHEHUS
Y4YaCTKOB JIECHBIX MacCUBOB. IIpesicTaBlieH METO a9pOreoe3nIeCKOro MOHIUTOPHHTA, KOTOPBIN 0a3upyeTcst Ha KapTe TPO30BOi
JIeSITEIIFHOCTH, CTPOSIILEHCS 110 TaHHBIM JMCTAHIMOHHBIX HaOJIoNeHui rpo3. [Ipu 5ToM KapTa oTpakaeT MOJ0KEHUE aKTUBHBIX
IPO30BBIX SYEEK B NPOCTPAHCTBE M IPOEKIMH MX KOOPIMHAT Ha I'eole3MYecKO KapTe Jieca, a TaKKe SIBISIETCS MapLIpyToM
LIeJICHAIIPABJICHHOI'0 IIOMCKAa ¥ JIMKBUJAIMU JIOKAJBHBIX HCTOYHHKOB OTHS. J7I1 BO3MOXXHOCTH OIEPATHUBHOI'O IPUHSTHS
pELICHNH, CBS3aHHBIX C MPEAYNPEKACHHEM HEraTHBHBIX IOCIEICTBUM, HMCIOIb30BAaH IOAXOMA, B KOTOPOM C LEIBbIO OLCHKH
MOKAPHOI OMaCHOCTH JIMAarHOCTUPYIOT IPO30BBIE STUEHKH 110 UX CIIOCOOHOCTH aKTUBHPOBATH MPOIECC 3aPOXKICHUS JTOKAIBHBIX
ncrogHukoB oras (3JIMO). BeIBoABI: ISt BBISBICHUS YYaCTKOB 3apOXKACHHS JIOKAIBHBIX HCTOYHUKOB OTHS IIPU JIOKAIN3AIUHI
30H BO3MO)KHOTO CaMOBOCIUIAMEHEHMsI YCTaHOBJIEHAa B3aMMOCBS3b TPO30BBIX 00J1aKoB ¢ mpoueccamu (opmupoBanus 3JI1O.
Asporeonesndeckuil MoHutopuHr 3JIMO sBiseTcs OCHOBOHW Ul ONEPAaTUBHOIO IOJYYEHUS OLEHOK TEKYIEro COCTOSHUS
00BeKTa HAOIIOICHNS ¥ IPOTHO3MPOBAHUSI YPOBHS II0XKaPHOW oracHOCTH. HeratuBHOE BIMSHHE JIECHBIX IT0KAapOB HA H3MEHEHHUE
KJIMMaTa, Kak JIOKaJbHBIE, TaK M TJI00albHBIE, SIBISETCS JIOBOJBHO CYIIECTBEHHBIM. HemocTarowHas M3y4eHHOCTH NaHHOTO
acriekTa TpeOyeT HajpHeiIero coopa Mareprualia U ero aHajln3a COBMECTHO C MaJIOM3yYeHHBIMH «KOCBEHHBIMI (aKTOpaMH,
BBI3BIBAIOIIMMH CAMOBO3TOpPAaHIE YIaCTKOB JIECHBIX MaCCHBOB M UX OTJEIBHBIX yIaCTKOB.

Kao4deBble ciI0Ba: CUCT €Ma; reoIe3nHCCKas KapTa; MoJrsipu3aius; NCKpa; OpraHnIeCKUC COCIMHEHUS; I'PO30Bas srYeHKa.
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SUBSTANTIATION OF THE POSSIBILITY
OF ACCELERATED REFUELING OF AUTO-ARMORED
VEHICLES IN CONDITIONS OF SPECIAL OPERATIONS

Conducting special operations to neutralize illegal armed groups that operate over wide areas is a challenging task. Its
successful solution requires a comprehensive support of the operation. Conducting special operation is not possible
without a clear and permanent system of logistics. The course and outcome of the operation depends on how well and
timely the troops will be provided with everything necessary. The current battle is characterized by high dynamism,
strength and short-term, abrupt changes in the situation. Modern and fast refueling of the armored vehicles with fuel in
combat is one of the basic conditions for support combat readiness. Reduction of time filling by fuel armored vehicles is
an important task that affects of the success of military operations. Analysis of existing methods of fueling vehicles
(armored vehicles) in field conditions, with the corresponding not hiding signs for refueling fuel technology, with a
concentration on technology and site servicing considerable time to conduct refueling in terms of illegal armed groups,
shows the vitality of means low servicing. To improve the survivability of the system "vehicle - vehicle refueling" by
reducing time refueling dispersal vehicles during refueling for fuel flow can use the mechanical energy of the car, which
fueled (without using additional means of filling). However, as the capacitances of fuel used in flexible containers that
provide fuel displacement are at running wheel of the car, which fueled. The work proved and proposed a new way to
deliver fuel and rapid refueling of cars (armored vehicles) in the field conditions during the special operation that will
reduce the likelihood of defeats increased survivability and technology, to refuse filling existing methods. Results of
calculation are consistent with previous experimental studies that argue that the elastic reservoir is not broken when
hitting the wheel of the car and allow you to use it to determine the parameters of armored vehicles. Using the method
of rapid refueling of cars would reduce the likelihood of defeat armored vehicles cars and increase its survivability by
15 - 25% in contrast to the existing methods of filling.

Keywords: special operation; illegal armed groups; logistics; material support; places of permanent deployment; combat
situation; the tactics of warfare; the organization providing the troops with fuel; parachutless method for rapid refueling

vehicles (armored vehicles); experimental studies; mathematical model of stress-deformed state.

Introduction

The special operation to destroy illegal armed
groups that operate in large parts of the state, is a
difficult task, and its success requires a comprehensive
solution to ensure its implementation. The special
operation conduction is impossible without a well-
established and permanent logistics support system. The
course and outcome of the operation depends on how
fully and promptly the troops will be provided with
everything needful [1]. Not supported troops are not
able to realize their combat capabilities. The outcome of
combat operations depends on the sustainability and
good functioning of logistics.

One of the main places in the logistic support of
troops assigned to financial support, which is designed
to meet the needs of troops in financial needs [2].

A special role in the financial support given to the
special operation providing fuel armored equipment.
The organization providing the troops with fuel in a
special operation near the places of permanent
deployment in populated areas, is not much different
from the usual conditions, and experts do not cause
particular difficulties. However, the organization
providing armored fuel technology in terms of the
special operation to destroy illegal armed formations,
apart from places of permanent deployment, causing
considerable difficulties.

Modern combat of special operation [3] to destroy
illegal armed formations, characterized by high
dynamism, intensity and short duration, abrupt changes

in the situation. Timely and fast refueling fuel armored
equipment on the battlefield have a basic condition for
maintaining the combat readiness of troops. Reduced
time is a major task which affects the success of the
military operation.

Objective of work and setting goals. The aim of
this work is to develop a new method of rapid refueling
vehicles (armored vehicles) in terms of military
operations or other combat zone.

Statement of the problem is to choose the most
rational way of rapid refueling vehicles (armored
vehicles) in the shortest possible time, in the conditions
identified with increased external threat sources.

The ways of refueling vehicles
(armored vehicles) in the field

During warfare refueling of military vehicles is
produced, usually secretly, at night or in poor visibility
conditions, as the exhaustion of fuel, depending on the
combat situation.

Refueling is made by the driver (trucks, cars),
delivered the fuel, and a driver to refuel the car.
Refueling combat vehicles (Infantry fighting vehicle,
armored troop-carrier) before the fight is done in their
concentration area prior to the line of deployment. In
this area, they are completely refuel fuel, lubricants and
industrial fluids.

When the location of the military unit deployed in
the field Field refueling point of nominally-Personnel
resources of military units: the field of filling points,
road tankers and tank trucks (Fig. 1).
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There are three ways of vehicles refueling in the
field [4]:

« the first way — vehicles to refuel move to the
means of refueling;

* the second method - refueling equipment
supplied to refuel vehicles;

* a third way - a mixed (some units are refueled
first, and the other — by the second method, or
simultaneously in two ways).

Filling machines are organized on the basis of the
situation and conditions.

Technique in designated refueling areas must be
located so as to make full use of productivity tools
refueling with minimal moving them from place to
place. In addition, the division of funds refueling and
transport of fuel must have platform allows
simultaneous refueling of several pieces of equipment
of the units, providing invisibility of works and reliable
fire safety.

However, the process of delivering fuel vehicle
refueling companies to refuel the car, may be carried out
under conditions of constant fire influence of illegal
armed groups.

Road tankers are obvious unmasked signs and so
may be affected by small arms illegal armed groups.
With the defeat of the automobile tanker, can occur not
only by the loss of fuel due to its uncontrolled leakage
from the fuel compartment, but also the complete
destruction of the tanker and other vehicles (armored
vehicles), placed at a short distance.

Reservoir development

for refueling of vehicles
(armored vehicles) in the conditions

of the special operations

Methods for filling machines [5] based on the
principle of fuel overflow from one fuel tank (cistern) to
another under the influence of external forces. In this
flow of fuel is possible, as by gravity, and with the use
of pumps with different power drives.

A generalized process of filling armored
techniques using these methods can be viewed as a
process that takes place in the system of "tank of fuel —
means the transfer of fuel — refuel the car."

Trying to reduce the number of elements of this
system allows you to simplify the process of refueling
and offer to use as a means of pumping fuel, the weight
of the car to refuel.

The consequence of this there is a need to use as
fuel tanks specially designed flexible tank, which can

Fig 1. Refueling of armored equipment in the field

provide displacement of the fuel of them at running and
moving them longitudinally of the machine. The main
advantages of special elastic reservoirs are:

- a slight weight relative to the weight of the
transported or stored cargo in them;

- the possibility of clotting in the small volume of
the roll, which causes good transportability unladed,;

-low ground pressure in the filled condition,
which allows deploying tanks on any terrain, including
swampy;

- lightweight towed through the water;

- the ability to ensure their without parachute
dropping [6].

These advantages, together with the possibility of
rapid refueling vehicles by extrusion of fuel in the
vehicle tank (including the impact on the underlying
tank to refuel the wvehicle), do rubberized tanks
indispensable for carrying out special operations to
destroy illegal armed formations, military operations,
natural disasters relief and man-made disasters.

Analysis of existing characteristics of resources
fueling vehicles (armored vehicles) shows, that the
development of modern weapons and change tactics of
warfare, new qualifying standards for the creation of a
qualitatively new means of field refueling. Capabilities
of without parachute dropping of fuel in special tanks of
rubber allow us to offer a new method of rapid refueling
vehicles in combat [7].

The essence of the method for rapid refueling
vehicles (armored vehicles) is to place the tank with fuel
under the wheel of the car, followed by a longitudinal
hitting it. Refueling of vehicles proposed method
consists in displacing the liquid from the tank by
pressurizing in it, by hitting him on the wheels of the car
and the overflow of fuel into the fuel tank [8]. Scheme
of refueling process is shown in the Fig. 2.

Fig. 2. Scheme of refueling process.

When driving in on the flexible reservoir by the
wheel of the car, it is deformed, whereby there is
formed an overpressure P, liquid in it. Thus under the

79



Advanced Information Systems. 2017. Vol. 1, No. 2

ISSN 2522-9052

influence of excessive fuel pressure Pres during the
forward motion of the wheel will follow to the
discharge hose and flow to the fuel tank of the machine.
Part of the fuel due to the interactions of the car wheels
with the reservoir flows in the opposite direction to the
movement of the machine.

To determine the pressure in the tank Pres use
basic theory of interaction wheel position with a

deformable base. When driving in on the fluid reservoir
by the wheel (Fig. 3), there is distortion of the wheel
and the tank. The fluid pressure in the tank is rising. The
observations of the process of hitting the car wheels on
a tank of liquid led to the assumption that the fluid
pressure increase in the tank when hit by a vehicle
wheel is called traction force P,;, which proceed on an
area S1 of the contact wheel with a reservoir.

|
|
|
'
|
T
|

Fig. 3. Scheme of driving a vehicle wheels on the tank

The pressure in the tank P, by the formula [8, 9]:
Pres. = Pear. + Pa(xg —X) + pg(zg —2), (1)

where x, z — horizontal and vertical coordinates; a, g —
acceleration appropriate$
P, wh
N = —- 2
pcar Sl ( )
Traction force on the wheel P, is the ratio of the
torque on the wheel M,, to the rolling radius of the
wheel r,,;, [10]:

Mwh

Py =—, ®)
Fwh
where M, =M, -U,, -n — the torque on the wheel;

M, — the torque to the engine; U,, — the ratio of the
transmission; 1 — the transmission efficiency.

The car will go if the condition will be:
Pwh <Gwh -¢, (4)

where G, — load to the wheel; ¢ —the coefficient of

adhesion.
The contact area of the wheel S1 with a reservoir
is given by [8]:

S] =l'b'Kn,

where [/ ~r-f — length of the wheel contact with the
reservoir; r — the radius of the wheel; f - radial

measure of the central angle; b — the width of the tank;
K, — coefficient of saturation of the tire tread.

When driving a car with a torque value of the
place on the engine and the drive wheels is a variable,
which in turn causes a change in the traction force on
the wheels. As a result, the liquids pressure in the tank
will also be variable.

h

»
»

A mathematical model to determine the pressure in
the tank when the vehicle is moving, will be:

Prank. = PVh+ pa(xy —x)+ pg(zg —2);

P

_1Kk.
P Aem. _S_’
1

S] =len,

Mwh=M,-U,,n;

My
P, =—"-<Gwh-¢.
Fwh
on condition: Viguia = Viee

where Vg — the volume of liquids in the reservoir
before a wheel; V., — free volume of the tank in front of
the wheel.

Prank. = pa(xg —x)+ pg(zy —z)
on condition: Viguia < Viee-

When driving in on a tank (S;=0,03m’
S,=10,003 m” - nozzle area) fluid of the rear axle of the
truck GAZ — 3309 with tire size (8,25 — 20) inches
((240 — 580) mm), p;,.. = 40000 Pa.

To confirm the principle displacement of fluid
capabilities of the flexible container when hit by a
vehicle wheel were conducted qualitative experimental
studies of the process shown in Fig. 4.

When conducting qualitative experimental study as
a flexible container with a liquid [11] has been chosen a
model of container with a diameter nozzle of 0.028 m
and a capacity of 0.035 m”.

Truck GAZ-3309 has been used as a vehicle with
the size of the tire (8,25 - 20) inches (240 - 580) mm.
Measuring container placed at the height of the vehicle
fuel tank.
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Fig. 4. The displacement of liquid
by the vehicle wheel of an elastic reservoir

Model of flexible container filled with liquid and
placed under the rear outer wheel of the car (Fig. 4). To
one end of the nozzle was attached the pressure hose
and secured with a clamp, and the other end of the
pressure hose joined the gauge tank. When driving in on
the model of the tank on the rear wheels at a speed of 5
kph was observed, that the fluid displacement from the
reservoir and overflow it along the hoses on the gauge
tank.

It was found that the amount of displaced liquid is
(75 - 80)% of the available amount of liquid in the tank
before driving ( p; . = 37,000 Pa.), And the tank was
not damaged and was suitable for further use. When
driving in on the model of the tank on the rear wheels at
a speed of 10 kph, it was revealed that the amount of
liquid displaced is (30 - 35)% of the available amount of
liquid in the tank before a collision ( py,,; ~ 39,000
Pa.), the tank also had no damage and it was suitable for
further use.

Conclusions

1. Existing methods for delivery and refueling the
auto-armored vehicles with fuel in combat conditions do
not meet modern requirements for security and timely
delivery to the site requirements.

2. Was worked out a new method of delivery and
refueling of the auto-armored vehicles in the field when
performing special operations.

3. Experimentally confirmed the principle
possibility of displacement of liquid fuel from the
elastic tank for longitudinal driving by a auto-armored
vehicles the reservoir model during and after hitting the
wheel is not torn, damaged and had remained intact for
future use.

4. The work revealed a pattern of influence the
speed driving of the vehicle on the volume of the
displaced fluid from the reservoir, and it is shown that
when the speed driving of the auto-armored vehicles 1.2
mps, the volume of liquid displaced from the tank is
70% of the initial volume, which was before the driving,
while increasing the driving rate on the tank up to 2.8
mps, and it decreases 30% from the original before the
driving.

5. The results of the calculation of the
mathematical model are consistent with the previous
experimental studies that argue that a flexible reservoir
is not broken at the time of driving of the longitudinal
wheel of a car and allow you to use it to determine the
parameters of the auto-armored vehicles.

6. Using the method of accelerated wvehicle
refueling of the auto-armored vehicles can reduce the
likelihood of injury and increase its survivability by 15 -
25%, in contrast to the existing methods of refueling.
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OOrpyHTYBaHHS MOKJIMBOCTI IPUCKOPEHOI 0 3aIPABJICHHS aBTOOPOHETEeXHIKHN
B YMOBaX IPOBeJeHHs cleliaJlbHUX onepauii

A.B. KostyH, B.O. TabyHenko

IpoBenenns cremianpHOI omnepanii MO 3HEMKOMKEHHIO HE3aKOHHMX 30poHHuX (OpMyBaHb, fAKi JIIOTh Ha 3HAYHIH
TEPUTOPii, € CKIAHOIO 3a1auelo. i ycriliue pileHHs BuMarae BceGiuHOro 3a6esneueHHs nposeieHHs onepaitii. [TpoBeaeHHs
CIeLiaNbHOI onepalii HeMOXIUBO 0e3 YiTKoi 1 MoCTiiHO [i040l cucTeMH THIIOBOro 3abe3neueHHs. Xij i pe3yiabraT oneparii
3aJIOKUTh BiJl TOrO, HACKIJIBKM IIOBHO 1 CBO€YacHO Bilicbka OynyTb 3a0esnedeHi BciM HeoOximHuM. CydacHuil Oiit
XapaKTEePU3YEThCS BUCOKOIO AMHAMIUHICTIO, HANIPYKEHICTIO U KOPOTKOCTPOKOBICTIO, Pi3KUMHU 3MiHaMu o0cTaHoBKU. CydacHa
1 BUJIKE [O3aNpaBICHHs aBTOOPOHETAHKOBOI TEXHIKH HaJbHUM B OOHOBHX YMOBAX € OJHI€I0 3 OCHOBHHX YMOB IiJTPUMKH
60€eroroBHOCTI Bilicbk. CKOPOUCHHS 4acy 3alpaBJICHHs aBTO OPOHETAHKOBOI TE€XHIKH IaJbHUM € BaXKIMBUM 3aBJAHHSM, K
BIUIMBA€E Ha yCIIiX NpOBeAeHHs 00ioBoi omepaii. AHaJI3 iCHyI0UMX crocodiB 3anpaBieHHsT aBTOMOOUIIB (OpOHETEXHIKH) B
MOJILOBUX YMOBAaX, 3 BIANOBIAHMMH JIEMacKyFOUMMH NPU3HAKAMH TEXHIKH [UIS 3alpaBlICHHS MaJbHUM, 3 30CEPEDKCHHAM
TEXHIKM Ha Miclli 3alpaBlICHHS 1 3HAUHMM 4YacOM Ha IPOBEJCHHS 3alpaBlCHH], B yMOBax Jil HE3aKOHHUX 30pOiHHX
(dopMyBaHb, CBIIYHUTH NPO HU3bKY XXMBYYIiCTh TEXHIYHUX 3ac00iB 3amnpaBieHHs. [l MiJIBUINCHHS >XMBYYOCTI CHCTEMHU
,»,ABTOMOOLTb - 3aci0 3ampaBiieHHs” 3a PaxyHOK 3MEHIIEHHS Yacy 3alpaBlICHHS, PO30CEpEeKEHHSIM aBTOMOOLTIB ImiJ dac
3alpaBiIeHHs, IJIs NEPeTiKaHHA MaJbHOIO0 MO)KHA BHKOPHCTOBYBATH MEXaHIUHY SHEPril0 aBTOMOOLUIS, SIKMH 3alpaBiIseTbCs
(He BHKOPHCTOBYIOUHM JOJATKOBUX 3aco0iB 3ampasiieHHs). IIpu 1boMy, B SKOCTI €EMHOCTEH 3 MajJbHUM BHKOPHCTOBYIOTBCS
eJIaCTHYHI pe3epByapH, sKi 3a0e3leuyloTb BHUTHCHEHHA MaJbHOIO 3 HHUX HpPH HAI3Al KOJIecoM aBTOMOOLIA, sAKuit
3amnpaBiseTbes. B po6oTi o0rpyHTOBaHO Ta 3apONOHOBAHO HOBUH CIIOCIO JOCTAaBKY MAJBHOTO i MPUCKOPEHOI'O 3aIpaBiIeHHs
aBTOMOOLUIIB (OpOHETEeXHIKM) B IOJBOBHX YMOBaxX IPH HPOBEICHHI CIENiaJbHOI omepamii, 10 JO3BOJUTH 3MEHIIUTH
HMOBIPHICTD ypaxX€HHs Ta 30UIBIIMTH XUBYYICTh TE€XHIKH, Ha BIIMOBY BiJl iCHYIOUMX CII0c00iB 3anpaBieHHs. Pe3yibTaTn
PO3paxyHKy CHiBIaJIaI0Th 3 PE3yJIbTaTaMU IOMNEPEIHIX eKCePUMEHTaIbHUX JOCHIUKeHb, SIKi CTBEPIUKYIOTb, 1110 €l1aCTHYHUN
pe3epByap HE PO3PHMBAEThHCA IIiJ 4ac HaAi3qy KOJIecoM aBTOMOOUIS Ta I03BOJISAIOTH BUKOPUCTOBYBAaTH i1 JUli BU3HAUY€HHS
IapaMeTpiB aBTO OpOHETaHKOBOI TeXHiKW. BuKopHucTaHHsS crioco0y HNPHCKOPEHOro 3alpaBieHHS aBTOMOOLIIB JI03BOJIHTH
3MEHIIUTH IMOBIPHICTh ypa)KeHHs aBTO OpOHETaHKOBOI TEXHIKM Ta 30inbIIMTH i1 kuBY4icTh Ha 15 — 25 % Ha BiaMiHY Bij
ICHYIOUHX CIIOCO0IB 3aIPaBKU.

KorouoBi cioBa: crenianbHa onepauis; He3akoHHI 30poiiHi QopMyBaHHS; THIOBE 3a0e3NEUCHHS; MaTepialbHe
3a0e3MeveHHs]; IyHKT ITOCTIHHOI AncioKaii; 60iioBa 00CTaHOBKA; TAKTHKA BeJeHHS OOWOBHX Jiii; opraHi3amis 3a0e3neyeHHs
BiliCbK NaJbHUM; OecrnapallyTHUH CKUIAHHS M[aJbHOr0; CIOCI0 NPUCKOpEHOI 3ampaBKu aBTOMOOUIIB (OpOHETEXHIKHM);
€KCIIepUMEHTAIIbHI JIO0CHIIIXKEHHS; MaTeMaTHYHa MOJIEIIb HANPYKEHO-1e()OPMOBAHOI O CTaHYy.

O0ocHOBaHNE BO3MOKHOCTH YCKOPEHHOM 103aIPABKH aBTOOP OHETEXHHKH
B YCUJIOBMSAX MMPOBEACHHUH CIIENIUAJTBHBIX onepauuﬁ

A.B. KoBtyH, B.A. TabyHenko

[IpoBenenune crienanbHON ONEpaliy 10 00€3BPEKUBAHNIO HE3aKOHHBIX BOOPYKEHHBIX ()OPMHUPOBaHUA, NeHCTBYIOINX
Ha 3HAYUTENILHOW TEPPUTOPHH, ABJIACTCS CIOXKHOH 3anadeid. Ee ycnemrHoe perieHue TpedyeT BCECTOPOHHETro oOecreueHus
IpoBeeHns onepanyu. [IpoBeaeHus crienHanbHON Onepai HEBO3MOXKHO 0€3 YeTKOH 1 MOCTOSHHO JIeHCTBYIOMIEH CHCTEMBI
TBIIOBOro obecriedeHus.. X0 M pe3ysbTaT ONEepalliy 3aBUCHT OT TOrO, HACKOJBKO HOJHO U CBOSGBPEMEHHO BOWCKa OynyT
obecrieueHsl BceM HeoOXoquMbIM. COBpeMEHHBIH 0ol XapaKTepH3yeTcs BBHICOKOW IHHAMUYHOCTBIO, HANPSIXKEHHOCTBHIO U
KPaTKOCPOYHOCTBIO, PE3KHMMH HW3MEHEHHsMH oOctaHoBku. CoBpemeHHas W ObICTpasi J103alpaBKa aBTO OpOHETaHKOBOW
TEXHUKH T'OPIOYMM B OOEBBIX YCIIOBHSX SIBJISETCS OJHUM K3 OCHOBHBIX YCIOBHIl ITOJUIep)KaHWSI OOErOTOBHOCTH BOWCK.
CokpalleHre BpeMeHH 3alpaBK{ aBTO OpPOHETAHKOBOW TEXHUKH TOPIOYHMM SBIISIETCS BaXKHOHM 3amadeld, KOTOpas BIUSET Ha
ycriex IpoBeleHHs OOeBOil omnepanvi. AHAJIM3 CYIIECTBYIOIIHMX CIIOCO0OB 3ampaBKu aBTOMOOWIECH (OpOHETEXHHKH) B
MIOJIEBBIX YCJIOBHSIX, C COOTBETCTBYIOIIMMH JEMAcCKHPYIOIMIMMH NpPU3HAKAMHU 3alpaBOYHON TEXHHKH, C COCPEIOTOUYCHHEM
TEXHUKH Ha MECTe 3alpaBKH W 3HAYUTEIHHBIM BPEMEHEM Ha NpOBEJCHHE 3alPaBKH, B YCIOBHAX BO3IEWCTBHS HE3aKOHHBIX
BOOPY)KEHHBIX ()OPMUPOBAHUI, CBUIECTEIHCTBYET O HHM3KOH JKMBYYECTH TEXHHUYECKHX CpPEICTB 3ampaBKd. /|l MMOBBIMIEHUS
JKHBYYECTH CHCTEMBI ,,aBTOMOOWIIb - CPEACTBO 3alpaBKH~ 3a CYET YMEHBIICHHS BPEMEHH 3alpaBKH, PacCpeIOTOUYEHHOCTH
aBTOMOOMJIEH BO BpeMsl 3ampaBK{, IS IEpeTeKaHWs TropIYero MOXKHO HCIHONb30BaTh MEXaHHMYECKYI0 HSHEPrHio
3apaBiIIeMOro aBTOMOOWIIS (HE WCIIONB3ys IOMONHUTEIBHBIX CPEJCTB 3ampaBku). [Ipu 3TOM, B KauecTBe €MKOCTEH ¢
TOPIOYHMM HCHOJIB3YIOTCS 2JIaCTHYHBIE Pe3epByaphl, KOTOpbIe O0ECIEeYMBAIOT BHITECHEHHE TOpPIOYEro W3 HUX IpH Haesle
KOJIECOM 3arpaBiisieMoro apromoomiisi. B paéore 060cHOBaH M NPeUI0KEH HOBBIH CIIOCOO JOCTABKH I'OPIOYEr0 M YCKOPEHHOM
3anpaBKu aBTOMOOWIel (OpOHETEXHHKH) B MOJNEBBIX YCIOBHUSX HPH IPOBEIACHUH CHEIMANIbHON OINepally, YTO ITO3BOJHT
YMEHBIIUTH BEPOSTHOCTD IOPAKEHUS U YBEIHUUTD )KUBYYECTh TEXHHUKH, B OTJIMYHE OT CYIIECTBYIOIINX CIIOCOOOB 3alpaBKH.
Pe3yabTaThl pacyera COBIAIAIOT C PE3yNbTaTaMy MPEIbLIYIIIX IKCIIEPUMEHTAIBHBIX UCCIIEIOBAaHHUH, KOTOPBIE YTBEPIKAAIOT,
4To 3nacTuuHbli pesepByap HE paspsiBaercs Bo BpeMs Hae3/la KOJIECOM aBTOMOOWIIS M IO3BOJSIOT MCHOJIB30BaTh €€ JUIs
OIIpEeIeJICHUs NTApaMETPOB aBTO OPOHETAHKOBOW TeXHHKH. Vcronb3oBaHHe Crioco0a YCKOPEHHOI'O 3alpaBKH aBTOMOOMIIEH
MTO3BOJIUT YMEHBIIUTH BEPOSTHOCTH MOPAXKCHUSI aBTO OPOHETAHKOBOH TEXHUKHU M YBEIUYUTH €€ HUBydecThb Ha 15 - 25% B
OTJINYHE OT CYIIECTBYIOIIUX CIOCOOO0B 3alpaBKu.

KiioueBble ciioBa: crenuanbHas olepanys; HE3aKOHHBIE BOOPY)KCHHbIE (OPMHPOBaHUS, THUIOBOE olecrieueHue;
MaTepHalibHOe O0ecIieueHre; MyHKT IOCTOSHHOW IHCIIOKalnu; 0oeBast 0OCTaHOBKA; TAaKTHKAa BEJECHHS OOEBBIX IEHCTBHH;
opraHu3anus 00ecreyeHnsl BOWCK TOplounM; OecrapalfoTHBI cOpoc Toprovero; crocod yCKOpEeHHOH 3arpaBKy aBTOMOOMIeH
(OpoHETEeXHHKH); HKCHEPUMEHTAIbHBIE HCCIEJO0BaHUS; MaTeMaTHieckass MOJeNb  HalpsDKeHHO-Ie(OpMUpOBAaHHOT O
COCTOSTHMSL.
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3ABE3INEYEHHSA NIATPUMAHHS IIOKA3HUKIB AKOCTI
IIPU PEI'YJIIOBAHHSA YACTOTHU OGEPTAHHS BAJIA IU3EJIb-I'EHEPATOPA

IIpeameroM BHBUYEHHS B CTATTi € aHaJi3 CHOCOOIB Ta 3aco0iB 3a0e3MEeUeHHsI ITiIBUIIEHHS TOYHOCTI YacTOTH OOEpTaHHS,
3a0€3IeUeHHs CTIMKOCTI Ta MIBUIKOCTI IPOLECIB PEryIIOBAHHA YacTOTH 00OepTaHH, MiJABUILIEHHS HaliHHOCTI poOoTH pe-
I'YJIATOpIB, 110 BUKOPUCTOBYIOTECS B CHCTEMaX aBTOMATHYHOIO PErY/IIOBaHHS 4acTOTH. MeTa — € OIHUC 3arpOHOHOBaHUX
aBTOPAMM TEXHIYHUX pillleHb, BUKOPUCTAHHS SIKUX JI03BOJINTh YHUKHYTH, IIPU IX 3aCTOCYBAaHHI, HEraTUBHOT'O BILUIMBY 3Mi-
HH (BI3UYHHUX BJIaCTHBOCTEH pOOOUOI PiAMHY, IO BUKOPHCTOBYIOTHCA B PErYNIATOpPAX HempsMoi ail. 3agada — oOrpyHTy-
BaHHS TEXHIYHUX pillIeHb, BIPOBAKEHHS SIKUX, B IPAKTUKY PETYJIIOBAHHS 4aCTOTHU OOEPTaHHS Bajla IM3elb-TeHepaTopa,
JIO3BOJIATH: MIJBUIIUTH TOYHICTH MiATPUMAHHS 3HAYEHb YaCTOTH O0EpPTaHH:, 10 BUMAraroThCsl; 3a0€3MeUUTH HeOOXinHy
CTIHKICTh CHCTEMH aBTOMATHYHOIO PETYIIIOBAHHS YAaCTOTH; IiJBUIIMUTH IIBUAKOAIIO MPOLECIB PEryIIOBAHHS; MiABULIUTH
HaJi{HICTD PEryisTOpiB; YCYHYTHM HETaTHBHHUH BIUIMB HA IpPOLEC PETYIIOBAaHHS YaCTOTH 3MiHM (i3MYHMX BIIACTUBOCTEH
POOOUMX PiJiHH, 110 BUKOPHCTOBYIOTBCS B PETyIIATOpax HenpsmMoi 1ii. BHCHOBKM: 3anporoHOBaHI TEXHIYHI PilCHHS JOLi-
JIBHO BUKOPHCTOBYBATHU SIK IPU MOJEPHI3aLlil iCHYFOUMX CHCTEM aBTOMATHYHOTO PErY/IIOBaHHS YacTOTH OOEpTaHH:, TaK i

npu CTBOpeHHi CUCTEM PEIr'ylItOBaHHA 4YaCTOTH ISl HOBUX JDKEPEII eJ'IeKTpI/I‘-IHO'l' eHepri'l'.

KawuoBi ciroBa: yacrora o0epTaHHs; IU3eIb-T€HEPATOP; TOYHICTD; CTIHKICTh; IBUIKOMIS; HaTiHHICTb.

BecTtyn

IMocTranoBka 3amavi. Jlo MOKa3HUKIB SIKOCTI ITpO-
LIECIB PETYNIOBaHHS YacTOTH 00epTaHb Bally JH3Eb-
TCHEpaTOpiB OyIeMO BiTHOCHTH TaKi IOKA3HUKH SK:
TOYHICTh MIATPUMAaHHS YacCTOTH OOEPTaHHS; CTIHKICTh
CHCTEMH PETYJIOBaHHS ii MIBUAKOMIS Ta HaIiiHICTS [1,
5, 6]. Jlns perynroBaHHS 4YacTOTH OOEpTaHHS U3CIIb-
T€HEepaTopiB, SIKi BUKOPUCTOBYIOTHCS B SIKOCTI aBTOHOM-
HUX Ta Pe3epBHHX JDKEPEN eJIeKTPUYHOI eHeprii, 3acTo-
COBYIOTBHCS PETYJIATOPU CUCTEMH CcTaOLmi3allii, mo 31aTHi
3a0e3revyBaTd BUCOKY TOYHICTH HiJTPUMAaHHS BEIHMYH-
HH, siKa peryjiroerbes. [loeqHaHHS, NPU pEryJroBaHHI,
YacTOTH OOEPTaHHsS PETYJSTOPIB IO BiIXIICHHIO, SKi
3MIHIOIOTh TT0/Iady NajJIMBa B IIIH/APY JBUTYHA, B BUIIA-
JIKY, KOJIM 3HAuY€HHsS YaCTOTH OOEpTaHHs BiAPI3HAETHCS
BiJl HOMIHAJILHOTO, Ta PETYISATOPIB MO 30ypeHHIO, IO
pearytoTh Ha 3MiHY HaBaHTa)KEHHsI, JI03BOJISIE OTPUMATH
Oa)kaHy LIBHIKO/IIO Ta BUCOKY TOYHICTH MPOIIECY pery-
JIIOBaHHS 4acTOTH oOepraHHs. PazoM 3 Tum, 31 3poctaH-
HSIM TIOTY)XKHOCTI JIM3€JIb-T€HEpaTopiB, PEryJSITOPH Mpsi-
MOI ZIil, y SKUX pyXOM€ 3yCHJUIS, IO CTBOPIOETHCS Bij-
LIEHTPOBUMH CHJIAMH BarH, sIKi 00epTaIOThCs, HE 37aTHE
3a0e3MeYnTH IMOTPIOHOrO MEPECTAHOBOYHOIO 3YCHILISL
Jlns oTpuMaHHS TOTPIOHOTO, IS TEPEMIIICHHS BHKO-
HAaBYOT'O OpTraHy, 3YCHJUII HEOOXiJJHO BUKOPHUCTOBYBATH
PEryISTOpH HEenpsIMoi JIil, y SIKMX B SIKOCTI ITiZICHITIOBaYa
3aCTOCOBYIOTh KEPOBaHHMM 30JIOTHUK Ta BUKOHABYMI
MOpIIeHb, @ B SIKOCTI po0OYOi PIAMHM 3aCTOCOBYIOTH
Maciio, o 3Mallye BY3JIM Ta arperatu auseinto. /{uHami-
YHI XapaKTEpUCTHKU TiNpaBJYHHUX MiJCHUIIIOBAYIiB Pery-
JISITOPIB 4acTOTH OOEepTaHHS HEMpsIMOi /il iCTOTHO 3alie-
KaTh BiJ (I3MYHUX BJIACTUBOCTEH poOOUOi pimuHM, SIKi
3MIHIOIOTBCS i/ JII€I0 HArpiBaHHSI, MEXaHIYHOTO 3a0py-
JHEHHs Ta crapiHHs. lle mpu3BOAMTH 1O MPOSIBU KOJIH-
BaHb B IIPOIIECI PETYJIOBAHHS YacTOTH OOEpTaHHs, 1 SIK
HACJIIJIOK, JI0 3HIKEHHSI CTIHKOCTI IO MPOIIECY.

Amnaui3 gitepatypu. B Bigomiii mitepatypi [1, 2,
10, 11] mporoHyIOTh, UIst 301IIBIIEHHS 3aI1acy CTiHKoc-
Ti TIPOIIECY PEryJIIOBaHHS YacTOTH OOEpTaHHS, BUKOPHU-

CTOBYBaTH OUIBII JOpOri COPTH Macia, HampHKIan,
BEPETEHHOr'0, Y SIKOro (pi3WYHI BJACTHBOCTI IMPAKTUUIHO
HE 3MIHIOIOTBCS Il Yac HArpiBaHHS Ta MEXaHIYHOTO
3a0pynHEHHs, ¥ BHUKOPHUCTOBYBATH IIPH I[HOMY, TakK
3BaHy, aBTOHOMHY MAacCJIIHy CHCTEMY Ui PEryjasaTopa
Y4acTOTH OOCpPTAaHHs, IO BUMAarae BBEIACHHS 110 i1 CKIaay
aBTOHOMHOT'O MAaCJISTHOTO HACOCY, BIIIOBITHOTO pe3ep-
Byapy, KJaraHiB Ta Tpyoonposomuis [7].

MerTol0 cTATTI € ONUC 3aNPOIIOHOBAHUX aBTOPaMHU
TEXHIYHHUX PIlICHb, BUKOPUCTAHHSA SKHX JIO3BOJIUTH
YHUKHYTH, TIPH iX 3aCTOCYBaHHI, HETATUBHOI'O BIUIUBY
3MiHA (PI3UYHUX BJIACTUBOCTEH pPOOOYOi DITUHHM, IO
BHKOPHUCTOBYIOTBCS B PETYJIATOpaX HEMPSMOI Jil.

PesynbTath gocnigxeHb

JIns oTpUMaHHS XapaKTEpUCTHK IMPOIIECY PETYIIo-
BaHHS YaCTOTH OOCPTaHHS, SKi O2)KaHO OTPUMATH, IPO-
MOHYETHhCS, TEPII 3a BCE, 3a0C3MCUUTH MOKIIUBICTH
YOpaBIIiHHS TiAPOMIJCUIIIOBAYEM HE JIMILE BiILIEHTPO-
BUM BHMIpIOBaYEM YacCTOTH OOEPTaHHS, a M 1HIINM JKe-
perioM pyxy, HalpuKiIajn, enekTpoMarsitToM [1]. Bimmo-
BiJ[HA CXE€Ma TaKOro PEerylsTOpy YacTOTH OOepTaHHsS
HaBeZleHa Ha puc. 1. Perynsarop MicTuTh y cBoeMy cKiai
BIJIIICHTPOBUI BUMIpIOBAY YacTOTH O0epTaHHA |,
3’€JlHAHUN 3 BUKOHABYMM CEPBOMOTOPOM 2, JO SIKOTO
BXOJIWTh IMOPIICHb 3 Ta 30JIOTHUK 4, Kl 3’€IHAHUMN 3
MEXaHi3MOM 5 3MiHHU TOYaTKOBOI JehopMalli Mpy>KHHU.
Opras 103yBaHHS NMAJUBOIOAAYI 6 IMOB’A3aHUH 13 TOPIII-
HEM BHUKOHABYOTO CEPBOMOTOPY 3. 30JI0THHK 4 KiHema-
TUYHE 3’€IHAHUH 13 €JIEKTPOMArHiToM 7, 0 Mae siKip 8
Ta ocHOBHY 9 i1 nomatkoBy 10 oomotku. [udepeniroro-
Yyuid migcuioBad 11 MiIKIFOYeHO MO CBOEMY BXOMY IO
JIOaTKOBOI 00MOTKH 10, a IO CBOEMY BHXOAY — JI0 BXO-
Iy CYMYIOYOTO MiJICHITIOBaYa 12, 70 1HITUX BXOJIB SKOTO
MPUENHAHUN BHXiN J0OmaTKOBOI oOMOTKH 10 Ta BHXiX
JIojaTyrka pexuMmy podotu 13. Perymsrop mpaitoe Ha-
CTYHUM YuHOM. [Ipu 3MiHM 9acTOTH 00epTaHHS qU3EIIb-
TeHepaTopa 30JI0THHK 4, Mij i€l BIAICHTPOBOIO BUMi-
ploBaya 4acTOTH OOEpTaHHs, 3MIHIOE CBOE ITOJIOYKECHHSL
[Ipu upoMy, 3MiHIOE CBOE IOJOXKEHHS 1 TMOB'SI3aHUU 3
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30JIOTHUKOM sIKip 8 enekrpomardity 7. IlepemimieHHs
SIKOpSI €IEKTPOMATHITY BUKJIMKA€E 3MiHY aKTHBHOTO OIIO-
py nonatkoBoi oomMoTku 10. CHrHai 3 BUXOAy IOIATKO-
Boi 0OMoTkH 10, poropLiiiHMiA TepeMillIeHHI0 KOs 8,
a, BIJIMOBITHO, 1 30JI0THHKA CEPBOMOTOPY, MMOMAETHCS Ha
BXO/aU cymytouoro 12 Tta audepeniorodoro 11 mincu-
moBaviB. Ha npyruii BXix cymyrodoro mijgcumoBaya 12
MOJIAETHCS CHTHAJ 3 BUXOMY MU(EPIFOFOUOrO ITiICHITIO-
Baya 11, sKMiA MPOMOPUiHMI IBUIKOCTI MEpEMIIIEHHS
3ooTHUKA 4. Ha Tperiit Bxix miacwioBaya 12 mogaeTbes
CUTHAJI BiJ 3aJaTYMKa PSKUMY POOOTH, IO BIAMOBITa€E
3aBIAHHIO II0 YacTOTI OOEpTaHHs U3ENb-TeHepaTopy
IIPY JTAHOMY HaBaHTa)KEHHI.

i3

Puc. 1. Cxema perynsTopa 4acTOTH 00€pTaHHS
3 THYYKHM Ta XOPCTKUM 3BOPOTHIM 3B’SI3KOM

BuximHuii curHan miaciioBada 12 mpomnopiiiHuit
TIEPEMIIIIEHHIO 1 IIBUIKOCTI PyXy 30JOTHHKA, TOMY 3Y-
CHJUIS, IO CTBOPIOIOTHCS €JIEKTPOMArHUTOM 7, TaKOXK
MIPOIOpILIiiiHE TIEPEMIIIEHHIO 1 BUKOCTI PyXy 30JI0THH-
ka. [le 3ycniuis i€ Ha 30JI0THHUK B HAIIPSIMI, IO € TIPOTH-
JIOKHUM HampsiMy Horo pyxy, W eKBIBaJEHTHO Iii Bij
HETaTUBHOTO JKOPCTKOTO Ta THYYKOTO 3BOPOTHHX 3B’sI3-
kiB. CTBOpeHI TaKUM YWHOM 3BOPOTHI 3B’SI3KH MalOTh
CTaOLIbHI XapaKTEPUCTHKH 1 JI03BOJISIFOTH KOMITEHCYBAaTH
HETaTUBHUI BILUIMB, KiH MOB'sI3aHUN 31 3MiHOIO (QI3UYHUX
BJIACTUBOCTEH POOOYOi PIAMHM TiAPOIMiACHIIOBAYa, IO
3a0e3meuye OTPUMAHHS CTIMKOCTI W SKOCTI MPOIECY
PETYJIIOBaHHS YaCTOTH O0EPTaHHS, 1110 BUMAaratoThCsl.

B Bunanxy, Konu Jyist peryjroBaHHs 4YacTOTH 00ep-
TaHHS BUKOPUCTOBYEThCS KOMOIHOBaHI PEryjisTopu, 10
CKJIaJLy SIKUX BXOJSITH PETYJIATOP 32 BIAXWICHHSM 1 pery-
JISITOp 32 30ypEeHHSIM, CXEeMa pEeryisTopa Jemlo BiapizHs-
€TBCS BiJl POSIIISIHYTOI [4] 1 Mae BUIIIsiA, HaBeleHUI Ha
puc. 2. BeneHHS 10 CKIAAy pPEryasTOpY AONATKOBHX
CJIEMCHTIB JIO3BOJISIE€ MIABUINUATH IBHIKOIIIO IIPOIECY
pEryJIIOBaHHA YacTOTH OOEpPTAaHHA ¥ IMJIBUIIUTH TOY-
HICTb MiATPUMAHHS YaCTOTH OOEPTaHHS B BUIMAJKY 3MiHU
B 3HAYHOMY Jiala30Hi MapaMeTpiB JU3ENb-TeHEPaTOpa.
Perynsatop 4acToTH MICTHTh Y CBOEMY CKJIAJI BiIIICHTPO-
BUI BUMIpIOBau 4YacToTH oOepTaHHs 1, cepBomMoTop 2 3
MOpIIHEM 3 1 30JI0THUKOM 4, ME€XaHi3M 3MiHHU ITOYaTKOBOI
nedopMalli MPy>KUHU BHUMIpPIOBaYa YacTOTH OOCpPTaHHS
5, OpraH I03yBaHHs MAJUBOMOAAYI 6, EIEKTPOMArHit 7 3
SIKOpeM 8, OCHOBHY Ta JI0JjaTKoBy o0MoTku 10, cymaTop

11, npucTpild, 1m0 3a1a€ peKUMHU poOOTH 12, BUNPSAMIISY
13, migcumoBad 4 Ta noriyHuid npuctpii 15. Ha Bxomn
JIOTTYHOTO MPUCTPOIO 15 MOAAIOTHCS CUTHAIM, 3HAYECHHS
SIKMX BU3HAYa€ThCS HABAHTAKEHHSIM M YacTOTOK 00ep-
TaHHS. YTPaBJIiHHS OPraHOM JI03yBaHHS IMajMBOINOIAYH
3IIICHIOETHCS] CEPBOMOTOPOM 2, BUKOHABYHH 30JI0THUK 4
SIKOTO 3a0e31euye IepeMillieHHs TIOpIIHS 3, Kil Jie npu
YMOBI PiBHOBard pyxoMOTr0 MiX CHJIOIO, SIKa CTBOPIOETh-
Csl €JIEKTPOMATHITOM 7 Ta CHJIOI OIOPY MPYXHHHOTO
MexaHiaMy 5. JlomatkoBa oOmotka 10 dikcye 3MmiHy
CTpyMY B OCHOBHIi 0OMOTIII 9 ¥ IpUeHAHA K OJJHOMY 13
BXO/IiB cymaropa 11 Ge3nocepenHpo, a K iHIIOMY BXOIY
ILOTO CyMaTopa Yepe3 BumpsMad 11 Ta migcuitoBay 14.
Tperiit Bxin cymaTtopa 11 npuenHanuii 10 BUXOy 3a1at-
YuKa pexuMy podotu 12, Ha BXijJ sSKOTO, SIK 1 Ha BXiJ
JIOTIYHOTO TpHUCTporo 15, monaroteest curHanmu 16, mo
MIPOTIOPITiFiHI HABAHTAKEHHIO 1 YacToTi o0epTanHs. Jlori-
YHUI TpHCTpiil 15, B 3a/IeKHOCTI Bifl peXUMy poOoTH,
IoJla€ Ha KEePYIOUWH BXiJl MiACHIOBa4Ya 14 cuUrHai, skii
BH3HAYA€E BUI HEOOXiTHOTO 3BOPOTHOTO 3B’ SI3KY.

Puc 2. KomGiHOBaHMH peryisTop 4acToTH o0epTaHHs

[Ipu mopymieHHI BCTAHOBJIEHOTO PEXUMY pOOOTH
CHTHAJIM, TIPONOPIIiiiHI HaBaHTAXKEHHIO i YacToTi obep-
TaHHS TIEPETBOPIOIOTHCA B JIOTIYHOMY HpHUCTpoi 15 B
CHTHAI PO3Y3TO/DKEHHS, SIKMH BiIKpUBAE ITiAcHIoBad 14.
[Ipu npoMy, cWrHaNl PO3y3rO/HKEHHS 3MIHIOE BEIUYUHY
CTPYMY B OCHOBHii 0oOMOTII 9 enekTpoMarHity 7, mo
¢ikcyeTbes gomaTkoBoro oomMotkoro 10. Enekrpopyriii-
Ha CWJja, 10 BUHHMKA€E B JOAATKOBiii oOmortmi 10, moxa-
€TbCs Oe3MocepeIHRO Ha JPYTHHA BXiJ, a Yepe3 BUIpsMay
13 i BigkpuTHii mmincwioBay 14 Ha mepiuuii BXig cymaro-
pa 11. 3HaueHHs CcHTHAJNIB HA MEPUIOMY Ta JAPYTOMY
BXO/iax cymaTopa 11 craroTh IOCTATHIMH IS IEPEKOM-
TNeHcanii eleKTPOpyIIiHHOT CHIM caMOIHIYKIii B OCHOB-
Hilt oOmoTni 9 enextpomarHiTy 7. Tum camum, dhopmy-
€TbCS CUTHAN TIO3UTHBHOIO THYYKOTO 3BOPOTHOTO
3B’SI3KY 110 BEJIMYHHI CTPyMY B OOMOTII 9, MpU  SIKOMY
CHTHal Ha BXOAiI cymartopy 11 crae MakcHMaJbHUM.
[NepexomIieHcallisl €IEKTPOPYLIIHHOI CHIIK, 10 BUHUKAE
B OCHOBHi/l 0OMOTII], 3a0e3euye MaKCUMalbHy IIBUIIKO-
JII0 eJIEKTPOMArHiTy 7, IO CIpUsE IMBHIKOMY TepeMi-
LIEHHIO 30JI0THUKA 4 B TaKWi CTaH, MpH SKOMY 3a0e3re-
YyeThCsl TOJlaya MajuBa, 10 BuMaraeTbes. [Ipu mocsr-
HEHHI 4acToTH oOepTaHHs IU3ENb-TeHepaTopa 3HaueHb,
IO 3HAXOAAThCS B Jiama3oHi 3aJaHOTO IIBHIKICHOTO
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PEeKXUMY, CUTHAI 3 BUXOIY JIOTIYHOTO MPHUCTPOIO 15, He
JIOCTaTHI ¥ a7 BiAkpuBaHHs miacwioBada 14. Ipu 11p0-
MYy CUTHaJI Ha NepIuuii BXix cymaropa 11 He momaetbes, a
BEJIMYMHA CHTHAJY 3 BUXOAYy cymaropa 11 3MeHIyeThcs,
110 [TPUBOUTH JI0 3MEHIIIEHHS CTPYMY B OCHOBHii 00MO-
TIi 9 enexTpoMarHity 7 W IOBEpHEHHS 30JI0THUKA 4 B
CTaH, IPU SIKOMY 3a0e3MedyeThCsl IBUIKICHUA PEXHUM,
[0 3aJa€ThcsA. 3MiHA CTPyMy B OCHOBHIiM 0OMOTII 9
(ikcyeThCs T0JaTKOBOK 00MOTKOIO 10, CHrHaI 3 BUXO/Y
SIKOT TTOJIa€ThCs Ha JpyTiil BXix cymaropa 11, mo exBiBa-
JICHTHO JIi1 HETaTHBHOT'O THYYKOT'O 3BOPOTHBOTO 3B’SI3KY,
SIKMH 3aCTOKOIOE KOJIMBaHHS BUKOHABYOTO 30JI0THUKA, a
THM CaMHUM 3a0e3leduye MATPUMKY 3aJIaHol MBHIKOMIIT i
TOYHOCTI TPOLIECY PETyNIOBAaHHS YacTOTH OOEpTaHHSL
3a0e3neynTy BUMaraeMo MIBUKOIIIO TPOIIECY PeryIo-
BaHHS YaCTOTH OOEPTaHHS MOXKIIMBO I IIISIXOM BHKOPH-
CTaHHs NPYKUHHOTO JieMIipepa, KHHEMaTHIHO 3B’ SI3aHO-
T'O 3 30JIOTHHKOM CEPBOMOTOpA 1 SIKOPEM €JIEKTpOMarHi-
Ty, SIKUI PO3MILIYETHCSI B KOPITYCI, 110 3aIIOBHEHUI Mac-
JIOM, TIPH I[bOMY SIKIp €JIEKTPOMATHITY IOJUISE KOPITYC
Ha JIBl TIOJIOCTI, SIKi TTOB’sI3aHi O/IHA 3 OHOIO Yepe3 pery-
mipoBouny rinky [9, 13]. BiamoBimHa cxema Takoro
peryisiTopa HaBe/ieHa Ha pHC. 3.

i —_E:} 1

Puc. 3. Perynsitop yactotn o6epTaHHs
3 MEXaHIYHUM Ta TiApaBIiYHUM JeMIpepoM

VY 11bOMY PEryJsITopi BEIHYHHA JAEMII(YIOUOro 3y-
CHJUIS, IO OOMEXYE KOJNMBAIBHUN PYyX 30JIOTHHKA, a
THUM CaMUM 1 CTIHKICTh MPOIECY PETyIIOBAHHS YaCTOTH
o0epTaHHsI, BU3HAYAETHCS SIK TONIOKEHHSAM PETyITipoBO-
yHOi rinku 10, Tak i BEIMYUHOIO KOPCTKICTh TPYKUH-
Horo gemmdepa 8. Ilpu BimMoBax 3aJaTYMKa YHCTOTH
obepTanHs 12 abo ooMoTku 11 enexrpomarsity 7 pery-
JISITOp JIMIIAEThCs Tpane3aatHuM. [Ipu 1mboMy CTifiKicTh
MPOLIECY PEryJIOBaHHS YacTOTH oOepTaHHs Oyzne 3a0e3-
MEeYyBATHCS SIKOpEM 9 ENeKTPOMArHiTy 7, a cTaThdHa
XapaKTePUCTUKA PEryssTopa Oyae BU3HAYATHCS BENH-
YHHOIO YKOPCTKOCTI MPYXHHU MEXaHi3My 3MiHH MOYaT-
KOBOI Jehopmattii Ipy>KUHH BiIIIEHTPOBAHOI'O BUMIpIO-
Baya 4acToTH obepTaHHs 1.

s 3a0e3nedeHHs 0e3BiIMOBHOCTI poOOTH pery-
JIATOPIiB YaCTOTH OOCPTaHHSA, IIO OCOOJIMBO BaXKJIMBO B
BHUITAJIKaX BUKOPUCTAHHS JU3ENb-TEHEPATOPIB B SKOCTI
JOKEpeI eNEeKTPUYHOI eHeprii Ui TPaHCIOPTHUX U CY-
JIOBHX CHEPreTHYHHUX YCTAHOBOK IMPH BiIMOBaX B KOJIax
VIIPaBJIiHHA Ta B KOJIaX CJICKTPOMArHiTy 0a)kaHo 30epe-

I'TH TonepeaHiil pexuM pobortu. [t peamizamii wmiel
BUMOTU B PETYJSTOPI YacTOTH OOEpTaHHS SIKIp EJIeKT-
POMarHiTy BUKOHYIOTh B BHUIJISAI OCEPJs i CEKTOPHUX
BKJIQ/IMIIB, PO3MILICHUX KOAKCHAIBHO JO oOcepAas i
MiANPYKUHEHUX BigHOCHO ocepast [1]. Cxema peryms-
TOpY HaBeJleHa Ha puc. 4.

Puc. 4. Perynstop yactotn o0epTaHHs
31 CHeliaJIbHUM SIKOpEM

VY npoMy perynsTopi mpH BiIMOBaxX B €IEKTpHY-
HHUX KOJIaX €JEKTPOMArHiTy 8 i B KoJlaX JIaHOK yIpaB-
JMiHHA 15 eneKTpoMarHiTHi 3ycHIUIA, IO YTPUMYIOThH
MiX COOOIO CKJIaJIOBI YaCTHHU SKOPs, CTAHOBITHCS piB-
HUMHU HYJIO 1, K HACJIJOK, ITiJ €0 CHJ NPYXHOCTI
npyxuH 13, ocepas 11 1i cexropHi Bkiuamumi 12 pos-
XOMATHCS, a SIKIP 3aKJIMHIOETHCS 1 JIMIIAETHCS B CTaHi,
10 MaB MiCIl€ 0 MOMEHTY BiJIMOBH.

Jls 3abe3neueHHs] TOYHOCTI MIATPUMKH YacTOTH
0o0epTaHHsI T3eb-TeHepaTopa, 1110 BUMAraeThcs, B pasi
BUKOPHCTAaHHS €JIEKTPOHHUX CHUCTEM YIpAaBIiHHS KIa-
MaHaMM, SKI 3MIHCHIOIOTH TOAAYy MaJWBa B IWIIHAPU
0araToOIMIIHAPOBOrO JU3eNs, W Juid 3a0e3rnedeHHs
CTIHKOCTI POOOTH CHCTEMH YIIPaBJIiHHS NaJHBOINOJA-
Yel0 B IYCKOBUX PEXHMaX, HEOOXiIHO MaTH MOXIIH-
BIiCTh 3/IIMICHIOBATH YIIPABJIiHHS MaJUBHOIO CHCTEMOIO
BIJIMOBITHO JI0 TOPSIIKY poOOTH MWITIHAPIB mu3ens [9].
CxeMa CHCTEMH aBTOMaTHYHOT'O PEryJIIOBaHHS YacTOTH
oOepTaHHs HaBEACHA HA puC. S.

Puc. 5. Cxema cucTeMH aBTOMaTUYHOI'O PETYNIOBAHHS
4acTOTH 0OepTaHHS
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Ha puc. 6 HaBeieHi yacoBi aiarpaMu iMITyJIbCHHUX
Hanpyr U,, Us, Uy, Ug Ta Uy Ha BUXOII BIATIOBIIHO IO
EIEMEHTIB CXEMHU PHC. 5 IS BHIAJAKY, SKIIO KyTOBa
gacrota @< @y, (pUC. 6, a), Ta IUIA BUMAIKY, KOJIH
KYTOBa YacToTa @~ M, (puc. 6, 06). Cucrema aBTOMa-
TUYHOTO PETYJIIOBAHHS YacTOTH OOEPTaHHS MICTUTH Y
WK Wy

CBOEMY CKJIaJIi 33/IaTYUK |, BUKOHAHUH y BUTJISII T'eHe-
paropy IMITyJbCiB, IO € YIPaBISEMUAM, PIIBTP HU3BKHX
4acToT 3, TeHepaTrop YIPaBISIOYMX IMIYILCIB 4, po3-
MOAIIBHUK IMITYJIbCIB 5, OJIOK YIpaBIiHHS KIIallaHAMH
6, nu3enb 7, MaTYMK KYTOBOI 4acTOTH OOEpTaHHs Baily
8, ogHOBIOpaTOp 9.
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Puc. 6. Yacosi miarpamu imynscaux Hanpyr U, Us, Uy, U Ta Uy

B mporieci mycky i B BUIAAKY, SKIIO KyTOBa 4ac-
TOTa OOCpPTAaHHSA BaJly 3HAYHO MEHIIC HOMIHAJIHLHOTO
3Ha4YeHHs, TOOTO TOMi, KomH W{{®,,,, (puc. 6, a), icHye
CHTHAJ Ha IMEPIIOMY BHMXOI JaT4MKa KYTOBOI YaCTOTH
obeptanHs 8. ImmynbcHa mocmigoBHicTe Ug, sika Hau-

XOJMUTH 3 TIEPIIOr0 BUXOAY JaTYHKY 8 3a00pOoHsE podo-
Ty TE€HEpaTopy IMITYJbCIB 2, 10 YIPABISETHC, 1 3aITyc-
kae oHoBiOpaTop 9. OCKUIBKY TeHepaTop iIMIYILCIB 2,
SKIH yNpaBiISETHCS, HE MPALIOE 1 HEMAa€e BHXITHOTO
CHTHaJy Ha JApPYroMy BHXOZl JaTyvka 8, Ha BHXOJI
reHeparopa 4 yrpaBJsIOuMX IMITYJIECIB HEMA€ 1 Hampy-
ra Ha BXOHI Ta Ha BUXOAI (UIBTPY HU3BKUX YacCTOT 3
JopiBHIOE HYJI0. [Ipy 1[bOMY, Ha BXiJ pO3MOIIIEHHUKA
IMITyJIBCIB 5 MOZA€THCS IMITYJIbCHE MOCTiOBHICTE Uy 3

BHUXOAY OJHOBiOpaTopa 9. TpuBamicTh IMIYNBCIB 3
BHUXOAY OIHOBiIOpaTopa 9 0OOHMpaeThCS TaKUM YHUHOM,
00 BOHA BiJIOBiTajga MaKCUMAJIbHIN IMOavi TaJuBa B
IWTIHAPH TU3elis. PO3MOMiIbHUK IMIYIIBCIB 5, BiIOBI-
JTHO JTO MOPSIIKY POOOTH IMJIIHAPIB, IPOITYCKA€E IMITYIIb-
CH Ha BXiJ OJIOKa yIpaBiHHSA KJIamaHaMu 6, 4ac BiK-
PUTTS SKHX OPIBHIOE TPHBAJOCTI YNPABISAIOUHX IMITY-
JILCIB 3 BUXOJy OMHOBiOpaTopa 9 ¥ BiAIOBiNA€ MaKCH-
MaJIbHii oAyl MaauBa.

B Bumajky, SKIIO KyTOBa 4acTOTa 00EpTaHHs Bally
Iu3eNs @ TPUOJIU3HO JOPIBHIOE HOMIHAJIBHOMY 3Ha-

YCHHIO @y, » TOOTO 3HaXOIUTHCA B CMy3i 3aXOIICHHA

reHeparopa IMIyJIbCiB 2, SKil yIpaBisieTbes, BinOyBa-
€ThCSl TIEpEMUKAHHSI BUXO/IIB JaT4MKa 8 1 Hampyra Ha
Horo mepuioMy BHUXOJ 3HHMKAa€, a Ha JPYroMy BHXOJi
3’SIBIAEThCSA IMITyJIbCHA TOCHiNOBHICTE Ug, dYacToTa

CIIiTyBaHHS IMITYJIbCIB SIKOT JOPIBHIOE YacTOTI 00epTaH-
Hs Baja ABWryHa. [Ipu 1bOMY 3HIMA€ThCsl 3a00poHa 3
reHepaTopy iMIyNbCIB 2, sIKil yIpaBISETHCS, 1 Ha BXiJ
TeHepaTopa YIPaBJISIOUUX IMITYJIBCIB MOTAETHCS IMITY-

JIbCHA TIOCHIJIOBHICTH 3 BUXOJy I'€HEepaTopa iMITYJIbCIB
2, sxiit ympasinsteTsed, (puc. 6, 6). Yactora @, criny-
BaHHS IMITYJIECIB 3 BUXOJy T'eHeparopa 2 NpH BiJCyTHO-
CTi YNpaBISAOYOi HANPYTH Ha HOTO BXOAI OOUPAETHCS

OiNBIIOI0 HOMIHANIBHOI 4acTOTH OOEPTaHHA @, -

Im-
MyJIBCHE NMOCHiNOBHICTS U, s reHepaTopa 4 € Taxoro,
mo ckunpye. Tpusanicts Hanpyru U, Ha BUXOJI IeHe-
paropa 4 Bu3Ha4yaeThcsi (pazoBUM 3CYBOM MiXK IMITyIIbC-
HUMH TmocrinoBHocTssMu Ug Ta U, 1 3amexuth Bix
TIOYaTKOBO{ Pi3HHII 4acToT @, Ta wg. Hampyra U, 3

BUXOJy TeHepaTopy 4 uepe3 (iIbTp HU3BKUX YacTOT 3
MOJAETHCS Ha BXiJ TeHepaTropa IMOYIbCIB 2, SKii
yrpasisietbes. [Ipu npomy BiOyBaeThcs mepeHalall-
TyBaHHS YacTOTH CJIiJyBaHHs IMIYJIBCIB 3 BHUXOIY Te-
HEepaTopy IMIyNbCiB 2 Ta il aBTOMAaTUYHE 3MIHCHHS IO
3HA4YEHHsS TPH SIKOMY @, = g, TOOTO BimOyBaeThCs
3aXOIUICHHS YaCTOTU T'eHepaTopa iMIyJIbCiB, IO yIpaB-
JS1€ThCsl. 3HAYEHHA YacTOTU @, IPH IIbOMY JIOPiBHIOE

()

Je () — 4acToTa CIIiyBaHHS iMITyIbCiB 3 BUXOMY I'eHe-

W) =y —KyUs,

paTopa 2 TpHU BiICYTHOCTI YIPABJISIOUOl HANPYrd Ha
fioro Bxomi; K, — xoedilieHT MiICUIEHHA IeHepaTopa

2; U; — Hampyra Ha BUXOZi (QibTpa HU3BKUX 4aCTOT.
Hanmpyra U;, sika NoOAaeThcs Ha BXifA YIpaBise
MOT'0 TeHepaTopa IMITyJIbCIB 2, TOPiBHIOE

U3 =K3U4C[7’ (2)

ne K3 — xoedilieHT migcuaeHHs GibTpa HU3BKUX Yac-
10T; Uy, — CEPENIHE 3HAYCHHS HANPYTH HA BHXOL

reHeparopa yrnpasJIsiounX iMITYJIbCIB 4.
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[Ticnst 3aXOMJIEHHS YaCTOTH T'eHepaTopa iMITYJIbCIB
2, O yNpaBJISIEThCS, M 3IHCHIOETHCS BiIIPAIFOBAHHS
IMITYJIBCIB 3 YaCTOTOIO, SIKa JIOPIBHIOE YacTOTi 0OepTaH-
Hi Bally au3ento. ImmysnbcHa mocninoBHicTs U, 3CyHY-
Ta 3a ¢azoro B OiK BiACTaBaHHs BiJl IMITyJIbCHOI HOCITi-
josHocTi Ug Ha KyT [, skiit mpomopuiiiHuit BemudiHi
YIIPaBJSIFOYOl HANpYTrH, IO HEOOXiJHA A HalaIlTy-
BaHHS YaCTOTH T'eHepaTopa iMIyJbCIB, 110 YIPaBIISETh-
cs, 0 3HaueHHs «y . IIpu momadi Ha BXiJ reHepatopa
IMITYJIBCIB 4, IO YIPaBISETHCS, IMITYIBCHOI TOCIiZOB-
Hocti U, , 3cyHyToi B Oik BiAcTaBaHHS Ha KyT [, ce-
peIHs Harpyra Ha BUXOJl LIIOr0O TeHepaTopa JIOPiBHIOE

U4cp =K4p, 3)

ne K,— xoe(illieHT miJCUICHHS I'eHepaTopy 4.
BignosigHo g0 cmoiBBigHOmIEHb(1-3) Ta BUMOrU
@, = @y 3HAXOIUMO, IO KYyT BiAcTaBaHHs [ mpomop-
HiAHWNA KOB3aHHIO (DAKTUYHOI YacTOTH OOEpTaHHs Baja
Ju3elsl 10 BiJHOIIEHHIO 10 (hiKCOBAHOI YAaCTOTH
TeHepaTopa IMITYJIbCIB, IO YIIPABIAETHCS, TOOTO

WDy — g
= 4
B=HkK, (4)

TaxuMm 4MHOM, BEJIMYMHA KyTa 3CYBY 3a (ha3oio
£, a THM caMUM 1 TPHBAIICTh YIMPABISIOYHUX IMITYJIb-

CiB 3 BUXOAY reHepaTopa 4 MpOMOpIiiiHi BiIXUICHHIO
4acTOTH OOEpTaHHS BiI 3aJaHOTO 3HAa4YeHHs. UuM
OUTBII IIe BiIXHWJICHHS, THM OUIBIIC TPUBAIICTh BiJK-
pUTOro CTaHy KiamaHiB OMoky 6 i Ounblie manuBa
MOJAEThCS B IWIHApH au3ens. [Ipw ymoBi miaTpu-
MaHHS TOCTIHHOTO THCKY B CHCTEMi NaJUBOIOAAYI
TPUBANICTH MOJAYW MAJIMBAa BU3HAYAE KUIBKICTh MaJHd-
Ba, IO NA€THCA B IWIIHAP au3enss. CucreMa, mo posr-
JIAAA€ETHCS, MPABWIBHO MPAIIOE W BUMAIKY 3MCHIICHHS
HABAaHTAXCHHS, KoM (aKTUYHE 3HAUCHHS YaCTOTH
o0epTaHHS @y CTa€ OLTBIIMM HOMiHAIBbHOTO 3HAUEHHS

9acTOTH OOEPTaHHS @, -

B Bumaziky, SKmo ag) o,,, , BENUYMHA KyTa (a-
30BOTO 3CyBy [ Oyne MeHle 3HaueHHA f3,,,, fKe

BiAMOBIZIA€ 3HAYEHHIO @,

Mojiavi MmajuBa B IWIIHAPI 3MEHIIYETHCS, IO JJO3BOJISIE
3HU3UTH 4acTOTy OOEpTaHHA Bajla JU3ENI0 OO0 HOMiHa-
JILHOT'O 3HAYEHHSI.

THM CaMHUM TpI/IBaJ'IiCTI)

BucHoBKMu

1. 3arponoHOBaHi TEXHIYHI PillIEeHHS PETYJSTOPIB
4acTOTH OOEpTaHHs Baja IU3ENb-TEHEPaTOPIB J03BO-
JISIFOTh OTPUMATH KOPCTKI Ta THYYKI 3BOPOTHI 3B’SI3KH
B CHCTEMax pETyJIOBaHHSI YacTOTH oOepTaHHs, Ha
XapaKTepUCTUKH SKUX HE BIUIMBAIOTH 3MIHHM TiJl 4ac
poboTu (i3UUHMX BIACTUBOCTEH POOOYMX PIAMH, IO
BUKOPHUCTOBYIOTHCS B PEryJIsITOPax HEMpsIMOi Jii.

2. BukopucTtaHHs B peryisaropax 4actotu obep-
TaHHs Bajia JM3eNb-IeHepaTOpiB 30JI0THHUKIB, yIMpaB-
JIHHS SAKUMH 3IHCHIOETHCS 3a JOIMOMOTOI0 €JIECKTPO-
MAarHiTiB, JI03BOJISIE CTBOPIOBAaTH KOMOIHOBaHI pery-
JIITOPU 4aCTOTH O0EepTaHHS, A0 CKIAJy SKHX BXOIAThH
peryisTOpH 3a BIAXWIEHHSM 1 perynsropu 3a 30y-
peHHsIM, i 3a0e3mevyBaTH MPU LLOMY TOYHICTbH ITiJIT-
pUMaHHS 4YacTOTH OOEpTaHHSA, SKa BHUMAaraeThCs,
HMIBUAKOJIIO 1 CTIMKICTh MpOIECY peryiioBaHHS U
HaJIHHICTh PEryasTOpa NpPH BiIOMHX OKpPEMHX HOro
€JIEMEHTIB.

3. BukopucraHHs B €IEKTPOHHHUX CHUCTEMax YII-
paBIIiHHS KJalaHam¥ MOoAavi MmajuBa CUCTEMHU aBTOMa-
TH4HOI (pa3oBoi miA0yIOBH YacTOTH JO3BOJUTH 3a0e3-
MEYUTH HOpPMajbHE (YHKIIOHYBAaHHS CHUCTEMH aBTO-
MaTHYHOT'O PEry/TIOBaHHS YaCTOTH SIK MiJ Yac IyCKy
IU3eNb-TeHepaTopa, Tak 1 B IHIIMX peXHMax HOro
pobotu.

4. 3anponoHOBaHI TEXHIUHI PIMICHHS JOIIIBHO
BUKOPUCTOBYBATH SIK IIPU MOJIEpHI3alil iCHYIOUUX
CHUCTEM aBTOMATHYHOI'O PEryJIOBaHHS YacTOTH obep-
TaHHS BaJly JAW3€lb TEeHepaTopa, Tak i NPH CHCTEM
pEryJIIOBaHHs YacTOTH JUIS HOBHX JKEPEN eNeKTpHY-
HOI eHeprii.
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Oolecneyenne NoAiePKKH NOKa3aTesieil KauyecTsa
TPH PeryJHpOBKe YacTOTHI BPALleHHsI Baja qu3ejIb-TeHepaTopa

b. T. Kononos, E. A. Kononoga, /1. 0. Xonak

Hpe}IMeT H3YyUCHHUA B CTAaTb€ — aHaJIU3 CIoco00B U CpEACTB oOecIieyeH sl TOBBIIIEHNsT TOYHOCTH Y4aCTOTHI BpalicHus,
oOecrieueHrne CTOMKOCTH Ta CKOPOCTH ITPOLECCOB PETYIUPOBAHUS YaCTOThI BpALICHHS, ITOBBIIICHUC HaAEKHOCTH pa6OTI>I pery-
JIATOPOB, KOTOPBIC HCIIOIB3YIOTCA B CUCTEMAX aBTOMATUYECKOI'O PEryJInpOBaHUs YaCTOTHI. IIe.nb — OIUCAHUC ITPEIIOKCHHBIX
aBTOpaMHM TEXHUYICCKUX pemeHHﬁ, HCII0JIb30BAHUC KOTOPBIX ITO3BOJIUT n30eXKaTh HEraTUBHOI'O BOSﬂeﬁCTBHﬂ U3MCHCHMUS (1)I/I3I/I-
YECKHX CBOWCTB pa60qe171 CMECH, KOTOpast UCIIOJIL3YETCA B PETYIATOPAX HEIPSIMOro L[eﬁCTBHﬂ. 33}13‘{3 — 000CHOBaHHE TEXHH-
YCCKUX pemeHHﬁ, BHCJIPECHUE KOTOPLIX B IPAKTUKY PETrYIMPOBaHUS YaCTOTHI BpalllCHUSA Bajla JU3CJIb-I€HEpATOpa, IMO3BOJIMT!:
IOBBICUTb TOYHOCTH Tpe6y€MBIX 3HAYCHUHA YaCTOThI BpaIlCHUA; o0ecreunTh HeO6XOL[I/IMyl-O CTOMKOCTh CHCTEMBI aBTOMaTH4Ye-
CKOI'0 peryjimpoBaHus 4aCTOThI; [IOBBICUTH 6BICTpOI[eﬁCTBHe IIPOLECCCOB PEryjIMpOBaHUsI; IOBBICUTH HaAEKHOCTh PETYIIATOPOB;
YCTpaHUTh HETATUBHOC BJIMSAHHEC Ha IIPOLECC PEryIMPOBaHUA YaCTOTbl U3MEHCHUSA (1)H3H‘JGCKI/IX CBOICTB pa60!mx CMeCGﬁ, KOTO-
PBIC HUCIIOIB3YIOTCS B PETYIATOpAX HEIPSMOIo L[eﬁCTBHﬂ. BI)IBOJII)I: MPEUIOKCHHBIC TEXHUYCCKUEC PCUICHUSA uenecoo6pa3H0
HCIIOJIb30BaTh KaK IIPU MOACPHHU3AIMU CYIICCTBYIOIIUX CUCTEM aBTOMATHYECKOI'O PEryjupoBaHus HaCTOThl BpAIllCHUSI, TaK U
IIpU IOCTPOCHUU CUCTEM PETYIIMPOBAHUSA HaCTOTHI 151 HOBBIX UCTOYHUKOB 3HeKTpH‘-IeCKOﬁ OHEPIruu.

KaoueBble c0Ba: 9acToTa BPAILCHUS; AU3ENIb-T€HEPATOpP; TOYHOCTD; CTOMKOCTB; OBICTpO/ICCTBHE; HAIEKHOCTD.

Providing support for quality indicators
when adjusting rotational speed of the diesel generator shaft

B. Kononov, H. Kononova, D. Khodak

The subject of the study in the article is an analysis of ways and means to improve the accuracy of the rotation frequency,
ensuring the stability and speed of the processes of speed control, increasing the reliability of the regulators that are used in
automatic frequency control systems. The purpose is to describe the technical solutions proposed by the authors, the using of
which will avoid the negative impact of changes in the physical properties of the working mixture used in regulators of indirect
action. The task is justification of technical solutions, the introduction of which, in the practice of adjusting the rotational speed
of the shaft of the diesel generator, will: increase the accuracy of the required values of the speed of rotation; ensure the neces-
sary stability of the automatic frequency control system; to increase the speed of the regulatory processes; increase reliability of
regulators; to eliminate the negative effect on the process of regulating the frequency of changes in the physical properties of
working mixtures, are used in regulators of indirect action. Conclusion: the proposed technical solutions should be used both in
the modernization of existing automatic speed control systems and in the construction of frequency control systems for new sources
of electric energy.

Keywords: speed; diesel generator; accuracy; durability; speed; reliability.
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NopaHHA maTepianiB cTaTen A0 XypHany

0bcaz pykonucy — He MEHIIIe 4 TTIOBHUX apKYIIB YKPaiHChKOO, aHTJIIHCHKOI0 200 POCIHCHKOI0 MOBaMH.

®opmar apkymry A4 (21 x 29,7 cM), mapaMeTpu CTOPiHKH (BIJCTYITH BiJl Kpalo):

—3miBa — 2,25 cMm;

— 3mpaBa — 2,25 cM;

— 3BepXy — 2 cM;

— 3HM3Y — 2,5 cM.

OcHoBuuit mpudr crarri — Times New Roman, 10 kersb, MbKpsIKOBHiA iHTepBan (MHOXKHHK) — 1,0.

Jis myOmikanii HeoOXiZHO NMPENCTaBUTU CTATTIO B €IEKTPOHHIN (opMi, sika odopMIIeHa 3TiTHO HaBEJICHUX
HIDKYE BHUMOT, Ta ii pO3/IpyKOBaHMH €K3eMILISp, IMiIMUCaHUi yciMa aBTOpaMH CTaTTi.

CmpyKkmypa TEKCTy CTaTTi:

— IIOCTaHOBKa MPOOJIEMH Y 3arajbHOMY BUTJISIL Ta ii 3B'I30K 13 BXKIMBUMU HAYKOBHUMH YH TIPAKTUYHUMH 3a-
BJIAHHSAMU;

— aHaJli3 OCTaHHIX JOCII/PKEHb 1 myOuTiKalii, Ha sIKi CITUPAEThCS aBTOP;

— (OopMyITIOBaHHSI METH CTATTi (IIOCTAaHOBKA 3aBJIaHH!);

— BHKJIaJI OCHOBHOT'O Matepiaiy JOCIiPKEHHS 3 TIOBHUM OOTPYHTYBaHHSIM OTPUMAaHUX HAYKOBUX PE3yJIbTaTiB;
BHCHOBKH 3 JAHOT'O JIOCIII/PKEHHS 1 IEPCIIEKTHBH TOAAIBIIOT0 PO3BUTKY JAHOTO HAIIPSMKY.

Anomauyii 0o cmammi BUKOHYIOTCSI YKPaiHCHKOFO, aHITIIHCHKOIO T POCIICEKOI0 MOBaMH Ta TIOBUHHI PO3KPHBATH:

— TIPEJMET, TEMY Ta METY poOoTH;

— Merox (MeToju) a00 METOOIOT k0 MPOBEACHHS JTOCTIIKCHB;

— pe3yabTaTh JOCIiIKEHb,

— BHCHOBKH Ta 00JIaCTh 3aCTOCYBAaHHS PE3YNbTATIB AOCITIKEHb.

Cnucok nimepamypu NOBUHEH BKIIIOYATH HE MEHII 8 [pKepet, siki BuaaHi 3a octanHi 10 pokis. [Ipu npomy He
MeHI 50% JuKepen MOBUHHO BiTHOCHTHUCS O 1HO3EMHOI MEPiOAMKH. SIKIIIO OCHOBHOIO MOBOIO CTaTi € yKpalHChKa
a0o0 pociiichka, TO OQOPMITIOETHCS JIBa CIIMCKH JIiITEpaTypH: MEpIIni (CIIUCOK JIITepaTypu Ha MOBI OpHTiHATY JpKe-
pena) — BigmoBiaao g0 ACTY 8302:2015 «bibmiorpadiune mocuiaHHs: 3arajibHi MOJIOKEHHS Ta MpaBHa CKIaIaH-
Hs»; JPYruid — Ha aHIITIHCHKIA MOBI Ta JaTUHMLI (TpaHciTepalii) — «References».

[Tpu noxaHi craTTi aBTOp MOBUHEH TapaHTYBAaTH AIMCHICTh HABEACHHX JDKEpEN Ta y pa3i HeOOXiHOCTI HalaTh
iX y penakuiiiHy koserito. Skmo mxepeno indopmanii mae ineHTH(ikaTop 1HdpoBoro o6’ekry DOI, To BiH
000B’I3K0BO HABOAUTHCS HAITPUKIHII OMUCY, Hanpukiaxd, doi: 10.20998/2522-9052.2017.1.09.

Y 6ioomocmsax npo asmopie ykpaiHCbKOI0 MOBOIO HABOJATHCS:

— Tpi3BHIIE, iM’sI Ta IO OATHKOBI;

— HayKOBHH CTYITiHb, BYEHE 3BaHHsI, 1I0CAIa;

— Ha3Ba YCTAHOBH, JIC MPAIFOE aBTOP, ii MICIC PO3TaIlyBaHH: (MiCTO, KpaiHa);

— obuixoBwmii 3anuc aBropa ORCID;

— aJipeca eNeKTPOHHOT MOMITH.

Pykonuc cynpoeooscyemucs:

— peueHsi€ero JoKTopa Hayk (mpodecopa);

— BUTSTOM 3 MIPOTOKOJY 3aciianHs kKadenpu (BiIaiay).

Hes3anescne excnepmue peyen3zysanns MPOBOANUTHCS 3 METOI0 KPUTHYHOI OIIHKU PYKOITUCIB, IO MOAAIOTHCS
JI0 IyOJTiKanii, crienianicTaMu, siKi He BXOISITh 10 CKJIaly pelakiiiHoi Koserii. Penakiiiina xoseris Hanmpasiise Ha-
YKOBI CTaTTi, 110 MyOJIIKYIOTHCS, HA 30BHIIIIHE aHOHIMHE PElleH3yBaHHS HE3aJIEKHUMH EKCIIepPTaMH.

Cxema ocpopmneHHsA cTaTen (060B’A3KOBI eneMeHTH)

VIIK (xerss — 9 1it).

Ilepenix asmopis cratri (kernp — 11 1r).

Ilepenix ycmanos, Iie IPaIOIOTh aBTOPH (Ha3Ba 0€3 CKOPOUCHB, MiCTO, KpaiHa, Kerib — 11 mT).
Haszea cmammi (xernb — 12 1r).

Anomauyis MOBOIO OCHOBHOT'O TEKCTY CTaTTi (Kersb — 9 1r).

Kntouosi c1o6a MOBOIO OCHOBHOT'O TEKCTY CTaTTi (Kerab — 9 mT).

Ocnosnuti mexcm cratti (kerab — 10 1r).

Cnucok nimepamypu (U1 CTaTeil YKpaiHChKOI a00 pOCIHCHKOK MOBaMH, KETrJb — 9 IT)
References (xernb — 9 nr).

91



Advanced Information Systems. 2017. Vol. 1, No. 2 ISSN 2522-9052

Bumoru no enemeHTiB cTaTTi

Habip ¢popmyn 3aiticHIoeThCA B penakTopax ¢hopmyn MS Equation a6o MathType. 3a00poHS€ThCS BUKOpPHC-
TOBYBATH [yisl HA00Opy opmyi rpadivni 06'ekty, Tabnuii Ta pepakrop Gopmyna (formula) Word 2007-2016.

B mento “Po3mip — BusHauuti” BBecTH Taki po3Mipu: 3BuuaiiHuii — 10 nT; BenMkui iHIAEKC — 8 NT; Maui
HWHJIEKC — 7 TIT; BEJIUKHA CUMBOJI — 14 riT; Manuii cumBoi — 10 mr.

B mento “Ctune — BusHauuti” BBeCTH CTHIL hopMylt — “npsiMuii”, To0TO 1momst “@opmMaT CUMBOJIIB” — IyCTi.

Pucynku 000B’S13KOBO CYITPOBOJKYIOTHCSI IIEHTPOBAHUMH IT1IPUCYHKOBUMH Tinucamu (Kersb — 9), muprHa
He Oibiie 16,5 cM, BCi MO3HAYCHHS BUKOHYIOThCS KEIJIeM HEe MEHIITMM HXK 8 IT.

Y maéauysax Tabnuanuii 3aro1oBok (9 Kerib) — 000B’ I3KOBHH.

Bumoru po opopmneHHs References

References noTpiOHO TIPUBOIUTH OKPEMHUM OJIOKOM, MOBTOPIOIOYM ITOCTIOBHICTH IOMEPEAHBO HABEICHOTO
CIIMCKY JTiTepaTypH (IIpH HAABHOCTI), IPH OMY JKEpEa aHTJIiHCHKOI0 MOBOIO MyOIIOI0TECS. J[Kepena npu 1boMy
0(hopMITIOIOThCS 32 TAKUMH OCHOBHUMM ITpaBuiiamu (rapBapachkkuii cruib (Harvard style) opopmenns BSI:

— 3aIUC 3aBXK/M OYMHAETHCS 3 MPI3BHIIA aBTOPA, IOTIM, Yepe3 KOMY, iHiliany (MiX iHil[ialaMy TPOITYCKH He
CTaBIIATHCS), 32 SKUMH B Jy)KKaX BKa3yeThCs 1aTa BUAAHHS; JIBa aBTOPH BiJJOKPEMITIOIOThCS «and» 0e3 KOMH; KiTbKa
aBTOPIB PO3AUISIOTHCS KOMaMH, alle OCTAHHE MPIi3BHIIIE IIOBUHHO OYTH BiJOKpeMiieHO «and» 0e3 KoMHu;

— BUTSATH 3 MyOJTiKalliif, TOOTO Ha3BU cTaTell )KypHaJiB, IJIaB B KHUrax HaBOJSITh y "namkax";

— Ha3Ba XypHaITy 200 KHUTH 3aBXXIH BUIUIIETHCS KYPCHBOM;

— iM'S BUZIABIIS BKA3yETHCS MEpeJI MIiCIIeM BHIIaHHS;

— KOMH BUKOPHCTOBYIOTH JUISI TIOJILTY €JIEMEHTIB 3aIHCy

— I JKepes yKpaiHChKOO abo pOCiHChKOI MOBORO, IO HaBOAAThCs y References, Ha3Bu crareii )KypHadiB,
IJIaB B KHUTaX HAaBOIMTH JIATHHUIICIO (TpaHCIiTepaliero) y "nankax" Ta MepeKyiaJioM Ha aHTIiHChKY MOBY Y KBaj-
patHux ayxkax. OHaiH-KOHBEpTEp 3 yKpaiHChKOI MOBH JuIsl TpaHciiTepanii: http://translit.kh.ua/?passport.

Mpuknaau opopMneHHA LUTyBaHHSA
i3 pi3HUX TMNIB HEAHrNOMOBHUX AXepen (KUpuUnuus)

L.1. Knuea (ACTY 8302:2015).

1. Hemapko T., JIucrep T. UenoBeueckuii pakrop. Cankr-IletepOypr : CumBon—Iliroc, 2005. 256 p.
1.2. Knuza (Harvard style ohopmienns BSI).

1. Demarko, T. and ister, T. (2005), Chelovecheskiy faktor [Human factor], Simvol-Plyus, Sankt-Peterburg, 256 p.
2.1. Cmamms i3 nepioouunozo eudannn (JCTY 8302:2015).

2. IlIeaunu I'. T'., CemenoB C. I'., I'maBueB M. 1., Xanugpe Kaccem. Moznens pacuera BpeMeHHBIX TPaHUI] IpoeKToB. Cucre-
MM yIpaBJliHHS, HaBiranii ta 38'a3ky. [Tonrasa : [THTY, 2017. Bun. 1 (41). C. 43-49.

2.2. Cmamms i3 nepioouunozo eudanna (Harvard style odhopmienns BSI).

2. Shvachich, G.G., Semenov, S.G. Glavchev, M.I. and Kassem, Khalife (2017), “Model rascheta vremennykh granits
proyektov [Model calculation of time boundaries of projects]”,/ Sistemi upravlinnya navigatsii ta zvyazku, PNTU, Pol-
tava, No. 1 (41), pp. 43-49.

3.1. Tucepmauia (ACTY 8302:2015).
3. Benozepos 1.B. Penurnosnas nmonuruka: auc. ... kaua. uct. Hayk: 07.00.02; 3amumena 22.01.02; yrB. 15.07.02 / Benose-
pos MBan Banenrnnosuu. — K., 2002. — 215 c.
3.2. Tucepmauia (Harvard style odopmienns BSI).
3. Belozerov, (2002), ”Relyhyoznaia polytyka: dissertation” [The religious policy: dissertation], Kiev, 215 p
4.1. /ncepena enekmponunozo pecypcy 6iooanernozo oocmyny (JJICTY 8302:2015).

4. Kysymano Maiiki, ITonnenauk Mapu. Bepexiusas pa3paborka nporpamm [D1aeKTpoHHbIH pecypc]. OTKpPBITBIE CHCTEMBI :

CYB/. 2012. Ne 08. Pexxum nocryna: https://www.osp.ru/os/2012/08/13019237/ (ocranne 3Bepuenns 10.04.2017).
4.2. /[ncepena enekmponunozo pecypcy eiooanenozo oocmyny (Harvard style opopmnenns BSI).

4. Kuzumano, Maykland and Poppendik, Meri (2012), “Berezhlivaya razrabotka program [Wasteful development of pro-
grams]”. Otkrytyye sistemy. SUBD, Ne 08, available at: https://www.osp.ru/os/2012/08/13019237/ (last accessed April 10,
2017).
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Submission of articles for journal

The manuscript volume should be at least 4 full pages in Ukrainian, Russian or English.
Page size: A4 (21 x 29.7 cm). Page setup (margins):

—left —2.25 cm;
—right — 2.25 cm;
—top —2 cm;

— bottom — 2.5 cm.

Body text — use Times New Roman font; face — Roman; font size — 10 pt, Line spacing is set by multiplier of 1.0.

It is necessary to present the article in electronic form, which is finalized according to the requirements, and
with printed copy, signed by all authors.

Structure of the manuscript: the article should include the following elements:

— general problem statement and its relation to up-to-date scientific and practical tasks;

— analysis of recent research and publications in the relevant field;

— statement of the article tasks;

— the main part wich explaining the research conducted and obtained scientific results;

— conclusions of the conducted research and prospects to be developed in the future works.

Abstract of manuscript should be written in Ukrainian, English and Russian, and explain:

— subject, theme and objective of the research;

— method (methods) or methodology of research;

—results of research;

— application possibilities of research results.

The reference list should include not less than 8 sources that have been published for the past 10 years. Here-
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