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ALGORITHMS FOR FINDING NON-INTERSECTING ROADS ON iMAGES

Abstract. Research relevance The use of GPS for UAVs to determine their current coordinates (navigation) leads to a
number of problems. The development and improvement of the autonomous navigation method without the use of GPS is an
actual issue, and this issue is considered in the article. The subject of study in the article is the issue of UAVs navigation
based on video images. The purpose of work to develop an algorithm for autonomous navigation of UAVs that requires less
resources. The following tasks are solved in the article: software modules are developed based on image processing
algorithms; suitable model for invariant identification of curves was studied and applied. The following results were
obtained: an algorithm was developed for the invariant identification of winding roads (curves) without intersections from
different angles; developed software modules have been tested in the Republic of Azerbaijan on the basis of a map of the
region called "Agsu Pass". Conclusions: the application of the method proposed in the article will enable rotation-invariant
autonomous navigation of UAVs using less resources.

Keywords: Global Positioning System; unmanned aerial vehicle; navigation; autonomous; invariant; video; non-

intersecting roads.

Introduction

The widespread use of unmanned aerial vehicles
(UAVSs) in modern times, both military and civilian, raises
a number of issues. One such issue is the problem of
locating, tracking and managing UAVs. These devices
have different navigation methods. The following are
some of the different navigation methods tested for UAVs.

One of the main approaches for navigating UAVs is
the application of GPS technology. GPS - a global
positioning system that operates continuously and
transmits electromagnetic signals from position, speed
and altitude meters to certain receivers. These signals
allow you to determine the location of objects on the
ground, the coordinates of the device with high accuracy.
This technology, which is applied to the UAV,
determines the location of the device and regulates its
movement [1]. In [2], without human intervention, the
UAV receives the current coordinates from the GPS
receiver via a Bluetooth connection with the navigator
computer. With this point, the optimal trajectory is drawn
to the next destination. During the flight, the navigator
computer provides information on which direction and
how far to turn. This information is used in the control
system of UAV engines.

To date, UAV navigation methods have been
proposed in three main categories:

1) inertia navigation;

2) satellite navigation;

3) vision-based navigation. Visual-based navigation
from these methods provides richer information about the
earth's surface and objects than others [3].

It is possible to navigate the UAV with GPS when
flying in the open air, at an altitude without any obstacles.
However, at lower altitudes, where obstacles may be
present, this approach is not appropriate. [4] proposed
optical stream navigation for autonomous movement of
UAVs in such zones.

Problem statement

The main disadvantage of the widely used GPS
method is that the operation of the UAV is completely
dependent on GPS. Where there is no GPS, there are
obstacles to the movement and control of these devices.
For this reason, a GPS-independent control system is
required for UAVSs to be able to move autonomously.

Various methods have been proposed to regulate
the autonomous movement of UAVs without the use of
GPS. Some of the methods are shown in the
introduction. One such method is video-based
navigation. The main approach in this method is to
determine the location of the objects based on the
objects observed by the device and their coordinates.
Observed facilities include important infrastructure
such as power plants and roads. UAV recognizes these
objects and determines its current coordinates and
location based on their coordinates. The images and
coordinates of the objects to be solved must be known
in advance. This data is processed and placed in the
database. The image obtained by UAV is also
processed. The results obtained are compared with the
data in the database to determine which of these objects
corresponds to the database. The location of the device
is determined by the coordinates of the image object.

Problem solving

Important infrastructure as reference objects is used
to determine the location of the UAV. Roads were taken
as such infrastructure in the study. Thus, the UAV must
take a view of the earth's surface while driving without
GPS and determine its approximate location relative to
the road in the image. In this study, only non-separable,
non-intersecting roads were considered.

In order to solve the problem, images of all the
roads that the UAV can observe must first be obtained in
advance. Certain features are determined by processing

© Goyushova U. M., 2023
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these images. For winding, non-separable roads, such key
features are considered to be the turning points of the
roads. These features - the coordinates of the turning
points are placed in the database as a factor indicating the
appropriate path.

The proposed method for solving the problem is to
compare the turning points of the road imagined during
the flight with the turning points of the known roads. The
UAV captures video of the earth's surface during
movement. The obtained images are processed, ways are
found. The turning points of the road are determined,
compared with the coordinates placed in the database,
and the appropriate one is selected.

With the application of this method, UAV can provide
autonomous traffic on roads without GPS. However, there
are a number of problems here. During the research, it was
found that UAV can capture video in different forms: at
different distances, at different angles, in different directions
and scales. In this case, it is known that the road image of
the UAV will be processed differently from the road image
in the database and different features will be obtained. As a
result, although both images represent the same path, they
will not match or will match with another image in the
database. The problem of invariance was considered to
solve this problem.

Each of the roads can be identified as a curve, as the
study considers only non-separable, non-intersecting and
mostly curved roads. There are different methods for
identifying curves: interpolation polynomials, Bezier
curves, etc. However, the B-spline model was chosen to
identify the curves in the study. The main reason for
choosing this method is that the B-spline is resistant to
operations such as rotation and scaling. Application of
the B-spline method provides invariant identification of
curves [5].

Application of b-spline:

n
Q(u) = > RNj (u) - @
i=0

In this equation u is a parameter of the function
representing the curve u=n—-k+2;

n - the number of nodes is determined in Fig. 1;

R (X, Yj) - control points;

N; i (u) - basis function;

k is the number of points on each segment where
the curve is divided. This number satisfies the condition
2<k<n+1.

The basis function Nj (u) is the basic of the

construction of the B-spline. The procedure for setting up
basis functions is given in (2).

u-—t;
N; i (u) = — - Nj kg (u) +
i+k —{; @
t: —-u
LN (W),
ti+k+1_ti+1

ti =0,12,...,n+k

As can be seen from the construction of the base
functions, these functions do not depend on the control

points. The B-spline model is applied to both base images
and road images obtained by the UAV.

Image processing. As mentioned, the placement
of pre-known images in the database means the
identification and placement of certain features from
these images. Comparison between images also means
comparing their respective features. The image is
processed to obtain these features from the images and to
establish a suitable spline. The main objects - roads -
should be identified from the processed images and the
image should be cleaned of "dirty", non-informative data.
Image processing involves a few steps. These steps are
applied to the image of the so-called "Agsu Pass" in
Azerbaijan, taken from the Google Earth platform Fig. 1.
The sequence of these steps is shown below.

Fig. 1. Taken image of "Agsu Pass"

Converting a color image to a grayscale image.
The images are usually rendered in RGB (red, green, blue)
format. Due to the complexity of working with color
images, these images turn into grayscale images. The
transition to a grayscale image is an effective and important
step in terms of speed, ease of coding, etc. in the subsequent
processing stages. The procedure for converting an RGB
image to a grayscale image is given below.

0.3-R+0.59-G+0.11-B. (3)

In this formula, RGB represents the red, green, and
blue color distribution in the image pixel, respectively
[6]. The grayscale image of the captured image is shown
in Fig. 2.

Defining the edges of objects in the image. At this
stage, the Sobel Edge Detection algorithm was applied.
Using this algorithm, unnecessary pixels are thrown out
of the image. Defining the edges of objects in the image
brings the image to the black and white format, and at the
end of the step only black (or white) pixels play an
informative role [7]. The result of applying the algorithm
is shown in Fig. 3.
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Fig. 2. Grayscale image

Clearing noise pixels from images. The number of
pixels required in the black-and-white image obtained
with the application of Edge Detection algorithms is
slightly reduced. Based on the Connected Component
Label algorithm, other additional pixels in the image are
deleted, and as a result, the image consists mainly of
roads [8]. The result of applying the algorithm is shown
in Fig. 4.

Fig. 3. Binary image Fig. 4. Clean image
Thinning. At the end of the processing, the image
should be in black and white, consisting only of a curve.
Despite the processing of the image, the curve in the final
image may not be of the desired thickness. In the final
stage, the curve in the image - the path should be taken
as a sequence of pixels, not as a set of pixels. The
construction of this sequence is done by checking the
adjacent pixels of each pixel. To build this sequence for
thicker curves is more difficult and impossible . For this
reason, it is necessary to reduce the thickness of the curve

to 1 pixel. The Zhang-suen Thinning algorithm is used
as a thinning algorithm in the research [9]. The essence
of this algorithm is to check the adjacent black pixels of
each black pixel. As a result, the object - the curve in the
image is thinned to 1 pixel, and the number of black
pixels is sharply reduced. Any curve taken in Fig. 4 , the
result after the thinning is shown in Fig. 6.

With the connected component label approach, the
set of black pixels that represent the curve is brought to
the pixel sequence. Properties - turning points are
determined in a certain method from the sequence of
obtained pixels.

Each of these steps is applied to known images and
the image obtained by the UAV. The characteristics of
the known images are placed in the database, and the
characteristics of the image obtained by the UAV are
compared with those in the database. The corresponding
one from the known images is determined. The current
position of the UAV is determined based on the
coordinates and position of this road.

Fig. 5. Any curve taken

Fig. 6. The curve after the thinning

Aspects (opportunities) of practical application

The proposed method can be used as a navigation
method for UAVS. The main essence of this method is
that navigation is based on images. The main advantages
of the method:

1. Having the ability to navigate the device without
depending on GPS,

2. It requires quite a few resources during
navigation.

The main limitations and disadvantages when
applying the method are as follows:

1. The recognition process will not work in
unfavorable weather conditions such as fog, rain, or any
obstruction that restricts vision.
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2. The proposed method can be applied only for
winding roads without intersections.

Discussion of the results

To date, several navigation methods for UAVs have
been reported in the literature. Most of these methods rely
on the use of GPS. However, in environments where the
use of GPS is restricted or there are external interferences
to GPS, problems may arise when applying those
methods. In such cases, it is more efficient to use the
navigation method based on video images. There are also
video-based navigation methods in the literature.

The advantage of the video-based navigation
method proposed in the article over other video-based
methods is that it requires less resources. Carrying out
extensive processing on the images has significantly

reduced the number of points that play a role in the end.
This has led to the requirement of less time and memory.

Conclusions

The article develops a method of navigating objects
encountered in video images to ensure the autonomous
movement of the UAV without the use of GPS. Non-
separable, non-intersecting highways are taken as
reference objects to determine the location of the UAV.
This method was tested in the Republic of Azerbaijan on
the basis of a picture taken of the region called "Agsu
Pass". The proposed method can be used to ensure the
autonomous movement and control of UAV in places
where there are restrictions on the use of GPS. The
application of the method is possible both in military
zones and in other areas.
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AJITOPUTMH MONIYKY HemepeciuHuX J0pir Ha 300paKeHHIX
V. M. l'oromiosa

AHoTanisi. [locmipkeHHS] TPHCBSUEHE PO3IJILy MHUTaHb 3a0€3NEYEeHHsS aBTOHOMHOTO pPyXy O€3MiIOTHHUX JHTAIBHUX
amapaTiB. AKTyalbHicTh qocaimxkenns. Buxopucranus GPS ms BITJIA mist Bu3Ha4YeHHs 1X MOTOYHHX KOOpPAMHAT (HaBiraris)
HPHU3BOAUTE 110 Py npobiem. Pozpobka Ta BIOCKOHANIEHHS METOAY aBTOHOMHOT HaBiraii 6e3 Bukopucranus GPS e akryansHoio
poOIEeMOr0, 1 Il MUTaHHs PO3TIIacThes B cTaTTi. [lpenMeTom aociiaKkeHHs1 B cTarTi € nmutaHHs Hagiranii BIIJIA Ha ocHOBI
Bifie0300paxkeHs. MeTo10 po6oTH € po3poOKa alropuTMy aBTOHOMHOI Hapiramii BITJIA, mio BuMarae MeHIINX pecypciB. Y cTaTTi
BUPIIIYIOTHCS HACTYMHI 3aBJaHHA: PO3pOOJIEHO MPOrpaMHi MOJIYJ Ha OCHOBI alrOPUTMIB 0OpOOKH 300pakeHb; BUBYEHA Ta
3aCTOCOBaHa BiAMOBiHA MOJIENb iHBapiaHTHOI igeHTH(iKanii kpuBuX. OTpHMaHO HACTYNHI pe3yabTaTH. Po3pobieHo anroputm
iHBapiaHTHOI ineHTH(IiKalii 3BUBUCTHX JOpIir (KpHMBHX) Oe3 mepeTwHiB 3 pi3HUX KyTiB. Anroput™ Zhang-Suen Thinning 6yB
3aCTOCOBAaHHMM JUIsl 3MCHILICHHS TOBIIMHM KPUBHX Ha 300pakeHHsX n0 1 mikcens. Po3poOieni mporpaMHi Momyini mpoinuii
BUMpOOyBaHHsI B A3sepbaiipkancekiii PecnyOotili Ha OCHOBI KapTu perioHy Mif Ha3BOIO «ArCychKHil mepeBai». BucHOBKH:
3aCTOCYBaHHsI 3aIIPOIIOHOBAHOTO B CTATTi METOAY JA03BOJIUTD 3AIHCHIOBATH POTALliiHO-IHBapiaHTHY aBTOHOMHY Hasiraiiro BITJIA
3 MEHIINMH PeCypcaMu.

KawuoBi caoBa: riobaigpHa cucTeMa MO3UIIOHYBaHHS; OC3MINOTHUII JTanpHUil amapar; HaBirailis; aBTOHOMHUIA;
HEe3MiHHUH; BiJIe0; TOPOTH, 0 HE IePETUHAIOTHCSL.
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CxigHOyKpaiHCHKHN HalllOHANBHAN yHiBepcuTeT iMeHi Bomomumupa Jans, Kuis, Ykpaina

KIACTEPU3ALIA TA AHOMAJIBHICTD JAHUX IHAEKCY BOJIATUJIBHOCTI

®OHJOBOI'O PUHKY CIIA

AHoTanisi. AKTyalbHicTh. [HBeCTYyBaHHs IpOILICH 1€ BaXIUBHIA CIOCi0 moKpalieHHs (piHaHCOBOTO CTaHy, IK OKpeMol
JIIOIMHM, TaK 1 CYCNiJIbCTBA B IITIOMY. AKTyalnbHOIO € mpobieMa po3yMiHHS (piHAHCOBHX JaHUX Ta NPUHHATTS PilllCHb
[I0J0 1HBECTULIHN rpoleil B MEBHUH NPOEKT Ha JaHUKA MOMEHT dacy. O0’€KTOM JOCIIHKEHHS € MPOLEC BCTAHOBICHHS
3aJIeKHICTh BapTOCTi akTUBY Bix 4yacy. IIpeamMeTom DOCTiUKCHHS € MaTeMaTH4HI MOJeTl OOpOoOKH JTaHUX, TPOBEICHHS
KJIacTepHu3allii JaHUX Ta MOIIYKy aHoManiid. MeTolo 1aHoi po6oTH € po3poOka MeToxy /Uit epeKTUBHOTO iHBECTYBaHHIO
rpouiel 3 BUKOPUCTAHHSIM METOJIB 0OpOOKH Ta aHANi3y AaHHX O 3HAUYCHb IHIEKCY BOJATIIBHOCTI ()OHIOBOTO PHHKY
CIIIA, Bu3HaueHHS KJIACTEpiB IO isM 3 aKTUBaMH, a TAKOX IIepeBipKa HasBHOCTI aHOMAJIbHUX JaHuX. Pe3yabTaTn noc-
gipxkens. OOpani oQimiifHi qaHi 3HaYeHb IHAEKCY BOJATHIHHOCTI Ta MiATOTOBICHI IUIS IOAANBIIOTO aHAi3y HOUIIXOM
BHJAJICHHS HETIOBHUX HA0OpiB Ta mojanpmoi Hopmamizamii. [IpoBeaeHa knacTepu3alis 9aCoBHX PAIiB Ta PO3ILICHO Ma-
CHUB Ha II’AThb OAHOPiAHHX Tpym. Kimactepu BU3HAYAIOTH ialla30HM 1HJEKCY BOJATHIBHOCTI, IO BiOOPaXaroTh Pi3HI Ha-
CTpOi iIHBECTOPIB Ha PHHKY Ta CIIOHYKAIOTh 10 BiAMOBIAHUX Iiii 3 aKTHBaMHU: MIPOJABaTH, OYIKyBaTH, KyIUISTH, BUBOJAUTH
TPOILI 3 MPOEKTIB, IO PO3BUBAIOTHCS 1 BKIAAUTH B CTa01NbHI, IepedekaTu. [IporpaMHO POBENEHO CETMEHTALIIO TAaHUX,
3aCTOCYBaHHS BIKOHHOI ()yHKIIi, BU3HAUYEHO [IEHTPOINM AJISI CETMEHTIB Ta IPOBEICHO PEKOHCTPYKIi0 CHrHANy. BusHa-
YEeHO TOYKHU aHoMalill naHux. [IpoBeeHO MOPIBHUIEHUN aHATi3 3a pe3ybTaTaMy 00y IOBaHUX II0YaTKOBUX JaHUX, pe-

KOHCprﬁOBaHHX Ta MOXUOKH PEKOHCTPYIOBAaHHA.

KawuoBi cioBa: kmactepusallis; aHOMaJIbHICT;, IHAEKC BOJIATHIBHOCTI.

IlocTanoBKka Ta aHaJi3 npodJjaeMu

B cyyacHOMY CBiTi HaJUIMIIOK TpoIIei B OrOIKeTi
mianpueMcTBa a0o ciM’i mpUiHATO iHBeCcTyBaTH B Oi3HEC,
HEPYXOMICTh Ta cebe. [HBecTHIliIMU € BCi BUIU MaifHO-
BUX Ta IHTEJIEKTyaJbHUX I[IHHOCTEH, 1110 BKJIAJal0ThCS B
00'€KTH MIANMPHUEMHUIIBKOI Ta IHIIUX BUJIB AiSUTLHOCTI, B
pe3yJIbTarti K01 CTBOPIOEThCS MTPUOYTOK (10X0/1) Ta/abo
JIOCSITaeThCs COLialbHUI Ta ekonoriunuii edexr [1].

IcHye OaraTo NMOKa3HUKIB B YIpaBiiHHI (hiHaHCO-
BUMH PHU3HMKAMH, SIKI BUKOPHCTOBYIOTBCS JUIS aHAJi3y
puHKY. OTHUM 3 TaKMX CTaTHCTHYHMX (DiHAHCOBHX IO-
Ka3HHKIB € iHAekc BomatmwibHOCTI (VIX), mo Bkazye Ha
OUiKyBaHI KOJIMBAHHS BapTOCTi aKTUBY IPOTITOM HACTY-
maux 30 guiB [2]. Takuil 9acoBHit epio1 mepenoadYeHHAS
3BYXKYy€ CBITOIIIS A0 OIM3bKOTO TepMiHy. IHIEKe Boa-
TUJIBHOCTI € TIOKa3HUKOM HACTPOiB iIHBECTOPIB Ta X mpo-
THO3IB IIOJI0 BOJATHILHOCTI OCHOBHUX KOTHPYBaHb aK-
THUBIB 3 YaCOM.

OTxe, MeTOI 1aHOi poOOTH € PO3poOKa METOIY
JU1s1 €(hEeKTUBHOTO IHBECTYBaHHIO IPOIIEH 3 BUKOPUCTAaH-
HSM MeTO/iB 00pOOKY Ta aHaIi3y JaHWX I 3HAYCHb 1H-
JIEKCy BOJIATHWIILHOCTI.

Jnst bOTO TPONOHYETHCSI PO3PAXOBYBATH 1HIEKC
BOJIATWJILHOCTI, BCTAQHOBIIIOIOYM 3aJIEXKHICTH BapTOCTI
aKTHBY BiJ yacy. 11 Bu3HauSHHS TPEHIIB B OJJHOPIAHUX
rpyliax JaHUX KOPHCHO IPOBECTH KJIACTEPHU3ALio Jia-
HHUX, & TAKO)K BU3HAYUTH TOYKH a00 00JacTi aHOMAJTiM,
10 MOKYTh OyTH MOMUJIKOBUMH JJTAHUMH a00 MPE3EHTY-
BaTH 3apOJPKEHHS HOBOTO KJIaCcTepy.

Jlist po6OTH B raiy3i JoCiimKeHHs qanux [3-7] Ham
HEOOXiHO 00paTu JOCTOBIpHI JpKepena iHpopmarii Ta
00poOUTH JaHi TAKUM YUHOM, III0O MaTH JOCTATHIO KiJIb-
KIiCTh OJTHOTHITHUX JIaHUX 3a 0OpaHMii 4yac 3 IEBHOIO Ie-
ploaMYHICTIO Ta 30eperTu y 3pydHoMy ¢dopmati Juist 00-
poOxu. B wiit po6oTi miianyerscst 00poOka eKOHOMIYHUX
JaHux, ToMy Mu 3BepHysucs 10 FRED — onnaiin 6a3u
JIaHUX, 10 CKJIAJAETHCS 3 COTEHb TUCSY €KOHOMIYHHX

YaCOBUX PS/IB JaHUX 3 OILIHOK HAlliOHAJbHHUX, MDKHA-
pOAHUX, AepXaBHUX Ta mpuBatHux mxepen [8]. FRED
CTBOPEHMH 1 MINTPUMYETHCS JOCTIIHUM BiIIIJIOM IpH
OenepanpHOMYy pe3epBHOMY Oanky CB. Jlyica. Kopmc-
HOI0 € MOXJIMBICTh BHKOpUCTaHHSA 0a3u ALFRED
(ArchivaL Federal Reserve Economic Data), sika mporio-
Hy€ KOPHCTYBauaM MOXKJIMBICTH JIOCTYILy J0 CTapHX Ja-
HuX g Oarateox poctymHux cepiii FRED. Ilo cyri,
ALFRED Ta FRED nonomaratoTe KOpUCTyBayam po3I1o-
BIZIaTH CBOI iCTOPIi JaHUX.

TeoperuuHi BizomocTi

Innexc BorarnmiapHoOCTI. BomaruneHIicTh 1€ cTaTH-
CTHYHHI TTOKA3HUK 3MIHIOBAHHS IIiH, IKAH € MipOIO pH-
3MKy BUKOPHCTaHHS (hiHAHCOBOT'O iHCTPYMEHTY B JaHUH
niepiof gacy. [yt po3paxyHKy BOJATHIBHOCTI BUKOPHC-
TOBY€EThCS CTATHCTHYHA CTaHJAPTHA CTATUCTUKA BiJXH-
JICHHSI, 1110 J03BOJISIE IHBECTOpaM BU3HAYUTH PU3HK NPH-
n0aHHs pIHAHCOBOTO IHCTPYMEHTY.

Jlyis po3paxyHKyY iHAEKCY BOJATHJIBHOCTI HaM He-
00XiTHO TOMEPEIHhO PO3PaxXyBaTH CTAHAAPTHE BiAXU-
JICHHS Oy A7l BUOIPKY 3HAUEHB I[IHH:

Dizi (X — x)?

n—1

Osa = €]
B dopmymni (1) n — po3mip Bubipku; x; — po3Mip iH-
JIMB1TyabHOTO 3HAYECHHS BUOIPKH; X — cepeqHe apudme-
TUYHE BHOIPKH.
Haiibinpmr 9acTo po3paxoBYEThCS CEpeIHBbOPIUHA
BOJIATWIIBHICTH O 3a (hOPMYJIOI0:
Osd
og=—, 2)
VP
Je P — yacoBHi IPOMIKOK y poKax.
BonaruneHicTs 0 Ha iHTEpBan dacy T (o0uunciro-
€TBCSl B JTHSIX) PO3PaxOBYEThCS Ha MiACTaBl piyHOI ce-
PeIHBOT BOJIATHIIBHOCTI TAKMM YHHOM:
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or = oVT. 3)

HinroroBka nanux. /{71 anani3zy qaHuX HEOOXiTHO
TIEPEBIPHUTH iX Ha BiIMOBITHICTH 10 3aralbHUX BUMOT, 3a-
6e3meuynTy X MOBHOTY Ta JIOTiYHICTH. TpaHchopmaris
JAHWUX, HAIPUKJIa HOpMalli3allis, MOXKe IMOKPAaIIUTH TO-
YHICTh Ta €(EKTUBHICTh aHANI3y JaHHUX 32 JOTIOMOTOIO
AJITOPUTMIB MAIIMHHOTO HaBYaHHS. Taki METOIH NAr0Th
Kpalll pe3yJIbTaTH, SKIIO JaHl OyayTh HOpMali3oBaHi,
TOOTO MacuITaboBaHi 10 MEBHHUX AianasoHiB. ATpuOyT
HOPMaJTi3y€eThCs IIUIIXOM MaclITaOyBaHHs HOro 3HaUeHb
TaKUM YHHOM, 11100 BOHHM 3MEHIIYBAIUCS Y HEBEIIUKOMY
3aJaHOMY Jliara3oHi, Hanmpukian, Big -1 no 1. Obepemo
METOJI MiH-MaKC HOpMaJti3allii, ika BUKOHYE JIiHIHE ITe-
PETBOPEHHS BXiIHUX MaHUX X y BUXIOHI JaHI Xnew Ta
Moske OyTr obuncieHa 3a GopMyIor:

_ V = Vinin)
e (Vmax - Vmin).

VY Bupasi (4) Vinin 12 Vipoy € BIATIOBIIHE MiHIMATBHE
Ta MakCHMaJbHe 3HAUeHHs 3MIHHOT X.

Kuacrepuzauisi JaHux yacoBux psigiB. 3a 1010-
MOTOI0 KJIacTepHOro aHamizy [9] moxxHa 3pobutu BUOI-
PKY 3a 03HaKOI0, 110 BUBYATHMEThCA. VI0ro ocHOBHa 3a-
Jlada MoJiirae B po3IiIeHHI 0araTOBUMipHOTO MacHBY Ha
omHopimHi Tpymu. [lapHuii koedimieHT Kopesamii abo
EBKiioBa BigcTaHp MiXK 00'€eKTaMU 32 3aaHUM ITapaMe-
TPOM BUKOPHUCTOBYETHCS SIK KpUTEpii rpynyBanHs. Haii-
OJIDKY1 3HAUEHHS TPYYIOTHCS Pa30M B €JMHUH KI1acTep.

KractepHuii aHaini3 BKJII0oYa€e HaCTYIHI Kpoku. Bu-
0ip maHux abo X HEepEeTBOPEHHS IS CTBOPEHHS KOPHC-
HUX 1 HOBUX (YHKIIH. Po3poOka abo BUOIp anropurmy
Kjactepu3anii. Bamigamis kiacrepa HeoOXiTHA 3aBISIKH
TOMY, IIO Pi3HI MiIXOIN 3a3BUYail MPU3BOAATE 10 (op-
MYBaHHS Pi3HUX TPYII KJIACTEPIB 1 HABITH JJIS OJHOTO all-
TOPUTMY, TIapaMeTpH ineHTu(ikamii abo mocIiIoBHICTD
BBEJICHHS IIA0JIOHIB MOXKE BIDIMHYTH Ha (iHAIBHI pe-
3yJIbTaTH. [HTEepHpeTanis pe3yabTaTiB J03BOJISE HANATH
3HaYyIy iH(GOpPMAIli0 3 BUXIIHUX JaHUX 3aBISKH MIPO-
BEJICHIN KiIacTepu3aliii.

Merton, axuii Mu OyJjeMO BUKOPHUCTOBYBATH, Ha3H-
Ba€ThCs KiacTepu3alicio cepeiHix abo k-means. Aunro-
putM k- means kiacTepusye JaHi, HAMara4uch po3i-
JIUTH BUOIPKY Ha N rpyI OJHAKOBOI AMCHepcii, MiHIMI3y-
I0YM KpUTEpiH, BiIOMHUIA K iHEpIist abo cyma KBaJpaTiB
BcepenuHi Kiactepa. Llel anroputm BuMarae 3aBRaHHS
KIJIBKOCTI KJIacTepiB, sKi MOTpiOHO BKkasartu. Bin mobpe
MacmTabyeThes A0 BEIMKOT KUIBKOCTI 3pa3KiB 1 BUKOPH-
CTOBYBaBCsI B 6araTbox o0yacTsX.

Anroput™ k-means aisute Habip 3 N 3paskiB X Ha
K Henepeciunux knactepiB C, KOXKEH 3 SIKUX OIHUCYETHCS
Cepe/IHiM wi 3paskiB y kiactepi, Y; € C. Cepenne 3a3Bu-
Yali Ha3UBaIOTh «LEHTPOINaMm» KiacTepa, 1 BOHH 3a3BH-
Yaii He € TOYKaMH 3 X, X04a BOHU 3HaXO/ISTHCS B OZTHOMY
npoctopi. AnroputMm K-means cnpsMoBaHHH Ha BHOIp
LEHTPOIAiB, AKi MIiHIMI3yIOTbCS KpHUTEpii iHepiii abo
CyMH KBaJpaTiB KJIacTepa:

n
> min (1l - wll®).
i=0

IHepis MoXxe cripuiiMaTHcs, sIK Mipa TOTO, Ha-
CKUTbKY BHYTPIIIHEO KOTEPEHTHUMHU € KJIACTEPH.

4

MeTtoaun momyKky aHoMmaJii. 3aranbHe 3aBAaHHS
BUSIBIICHHS aHOMAJII Yy YaCOBHX Psax 4YacTo MOILIsA-
€THCS Ha JIBi OKpeMi 3aj1aui: BusBieHHs Bukuais (Outlier
Detection) ta «HoBoi moBeminku» (Novelty Detection).
Bukuu € HaCIiIKOM: IOMWJIOK Y JaHUX (HETOYHOCTI BU-
MIpPIOBaHHS, OKPYIJICHHS, HEMPaBWIHHOTO  3aIHCy
TOII0), HASIBHOCTI ITyMOBUX 00'€KTiB (HETIPaBIIIFHO KJIa-
cudikoBaHNX 00'€KTIB), IPUCYTHOCTI 00'€KTIB «IHIIHX»
BHOIpOK.

Jis momryKy aHOMaJIii 3aCTOCOBYIOTHCS] CTATHCTH-
YHI METOIH TSI BHBYCHHS OKPEMHUX O3HAK Ta BiIOKpEM-
JICHHS CGKCTPEMAaJbHHUX Ta YHIKAJbHUX 3HAYCHb y BU-
Oopii, a came: Z-OIliHKa Ta HAJIUIIKOBHIA ekciec. Ta-
KOX B poOOTi 3 BU3HAYCHHS aHOMAaJTili BUKOPUCTOBYIOTh
MOJICBHUH MiX1J, MCTPUYHI, iITEepaIliiiHi METOIHM Ta Me-
TOJI MAIIMHHOTO HABYAHHS.

BusiBneHHs aHOMAJIIT BKJIFOYA€: BUSBJICHHS aHOMa-
T MUITXOM TIOITYKY OyAb-SKUX 3HAYCHD 32 TICBHUM TI0-
poroM; BUSBICHHS aHOMAJIill 32 CTPYKTYpOIO CHUTHAIY;
OlThII TOHKI MOXMOKH - 3MiHa (opMH TepiogUIHOT
XBHJIL.

Pe3yabTaTn podoTH 3 KiIacTepu3auii 1aHUX Ta iX
aHOMaJILHOCTi. BUKOPHCTOBYIOTBCS JTaHi y BUIIISAL Ya-
COBUX PsIB JJISL iHAEKCY BOJATHIBHOCTI, OTPUMAHHUX 3
6azu FRED 3 02.01.1990 no 29.09.2022 3 nepioguyHi-
cTio B | 1eHb. BUBUAIOTHCS AaHI BOJATHIBHOCTI (POHIO-
Boro ingekcy CHIA S&P 500 [10], mo micturs inpop-
Manito npo 500 HaimoryxHimMX kommnauii. ['padiune
MIPEJCTaBICHHS NaHWX iHAEKCY BoNaTwibHOCTI VIX B
mepioan cTabiIBHOCTI Ta MAHIYHUX HACTPOIB iHBECTOPIB
HaBeJeHUi Ha puc. 1.

[onmanpmmii aHai3 JaHUX MPOBEAEMO 32 JIOTTOMO-
TOI0 CTaTUCTUYHUX METoMiB. ['icTorpama iHaekcy Bola-
THJIBHOCTI TIOYaTKOBHUX JaHUX (pHC. 2a) BKa3ye Ha 3Ha-
YHY HasBHICTh HYJIbOBHX a0O0 MPOMYMICHHUX HaHuX. Ta-
KO, MH 0auuMO, 1[0 MiCJsl 1HACKCY BOJATHIBHOCTI 45
KUJIBKICTh TAaKMX MOJIN 3HAYHO 3MeHImyeThes. OTxe,
3MEHIIIEMO KiJIbKICTh BUITAKIB MOIi# 10 20 Ta BUAATIHMO
npormyuieHi naxi (puc. 26). 3rigHo 1o rpadiky, MiHiMa-
JbHUN 1HJIEKC BOJIATHIILHOCTI CTaHOBUTH 9 % 1 Oyme
MPUAHATHIA HAMH 32 HIDKHIO MEXY IIPH ITPOBEACHHI KJIa-
crepu3ailii, a 83% - 3a BUIILy MEXY.

Kaacrepu3anis. 3riHO 3 MPOBEACHOTO CTATHCTH-
YHOTO aHANI3Y Ta ICHYIOYOTo TIyMadeHHs 3HaYeHb 1HIe-
KCy BoNaTIiIbHOCTI VIX MOXXHA CTBOPUTH IS iHTEpIIpe-
Tarii pe3ynabTaTiB O0YMCICHb HACTYIHUX 5 KIIACTEPiB.
BBeneMo Taki pekoMeH Al 0 KJIacTepiB, M0 BU3HAYA-
[OTh Jiala30HM iHJEKCY BOJATUIIBHOCTI Ta BimoOpaxka-
IOTh Pi3Hi HACTPOi IHBECTOPIB Ha PUHKY Ta CHOHYKAIOTh
JIO0 BIMOBIHUX Jiil 3 aKTUBaMU: TEPIINA — MPOJAABATH,
JIpyTUil — O4iKyBaTH, TPETiH — KYIUIATH, YeTBEPTHI — BU-
BOJIUTH TPOIIIi 3 MPOCKTIB, [0 PO3BUBAIOTHCS i BKIAIATH
B CTa0iIbHI, II'ATHI — NepedeKaTH Ha 3MCHIIICHHS iH]Ie-
KCy.

1. 9-20% - Hu3bKa BONMATHIBHICTS. Lle CBiMIHTE PO
ONITUMICTUYHUI HACTPiH yYyacHUKIB pUHKY. UuM MeHIIe
3HAYCHHS TOKAa3HWKa MaJae, TUM OULTbIIa WMOBIPHICTH
LIBHIKOTO PEBEPCHUBHOIO PyXY TPEHIY 1 HOr0 peBepCHUB-
Horo. Ile 4acTo € curHamoMm Ajsi iHBeCTOopa IpOAaBaTH
IiHHI TTAnepH 1 OJIM3bKi TO3UIIi1. Y 1IbOMY BHTIAJKY BaXK-
TUBO 3adikcyBaTH MPHOYTOK MO MOYATKy HEMUHYYOTO
epesIomy.
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2. 21-35% - cepenHs BonmaTwiabHICTh. KonuBaHHS B
MeXax 1IbOro Jiana3oHy HE MOXYTh JlaTH 1HBECTOPY
OyIb-SKHUX O3HAK Jii.

3. 36-45% - o3Haka naHiku Ha pUHKY. Takuii cran
crpaB 3a3BHYall CYNpPOBOJDKYETHCS HIBUAKHM KpPaxoMm
uid Ha akmii. [{e curHanm ams iHBecTopa A MOMIYKY TO-
YKH BXOIy Ha puHOK. [licis Toro, sk TemmepaTypa 3HHU-
KYEThCA, IiHA aKWild 3HOBY MigHIMEeThCs. ToMy e Haii-
KpaIuii yac Ui KyIiBJli [IIHHUX Tarepis.

4.46-59% - o3HaKa BETHMKOi MaHIKK HA PUHKY.

5. 60-83% — o3Haka kpu3W Ha pUHKY. SIK MMpaBwIIO,
IHIEKC CTPIMKO 301IbIIY€ETHCS BrOPY.

AHoOManbHicTh 1aHuXx. [y mojanbIoro aHamizy
Ta MMOLIYKy aHOMaJii B JaHUX 00epeMo AaHi 3a pOKH BiJ-
HOCHOI cTabijbpHOCTI pUHKY. KnactepHuii aHani3 BHKO-
PHUCTOBY€ETBCS JUIsl BU3HAUEHHS aHOMAJIii sIK IEBHOI MO-
JIeTTi XBUIII, siKa paHilie He crnocrepiraiacs. CtBopeHa Oi-
OmioTeka HOpPMabHUX (OPM CHTHAIY BHKOPHCTOBY-
€TBCS JUTS CLIPOOU PEKOHCTPYIOBAaTH (HOPMY CHTHATY HJIS
TecTyBaHHs. SIKIO PEKOHCTPYKLis IoraHa, To (opma
XBHIIi, IMOBIPHO, MICTUTH IIOCH HEHOPMAIIBHE 1, OT)KE, €
aHoOMaui€ro. BusBneHHs aHOMaNiii IPOBOAUTHECS 3a Ha-
CTYIHUM aJITOPUTMOM.

1. PosninuTu popMy XBHIII Ha CETMEHTH I10 N 3pa-
3KiB.

2. 3acrocyBaTH BiKOHHY (YHKUIi 10 NaHUX, sKa
MIPUBOJIUTH ITOYATOK 1 KiHELb curHaiy a0 Hyis. Chopmy
BaTH IIPOCTIp B N BUMIpI, /I KO)KEH CErMEHT IPECTaBIIsIE
OJIHY TOYKY.

3. IlpoBecTn KIacTepHU3aIliF0 TOYOK CETMEHTIB 1
BH3HAYHTHU LEHTpoinu kmactepiB. LleHTpoinu kmactepis
3a0e3meuyroTh 0610:Ti0TeKy HOPpMaTbHUX (POPM XBHIIL.

4. PexonHcTpyroBaTH GOPMY XBHII U TECTYBAHHS
3 BUKOPHUCTAHHSM KJIACTEPHHUX LEHTPOINiB, OTPUMAaHHX
i Yac HaBYaHHA.

5. BwusHauutn; 061acti aHOMaIII JaHUX.

[IpoBenemo cermenTanito aanux 3a 2012-2014
poku Ha 235 yacTHH, 3 IKUX 7 CETMEHTIB HaBeEHI y SIKO-
CTi IPUKJIa/Ty Ha pPHC. 3.

CermeHToBaHi (hparMeHTH TaHUX HEOOXiTHO 0Opo-
OWUTH 3a JONIOMOTOI0 BiKOHHOT (yHKIII. B sKOCTI BiKOH-
HOi (yHKUIi 00paHO YacTHHY CHHYCOIilH, SKa HaBeleHa
Ha puc. 4. Ilonanpma o6poOKa AaHHX NPH3BOJHUTH IO
TpaHchopMaii JAHUX y BATIIAIL HA pHUC. 5.

[IporpaMHO BH3HAYCHO LEHTPOIAW IS CETMEHTIB
Ta MPOBEICHO iX PEKOHCTPYKILI0. Pe3ynbTaT pekoHCTpY-
HOBaHOTO CUTHAJTY HABEJCHHH CYLITEHUM CIpUM KOJIbO-
poM Ha puc. 6. Takok Ha HbOMY JIETKO IIPOBECTH IOPiB-
HSUIHUW aHai3 3 MOYaTKOBHMH JIJAHUMH Ta MOXHOKOIO
PEKOHCTPYKIIII.
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Puc. 5. CermeHTOBaHI aHi MicJIs TPOXOIKEHHS BIKOHHOT (QYHKIIIT

Bisyamizamii mouaTkoBHX Ta OOpOONEHHX HaHUX
HaBeseHa y TpadigHoMy popMaTi 3 BUKOPHCTAHHAM Pi3-
HUX THIIB Ta KOJBOPIB JiHIA. Sk Mu 6aurmo 3 rpadikis
CHUTHAJIM CHIBIANAI0OTh TOBOJII J0Ope Ha BChOMY MPOTS3i
oci X.

Mo>kHa BH3HAYUTH 00acTi aHOMAJii JUIsS JaHUX,
SIKI B HAIIOMY BHIIAJIKy € TOYKAMU 3 aHOMAJbHUMHU 3HA-
4yeHHssMU. LI TOYkM 3MiHIOIOTH (OPMY CHI'HAIy HAcTi-
JIBKU 10 PI3HHIS MDK MOYaTKOBUMH ITaHUMH Ta pe-

KOHCTpyHoBaHUMH Oimbire Hixk 0.1 mo Momyito. PisHus
€ TOXMOKOI0 PEeKOHCTPYKIIiI i mo3HaueHa Ha puc. 6 ta 7
CYLLUIBHUAM CipUM KOJIBOPOM.

@dopma OCHOBHOT'O CUTHAITy MO>KE 3HAYHO 301Ib1IY-
BaTHCsl 200 3MEHIIYBATUCS y MOPIBHAHHI 3 PEKOHCTPY-
MOBaHUM CUTHAJIOM.

AHOMaJTbHI TOYKH MMO3HAYCHI KOJIAMH Ha PUC.6 MO-
KyTh BKa3yBaTH Ha HerepeabauyBaHICTh (DiHAHCOBHX
MIPOLIECIB, @ TAKOX HA MOSIBY HOBHUX TPEHIIB.
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Puc. 6. Bizyamizanis ¢pparmeHTy nodyaTkoBux gaHux (original signal) HaBeJjeHO CyLiTbHIM YOPHUM KOJIBEOPOM,
pexoHcTpyioBaHi naHi (reconstructed signal) MyHKTHPHOIO JiHI€IO, TOXUOKA PEKOHCTPYKIIT
(reconstruction error) mokasaHa CyniTbHIM CipHM KOJILOPOM
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Puc. 7. BuzHaueHHS aHOMAaJIbHHUX JTaHHUX, I03HAYECHUX KOJIOM,
3a MEPEBHUIICHHSIM ITOPOTOBOTO 3HAYCHHS MIOXUOKH PEKOHCTPYKIIii

BucnoBku

PoGoTy npucBsdeHO aHami3y JaHUX 110 TeMi iHBec-
TyBaHHsI I'poOLIel 3 BUKOPUCTAHHSIM 1HAEKCY BOJIATHIIb-
HOCTI, SIKMi BCTAQHOBJIIOE 3aJISKHICTh BAPTOCTI aKTUBY
BiJl yacy. 3a JJOOMOI'OI0 CTaTUCTUYHUX METOJIIB IIPOBeE-
JICHO TIEpBiCHY OOpOOKY NaHWX, IMPOBEACHO KIAaCTepH-
3alil0 JaHWX Ha ITSITh KJIACTEPIB, SAKi BiIOOpakaroTh pi-

3Hi HACTPOI IHBECTOPIB HA pUHKY Ta CHOHYKAIOTh JIO BiJl-
TIOBIZTHUX i} 3 akTUBaMu. Takok BU3HAYEHO TOUKHU aHO-
MaJliii JaHUX 3aBASKH KIIACTEPHOMY aHalli3y Ta alropu-
TMy pEKOHCTpyKHii curHamy. IIporpamHO BU3Ha4Ye€HO
LEHTPOIIH JJIsl CETMEHTIB Ta MPOBECHO X PEKOHCTPYK-
uiro. [IpoBeseHO MOPIBHUIBHUIN aHalli3 3a pe3yJibTaTaMu
noOy/IOBaHUX IMOYATKOBHX JaHUX, PEKOHCTPYHOBaHUX
Ta MOXUOKH PEKOHCTPYIOBAHHS.
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Clustering and anomalies
of USA stock market volatility index data

Ganna Khoroshun, Oleksandr Ryazantsev, Maksym Cherpitskyi

Abstract. Actuality. Investing money is an important way to improve the financial condition of both an individual and
society as a whole. The problem of understanding financial data and making decisions regarding the investment of money in a
certain project at this moment in time is relevant. The object of the study is the process of establishing the dependence of the
value of the asset on time. The subject of research is mathematical models of data processing, data clustering and anomaly
detection. The purpose of this work is to develop a method for effective investment of money using data processing and
analysis methods for CVOE volatility index values in the USA, determination of clusters based on actions with assets, as well
as checking the presence of anomalous data. Research results. Official data of volatility index values were selected and pre-
pared for further analysis by removing incomplete sets and further normalization. Clustering of time series was carried out and
the array was divided into five homogeneous groups. Clusters determine the ranges of the volatility index, which reflect the
different sentiments of investors in the market and encourage appropriate actions with assets: to sell, to wait of index increasing,
to buy, to remove money from developing projects and invest in stable ones, to wait of index decreasing. Segmentation of data,
application of window function, centroids for segments were determined and signal reconstruction was carried out. Data anom-
aly points were identified. A comparative analysis was carried out based on the results of constructed initial data, reconstructed
data and reconstruction error.

Keywords: clustering; anomaly; volatility index.
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PARAMETRIC SYNTHESIS OF THE INVARIANT SYSTEM
OF CAR COURSE STABILITY

Abstract. The problem of constructing the invariant stabilizer of the ESP (Electronic Stability Program) car course
stability system is considered by implementing two control principles by the electronic brake force distribution unit EBD
(Electronic Brakeforce Distribution) — the principle of control by deviation and the principle of control by external
disturbance. The values of the variable parameters of the stabilization algorithm are selected from the conditions for
minimizing both the static and dynamic errors of the system. Two brake fluid pressure sensors are introduced into the EBD
structural-functional scheme in the brake lines of the right and left sides of the car. It is proven that the pressure difference
of the brake fluid, which is measured by pressure sensors, is proportional to the external disturbance acting on the car body
from the side of the road surface. Therefore, in order to give the ESP system the property of invariance to external
disturbances, the control signal generated by the EBD electronic unit contains current information not only about the
parameters of the disturbed movement of the car, namely, about the angle of deviation of the longitudinal axis of the car
relative to the given direction of movement, about the angular velocity of rotation of the body relative to its vertical axis
and about lateral displacement of the center of mass of the body, but also the current information about the external
disturbance acting on the car body. Recommendations for choosing the values of variable parameters of the ESP system
stabilizer are given, which ensure the minimization of both static and dynamic errors of the closed system in the emergency
braking mode.

Keywords: car course stability system; invariant stabilizer; static error of system; dynamic error of system; variable

parameters of stabilizer.

Introduction

Problem statement. The main task of the ESP
(Electronic  Stability Program) car course stability
system is to help the driver in critical situations, namely,
to maintain the course stability and the given trajectory
of the car under the influence of random external
disturbances [1-3].

For the first time, the idea of creating ESP arose in
1959 and was patented by the Daimler-Benz company.
In its modified form, it first appeared in 1995 on the
Mercedes 600 serial car. Currently, most modern cars of
various manufacturers are equipped with the ESP
system. Since November 2011, ESP, together with the
anti-lock braking system ABS, has become one of the
active safety systems that all new models of cars and
trucks registered in the European Union must be
equipped with. Since November 2014, this law applies
to all new cars without exception.

The conventional ESP system contains sensors of
the angular speed of rotation of the wheels of the car,
which are integrated with the anti-lock braking system
ABS and the ASR traction control, a sensor of the
position of the steering wheel, sensors of pressure of
brake fluid in the brake lines of the right and left sides
of the car, a sensor of the angular speed of rotation of
the body relative to the main central vertical axis inertia
of the body, a sensor of linear accelerations of the body
relative to the main central transverse axis and a sensor
of the current speed of the car. Information from the
listed sensors enters the digital electronic brake force
distribution unit EBD  (Electronic  Brakeforce
Distribution), which, in the event of a critical situation,

helps to restore the position of the car body by
generating an electrical control signal that is fed to the
input of the executive body of the ESP system.

The ESP executive body changes the brake fluid
pressure in the brake lines of the right and left sides of
the car [4, 5].

Most often, a critical situation related to the loss of
stability and controllability of the car occurs in
emergency acceleration and braking modes. If the driver
sharply presses the fuel pedal during urgent
acceleration, the driving wheels of the car may slip,
which leads to a loss of stability during acceleration. In
this case, the ASR system reacts to the processes of
skidding by reducing the active moments transmitted
from the engine to the driving wheels of the car.

If the driver presses the brake pedal sharply during
emergency braking, some of the car's wheels may lock,
which may also lead to a loss of stability. In this case,
the ABS system comes into play, reducing the braking
force on the locked wheels.

In cases where the anti-lock braking system (ABS)
or the anti-skid system (ASR) is unable to ensure stable
movement of the car, the ESP system comes in action.
Most often, this situation occurs in the mode of
emergency braking. It should be noted that the
capabilities of ESP to correct skidding and stabilize the
car body in a critical situation are not unlimited. And if
the speed at which a skid occurs is excessively high, or
the grip between the wheels and the road surface is
excessively low, then even the ESP system can be
helpless. The ESP system significantly reduces the risks
of skidding and an emergency situation on the road, but
does not eliminate them [6].
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In the article [7], the authors solve the problem of
parametric synthesis of the ESP system, which is
optimal in terms of dynamic accuracy, of a car-refueling
vehicle.

Experimental studies of the developed system
proved the presence of a static error in the ESP system.

Therefore, the goal of this work is to reduce the
static error while maintaining high dynamic accuracy of
the system, that is, to develop an ESP system that is
invariant to the action of external disturbances acting on
the object of stabilization.

Main material

Mathematical model of disturbed car
movement during emergency braking mode. In work
[7], a mathematical model of the disturbed movement of
a car during emergency braking mode was developed,
which has the following form:

i (1) =22 py - of (1) ®
7(0)=-22 ap(0)- My, (05 () 1 (1) @
A(1) == A ()~ ap () +hu(): @)
()=~ (O (1), @

where the following values are taken (Fig. 1):
vy (t) — the current speed of the car;

w (t) — angle of deviation of the main longitudinal
central axis of inertia of the car ox relative to the given
direction of movement OX;

Ap(t) — brake fluid pressure difference in the

brake lines of the right and left sides of the car
Ap(t)=pr (t)=pi(t) ;
y(t) — lateral shift of the center of mass of the car

body relative to the given direction of movement;
u(t) — control signal generated by the EBD

electronic unit;

M — mass of the car;

g — acceleration of gravity;

I — the moment of inertia of the car body relative
to its own central vertical axis of inertia;

B — track width;

H,, — the distance from surface of movement of
the car to its center of mass;

f (t) — the car's movement resistance coefficient,
which depends on the properties of the road surface and
the tread of the car's wheels;

Ppo — brake fluid pressure in the main brake
cylinder;

k, — the proportionality factor between the
braking force on one of the sides of the car and the

pressure of the brake fluid in the line of the
corresponding side;

I, — the moment of inertia of the rocker arm of

the EM electromagnet of the executive body of the ESP
system (Fig. 2);
f, — coefficient of liquid friction in the axis of

rotation of the rocker arm;
¢, — stiffness coefficient of the fixing spring of

the rocker arm;
k, is the reduced value of the gain coefficient of
the executive body.

X N AU
vy (t)
N
y
o]
\
o I y() > v

Fig. 1. For determination the current parameters
of disturbed car movement

In works [7,9], the control signal u(t) was
formed in the form

u(t) =k, (t)+k,w(t)+kyy(t), (5)
where k,, , k;, k, are varied EBD parameters, for the

determination of which a combined algorithmic method
of parametric synthesis is proposed in [10], which is a
sequential combination of the Sobol grid method [10]
and the Nelder-Mead method [11], implemented in the
“Optimization Toolbox” extensions software package
MATLAB and “Minimize” software package MATH-
CAD. Such a combination of two optimization methods
allows, at the first stage of parametric synthesis, to bring
the working point of the ESP system into the zone of the
global minimum, and at the second stage to bring the
working point to the point of the global minimum of the
integral additive quadratic functional
I(kW’ku?'kY):
: (6)
= [[ 2w (0)+ B30 (1) + B3Y2 (1) |,
0

where gy, f,, ps3 are weighting coefficients of the

functional (6), the values of which are calculated using a
special algorithm implemented in the above-mentioned
combined method of parametric synthesis.

In Fig. 2 shows the structural and functional
scheme of the ESP executive body, where the following
designations are adopted:
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EM — electromagnet;

W1, W2 — electromagnet windings;

R —rocker arm;

Sp - fixing spring;

N1, N2 — locking needles;

MBC — main brake cylinder;

WBC — working brake cylinder;

HP — hydraulic pump;

BP — brake pedal;

PSL, PSR — brake fluid pressure sensors in the
brake lines of the right and left sides, respectively.

u(t) EBD

VN2

PSL :j i: PSR ™
MBC
WBC j A J\» WBC
BP
HP (A

Fig. 2. Structural and functional scheme of the ESP
executive body

From the EBD output, the control signal u(t) is
applied to one of the windings W1 or W2 of the EM.
If u(t)>0, then the control signal module [u(t)

is supplied to the winding W2, which leads to the
rotation of the rocker arm R in the positive direction
(counter-clockwise).

If u(t)<0, then the control signal module [u(t)

is supplied to the winding W1, which leads to the
rotation of the rocker arm R in the negative direction
(clockwise).
The rotation of R leads to the movement of the
needles N1 and N2 in the corresponding direction.
When turning R counter-clockwise, the pressure of

the brake fluid p, (t) in the left line increases, that is,

the left side is braked at the same time, which causes the
car to turn to the left.

When turning R clockwise, the right side of the car
is braked, which causes it to turn to the right.

The structural and functional scheme of the ESP
executive body shown in Fig. 2, is slightly different
from the scheme given in [7]. In order to reduce the
static error of the ESP system, that is, to give the system
the property of invariance to external disturbances, it is
necessary to implement two control principles in the
ESP system, namely, the principle of deviation control
and the control principle of external disturbance [14].
For this purpose, in the scheme of the ESP executive
body, shown in Fig. 2, PSL and PSR sensors are used,
the output signals of which are fed to the EBD inputs,
and the control algorithm formed by the EBD electronic
unit has the form

u(t)= k,/,z//(t)+ ky,y)(t)+ kyy(t)+kpap(t), (7)

moreover, the variable parameter should be chosen
under the condition of minimizing the static error of the
ESP.

Differential equations (1)—(4) together with
relation (7) make up the mathematical model of the
disturbed motion of the ESP closed system. This model
is nonlinear because the right parts of the differential
equations (2) and (4) have nonlinear terms.

Parametric synthesis of the invariant system of
car course stability. In the emergency braking mode,
the pressure of the brake fluid in the working cylinders
reaches its maximum value pg, and the car begins to

move with constant maximum acceleration a. The
current speed of the car is

vy (t)=vp—a-t, (8)

where vg is the initial speed at the beginning of the

emergency braking mode. As a result, the disturbed
motion of the car in the angular stabilization channel is
described by differential equations

9)

2 (v —a )y (1)1 (0);
AB(t) = —:—pr(t)—T—pr(t)+|Zuu(t) . (10)
u(t) =k, (t)+k;v (t)+koAp(t). (11)

Let's enter the notation
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Then the transfer function of the stabilization
object is written as

. N
s[s +ay, (t)]

Substitute relation (11) into the right part of the
differential equation (10).

As a result, the differential equation (10) will be
written as

AP (1) +app AP (1) +(app —kykp ) AP (1) =
=ky [k (1) + k9 (1) ],

and the transfer function of the stabilizer of the ESP
system, which contains the EBD electronic unit and the
executive body, is equal to

ka (K, +5-k; )

s+(app —IZukp) '

Wo (s,t)=— (12)

(13)

We (S)_

= (14)
S

2
+apy
Let's write down the transfer function of the open

circuit ESP in the angle stabilization channel
Woesp (5:1) =Wo (s,1)We (s) =
Kuayp (K, +5°k; )
s[s+a&,w (t)}[s2 +abps+(app —I?ukp)] .

The analysis of relation (15) allows us to conclude
that the analyzed ESP in the angular stabilization
channel is characterized by astatism of the first order,
that is, the first coefficient of static error of the system is
zero. If you put

(15)

ap, —kykp =0, (16)

then the transfer function of the open ESP can be
presented in the form

Woesp (S,t):_ ZEuay/p (ky, +s.ky})

(A7)

s+a)

vy (0 ](s+ahp)

When condition (16) is fulfilled, the ESP system is
characterized by astatism of the second order, that is,
the first two coefficients of the static error of such a
system are equal to zero.

S

The degree of invariance of such a system to
external disturbances is much higher than that of
systems with a transfer function in an open state (15).
Therefore, the value of the variable parameter k|, of the

stabilization algorithm (7) should be chosen from the
condition (16)

K. _ 2w

R (18)

It is known [14, 15] that a decrease in the static
error leads to a decrease in the degree of stability of the
closed system, that is, to an increase in the dynamic
error.

Therefore, the choice of variable parameters of
algorithm (7), namely k,, , k,; and ky, should be aimed

at minimizing the dynamic error of the closed ESP. It is
advisable to select the values of these parameters using
the combined algorithmic method of parametric
synthesis, which is described in the article [7].

Conclusions

To reduce the static error of the car course stability
system, it is advisable to combine two control
principles, namely, the principle of control by deviation
and the principle of control by external disturbance;

The ESP system control algorithm, which is
formed by the EBD electronic unit, contains information
about the current values of the parameters of disturbed

car movement w(t), w(t) and y(t), as well as

indirect information about the current value of the
external disturbance acting on the car body, which is
obtained by measuring the brake fluid pressure in the

brake lines of the right and left sides of the car p, (t)
and py (t) and the formation of the difference in these
pressures Ap(t);

The value of the variable parameter kp is chosen

from the condition of increasing the degree of astatism
of the ESP system, which leads to a decrease in the
static error of the system, and the value of the variable
parameters k,, , k; and k, — from the condition of the

minimum of its dynamic error, which is estimated by
functional (6).
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INapaMeTpu4HMii CHHTe3 iIHBapiaHTHOI cCTeMH KypPcoOBoi cTilikocTi aBTOMOOIIsA
€. €. Anexcanzpos, T. €. Anekcanaposa, 1. B. Koctsauxk, f. FO. Mopryn

AnoTanisn. Posrmsgaerbes 3amava moOyZOBH iHBapiaHTHOTO cTabimizaTopa CHCTEMH KypCOBOI CTIHKOCTI aBTOMOOLIS
ESP (Electronic Stability Program) mumsixom peami3amii eJeKTpOHHHM OJIOKOM pO3IOJIICHHS TalbMiBHHX 3ycmib EBD
(Electronic Brakeforce Distribution) nBox mNpuHIUIIB KepyBaHHS — MPUHIMITY KEPYBAHHS 3a BIIXWICHHSIM 1 TPHUHIAIY
KepyBaHHs 3a 30BHIIIHIM 30ypeHHsM. 3HaueHHS BapifOBaHUX MapaMeTpiB alropuTMy cTabimizamii oOHMpaloThCsS 3 yMOB
MiHiMi3alil sIK CTaTHYHOI, TaKk i JUHAMiYHOI MOXMOOK cucteMu. B cTpykrypHO-GyHKIiOHANBHY cxemMy EBD BBomsThCS nBa
JAaTYUKH TUCKY TajJbMiBHOT PiJMHH B raJbMIBHUX MariCTpajisx HpaBoro i jiBoro 60pTiB aBToMOOins. JIOBOAUTHCS, 1O Pi3HULI
TUCKIB TaJIbMIBHOI DiZIMHHM, SIKA& BHUMIPIOEThCS AAaTYUKaMHU THCKY, MPOMOPIIiiHa 30BHIIIHBOMY 30ypeHHIO, IIO i€ Ha KOPIYyC
aBTOMOOIST 3 OOKY JOPOXXKHBOTO MOKPUTTA. ToMy, ais HazaHHs cucteMi ESP BiacTuBoCTi iHBapiaHTHOCTI A0 Aii 30BHIIIHIX
30ypeHb CHTHal KEpyBaHHS, IO (OPMYEThCS eIeKTpOHHUM OnokoM EBD, Mictute moTtouHy iHQOpMAIiio HE TUIBKHA TIPO
mapameTpu 30ypeHOro pyXy aBTOMOOLISA, a came, MPO KyT BiIXWJIECHHS MO3JOBKHBOI OCi aBTOMOOLISA BITHOCHO 3aJaHOTO
HanpsIMKy pyXy, KyTOBY LIBHIKICTb OBOPOTY KOPITyCYy BiTHOCHO HOTO BEpTHKAJBHOI OCi Ta GiYHHMIA 3CYB IIEHTPY Mac KOpIycy,
aje ¥ MOTOYHY iH(pOPMAIIiI0 MPO 30BHIIIHE 30ypEeHHS, IO Ji€ Ha KOpIyc aBToMoOuTA. JlomaroThesi peKoMeHamii Ipo BUOIp
3HaueHb BapiiioBaHUX MapaMeTpiB crabinizaTopa cuctemu ESP, ski 3ab6e3neuyroTh MiHIMI3alliio SK CTATHYHO, TaK 1 TUHAMIYHOT
MOXHOOK 3aMKHYTOI CUCTEMH B PE&KHMi TEPMiHOBOTO I'aJIbMyBaHHS.

KawuoBi caoBa: cucrema KypcoBoi CTifikocTi aBTOMOOLIS; iHBapiaHTHHH cTabisi3aTop; CTaTHYHA MOXUOKA CHCTEMH;
JIMHAMIYHa MOXHOKa CHCTeMH; BapilioBaHi mapaMeTpu cTadiiizaropa.
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CHUHTE3 KBA3IOIITUMAJIBHUX HIBUAKOAIIOYUX ®LJIBTPIB
3 MO3UIIA KPUTEPIIO HAUMEHIIINX KBAJIPATIB

AHoTauis. IIperMeTromM aoc/izkeHb CTATTI € CeliajdbHI METOAM OOPOOKH CUI'HANIB 3aCHOBAHI Ha TEOpii ONTUMAIBHOT
JUCKpeTHOI ¢inprparii. Mera — miaBUIICHHS epEKTHBHOCTI MOJIEIbHO-OPIEHTOBAHUX METOAIB 00poOKU iH(opMariiHIX
CUTHAJIIB LIUIIXOM CKOPOYEHHS OOYMCIIIOBANBHUX BUTPAT 1 MiABUINEHHS MIBUAKOMI aITOPUTMIB ONTHMAIBHOI AUCKPETHOT
¢inpTparnii. 3acTocoByBaHi MeTOIM: ONKC AWHAMIYHUX MPOILECIB y TEPMiHAX MPOCTOPY CTaHIB 3 BUKOPHCTaHHAM eJIeMEH-
TiB BEKTOPHO-MAaTPHUYHOI anreOpu, METOX 3Ba)KEHHX HaiMEHIINX KBaJpaTiB, €IEeMEHTH Teopil ONTUMAaIbHOI AMCKPETHOI
¢inprpanii 3a KaamanoM, 6a30Bi noHATTS Teopii GyHKnioHambHUX BigqHOBHUKIB O’Peiini—JlyenGeprepa, exeMeHTH Teopii
HMOBIPHOCTEH, CTaTUCTHYHE MOJEINIOBaHHS 3a MeTofoM Monte-Kapno. OTpumaHi pe3yabTaTH: 3alIpOIIOHOBAHO HOBHIT
METOJ] CKOPOUYECHHS OOYMCIIOBAIBHUX BHTPAT, IO BUKOPHUCTOBYE AIPOKCHMAIII0 YacOBOI 3aJISKHOCTI MATpHI Iepeadi
¢inprpa Kanmana 3agaHuMu KyCKOBO-TiHIHHIMHU (YHKLISIMH BiIIIOBIZHO IO KPUTEPi0 HaiiMeHIINX KBaapariB. OliHeHa
e(eKTHBHICTh 3alPONOHOBAaHMX BapiaHTIB ampokcuMamiid. Ha OCHOBI MOpIBHSAIBHOTO aHATi3y BH3HAUEHO ICKiJIbKA, MPH-
WHATHUX I MPakTUYHOI pearmizamii amroputmis. IIpakTuyHa 3HAYyLIicTh POOOTH MOATAE Y MOJATBIIOMY PO3BHTKY
METOIB CHHTE3Y KBa3iONTUMAaJIbHUX (iIBTPiB MiABUIIEHOI IBUAKOII. [Ipamne3naTHiCTh 3alIpONIOHOBAaHUX KBA3iONTHMAb-
HUX HIBUAKOMIFOYHX (UITPIB MiATBEPKCHO HA TIPUKIIAII JiHIHHOT JMHAMIYHOT CHCTEMH APYToro nopsaaky. [lokasano, mo
CyMapHa eKOHOMIsI B UMCJIi olepaniii MHO>KSHHS 1 T0JaBaHHS MOXeE JTOCSTaTH JECsATKIB pa3 3a paXyHOK He3HAYHUX BTPAT y
TOYHOCTI mpotiecy GinbTpariii.

Kawuosi caoBa: ¢inetp Kanmana; Mmarprunmii koedillieHT nepenadi; ampoKCUMALis; KpUTepiil HAMEHIINX KBaApaTiB.

Beryn. Anadji3 paxepen

Boke O11bII HIXK ITIB CTOJITTS METOAN ONTHMAIBLHOT
TiHiHOT QineTpanii, po3podneni Kamvmanom i betocu B
paMKax KOHIENNii 3MIHHMX CTaHy, 3HAaXOIATh caMme
IIMPOKE 3aCTOCYBAHHS B Pi3HHUX Taly3siX HAyKH W TeX-
HIKH, TIOB'A3aHUX i3 TMPOOJIEMOIO OI[IHIOBAHHS CTaHIB
JMHAMIYHUX CHUCTEM Y MPUCYTHOCTI BHINAAKOBHX 30Y-
perb. OCHOBHMH pe3yJbTaT JaHUX pOOIT € 3arajbHO
BIZIOMHM 1 NPEJCTaBICHUH Y BUTIISII CUCTEMH Pi3HHIIE-
BUX DiBHsHb Ui (QinbTpa 1 ioro koediuieHty mijcu-
nenns [1, 2].

x(k/k)=A(kk-1)x(k/k-1); (1)
x(k/k)= (k/k 1)+

) y(K)-C (k) x(k/k-1)];
K(K)=P(k/k-1)C (k) x

x[C(k)P(k/k-1)C(k) +R(k)];

+K (k @

©)

P(k/k-1)=
=A(k,k-1)P(k-1/k-1)A(k,k-1) +  (4)
+B(k,k-1)Q(k-1/k-1)B(k,k-1);

P(k/k)=[1-K(k)C(k)]P(k/k-1). (5)

3 gacom OyJn TOCHIKEHI 3B'I3KM 3 1HIIMMHU TPO-
LeaypaMy OIIHIOBAaHHS, HAMpPUKIaA, 3 Oaie€CiBECKUMH,
MaKCUMyMy NpaBJIONOAIOHOCTI, MIHIMyMYy cepeIHbOKBa-
JpaTH4HOI MOMHIKH, MeTonoM [ayca it iHmumu [3-6].
[Noka30Bo, 10 HE3aJIEXKHO BijA THUITY MPOLEIYPH OLIHIO-
BaHHS CTPYKTYpa PIiBHSAHb PEKYpEHTHOro (QinbTpa 3au-
1anacs iHBapiaHTHOIO, 32 BUHSATKOM YHMCEJIbHUX 3HAYEHb
MaTpuIl repenadi, 00yMOBICHUX AOCTYIHHMH arnpiop-
HUMH JaHuMH. 10 TEeNepilrHporo yacy NpUHHATO BBaXKa-

TH, 1[0 TeMa JIHIHHOT TUCKPETHOT (iNbTparlii JOKJIAAHO i
BceOiyHO BHBuYeHa. [lopsin 3 muM, y psai NPaKTUYHHX
3aCTOCYBaHb, 1[0 CTOCYIOThCS BUCOKO JUHAMIYHUX CHC-
TEM pEaIbHOr0 4Yacy, BHHHUKAIOTH IMTaHHS, MOB'A3aHi
OOYKCIIOBAIbHUMU BHTpaTaMu, HEOOXITHMM 00CSrom
OIIEPATHBHOI TAaM'STi, YHACIIOM ONepamiii MHOKEHHS W
JIO/IaBaHHA, Y KiHIIEBOMY paxyHKy BH3HAYalOUMX IIBHJI-
Kogito anroputMmy ¢inbrparii. Ha moyatky mporo musixy
KOPHCTYBAJINCS 3arajlbHO BiOMHM (DakTOM, IO HpH
OOYHMCIICHHSX MAaTPUYHOTO KoedilieHTa Iepeiadi OnTH-
MAIBHOTO JIHIHHOTO (UIbTpa pe3yNbTaTH (PaKTUIHIX
BUMIpPIB HE BHKOPHCTOBYIOTHCS 1 OOYMCIIEHHS OILIHOK
3aCHOBaHO BHMHITKOBO Ha amlpiopHO 3aJaHMX CUCTEMHHX
Mmarpuix. OTxe, 4yacTHHa anroput™my (2)—(4) Moxe
OyTH BUKOHaHA JIO0 NOYaTKy npoueaypu ¢uibrparii, a
o0uKCIIeHa TOCIIIOBHICT, MaTpUllb INepeladi NOBHHHA
30epiraTucsi B OMEPAaTUBHIA MaM'sATi aX A0 i BUKOpHC-
TaHHsS B IIEBHUH MOMEHT 4acy. IIpy I[bOMy BJIACTHBICTb
ONITHMANBEHOCTI (UIbTpa 30epiracThcs, a HAWOLTBII Bil-
YyTHUH BUTpall B paxyHOK dacy Oyse CIIOCTepiraTHcs
JUISL CUCTEM 3 TIOCTIMHUMU ITapaMeTpamH.

[onanboia exoHOMist OOYMCIIOBAJIBHUX BHUTpPAT
MoOJke OyTH OTpHMaHa MpH MPEICTaBIEH] ONTHMAIBHOTO
¢inpTpa KanMana y BUIIIAII CTOXaCTUYHOTO CHOCTEpi-
raya Jlyen0eprepa [7]

x(k/k)=[ A(k,k-1)=K (k)C(k)]x
xx(k=1/k-1)+K (k) y (k).

Tyt xomnonentu Marpuii nepenadi K(K) BusHa-
YalOThCS IUIIXOM 3aBJIaHHS BIACHMX 3HAYCHb CHUCTEM-
Hoi Marpuli (A-KC) B Mexax Kojia OAMHUYHOTO paniy-
ca, IO TapaHTye ii CTIHKICTh 1 BogHOYAC HAMAE OinbIIy
BUTBHICTH y BHOOPI mux KoedimieHTiB. [ 30eperkeHHs
TIPUAHITHOT SKOCTI OIIIHIOBAHHS PEKOMEHIYETHCS BH-
OupaTy BHUIE3TaaHi BIacHI 3HAYSHHS MOOIH3Y IOJIIO-
CiB nocmimkyBaHoi cuctemMu. OTpUMaHy CTPYKTypy

© Bogosuk A. 10., 2023
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criocrepiraya MOBHOTO HOPSAKY MOXIIMBO IE TPOXH
CHPOCTHTH BUKOPHUCTOBYIOUH CIIOCTEpIrad 3aHM)KEHOTO
nopsiaky. Y 1iomMy Taki (GUIBTPH € KBa3ioNTHMalbHHU-
MU, a IX MapaMeTpH 3aJUIIAIOTHCS HE3MIHHUMHM B 4aci.
Lei migxix OTpUMaB MOJANBIINKA PO3BUTOK Yy PoOOTI
[8], me 3ampomoHOBaHO Tak 3BaHy KacKamHy CXEMY
crocrepiraya, mo CKIaJaeThCs i3 CYKYMHOCTI ITOCIio-
BHO 3'€/IHAHMX CIIOCTEPIradiB 3aHMKEHOTO MOPAAKY. Ii
3aCTOCYBaHHS BUSBHIOCS €()EKTHBHUM CTOCOBHO [0
HENIHIHHIX CHCTEM BHCOKOTO MOPSAKY, SKi OyIH Ipu3-
HadeHi 1711 poOOTH B KOB3HUX peKuMax. Bimomi meto-
I¥  JAeKoMIo3uuii posmmpeHoro ¢inerpa Kammana,
3aCHOBaHI Ha 3aCTOCyBaHHI oproroHaipHux U-V mepe-
TBOpeHHsX [9—12], 1m0 MpUBOAATH KOBapialliiiHi MaTpH-
i TOMHUJIOK €KCTPAIOJIAIIl i (iNbTpamii 10 MiaroHaib-
Horo Buay. Lle 103BOJIsIE anpOKCHMMYBAaTH PO3LIMPEHHUH
¢uteTp Kanmana napajieibHO0 CTPYKTYpOIO y BHIVISIL
0aHKy aBTOHOMHO TMpAIIOOYNX (QUIBTPIB 3HIDKEHOI
PO3MIpHOCTI, IO B OCTATOYHOMY IIJCYMKY CIIpPHSE
CKOPOUYCHHIO OOYHCITIOBAIbHUX BHTPAT, 30LIBIIYIOUH
THM CaMHM IOBUAKICTb OOpOOKH pe3yibTaTiB CIIOCTe-
pekeHb. OCKINBKM BHXIJ BHIIE3TaJaHOl IapaieabHOI
CTPYKTYPH HE € €KBIBAJICHTHUM JI0 BUXOJY PO3LINPEHO-
ro ¢ineTpa KanmaHna, To pe3ysbTaT CHHTE3y TaKOXK €
kBasiontuManbHuUM. B po6orti [13] 6yio 3anporoHoBa-
HO JIOKaJIbHO-ONTUMAaJIbHUHM BapiaHT (ijbTpa, y sSKOMY
ONTHUMANBHICTh, y 3MICTI MiHIMyMY CEepeIHbOKBapaTH-
YHOI MOMWJIKH, 30epiracTbcs B MeKax il yBEICHHUX
0OMEKeHb, IO HAKIAJalOThCS Ha CTPYKTYpy CHCTEM-
HUX MaTpuip. HeckmaaHo NOMITHTH, 110 BHICHABEICHI
METO/IM 3aCHOBaHI Ha IPOLEAYpax CIPOIIECHHS BUXiIHOI
CTPYKTYPH ONTHUMAaJBLHOTO (ibTpa W BiAMOBH BiJ OII-
TUMAIILHOCTI MEPEXiTHOTO MpoIlecy, MO MOOIYHO CIpH-
sie 30UIBIICHHIO INBHIKOMII 3a paXyHOK MPHUHAHATHOT
BTPaTH TOYHOCTI OLIIHIOBAHHS UISi CUCTEM 3 BiJHOCHO
MOBUIBHOO AMHAMiKor0. Ha BimMmiHy Bix BUIEBUKIAIC-
HOTO, Yy JaHiii poOOTi MNpPONOHYEThCS CUCTEMAaTHYHA
mporeaypa 0e3rnocepeHboi apPOKCUMAIlii MATPUIHOTO
koediieHTa nepenaui ontumanbHoro ¢inerpa Kanma-
Ha, 110 3aCHOBaHAa Ha KpHUTepii HAMEHIINX KBaJIpaTiB.
[oniOHI THMTaHHS YacTKOBO PO3TISAAlHCI B poOoTax
[14-16]. Tak, manpuxknan, B [14] BuKOpHcTOBYBamacs
aTPOKCHUMAITiSl IMITYJIbCHOI XapaKTepUCTUKHA (iIbTpa B
JATICKOMIpHIH CHCTEMi KYCKOBO-TIOCTIHHUMH (YHKIIisI-
MH i3 KpokoM 2— N, e N— po3psiTHIiCTh pericTpy mam's-
1i. OnHak, BuOip nux (QyHKIiH BU3HAUABCS BUHSITKOBO
3pYYHOCTSIMH peaiizaliii GiTpbTpa Ha eleMeHTax cepel-
HBOTO CTYHEHS iHTEerpaii, a TOYHICTh alpOKCUMaIii He
posrisiaanacst. [lisuimre, y poborax [15, 16] Bubip npu-
WHATHAX 3HA4YeHb MAaTPUYHOTO KoedillieHTa mepemadi
pekypcuBHOTO (DiTbTpa 3MiHCHIOBABCS Ha OCHOBI PO3B'-
SI3KY CHCTEMH JIHIHHUX PIBHSHb METOJIOM iTepalliil, npu
LOMY JUIS 3HaXO/DKEHHS KOBapialifHMX MaTpuib MHO-
MUJIOK OLIHIOBaHHS ¥ EKCTparoJsimii 3aCTOCOBYBABCS
METOJl PO3LIMPEHHsI BEKTOpa CTaHy 1 WOro QyHnameH-
TasnbHOT MaTpuui. [IpakThka 3acTocyBaHHS pPEKypCHB-
HUX (QiIBTPIB MOKa3ye, M0 y 0araTboX BHIIAJKaX CKJIa-
THICTh ITEpaliiHuX OOYHUCIIEHbh HE TMPEACTABISETHCS
BHITPABIAHOIO IS BITHOCHO MPOCTUX TPAEKTOPIH 3MiHI
BEKTOPa CTaHy KOHTPOJIbOBAHOI CHCTEMH.

ITocTaHoBKa 3a1a4i Ta pe3yJabTaTu

CyTHICTB 3aIIpONIOHOBAHOTO METOAY Oynme mpoje-
MOHCTPOBaHa Ha MPHKJIAAi CHCTEMU APYTOTO MOPSAKY,
CIIPOIIEHa MOJETH SKOi OIHCY€E EBOIIOIII0 KyTa MicIs
MIOBITPSTHOTO CYZHA, III0 3aXOIUTh Ha MOCAAKY B PEXKUMI
TOPH30HTAIFHOTO TOJBOTY 13 3aCTOCYBAaHHSM HaBira-
LifHOTO BCTATKyBAaHHS MOCAJKOBOI CUCTEMH CAHTHMET-
POBOIO JAiana3oHy 1 ONUCYETHCS HACTYITHUMU PIBHSIMHU

x(k+1) =A(k+Lk)x(k)+B(k+Lk)w(k);
y(k) =C(k)x(k) +v(k);

ae X(K)=[ xu(k), xAk) ] — Bektop crany cucTemH, 110
CKJIAJA€ThCS 3 3HAYCHHA KyTa MicIs IIOBITPSHOTO CyIHA
Ta MBUIKOCTI #oro 3minu Bixnosinuo; Y(K)— pesymprar
BHMIpIOBaHb KyTa MicIsl. ATIpiopHi aHi i oOTpyHTY-
BaHHsI MOJICITi IETAIbHO OnKcaHi B MoHorpadii [17]:

» (7)

A(s1)=| o L B(ke1k)=| |

c(k)=[t 0] -

CHCTeMHI MaTpHii, BIINOBIAHUX po3MipHocTel, T —
inrepBan guckperusamii. W(k), v(k) — HexopemboBaHi
raycoBi Ouli HOCIHIZOBHOCTI 3 HYJIBOBHMH CEpEAHIMH
3HAYEHHSAMH 1 3a/laHMMHU KOBapiallliHUMKM MaTpHLSIMH
Q(k), R(k), BignoBinHo. [ToyaTKoBi AaHi JAJisi IPOBEACH-
HJ MOJEIIOBAHHS HaBeneHi B Ta0OI. 1.

Tabruya 1 — AnpiopHi nani aas xisHumi
TOPHU30HTAJIBLHOTO MOJILOTY

[o3na- | Yucaose | Po3mip-
IMapamerp .
YeHHsl | 3HAYEHHS HiCTh
IMouaTkoBe  3HAYCHHS
OLIIHKM KyTa MicIIst x1(0/0) 0.7000 rpaj.
IMouaTtkoBe  3HAYCHHS
OLIIHKH IIBHIKOCTI x2(0/0) 0.1500 rpan./ ¢
Mucrepciss  3HaYeHHSA
KyTa MICIIst P11(0/0) | 0.4900 (rpam.)2
Jucrepciss  MBHIKOCTI
3MIHH KyTa MicIist P22(0/0) | 0.1600 rpan./ c)2
InTepBan auckperusanii T 0.0247 c
KoBapiauiiina marpus
30ypeHb Q(Kk) 0.0001 (rpan./c)2
Kogapiauiiina marpus
MIOMHJIOK BUMIpPiB R(k) 0.0081 (rpam.)2

PesynbpraTi ouiHOBaHH: y BinnoBinHocTi 3 (1)—(4)
BiZjoOpakeHi Ha puc. 1.

Iepm HiX mepexoAWTH BiJ ONTUMANbHOI CTPYK-
TypH IPUCTPOIO 0OpOOKH pe3ybTaTiB KyTOBHX BHMIPiB
JI0 WOTO TPaKTUIHOTO aHajora JOMUILHO 3MiHCHUTH
MONITYK BapiaHTiB MOOYIOBM IHUCKPETHUX OINbTPiB 3
i IBUIIICHOIO IMBHUIKOIIEI0, 3pIBHATH iXHI SKICHI MOKa3-
HUKH TOYHOCTi 3 ONTUMaJbHUMH, i Ha Mii OCHOBI co-
PMyJIIOBAaTH OOIPYHTOBaHI BUMOTH /10 OOYUCIIOBAIBHOL
MOTYXHOCTI TIpoliecopa. B paxyHOK BTpaTu ONTHMallb-
HOCTI, KOBapialiiiHa MaTpuls IOMWIOK (uIbTpamii
MOBUHHA PO3paxoByBaTUCs Ha IifcTaBi GpopMmyiH, ciy-
LIHOT JJIS IOBIBHOT MaTpuIl nepeaadi [1]:

P(k/k)=[1-K(k)C(Kk)]P(k/k-1)[ 1=K (k)C (k)] + K (K)R(k)K (k). @)
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Puc. 1. Ouinku mapameTpiB mocaakoBoi TpaekTopii ¢pineTpom Kanmmana
(Fig. 1. Estimates of landing trajectory parameters using the Kalman filter)

EdexTuBHICTS BapiaHTIB ampoKCHMAIliil MaTpHd-
HOro KoeilieHTa Tepenadi OLIHIOBANACsS IIIIXOM
HOPMYBaHHS IIOKa3HHWKIB TOYHOCTI 1O BIIIOBITHUX
MTOKAa3HUKIB TOYHOCTI ontuMainsHOro (imsTpa Kanmana,
OTPUMAHUX 3a pPE3yJibTaTaMH IMITAlliHHOTO MOJEITIO-
BaHHS 3 BUKOPHCTAHHSIM anpiopHUX AaHuX Tabm. 1. Y
MpoIleci MONIYKY PO3MISAAAIUCS HACTYIHI BapiaHTH
o0y 0BH (GUIBTPIB MiJBUILIEHOTO IIBHIKOIIT:

Bapianm 1. Tyt BUKOPUCTOBYEThCS (ibTp i3 moC-
TIHHUMHK B Yaci mapamerpami, SIKMi MiHIMI3ye cepej-
HbOKBaJ[PaTUUHy MOMUIIKY Y cTasioMmy pexxumi. Ckopuc-
TaBIIMCH METOIUKOI0 pobotH [18], MoxmBO mMOKaszatH,
IO NPH 33/laHNX YMOBAX IOJILOTY W ampiopHUX AaHHX
oo cucremuux mymis 30ypers Q(k)=0,0001 i mywmis
360ypens BuMipiB R(K)=0,0081 eremenTn martpuii nepe-
nadi gpimeTpa Binepa OymyTs mopiBHroBatH Ki(x) = 0,24 1
K>(x) = 0,02, a TpuBaicTh MEPEXiTHOTO MPOIIECY CTAHO-
BuTh mpubmusHo 0,5 c. lllomo aucmepciii TOMHUIIOK OIIi-
HIOBaHHS KyTa Micus, TO BOHH mouuHaioun 3 200-ro
TaKkTy MPHUOJIM3HO OJHAKOBI, a Y CTaJOMy peXuMi 30ira-
1oThcst (muB. puc. 2a). Illo cTocyeThest epexigHOTo pe-
JKUMY JIJTs1 OIIIHOK IIBHIKOCTI 3MiHM KyTa MICIISl TIOBITpSI-
HOTO CcyaHa, To TyT (inbTp Kanmana Mae sikicHI mokas-
HUKH OUTBII HIX Ha NOpsIoK Kparui. [ToBinsHYy 30DKHICTD
OLIIHOK MIBHMJKOCTI, YaCTKOBO, MOXKHA IOSICHUTH BiJICYT-
HICTIO BIINOBIIHUX BHMIpIB, ajli¢ TOJOBHA NPHYHHA BCE
TaKu KPUETHCS B TOMY, 1o ¢unbTp Binepa He npu3Have-
HUH JUIs ONITHMI3aLlil TOMHJIOK y HEPEXiTHOMY PEKHMI.

Kpim Toro, mepenbauaerses, mo pe3yiabratu di-
NbTpALii MOBHHHI HAJXOJUTH B CHCTEMY KepyBaHHS
nojpoToM. lle o3HavaThMe, 10 Ha HUX MOUIMPIOIOTHCS
OOMEKEeHHsI TOB's3aHI 31 IIBHIKOMIEID #H CTIHKICTIO
KOHTYpY KepyBaHHA B LidoMy. OCKUIBKM BHKOHAHHS
ITOCAIKOBOTO MaHEBpPY Y BEPTHKAJIBHIN IUIOIMHI BUMa-
rae OOMEXEHHs TPUBAJOCTI HepexiiHoro mpouecy ¢i-

apTpa o BenmuuHU 0,5 C. mpu pydHOMY KepyBaHHI, i
0,1-0, 25 c. npu 3acrocyBanHi aprominory [19], To
BHCOKHH pIiBEHb IMOMHJIOK y TMEPEXiTHOMY PEXHMi BHU-
KIIIOYa€ BHKOPHUCTaHHA (imbTpa Binepa y mBuakon-
JMHHOMY TIPOIIEC] IIOCAIKH MOBITPSHOTO CyIHA.

Bapianm 2. 3a aHanorivHOI METOIUKOI0 MOXKIIH-
BO pO3paxOBYBaTH €JIEMEHTH MAaTpUIIi Tiepeaadi KBasio-
nrumanbHoro ¢ineTpa Ki(k) i Ko(k), BUXoAs4u i3 3a1a-
HOI TPHUBAJIOCTI MEPEXiMHOTO MPOIECY, HANPHKIAI,
t,=0,2c. Bouu cranoBasate 0,267 i 0,183, BiamoBigHO.
Iocunarouuch Ha puc. 20, MOKHA MOMITHUTH, III0 iCTOT-
HHUX 3MiH Y HepexiHOMy pexumi He BinOyiocsi. Buie
HaBeJeHI NPHUKJIAAN TOKa3yloTh, 10 BUMOTH 33JaHOi
TPUBAJIOCTI MMEPEXiAHOTO MpoIecy W MiHiMi3alii cepen-
HBOKB3JPaTUYHUX IOMHJIOK € B3a€EMHO CyINEpedsIHNBH-
MH, a MOXKJIMBOTO KOMIIPOMICY, MOXHa JOCSTTH JIUIIE
3a JJOMTOMOT OO0 (PUTBTPIB 31 3MIHHIMH ITapaMETPaMH.

Jlauti momyk BapiaHTiB MOOY/JOBH KBa3iONTHMAIIb-
HUX (QUIBTPIB 31 3MIHHUMH TTapaMeTpaMu 3/1iHCHIOBaBCS
[UITXOM ampOKCHMaIlii 9acoBHX 3ajekHocTed Ki(k) i
K>(x) KyCOUYHO—TIOCTIHHUMH (YHKLIIMU 332 KpUTEPiEM
HaliMeHIIMX KBaapaTiB. Pe3ynmbTatm momIyky BigoOpa-
JKeHi B Ta0I. 2.

Bapianmu 3—-4. Y BapianTi 3 BIajo NO€HYIOTbCS
IIPOCTOTa MPOLEIYPH KepyBaHHS KoedillieHTaMu Iepe-
nmadi Ki(k) 1 K>(x) 3 BHCOKOI TOYHICTIO OIIHIOBAHHS
KyTa MiCIsl IOBITpsIHOTO cyzaHa. BiamosigHo xo tabm. 2
JUIsL 30€peXEeHHs! allpOKCHMOBAaHUX YacOBUX 3aJIe)KHOC-
teir Ki(x) 1 K>(x) HeoOXigHO He OLIbLI M'SITH KOMIpOK
OTIepaTUBHOI mam'siTi: ABi Jia — Ki(x) 1 Tpu 1t — Ka(k).
[Ifo0 TOYHOCTI OWiHIOBaHHS KyTa MiCIS IOBITPSHOTO
CyIHa, TO Tpouenypa ¢inpTpamii 3a BapiantoMm 3 ycry-
mae ¢inpTpy Kanvana B nmepexiqHoMy pexuMi He Oinb-
me HiX Ha 40%. Y BCTAaHOBICHOMY PEXHMI IIi HOKa3-
HUKH NPAaKTHYHO 301ratoThesl.
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Tabnuys 2 — Buan anpoxcnmaniii koedinientiB Ki(k) u K2(x) kyckoBo-nocriliHumMu gpyHKuissmMu
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Puc. 2. EdextrBHicTh anpokcuMarii MaTpuIHOTro KoedilieHTa nepenadi mocTiiHIMHU BETHYHHAMUA
(Fig. 2. Effectiveness of the approximation of the matrix transmission coefficient by constant values):
a— s dineTpa Binepa; 6 — QinbTpa i3 3a1aHOI0 TPUBAITICTIO MEPEXiTHOTO IPOLECY
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Puc. 3. EdexruBnicTs anpokcumariii 3a Bapiantamu 3—4 (Fig. 3. Efficiency of approximations according to options 3—4)

Binmpm  geranpHa ampOKCHMAIliS  3aJEKHOCTEH
Ki(x) 1 K>(x) BnactuBa Bapianty 4 (tabmn. 2). Jeramniza-
il YCKJIaJIHIOE TPOIEC KePYBAaHHS MaTPUYHHUM Koedi-
LieHTOM TIepenadi ¥ Ha ()OHI BiZCYTHOCTI 1CTOTHOTO
TIOJIMIIEHHS TOYHOCTI OLIIHIOBaHHS KyTa MicIst. binbire
toro, 10-15% nigBuineHHst ToYHOCTI (iabTpalii B Topi-
BHSHHI 3 BapiaHToM 3 (puc. 30) OOMIHIOETHCSI Ha TpPH-
KpaTHe 30inblieHHst oOcsry mam'sti. Tomy 3 mormsmy
MIPOCTOTH TEXHIYHOT'O PO3B'SI3KY MOCTABICHOTO 3aB/IaH-
HsI TIepeBara CJiJl BiIaBaTH BapiaHTy 32 HOMEPOM 3.

Bapianm 5 imrocTpy€e TOMUIKOBHA PO3B'SI30K PO3-
IJISHYTOTO 3aBJaHHA, a came Oa)kaHHs 3BECTH TepeXi-
HUI TIpoIiec y CUCTeMi 10 ACKIIBKOX iTeparlii 3a paxy-
HOK IMIIyJBbCHOTO PO3IIMPEHHS CMYTH MPOITyCKaHHS

3raamKyodoro ¢inerpa. Ha mmux takrax koedimieHTH
nepenadi Ki(k) i Kz(x) oqHOYACHO TPUPIBHIOIOTHCS 0
onuHuIi (AuB. Tabd. 2), 1O BiAMOBiIae abCOMIOTHIM
BIPOTIZIHOCTI pe3yNbTaTiB BUMIipIOBaHHS. BHaciinok
nporo (yHKIis 3riIaKyBaHHS BTpadaeThcs. HesBaxka-
I0YM Ha Taki BXXUTI 3aXOH, TOYHICTH OLIIHIOBAHHS KY-
TOBUX KOOpPAMHAT Yy MOpiBHSHHI 3 dinsTpom Kanmana
crae ripuie B 3- 4 pasu (puc. 4), a nepexigHuil mpouec
BUXOJUTH HaAMIpHO 3aTsDKHUM. [IpuumHa 1poro moss-
ra€ B TOMYy, LIO PanTOBE PO3UIMPEHHS CMYTH IPOIY-
mieHHs (igpTpa AIMCHO MIBUAKO 3MEHIINYE AWHAMIYHY
CKJIaJJOBy TIOMWJIKH OITIHIOBaHHSA KyTa MicCIS IOBITpS-
HOTO CyJlHa, ajIé 33 PaXyHOK Pi3KOr0 3pOCTaHHS LIyMO-
BO1 CKJIJIOBOI.
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Puc. 4. EdexTuBHICTS anpokcuMariii 3a BapiaHToM 5
(Fig. 4. Efficiency of approximation according to option 5)

Jlnst BapiaHTiB 3-4, 110 PEICTABIISAIOTH HANOLTBIITHIA
MPaKTHYHUN 1HTEpEC, NPOBEAEMO OUIBII PETENIbHY OLIHKY
O0YMCIIOBAJIBHUX BUTPAT, CKOPUCTABILKCH IIPH LLOMY
pesynbratamu pobot [20, 21] ¢ HaCTymTHAM MOPiBHSIHHSIM
OTPHMAHMX IOKa3HHMKIB aHAJIOTIYHUMHU ITOKA3HUKAMH
¢impTpa Kamvana. KinbkicTs KOMIpOK ONIEpaTHBHOI ITam's-
Ti, HeoOXimHMUX st peanizarii piBHsHb (1)-(5), Bu3Havao-
Csl PO3MIpPHICTIO BiANOBITHUX BeKTOpiB 1 Matpmmb. Lli
BioMOCTI HaBeneHi B Tabn. 3. Pesynpraté mimpaxyHKY
YHCITa OTIepariii JoAaBaHHs i MHOKEHHSI, HEOOXITHIX JUIS
OOYNCIIEHHSI ONTHUMANBHHUX OIIHOK CTaHIB HA OKPEMOMY
ITepaliifHoMy Kpolli, HaBeJICHO B TaOII. 4.

Tabnuya 3 — Motpeda y komipkax mam’siti O3I1 pasa insTpa Kanmana

3minna x(kk-1) | x(%) | Ak k-1) | K(k) y(k) C(Kk) RK) | QK) |B(k k-1) | P(%4) | P(%)
Po3mipHicTh nx1 nx1 nxn nxm | mx1 | mxn | mxm | gxq nxq nxn nxn
E:;?:T?Ogéﬁ) K n n n? nm m mn m? q? nq n? N2

Tabnuys 4 — TloTpeda B uncIi onepaniii 1o1aBaHHA il MHOJKEHHSI HA OKpeMoMY iTepaniiiHoMy Kpoui
O0unciro- PiBH.SIH- Yneao Cymapue Yneao Cymaphe
BajlbHE HA Qiab- Etanu o0uucieHHs 4HCII0
MHOKEHb | YMCJI0 MHOKEHb A0daBaHb
3HaYeHHsl | Tpauii J10/1aBaHb
X (%) () Ak, k=1)x(*%_4); n? n? (n-1)n (n-)n
C (k) x (%) n - (n—Dm
[y()-C(k)x(%)] . - m
X(4) | @ | KW[K)-ckx(1)] 2 a(m-1) 2nm
X(%) nm -
- n
P(%)C" (k) n’m - nm(n—-1) pm(n+2m-2)+
[P (4] o’ - (n=D)m?
K (K) @ | CKPEL)CT (K)+R(K) — m(m*+20m+n’) m?
. " 3, s nm(n+2m-2)+
[CRPELICT (RO | A _ -z | ™
(k) " o
P () AT (kk-1) - n*(n-1)
Akk-D[P(H)A (k-] | n° - n*(n-1)
Q(k-1)B" (kk-1) ngt  [2n°+ng’+nfq | na(a-1) onznogyy
P (% - 2(g—
G 1 @ g(k-y[Qk-1)8" (kk-1)] g (4= Ling(q+n-1)
A(kK=D)[P (o)A (kk-1)]+
- 2
+B(k,k—1)[Q(k—1)BT(k,k—l)} n
K (k)C (k) L m(n-1)
— n-(n+m
P (%) 6 | 'Ikoc] (n+m) n’ n*(n+m-1)
[1-K(K)C(K)]P (%) n® n(n-1)
3arajibHe YHCIO ONepaLiil MHOKCHHS: M (n,m,q)=3n°+2n’m+2nm?® + n*q+ng* + 2nm + m* + n’
3arajpHe YHCIIO0 OTepariii 10aaBaHHs: A(n,m,q) =3n®+2n’m+2nm? +n?g+ng® +m®-2n?—ng

VY ToMy BHNaJKy, KOJH depe3 JiHIHHICTh (inbTpa
eJIEMEHTH MaTPUYHOTO KoedilieHTa nepenayi He 3aje-
KaTh BiJ] PE3YJIbTATIB CIIOCTEPEKEHb 1 MOXKYTb OyTH
00YMCIICHNMH Ha MiACTaBl alpiOpHHUX JAHMX, y peallb-

HOMY MacIuTadi yacy ciiiji 0OYHMCIIIOBATH TiJIBKH ITOTOY-
Hi ouinku 3a ¢opmynamu (1)-(2). [Ipu nupomy 3aransHe
YHCIIO ONepaliil MHOXKEHHSI i JOAaBaHHS CKOPOYYETh-
Csl 10 BEJIMYMH:
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M (n,m,q)=n(n+2m);
(n,m,q)=n(n+2m-1).

CTOCOBHO /10 PO3IIISIHYTOTO MPHUKIAAY, Y SKOMY
n=2,m=q =1, ui BeJIMINHU PiBHI

Mi(2,1,1) =8 it Ai(21,1)=6

BIIOBITHO.

Jns TopiBHAHHS, TOBHO(GOPMATHOMY BapiaHTy
¢inpTpa KanMana aist oTpuMaHHs ONTUMaIbHAX OLIHOK
BEKTOpa CTaHy OyJe TMOTPIOHO YHUCIO MHOXCHb
M(2,1,1) = 51, a yucno noxasaup — A(2,1,1) = 33. He-
Ba)XKO MOMITHTH, IO pICT OOYMCIIIOBAaNBHUX BUTpAT
HEJHIHHO 3aJIe)KNUTh BiJl HOPSAAKY PO3TJISIHYTOI CUCTEMH
i y meprioMy HaONM)KEHHI OLHIOETbCS TPETIM CTerle-
HEM BiJl pO3MipHOCTI BEKTOpa CTaHy.

Kpim Toro, miacymMKoBmii 00CAT 00UYHCITIOBATEHIX
BUTpaT MOXKHA LI CYTTEBO 3MEHIIYBATH, SIKIIO BPaxo-
BYBaTH, [0 NPOIIOHOBAHUII METO]] alpOKCHMaii Bixmo-
BiTHO IO pe3ynbTaTiB I. 3-5 Tabi. 2 CKOPOUYE UYHUCIIO

HEOoOXIiTHUX iTepaliif Ha eTali MepexiJHoro Mporecy Sk
MiHIMYM Ha HOPSIOK.

BucHoBKkH

1. Po3rnsHyTi MeTOAM CKOpOYeHHS 00Csry o0umc-
JIOBAJIBHUX BUTPAT, W0 HPHBOMATH y IJACYMKY JIO
CIIPOIIEHHS CTPYKTYpU ONTUMajbHOrO (inbTpa Kanma-
Ha { MiJBUIIEHHIO HOTO IIBUIKOIII.

2. 3amponoOHOBAaHUN METOJl CKOPOYEHHS MiJCYyM-
KOBHMX OOYMCIIIOBAJIBHUX BHUTPAT, 3aCHOBaHMI Ha arpo-
KCHMAIIil 9acOBOi 3aJIe)KHOCTI MAaTPHI epenadi ¢inbt-
pa KanmaHa KycKOBO-TIOCTIHHUMH (DYHKIISIMH 32 KpH-
TepieM HaWMEHIITUX KBaJpaTiB.

3. EdexTuBHICTF METOAy NPOIEMOHCTPOBAHA Ha
MPUKIAAI JHHAMIYHOI CHCTEeMH JAPYTOro TMOPSIKY.
[Insx0oM HOPIBHSUILHOTO aHaJi3y 3alpONOHOBAHO JEKi-
JbKa BapiaHTIB HIykaHoi ampokcumanii. [TokaszaHo, 1o
JIOCSKHA €KOHOMIS B YMCIII OTIepalliii MHOXEHHS i J10-
JlaBaHHS MOXKE JOCSTaTH JeCsATKa pa3iB MpU HE3HAuYHIH
BTpaTi TOYHOCTI mporecy diaprpartii/
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Synthesis of quasi-optimal fast filters by the least square criterion
Andrii Volovyk

Abstract. The subject of the article research is special signal processing methods based on the optimal discrete filtering
theory. The goal is to increase the efficiency of model-based methods for processing information signals by reducing computa-
tional costs and increasing the speed of optimal discrete filtering algorithms. Applied methods: description of dynamic processes
in terms of state space using elements of vector-matrix algebra, weighted least squares method, elements of Kalman's theory of
optimal discrete filtering, basic concepts of the O'Reilly—Luenberger theory of functional observers, elements of probability
theory, statistical modeling by the Monte Carlo method. Results: a new method for reducing computational costs is proposed,
which uses the approximation of the Kalman filter transfer matrix time dependence by given piecewise linear functions according
to the least squares criterion. The effectiveness of the method was evaluated on the example of a second-order dynamical system.
On the basis of a comparative analysis, several acceptable variants of the considered approximation are proposed. The practical
significance of the work lies in the further development of methods for the synthesis of quasi-optimal high-speed filters. The
operability of the proposed modifications is confirmed by the example of a second-order linear dynamic system. The efficiency
of the algorithms was evaluated by the statistical modeling method according to the criterion "accuracy-computational costs". It
is shown that the total savings in the number of multiplication and addition operations can reach tens of times due to insignificant
losses in the accuracy of the filtering process.

Keywords: Kalman filter; matrix gain; approximation; least squares criterion.

27



Advanced Information Systems. 2023. Vol. 7, No. 2

ISSN 2522-9052

VK 004.02:519.2

doi: https://doi.org/10.20998/2522-9052.2023.2.05

C. B. I'azenpkal, B. 10. Jy6uuuskuii?, 0. 1. Kymnepyk®, O. 1. Xoaupes?

! XapkiBchknii HalioHATBEHUI aBTOMOOLILHO-OPOXKHIM yHiBepcuTeT, Xapkis, Ykpaina
2 HHI “Kapasincbkuii 6ankiBchkuii inctutyr” XHY imeni B. H. Kapasina, Xapkis, Ykpaina
% XapkiBcbkuiil HarionanbHuii yniBepeutet [oiTpsnux Cu imeni IBana Koxkeny6a, Xapkis, Ykpaina

EXCEL-OPIE;HTOBAHI/Iﬁ KAJIBKYJIATOP JJIS1 OBYUCJIEHHS PE3YJIBTATIB
EHTPOIIINHOI'O AHAJII3Y JAHUX, IO POIOAIJIEHI 110 KATET'OPIAX

AHoTauisi. Mera podoTu. Pospodka EXCEL-opieHTOBaHOTO KaJbKyJIATOpa A OOUMCICHHS PE3yNbTaTiB eHTPOMiIHHO-
TO aHaJI3y JaHMX, SIKi pO3MOALIeH] o Kateropisx. IIpeamMeT gocixzkeHHsI — ricTOrpaMy JOBUIBHUX 3aKOHIB PO3IOILUTY Ta
Tabnumi cpspkeHocTi 2X2. Metoan gocaimxkennsi: EnTpomniiiauii Ta iHdopMariiHuil aHaii3 ricTorpaM JJOBUIFHAX 3aKOHIB
PO3TIOAITY Ta TaONHI CrIpsDKeHOCTI 2x2. OTpuMaHi pe3yJbTaTH. 3apOIIOHOBAHO BHKOPHCTOBYBAaTH METOIM CHTPOIIii-
HOTO aHaNli3y s aHali3y MaHWX, L0 PO3IOIUICHI MO KaTeropisiXx Ta HAaBEJCHO BIJOMOCTI NpO CTPYKTYypy excel-
OpIEHTOBAHOTO KAJIBKYJATOPA, MPU3HAYEHOTO JUII BUKOHAHHS TaKUX PO3PaxyHKiB. KambKyJIsaTop ae MOXKIHUBICTE OOUYHC-
JIIOBaTH CHTPOMIKHI XapaKTepPUCTHKH TiCTOTpaM, BUKOHYBATHU IOMAapHE MOPIBHIHHS €HTPOIIiH ricTorpaM, BU3HAYaTH Biac-
TaHb MDX TicTorpamMaMu, 0OYHCITIOBAaTH iHPOPMAIiifHUI Koe]ilieHT KOpemnsIii, HOpiBHIOBATH PO30IXHOCTI MiX TiCTOrpa-
Mamu. [ Tabmunpb CpsKEHOCTI 2X2 KaJbKyJSATOP Ja€ MOXKIMBICTH OLIHIOBATH 3HAYYIIOCTH B3aeMOIii (pakTopy psakiB
Ta (hakropy croBnuiB. KanpKynsiTop BU3Ha4Yae 3HAYSHHS YMOBHHMX SHTPOIIH Tl TaONuIb cHpshKEeHOCT 2X2. 3armpornoHo-
BaHMI KaJBKYJSTOP Y AESAKIH Mipi 3aIIOBHIOE NMPOTAJIMHH B ICHYIOUHX IIPOTPaMHUX HPOIYKTaX Ta MOXe OyTHi BUKOpHCTa-
HUH U1 00pOOKH METOJaMHU €HTPOIIIHHOTO aHaIi3y JaHUX, IO PO3IOIUICHI 110 KaTeropisx.

Kaw4oBi ciaoBa: eHTpomis; eHTpomiiHUN aHami3; iHGopMaLiiiHui koedilieHT Kopemswii, BigcTaHb XeiHrepa; Bia-

cranp Kymip6aka-Jlebnepa.

Beryn
IpumycTuMo, 10 KOKEH €JEMEHT MHOXHHH
X={xi}; i=1, 2, ..., N mae BnactuBicTh Ss 32 YMOBH, IO

Ss € S Ta |S| < |X|. Li BnacTuBOCTi MOXYTh OyTH BU3HA-
YeHi B OJHIH 3 HACTYIHHX IITKaJ BUMiPIOBAHb:

1) HoMiHaNbHI 200 mIKalli HalMEeHYBaHb;

2) MOpSAKOBIi, a00 IIKaITi PaHTiB;

3) inTepBanbHii, a00 HIKaJIi IHTEPBAIIIB.

BrnactuBocTi, siki BH3Ha4€HI B INKali PIBHHX
BIJIHOCHH, B JaHiil poOOTi He po3risialThes. Ared-
paiuHi BJIaCTHBOCTI IIMX LIKAJ i MepeBaXkHi o0nacTi 3a-
cTocyBaHHsI po3risiHyTO B [1]. Takox po3pi3HSIOTH
OIKald Ha MeTpu4Hi Ta HemerpuyHi. [lomim mkam
BAMIPIOBaHb Ha METPHYHI Ta HEMETPHYHI 3aJICKUTH Bif
THUITy JOCHI/DKyBaHOTO eMITIPUYHOTO 00’€KTa, 30KpeMa,
BiJl BJIACTHUBOCTECH BUMIpIOBaHOI BENMYWHU. MeTpHUHI
IIKaIW — M€ IIKJIM, Y SKUX O3HAaKH MaloTh OJMHUII
BUMipIoBaHHS. HeMeTpHuHi mikamym — 1e mKajm, y SKux
HEMa€e OJMHHIIL BUMIPIOBaHb, HAMPUKIIAN, SIKICHI O3HAa-
KA. Y 3araJisHOMYy BHUMAJKy pPE3yJlbTaTH BUMIipIOBaHb,
SIKI BUKOHAHI 3 BUKOPHCTAHHSM IMX IIKaJl, MPUUAHSITO
Ha3WBaTH [aHWMH, IO PO3MOJUIEHI MO Kareropisx. B
[2] HaBeneHo Mt TakMX MAHWX HACTYMHE BH3HAYCHHS:
KaTeropu30BaHi JaHi — IIe JaHi, AKi HPEACTaBICHO Y
BUTJISIJII 9AaCTOT CIIOCTEPEXEHb, 110 MOTPANMIHA B JEsKi
Kareropii abo kmacu. J[ns gaHuX, sKi BU3HAYEHO B IiH-
TEpBAIBHIN IIKaJl, 16 BU3HAYCHHS CIIiBIIAJIa€ 3 BU3HA-
YeHHsM ricrorpamu [3, 4] i BU3HAYCHHSIM TPYNOBAaHHUX
ab0 4acTKOBO IpymnoBaHuX BHOiIpok [5]. Y Tomy Buman-
Ky, KOJIM Ha KaTeropii po3mOoAiIeHO MOXKIUBI 3HAYCHHS
JMBOBUMIPHOI BHUMAJKOBOI BEJIWYUHH, TO OTPUMAaHY
ricrorpaMy Ha3MBaIOTh TAOJUICIO CIIPSKEHOCTI I'XC.

[puitasTo, M0 I BU3HAYA€E KUIbKICTH PSJIKIB, ¢ —
CTOBMYKKIB. BinmosinHo 1o [3, 4] iHTepBaNbHUM CTAaTH-
CTHYHHM PO3IMOJIIOM MOXKJIMBHX 3HAYCHb OJHOBHMIp-
HOi BUIIAIKOBOI BEJIMYUHHM (TICTOrPAMOI0) Ha3HMBAaTHUME-
MO JIaHi, SIKi MPeJICTaBJICHO y BUTJIsiAL Tadu. 1.

VY 1iif Tabnumi mpuiHATO, 10 HIDKHI iHAeken L 1 R
BH3HAYAOTH JIiBY Ta MPaBy MEXIi iHTEpBaiB, N1, Ny, Ns —
KUTBKICTh CIOCTEpPEKEHBb Y BiIIOBITHOMY IHTEpBali 3a
YMOBH, IO 3arajbHa KUIBKICTb CIIOCTEPEKEHb JOpiB-
Hioe N.

VY ToMy BUMAIKy, KOJH iHIAWBIXyalbHI 3HAYCHHS Xi
HEBiJIOMI, ajie BiZloMa TUIbKH KUIBKICTH €JIEMEHTIB Y
KOYKHOMY IHTEpBaJli, sIKi BKa3aHo B TaOi. 1, Takuii cro-
ci0 ¢opmyBaHHsI ricrorpamu B [5] Ha3BaHWH YaCTKOBUM
rpymnyBaHHaM. B [6, 7] nokasaHo, 110 npu BenuKii (o-
HAJl MATHCOT) KUIBKOCTI CIOCTEPEKEHb HEOOXIAHO 3a-
CTOCOBYBaTH METOAM OOpPOOKH JaHHX, II0 BHKOPUCTO-
BYIOTh TOHATTS Teopii iH(opmarii. AHanoriuxi Buc-
HOBKH 3po0ureHi B [8]. B [9] BigmiueHO, IO TEOPETHKO-
iHpOopMaLmiiHIA aHaNi3 eKCHePUMEHTAIBHUX JTaHUX
3apeKoMeH/lyBaB cebe K e()eKTHMBHUHI IHCTPYMEHT J0-
CJIIJPKEHHS! IIMPOKOTO KJIacy IpoleciB i cucremM. Mipoto
KUTBKOCTI iH(OpMamii B IbOMY MiJIXOMAI CIYXXHUTh 3MiHa
EHTPOMIl JaHUX 3aJIeKHO BiJ JOCITIKYBaHUX YMHHHKIB.
CyKymHICTP TaKMX METOIIB OTpuUMajia Ha3By €H-
TpomiiHoro aHamizy. Ockineku B [10] Oyno mokasaHo,
0 pe3yJbTaTU IBOTO aHAII3Y 3aJekKaTh BiJl KIIBKOCTI
iHTepBaJiB B TicTOrpami, TO B pamMKax AaHOi poOoTH
MOPIBHIOBATHCH OyIlyTh JIMIIE TiCTOrPaMu, IO MICTSTh
OJTHAKOBY KUIBKICTH 1HTEpPBaIiB.

B mpaktuii MemuuHNX Ta OG10JOTTYHHX JOCIIHKEHb
HaOyJIM IIMPOKOTO MOINMPEHHS TaOJHI CHPSHKEHOCTI
r x ¢. Ix saranbHuii BUrIS HaBeEHO B TA6I. 2.

Tabauys 1 — CTPyKTYypa ricrorpaMu MOKJIMBHX 3Ha4YeHb OTHOBHMiPHOI BUIIA/IKOBOI BeJTUYHHHI

h XL SX<X1R

(XoL = XR) < X< XpR

(XsL = X(s—1)R) < X XsR

N ni n2

Ns
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Tabnuys 2 — CTpYKTYpa TadIMIi CPSIZKEHOCTi I X C

Y |
X .
Y1 Y, Yj Ye
C
X1 Np M2 M j Nye Me = z M j
j=1
C
X N21 N2 nyj Nye Npe = D Myj
C
X Ni1 Ni2 Ly Nic M=, Njj
J:
C
Xr Nr1 Nr2 Nyj Nre Nre = z Ny
J:
r r r r
Nep =D Mg Ny = D Nip Ne j :znij Mg = D Mic N
i1 i-1 i=1 i=1

NZZi”u:

i=1j=1

r

Zni.:

i=1

C
PILNE
-1

Y pamkax gaHoi POOOTH PO3IJISTHEMO TaOJIHII
crpsbkeHoCTi 2x2. Paninre iX BUKOPHUCTAHHS IS OITi-
HIOBaHHS €(EKTHBHOCTI NIESKHUX BHIIB (papMakoorid-
HUX JIOCHI/PKEHb PO3IIIIHYTO B [26].

Tabnuysa 3 — CTpYKTypa TadauLi cupsizkeHocTi 2X2
a b
c d B=c+d=ny,

o=b+d=n,, N

a=a+b=n,

y=a+c=n,

Cunij 3ayBakuTH, 1110 CHMBOJIM B KOMipKax TadJ. 2
Ta TabJI. 3 MO3HAYAIOTh KiNBKICTh JaHMX, SIKi B HUX IOT-
panuiu 63 BKa3iBOK 1X YHMCEIbHUX 3HAYCHb.

PizHi crmocoOu 0OpoOKHM KaTeropm30BaHUX IHaHUX
BKJIFOUCHI JI0 CKJIa[y 0araTboX MporpaMHHUX MPOIYKTiB,
nanpukian, AtteStat, Statgraphics, SociometryPro 2.3,
TextusPro 1.0, TextAnalyst 2.01, WordStat 1.1,
ContentAnalyzer 0.52., OCA, Vortex 10.7, IBM SPSS
Statistics 26, Stadia 8.0, Statistica 13.3, StatPlus 5.0,
DA-System 5.0, X7.2009. Crnizn 3ayBaKHTH, IO JHIIC B
cucremi AtteStat BHKOPHCTOBYIOTBCS JEsIKI METOIH
EHTPOIIIHOTO aHaNi3y TiCTOrpaM, IPUYOMY TIJIBKH IS
OHOBHMIPHOTO 3aKOHY po3monairy. Tomy po3poOky
MIPOTPAMHOTO 3a0e3MEeUSHHS ISl EHTPOMIHHOTO aHaTi3y
TaOIUIb CIPSDKEHOCTI BUTISAY I XC 1 BUKOHAHOTO Y
urisigi EXCEL-0pieHTOBAaHOTO KaabKyJISTOpPAa MOJKHA,
Ha Hallly JyMKY, BBRKaTH aKTyaJbHUM 3aBJaHHSIM.

Anani3 aiteparypu. HeoGxigni TeopeTudHi Bimo-
MOCTI TpO aHali3 TaOJWIb CHPSDKEHOCTI HABEACHO B
pobotax [2, 11]. JeTtambHO BiZOMOCTI MPO YHCENBHI
METOJH IIbOT0 aHaji3y BuKiaxeHo B [11, 12]. B poboti
[13] posrissHyTO crocoOu 00’ €THAHHS CHTPOIIITHOTO
aHamizy 1 aHamizy Tabmuip crpspkeHocti. Ha mymky
aBTopa I11i€i poOoTH HalOIIbII €PEKTUBHUM € MOETHAH-
HSl METOJIIB SHTPOMIWHOIO 1 JIOTIIHIHHOTO aHai3y Tao-
mne cnpspkeHocTi. OCHOBHI NPUHLMIHM JIOTJIiHIHHOTO
aHaizy omnwcaHo B poOori [14]. Jlorminelnuit anamis —

1Ie, B OCHOBHOMY, METOJI IOCTIKCHHST OaraTOBUMIpHUX
TaOJHIb CHPSKEHOCTI, TOOTO TAaKUX TaOJHIb, IO Ma-
f0Th BUrsig I xCxK . Ieit Merox no3Boisie mepeBipuTu
CTaTHUCTHYHY 3HAYYIIICTh PI3HUX YMHHUKIB, IPUCYTHIX
B TaOJIHILII CIIPSDKEHOCTI 1 1X B3aeMoniit. JlokmanHo 3mict
ITOPUTMIB 1 UMCETbHI NPUKIAAN X 3aCTOCYBaHHS OIH-
caHo B [15], iX mporpaMHa peanuzallisi JOCTyIIHA B CH-
cremax SPSS ta STATISTICA.

OcHOBHA CTaTHCTHYHA TiNOTE3a, SIKY MEepeBipsiOTh
Mpy aHawi3i TaOJWIh CHPSDKEHOCTI — Ie TirmoTe3a IMpo
BIICYTHICTb B3a€MO/IiT MK (pakTOpOM pSZIKIB 1 (hakTopoM
CTOBIIIIB. SIKIIO 11 B3a€MOJisl BiZICYTHS, TO MOYaTKOBI
JaHl NOBMHHI OyTH po3mojiieHi piBHomipHo. st me-
PEBipKHU 1€l TiMOTe3W HaivacTilie OOYHCIIIOIOTH BEJH-
YHMHY Xi-KBaJ[paT i3 BUKOPUCTAHHSM CITiBBIIHOILICHHSL:

2
z_(”ij—Eij)
Zgb—E—ij,

M

ne Ejj — odikyBaHa KiJbKicTh (4acToTa) 0O0'€KTIB, IO
MarTh O3HAKH | Ta j OJHOYACHO B NPHITYLICHHI crpa-
BEJIMBOCTI PIBHOMIPHOTO PO3ITOJILTY:
_ nionoj
ij=— -

@

n

SIKIIo 11e MPUIYIIeHHS, 0 MPUHMAIOTh SIK TiloTe-
3y Ho chopaBemnmBo, TO BemMUMHA Xi-KBaapaT Mae

V= (r —l)(C —l) cTymnenel ceobomu. B ibomy BHmaaky

npaBujia 1y HpI/IﬁHﬂTTH rirnore3 MarTh BUTJIAL:

2 2 .
Ho, axwo  xg < Xov

T - o ®)
Hy, axwo Xp > Xay
Ho,saxwo Pvy > Pv,;

260 T, = ¢- e (4
Hy, sikwo  Pvg,. < Pv,,
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Je o — IPUHHSATHH piBeHb J0BipUOi IMOBIpHPCTI, Pvy —
(akTH4YHO OTpHUMaHa JI0BipYa WMOBIPHICTS.

[Touynnary aHami3 TaOMULB CHOPSHKEHOCTI PEKOMEH-
JIOBaHO 3 BUKOpHCTaHHs aiarHocTuku CimoHoBa-Ilas.
JAst 1bOT0o OOYMCIIOIOTh BETUYHHY:

(12 (V,a))1/2

3(E2)3/2

B ymosi (5) mpuitasaro, mo y(v,z) — 3HaueHHs
06epHeHoT (PyHKIIT po3noiny y 3 v CTyNeHsAMH cBOGOIU
i piBHEM J0BipYOi HMOBIpHOCTI 0. Skmio BemmunHa SC >
0,25, TO BHKOpPHCTaHHSI KpHTEpiiB, 3aCHOBaHMX Ha 3a-
CTOCYBaHHI BEJIMYMHH y°, HE DPEKOMEHIOBaHO. Y TIo-
JIBIIOMY aHaJli31 BUKOPUCTOBYIOTh JAEKUIbKa KPUTEPIiB.

Kpurepiit BiZ[HOH.IeHHSI HpaBZ[OHO,Hi6HOCTi € TaKUM:

ZZ Z mj In—-. (6)

i=1 j=1 Ejj

SC =

[pu 3acTocyBaHHI 1ILOTO KPUTEPIiIO MPUHHATO, IO

y BUIAJAKYy Koiu Njj = 0, TOOTO CrIOCTepeKeHHS 3 TAaHUM

MOEIHAHHSAM YHHHHKIB BiJICYTHI, TO BEJIMYUHY KpH-

Tepito Ui i€l KOMIpKU TaONUIi CHpPSKEHOCT1 MpHid-

MarwTh piBHOI Hymo. Bemuuuna G? posmosineHa

BIIOBITHO bi(o) pO3ToAiTY Xi-KBajapar 3
= (r —l)(c —1) crynensMu cBOGOAH.

Kpurepiit 3entepmana mae BUTIIS!

=7 ZZ—HC (7

i=1j=1 J

e 3HAYEHHS Xz o0urcieHo, 3a cmiBBigHomenasam (1).
CTaTUCTUKA 1BOTO KPUTEPIIO Mae y>-po3Noiil 3

=(r—1)(c—1) crynensmu cBoGoau npu piBHI 10BIp-
401 iiMoBipHOCTI a. B [2] moka3zaHo, 1110 004YHCIIOBATH
BEJIMUMHY ¥ CIIiJI 32 CIiBBiHOILEHHAM:
» N(ad —bc)?
afyo

st TabnuIi COpsHKEHOCTI 2X2 KUTBKICTh CTYIICHIB
cBoOoan nopiBHioe V=1. Burem TouHMH pe3ynbTar
00YKCIIEHHs BEJMYUHH y> MOXHA OTPUMATH, SAKILO BU-
KOPHCTOBYBAaTH HOT0 HE3CYHEHY OILIHKY, BU3HAUYEHY 3a

CIIIBBIJHOIIIEHHSIM:
1 2
N [|ad —bc|—§ N}

apyd

EnTtpomito auckpeTHOT BUNAAKOBOI BEIWYMHH, 3a-
KOH PO3MOALUTY KOOI BU3HAUCHO B Ta0d. 1, BU3HAYAIOTH
3a 100pe BiIOMUM CITiBBiTHOILICHHSIM:

H :_zn, In( j Zp, Inp; .

i=1 n

®)

22 (nesc) = ©)

(10)

Jlis BU3HAUEHHS HE3CYHEHOI OIiHKU H eHTporii
H BumagxoBoi BeMWYHMHHU, TicTOTpama SIKOi OTpUMaHa
3a HACNiJIKaMH CIIOCTepeXeHb, B [16] oTpumano
CITIBBIHOIIICHHS:

S —
H=->pilnp-——+
i=1
s s (11)
-t (et -ni?)
i i= +i=1
12N? 12N3

Ominka (11) Bimpi3HSETBCSA BiJ CIiBBITHOIICHHS
(10) TuM, IO MIiCTHTH MOMpPaBKY Ha 3CyHeHHs. Jluc-
MEPCit0 SHTPOIIIi BU3HAYAIOTH 3a CITIiBBiTHOIICHHSM:

S
=Y piIn? p—H2 |; (12)
i=1
1 He3CyHEeHY OILIHKY If),a BHU3HAYAIOTh SIK:
s
= > piIn? pi - +S—§- (13)
i-1 2N

CepeTHbOKBAIPATHYHE BIIXHICHHS BEJIMYHUHH CH-

tpomii dy i Horo ouinky dp BH3HAYalOTH 3a

CIIIBBiAHOIIIECHHIMU:

dH:\/EIaH:\/g-

Hwmxaro Hg 1 BepxHIO Hy Mexi moBip4oro iHTepBa-
ny omiHkm eHtpomii H B poboti [16] 3amponmoHOBaHO
BU3HAYATH 32 CIIBBIIHOIICHHIMHU:

(14)

“H- ﬂ._H:A_.A_H-
Hyq =H Q(Zj\/g H y\/g, (15)
_A ﬂ.a_H:‘ .ﬁ_H
HU_H+Q(2j\/g H+;/\/g. (16)

VY cniBBigHomenHsx (15) ta (16) mpuifHATO, IO
Q(e) — obepHEeHa (QyHKIIIS CTAaHIAPTHOTO HOPMAIILHOTO
PO3MOIiNTy, B MOJANBIINX OOYUCICHHSIX 32 YMOBUYAHHIM
npuitasito, o £=0,975, y=1,96. B [17] 3anponoHoBano

OOYHCITIOBATH BIHOCHI OIIHKHA CHTPOIl: BEIUYHUHY
BIZTHOCHOT €HTpOMil
H H
= =— a7
Hmax Ins
Ta iHGopMaIifiHu 1HIEKC PI3SHOMAHITHOCTI
lgiy =—-In Hn, (18)

VYV [18] ans mopiBHSHHS JBOX €HTPOIM 3amporio-
HOBaHO BapiaHT t-kputepito CThIOZCHTA Y BUTIISIL

|H1—Hy|

t([)lle = > 2 ’ (19)

2 2

\/(DHl) /Nl +(DH2) /Nz
KinbkicTh cTyneHiB cB0001M BU3HAYAIOTH SIK:
2
2 2
(DHl +Dh2 )

(20)

(o (o)

ne [A] — uina yactuna uucna A.
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Meroauka EHTpOIHHOrO aHalily HdaHMX, SIKi
npejicTaBieHi B Tabn. 2, Bukimagena B [8, 13, 19].
BiamoBinHo n0 pekoMmeHpaniii mux poOiT Ge3yMOBHY
SHTPOIIII0 JaHUX BU3HAYAIIU 32 CITiBBiTHOIICHHSM:

55

i=1 j=1

nij ij
—In 21
N 1)

Entponiiinyro Mipy nmucnepcii
CHIBBITHOILICHHSIM:

BU3Ha4YaJIl 3a

&= NInN—iinij Inng; | /(NIn(rc)). (22)
i=1 j=1

YMOBHI €HTpOIIii BU3HAYAIH 32 CITiBBiHOIIICHHAMI:

- Mej Mej
Hy :_ZWIHW’ (23)
j=1
" n;
Hy=-» 1>In| = |; 24
=X ) @0
H(y/g)=-3 S| 0] 17,
j=1"lie ie
"N ;i —
H(x/yj)=—zn—"_|n nl L i=1 (26)
i=1ej oj

MeToau eHTPOIIMHOTO aHali3y J103BOJISIOTh BU3HA-
YaTH Mipy CTQTUCTHYHOTO 3B'SA3KYy MK Hapor0 3MiHHHX
(X, Y) He3anmexHO Bij WIKad, B SKAX BOHHM BH3HAYCHI, Ta
He 3aJieXxaTh BiJl (OpMH 3B'I3Ky MK HUMHU 1 3aKOHY iX
posmominy. B [20] s xapakrepucTuka Ha3BaHa iHGOP-
ManiitHuM koedinieHTom Kopesswii. YucenpHe 3HaueHHs
indopmariiiiHoro koedirienta kopemsuii R (X, Y) Bu3na-
YaroTh 13 CITIBBiAHOIIEHE:

c rn. Nn
| = p—4; (27)
j=1§ N N xn,;j
R(X,Y)=L1-exp(-21(X,Y)). (28)

B [21] 3amponoHOBaHO TpHU OOYMCIICHHI CITiBBiJI-
HomeHHs (27) poOUTH NONPaBKy Ha 3CYHEHHs. B mipoMy
BHIIQ/IKY CJIiJI BAKOPUCTOBYBATH CIIiBBiAHOIICHHS

oM N (r-De-D)
| _Eé . In N N (29)
p(X,Y)=1-exp(=20(X,Y)) . (30)

[NopiBHsiHHA iH(pOpMamiiiHOrO KoedilieHTa Kope-
namii 3 koediniearamu xopensrii [lipcona i Cripmena —
o/IHA 13 3a/1a4 1i€i poOoTH.

B [13] mns mopiBHSHHS TicTOTpaM PO3MOILTY
00'eKTiB, BJIACTUBOCTI SIKMX BH3HAYEHO B OJHAKOBHUX
IIKajaX Ta sKi MaroTh OJHAKOBY KiJIBKICTH iHTEPBAlIiB,
OIMCAaHO BUKOPUCTAHHS Bigcraneil Xeninrepa i Kyiib-
Oaka-Jlebiepa. BracTHBOCTI 1 OCOOIMBOCTI BH3HAYCHHS
BifcTaHI XeniHrepa Ui TicTorpaM, sKi NPHBEICHI B
tab. 4, onmcano B [22, 31].

Tabnuysa 4 — 3aranbHuii BUJ NOPiBHIOBAHUX ricTorpam

Ticrorpama 3aKkoHy po3noijlyBUNAAKOBOI BeJudunn P
0P 0P , 0P . nP
Y] P2 ' Pi Ps
Ticrorpama 3aKkoHy po3noaijlyBUNAAKOBOI BeJauauuu Q
nQ ng 00 nQ
% a0 G 0

3arampHa KUTBKICTB CHOCTEpE)KEHh B KOXHIH 3
ricrorpaM BU3HAYEHA CITiBBiTHOMICHHAMHU:

S

S
P =Np; YnR=Ng.
= =

(1)

YacTka CIOCTEpEeKeHb y KOKHOMY 3 IHTEpBalliB
ricTorpaM BU3HAYAIOTh 3a CIiBBIIHOIICHHIMHU:

pi=n /Np; ai=n°/Ng.

Bincranp Xeminrepa mix rictorpamamu P i Q
BHM3HAYAIOTh 3a CINBBIIHOMICHHSM, sIKe HaBeneHo B [31]:

Dy (P.Q) =
1 1 ]S 2
=7 - =07 i —di ) -
1P @=L B )

Jiis ricrorpam, siki HaBeneHi B Tabn. 4, Bincrans Kyin-
nr0aka-Jlebnepa BU3HAYAIOTH 32 CITIBBITHOIICHHSIMHU:

D (P.Q)= ZS: pi In (&J

i=1 1

Dt (Q. P):ZS:qi In [%]

i=1 I

(32)

(33)

(34)

3 (34) Burikae, mio Biactans Kysibbaka-JleGiepa
Ma€ BaXJIMBY OCOOJIHMBICTH — BOHO HE CUMETPHYHE, TOO-

10 Dy (P,Q) # Dk (Q, P). Ilpuknan 3acTocyBaHHs

i€l BifcTaHl I KiTBKICHOI MipH OLIHKH BiMiHHOCTI
MK TICTOTpaMaMH pPIi3HHUX PO3MOALTIB TPUBEICHO B
[24]. B [25] 3anmponoHOBaHa METOIUKA MEPEBIPKH CTa-
TUCTHYHHX TiNOTe3, sSKa 3aCHOBaHA Ha BHKOPHCTaHHI
Biacrani KymnnOaka-JleGmepa. Jlns Bukimagy ii ocHOB-
HUX TIOJIO)KEHb B CHiBBimHOMIEHHAX (36)...(41) 1 mami
OyayTh BUKOPUCTAHI TEPMiHU i MO3HAYCHHS, IO MPHI-
HATI B Wi poOoTi. 3amadero ojaHiei BUOIpKH st
MOJTIHOMiabHOT momyJisitii B [25] Ha3BaHa 3ajgada B
HACTYIHIA TOCTaHOBII. [IpUmycTHMo, IO pe3yibTaTH
CIIOCTEPEIKEHb TIPEJCTABICHO Y BUINIAII TiCTOIpaMH,
HaBeieHOI B TaOu. 5. ¥V wiil Tabnuii npuitHATO, MO B

KOXHOMY I-oMy iHTepBami ricrorpamm, i=15, wmic-
TUTBCA X; CIOCTepekeHb. [IpuiiHaTa g aHamizy OTpu-
MaHOi TiCTOTpaMH CTaTHCTHYHA MOIENhb J03BOJISE BU-
3HAYUTH BEIHYHHY Pj— PO3PAXYHKOBY YaCTKy KiTBKOCTI
CIIOCTEepE)KeHb B KOXKHOMY iHTEpBaJli 32 YMOBH, IIO:

S S
ZXiZN ) Zpizl'
i=1 i=1

(35)

31



Advanced Information Systems. 2023. Vol. 7, No. 2

ISSN 2522-9052

Tabruys 5 — YMoBH 3aa4i oHi€l BUOIpKH

N X Xo Xi Xs

P P P2 p; Ps

Heo0xigHo nepeBiputu rimore3y Ho | sika momsirae
B TOMY, II0 PO3MOIJ CIOCTEPEKEHb BUIAIKOBOI BEJH-
ypad N HE TPOTHPIYUTH TEOPETHIHOMY PO3MOILTY
BUIAAKoBOI BenmunHU P. B mpoMmy Bumazaky rimoresa
H; — ampTepHaTiBHa rinore3a. B Takiif mocraHOBII 3a-
Jlada CIIBIIAZa€ 3 MEPEBIPKOIO TIMOTE3W IIOIO 3aKOHY
PO3IOMiNY BUNAAKOBOI BENMYMHH 110 KpUTepito y2. Js
PO3B’sI3aHHSA MMOCTaBJICHOI 3anadi B [25] mpormoHyeThes
OOYHCIINTH JIBi BETHYUHU:

P -~ n N

I( .2,0,\,)_i§:1xI In—Npi ; (36)
NN > (% Xi
(zon)e| 3 (g |- o

AKi MalOTh PO3M0ia x2 3 (s - 1) cTyneHeM cBoGoN.
3amavero TBOX BHOIPOK UIS MOJMHOMIAIBHOI TTOMYJIAIIiT
Ha3BaHa 3ajada B HACTYIHIN mocraHoBmi. ns ricto-
rpam, sKi HaBeJeHO B Tabia. 4, HEOOXIJHO MEPEeBIpUTH
rinote3y Ho mpo Te, 110 i po3moaiiyu HaJIe)KATh OJHIH
nonyJauii. {i1s po3B’si3aHHs mocTaBliieHol 3a/1a4i B [25]
3aMpONOHOBAHO OOYHMCIUTH BEIUIHHU:

1 s (NQniP—NPniQ)2

20 (Hy:Hg) = 1 (38)
pNoiZ  nP+nl
R 1
J(HyiHg)=—————+
2(Np+Nq)
2
P Q
s |Ngnj —Npn,
1 g (Non ’) o (39)

+
2NpNg i3 niP"'niQ
2
s (NQniP—NPniQ) (niP+nQ)

+E !

nip niQ ,

AKi MaroTh po3noain x> 3 (s - 1) cTynenem cBo6ou.

Jis Tabnunpe cupspkeHocTi TUmiB 2x2 (tadm. 2) i
rxc (tabs. 3) npu nepesipui rinore3u Ho, sxa nonsrae B
nepeBipIll BiICYTHOCTI 3B'A3KY MK e(eKTaMH PSJIKIB i
CTOBNLIB (ajpTepHaTUBHA Timore3a Hi — mpucyTHii
3B'SI30K MiXk e()eKTaMH PSJIKIB 1 CTOBIIIB), CIIiJ 00YHC-
JIATH CIIBBIHOIIEHHS:

r ¢ N " 2 . .
2[(H i Hg) =YY" nij—n"’\r:" n",\r:"  (40)
i=li=1
_ ) 7
r c (nij—ni,n,j/N)
. 1 EE N
\](Hl:Ho)zz 2 . (41)
r ¢ (nij—ni,n,j/N)
1020 N
L i=li= ] _

B [25] moka3aHO, 110 YHCEIbHI 3HAYCHHS CIiB-
BigHOwmEHb (40) i (41) marots poznoain x?3 (r - 1)(c - 1)
cryneHsmMu cBoboau. I'imoresy, siki copmysboBaHi 3a
cmiBBigHomenusamu (36, 37), (38, 39), (40, 41), npuii-
MAaIOThCSl TUIBKU TIPH CYMICHOMY BHMKOHAHHI KOXHOI 3
TinoTes, 0 BXOAWUTH Y BiATIOBiAHY mapy.

[puxmagn 3actocyBanHs Bincrani KymipOaka-
JleGnepa s anani3y inaHcoBoi iH(popMarii i pimeHHs
3a[aq MPOEKTYBaHHSI KPUTUIHHAX CHCTEM OIHcaHi B [27,
28, 29, 31]. Ipu miArOTOBII JAHOTO TOBIIOMIICHHS aB-
TOpPH HE 3MOTJIN 3HAHTH BiZOMOCTI PO MPOTPaMHi IIpo-
JOYKTH, IO peali3yloTh EHTPOIiiHI METOIW aHali3y
TaOMUIb CHPSHKEHOCTI.

Meta po6oru. Pozpobka EXCEL-opienToBaHOTO
KaJIbKYJISITOpa JUIl  OOYMCIICHHS pe3yJIbTaTiB  €H-
TPOMIHHOTO aHajli3y AaHWX, SKi PO3NOAUICHI IO Kare-
TOpisiX.

I[IpenMeTr mocTaiIzKeHHsI — TiCTOTpaMU JOBUTBHHUX
3aKOHIB PO3MOiTy Ta TAOJHUII CIIPSDKEHOCTI 2% 2.

Metoan mocaimkennsi: ExTpomiliamii Ta iH(Op-
MaIiifHA{l aHami3 TicTorpaM NOBUIBHHUX 3aKOHIB PO3IO-
IUTy Ta TaOJUIb CIIPSDKEHOCTI 2% 2.

OTpumani pe3ybTaTu

Ha nymKy aBTOpiB AaHOTO HOBIZOMIICHHS, CHUCTe-
My EXCEL MoxxHa po3risigaTé K OOHY 3 HaWOUIBII
3pyYHHX TIATPOpM IS 0OpoOKM HaHWX MPO (HYHKIIIFO
OITEHOCTI IMOBIPHOCTEH, SKi MPEACTaBICHO B TaOmmy-
Hi#t ¢popmi, TOOTO y BUMIIAI TicTorpaMu. B maHiit po6o-
Ti mpomec 0OpoOKHM, JaHWX MOOYIOBaHO Ha
BHKOPUCTaHHI "po3ymHOI Tabmumi" — iHCTPYMEHTY,
SIKUH JT03BOJISIE CIIPOCTUTH (HOPMYJIH 3 TIOCHIIAHHSIMH Ha
ii  enementu. [ONOBHOIO TepeBarow "po3yMHOL
Tabnuui" € Te, MO MpU 3MiHI KUIBKOCTI PSIKIB y HIii
(hopMyJIH aBTOMAaTHYHO HAJAIMTOBYIOTHCS HA I[i 3MIHH.
KpiM mouaTkoBMX AaHHX TaOJIMIS MICTHTh CTOBIILI 3
(dhopMynamu 111 OOUUCIICHHS TPOMIKHUX PE3yIbTaTIB.

Ha ronosHomy apkymii po6ouoi kuuru Excel
PO3MIIIIy€eThCS KHOIIKA BHKJIMKY MEHIO IPOTpaMH, SKe
MICTHTB Tiepelnik 3amad (puc. 1). Sk BiKHO MeHIO, TaK i
BIKHA 3 pe3yJbTaTMH 33Ja4 CTBOPEHO 3a JOIOMOTOIO
¢dopm — cranmapraoro iHctpymenty MS Excel, o
3HAQYHO CIIPOILY€E PEeXUM aianory. s BUKINMKY Ha
eKpaH pe3yJbTariB Oyb-aKol 3a1aui Tpeda ii BUuninnTH i
HaTUCHYTH KHOmKy "Ilyck", po3wmilieHy y BiKHI MeHIO
npaBopy4. Ilpy 1npoMy BIKHO MEHIO 3 eKpaHa
BHJIyYa€ThCS, & HAa WOTO MICIli BUBOJIUTHCSA BIKHO 3
pesynbTaTaMu BiamoBigHOi 3amadi. ITicist boro 3HOBY
MOJKHa BUKJIMKATH BIKHO MEHIO 1 OTpUMATH Pe3yJIbTaTH
iHmoi 3amadi. BikHa 3 pesympraTMM pi3HUX 337124
MOJKHa PO3MICTHTH Ha €KpaHi Mopyd OJHE 3 OHUM, abo
3aKpHBaTH HEMOTPIOHI.

[Nepmmii MmMyHKT MEHIO BiJPI3HSETHCS BiA IHIINX
3amad, 00 3AIMCHIOE TepexiJ Ha apKyml 3 TabiuIero, y
Ky TpeOa BBECTH TIOYATKOBI JaHi. BBenaeHHs y Tabnwmito
HOBUX JaHMX CKJIAJa€ThCs Yy 3allOBHEHHI CTOBIII
"KinpkicTh enemeHTiB N;". SKII0 HOBUX NaHMX OlIbIIE,
HIX y ICHYrO4ol TalOJuIl, pO3paxyHKOBi (GOpMyiH
ABTOMATHYHO JOAAIOTHCSA y HOBI psAakd. SIKmio B Tabmmmi
BUSIBISIIOTBCSL 3alBi pSAKM, TO 1X Tpeda BHITyYUTH
KOMaHJ010 "BWIIy4HTH KOMIpKu'". BapianT 3actocyBaHHs
iHcTpyMeHTa "Po3ymHa Tabnuis" nokasaHo Ha puc. 2.
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A B c D E F G H | J K L

Buknuk agad

Buknuk meHwo

| HaiiMeHyBaHHA 3apayi |

" DBUMCNEHHA EHTPONIHUX XAPAKTEPHCTUK TMCTOrPaMm

" MonapHe NOpIBHAHHA €HTPONIA ricTorpam

" BWEHAYEHHA BiACTaHI MiX ricTorpamamu 3a XeniHrepom Ta Kynnebakom-Nebnepom
" DBuMCNeHHA iHpopMaLiiiHoro KoeqilieHTy KopensAwii

¢~ MOpIBHAHHA pozbixHOCTe M (DAKTUUHOK TiCTOrPaMoK) Ta TROPETHUHO MOXIWBOK ONA
NPWIHATOro 2aKoHY poznoginy (3agada 1)

" MNopiBHAHHA pOZ0DKHOCTEI MK riCTOrpaMamMK HE2ANEXHO Bid i 2aKoHIB po2noginy (3agava 2)
" DujiHKa 2HauyLLoCTi B2aemoail dakTopa pALKIE Ta akTopa CTPoK AnA Tabnuui CnpAxeHocTi 2X2

" BM2HAYEHHA YMOBHWX EHTPONIi AnA Tabnuui cnpAxeHocTi 2X2

= B | | 2|
I s e e e = =l sl e i e Bl e e

Puc. 1. Cxpin-korist apkynia TaONuIl 3 MEHIO IPOTPaMu
(Fig.1. Screen — a copy of the screen window for the table sheet from the program menu)

K::cy [~ | erll(:;:::-:i.:abni E |='i=“i/E"i= Ln(P;) [~ | Piln(P;) =2 In(P;)? [~ | P; In(P;)? KopiHb(Pi)
1 10 0,058823529( -2,833213344( -0,166659608| 8,027097853 0,472182227 0,242535625
2 20 0,117647059| -2,140066163| -0,25177249| 4,579883184 0,538809786 0,34299717
3 50 0,294117647( -1,223775432| -0,35993395| 1,497626307 0,440478326 0,542326145
4 35 0,205882353( -1,580450376( -0,325386842 2,49782339 0,514257757 0,453742606
5 28 0,164705882( -1,803593927( -0,297062529| 3,252951053 0,535780173 0,405839725
6 15 0,088235294( -2,427748236( -0,21421308| 5,893961497 0,520055426 0,297044263
7 |\ 12 0,070588235| -2,650891787| -0,187121773| 7,027227268 0,496039572 0,265684466,

Puc. 2. CkpiH-Komis BikHa eKpaHy BapiaHTa 3acTocyBaHHs GyHKuil "Po3ymna Tabmums"
(Fig. 2. Screen — a copy of the screen window of the option to use the "Dynamic Table" function)
Hns BUKOHAHHS SHTPOIIHHOTO aHaIizy Fictorpama 1 e

OJTHOBUMIPHHUX TICTOTpaM iX MPEACTABISIOTh Y BULIISII,
SIKMI ITOKa3aHo B Ta0. 6.

Tabrauys 6 — IlpukJiaa NogaHHA TicTorpamM

Ticro- Kowmipku rictorpam Yceboro cno-

ExTponin

EHT ponin HE3CYyHEeHa

Oncnepcia eHT ponii

a in eHT ponii Y

1.80215]
1.766659
0.001681
0.001795

rpamu | 1 | 2 | 3 | 4| 5|6 7 cTepeskeHb
I'l 10120 |50|35]28|15] 12 170
2 24 124 |24 |25 |25 (24| 24 170

THYHE Bi, EHTponii

0.041122

EHTponii ¥

Kanbkynsitop 0o0po0iisie onHy, Aekiiabka abo Bci
BBEJICHI TiCTOTPaMU 3TiTHO 3 BKa3iBKOIO KOPHUCTYBaya.
Jnst mpuKkiazy 3acTOCYBaHHS KallbKyJIATopa 0oOpaHo
ricrorpamy ['l, siky HaBeneHo B [4], Ta ricTorpamy [2,
0 BiNOBia€ pIBHOMIPHOMY 3aKOHY po3monity. Pe-
3yJIbTaTH OOYHCIICHHS EHTPONMIHHUX XapaKTEePUCTHK
ricrorpamu I'l nokazano Ha puc. 3. s ix BU3HaUeHHS
Oyno BuxopucraHo criBinHomeHHS (10)...(18).

Js1 momapHOTO TOpiBHSAHHSA eHTporiii ricrorpam ['1
(H1) i I'2 (H2) BukopuctaHo kputepiii XaTduHCOHA, KUt
Bu3HaueHui crisBigHomendsvu (19), (20). Sk HympoBa
npuiinsaTa rinoresa HO: HI=H2, sk ansrepHaTnBHA
npuiinsTa rinoresa H/: H1# H2. ¥V npomy Bumanky npa-
BUJIA JUISl IPUHHSATTS TiNOTE3 MAIOTh BUIJISI,

Hp, sxmo Pv(tqb) >Pvy;
Hl’ PV(td)) < PV(X.

T3 = (42)

SKIIIO
VY crhiBBigHOMIEHH] (42) BennuuHy Pv , (1) BH3HA-
Yal0Th, BAKOPHCTOBYIOYH YMOBY:

Pv, (t) :=CTbIOAPACT (t,;df;2).  (43)

i 0.042367
1.771686

i 1.735273
1.832614
1.798045
0.926122

i 0.907883
1.722017

EHTponii

EHTponii ¥
BepxHA MEXA QOBIPYOro iHTEpBany eHT ponii
BepxHA MEMa QOBIPYOro IHTEPEany EHT ponii HESCYHEHOT

BenwyuHa BiHOCHOI eHTponii

i eHT ponii ¥

Puc. 3. CkpiH-Komis BIKHA €KpaHy 0OUHCIICHHS
SHTPOMIIHNX XapaKTEepUCTUK TUcTorpamu ['1
(Fig. 3. Screen — a copy of the screen window for
calculating the entropy characteristics of the histogram I'1)

Benmnunny t; Bu3Hayamy, BUKOPUCTOBYIOYH CITiB-
BigHotenHs (19), Bennuuny df — (20). 3a 3aMoBUeHHAM
BenmnunHa ¢=0,05. Pe3ynbraTH NMOpIBHSHHS TicTOrpam
I'l i I'2 nokasani Ha puc. 4. Entponis H1 Binmosinmae
rictorpami I'l, earpomist H2 Bigmosimae rictorpami 2.
Bci o0uncineHHsT BUKOHYIOTH ISl 3CYHEHOI Ta HE3CYHOL
OIIIHOK TiCTOTpaM.
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MonapHe NopIEHAHHA EHTRCNIA

MNonapHe NOPIBHAHHA OLIHOK EHTPOMIA

EnTponia H1 1,80215]
EnTponian H2 1,945738

Ancnepcia entponii H1

0,001891

0,000106

KinbKicTb cTyneHis ceoboaun 191
1104,962183
o

Aucnepcia el ponii H2

Benwynna t- kpuTepino

Benwunna Pv

MonapHe NopPIBHAHHA HESCYHEHMX OLIHOK EHTPAONIA
Hescynena ouinka enTponii H1

HescyHeHa oujiHka edTponii H2
Hescynexa ouinka gucnepcii eHTponii H1
Hescynexa ouiHka gucnepcii eHTponii H2
KinekicTb cTyneHis ceobogn

BenwynHa t- KpuTepio

Benwunna Pv

x

T e
T temwr
T oo
T omo
)
o
EE—

Puc. 4. CkpiH-KOIIisl BiKHa eKpaHy HONapHOro NopiBHAHHS eHTporiii ricrorpam I'l (H1) u I'2 (H2)
(Fig. 4. Screen —a copy of the window of the screen for pairwise comparison of the entropies of the histograms T'1 (H1) and I"2 (H2))

Sk i cmig OyJ10 YeKaTH, 3a HACIiJKaMH MOPIBHAHHS
clifi MpUHHATH anbrepHaTtuBHy Trinoresy HI1. Lle He
NPOTUPIYUTH (HI3ZUYHOMY 3MICTY OTPHUMAHOTO pe3yJibTa-
Ty TOoMYy, Mo Tricrorpamu 'l i I'2 BigmoBixatooTs abcoo-
THO Pi3HHAM 3aKOHaM po3mofiry. B pamkax maHoi po6o-
TH TPUHHATTSA CTAaTUCTUYHHX TillOTE3, OB’ S3aHE 3 BHU-
KOPMCTAHHAM BEJIUYMHH 2, BUKOHYIOTh 3TiJHO i3 CIIiB-
BigHOMICHHAM (4), OOTPYHTYBaHHS BHKOPHCTAaHHS Be-
IuauHE Py Ta MeToau ii BU3HAaYeHHs HaBelneHo B [37].
Jlnis aHamizy TaOJHIb CHIPSDKEHOCTI 2X2 IO BEIUYHHY
BU3HAYAIOTh 32 CIIBBIIHOIICHHSM:

Pv(7?) :=XUPACN( z2:1). (44)

Jnst o04MCIeHHsT BiICTaHI MIXK Mapamu ricrorpam
BUKOPHCTOBYBaJIM BijicTaHb XeJiHrepa, sIKy BU3HAYaH
3rigHo 13 cmiBBigHOmWeHHAMH (31)...(33) 1 BigcTaHb
Kynnb0aka-Jlebnepa, Ky BU3HAYAJIM 3TiHO i3 CIiBBiJI-
womenusMu (31), (32), (34). Pesynbprati 0OYUCIICHHS
MOKa3aHo Ha pHC. 5.

Mapa ricrorpam 11,12 >

Bigcrane Xeninrepa DH (1, r2) 0,187491|

Bigcranbp Kynobaka-Nebnepa DH (1, 2)

0,140466
0,143778

Puc. 5. CkpiH-KoIlis BIKHA €KpaHy BU3HAUCHHS
BificTaHi Mixx rictorpamamu 'l u 2
(Fig. 5. Screen — a copy of the screen window for determining
the distance between histograms I'l and I'2)

DKL (r1,r2)

DKL (T2, 1)

Jlo MeToiB eHTPOMIWHOTO aHANi3y BiAHOCATH Ta-
KOX 1 oOumncieHHs iHpopmamiiHoro KoedimieHTa Kope-
msiii. Crioco6u #oro oGuucnenHst onmcado B [20, 21].
Jnst nopiBHsHHS iHpOpMamiiHOTO KoedilieHTa Kope-
TSI, 00YHCIICHOTo 3a criBBigHOMEHHAMH (27) Ta (28)
3 koeoimiearom kopensmii [lipcona Oymo mpoBeaeHO
4KCceIbHUN eKkcriepuMeHT. B poborax [32...34] HaBene-
HO KOpEJISIiAHI TaOuuIi 1 3HAYCHHS KOe(illi€HTIiB KO-
pemsmii  Ilipcona a6o indopmariiitHoro koedimienra

kopensii. JIus KoxkHOT 3 nux Tabauis (tabn. 7 ... 9)
OyJi0 00YMCIIEHO HelocTaTHI KoediuieHTH. Y KoMipkax
UX TaOJHIh TIOCTABICHO BIMOBIAHY KUIBKICTH CIIOC-
TEPEIKEHb.

JJis1 IKiCHOTO OIIHIOBaHHS BEIMYUHH KOS(IIIEHTY
KOpeJsIii BUKOPUCTAEMO Tak 3BaHy Inkamy Yemmoka
(1879-1940), Tabn. 10. HesBaxaroun Ha Te, MO IO
LKAy 3aCTOCOBYIOTh y 0araTbox poOoTax, HANPUKIA
[30], mocuaHHs Ha MEPIIOHKEPENO SK MPaBUIIO BilCY-
THi. ABTOPH I[HOTO IOBIIOMJICHHS 13 3aJ0BOJICHHIM
3alOBHIOIOTH L0 MPOTAIUHY 1 BiJCHJIAIOTh YUTAa4iB Ha
poboty [35].

PesynbraT o0uMcieHs noka3aHno y taoum. 11.

Tabauys 7 — Kopeasinilina Tadauus, nodyaoBaHa
3a JaHUMHU poboTu [32]

YMmoBHI YmoBHi ingexcu 3mMinnoi Y
WK A lB|Cc|D|E|F|G|H
3MiHHOT X

1 1

2 1

3 1

4 1 1 1

5 2 1

6 1 1 4

7 1 4 2

8 1 3 9 3

9 2 7 1 1

10 1 5 1

11 2 1 1

Tabnuys 8 — Kopensiniiina Tadsmus, modyroBana
3a faHuMHu podotu [33]

YMoBHi YMmoBHi ingexcu 3MinHoI Y
iHgeKcH
aminHoi X A B C D E F G H
1 1
2 1 6
3 5 9
4 4 9 5 3
5 7 9 3
6 2 9 12 4 2
7 7 8 6 4
8 1 2 5 3 3
9 1 2 2
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Tabnuya 9 — Kopensiniiina Tadauns, nodyaoBaHa
3a JaHuMH podoTH [34]

3acTOCyBaHHs iH(pOpMaIiiHOro KoedilieHTa Kopemsuii
Ipy aHayi3i TabJIMLb CHPSDKEHOCTI OyB NPOBEICHUI

YmoBHi VmoBHi ingexcn 3vinmoi Y YHCEJIbHUN CKCIICPUMEHT, B IMPOIEC] SKOTO sl OTPH-
iHzexcu MaHHX BHIIQJKOBAM YHHOM TaOJHIb OOYUCIIOBAIH
swimnoi ¥ | A | B | C E|F]G|H KpuTepii, BusHaueHi cmiBBimHomeHHsmu (5), (7), (8),
1 1] 5174 (9), (27), (28). Heranbuuii BUKIaz C1oco6y OTPUMAHHS
2 115 ]2 X TabnuIp y Wil po6oTi He posrsaHyTo. [ Tabm.11
3 1 1 6 3 2 3 ypaxyBaHHAM IO3Ha4YeHb, SKi HaBeJeHO B Tali. 3,
4 2 4 2 KUTBKICTh iH(OpMAaIii BH3HAYANH, BHKOPHCTOBYIOUH
> 1 1 CIIIBBIIHOIIICHHS
Tabnuysa 10 — SIkicHa ouinka BetmunHaA KoedinicaTa | — a In aN b | bN ¢ | cN d | dN (45)
KopeJsiuii (mkana Yemaaoka) _N J—FN ng"_ﬁ n%"'* n—s
HAYCHHS . . .
ch)e(bigiema [0,1..0,3) [0,3..0,5) [0,5...0,7) BuxinHi MaHi A8 CKCIEPUMEHTY, BPaXOBYIOUH
Kopensii TI03HAYEHHS, TPUIAHATI B Tab1. 3, HaBeseHi y Tabu. 12.
3B’5130K HE3HAYHHH MOMIpHUH iICTOTHUH
Pisens 1 2 3 Tabnuys 12 — EieMeHTH TA0JHIb CIPSKEHOCTI 2X2,
OTPUMAaHi BUIIAIKOBHM MeTOJ0M
3Ha4yeHHs
koedimienra [0,7...0,9) [0,9...0,99] 1,0 Ng EnemenTn Tabnuin Né EnemenTn Tabnuin
Kopeiul . ;ﬁm, a|blc|d ;zm, a|blc|d
38" 130K mucowii | A€ PHCOT | bymiatc- 1 |17 |23 | 7 [ 32| 11 |25 |14 |17 | 24
PiscHb 2 5 6 2 27 |31 |11 |10 | 12 |24 | 7 |29 |20
3 19 | 24 |22 |16 | 13 | 22|10 |21 |27
Tabnuysa 11 — YucenbHi 3HaYeHHS KoedimienTy 4 15 |32 | 11 ] 22 14 9 |34 6 |38
kopesuii [lipcona ta indopmauiiinoro S 12 114 | 25 | 28 15 40 | 11 113 | 16
KkoedilienTy Kopesuii 6 22 |10 |33 |16 | 16 |40 | 6 | 8 | 26
Iloxa3uuku BUMipiB JliTepatypHi mocuiIaHHs ; g 1; 13 ig i; ;g ii 265 ;i
CTaTHCTHYHOTO 3B’ 3Ky [32] [33] [34] 9 24 22 110 125 1 19 130 (191 5 | 26
[ 0884 | 0862 | 0876 10 |12 17 [18 |33 | 20 | 9 | 18 | 28 | 25
p 0,547(3) | 0,782(4) | 0,730(4)
r 0,669 (4) | 0,832(4) | 0,859(4) YucenbHI 3HAYEHHS KPUTEPIiB, 5IKI BUKOPUCTOBY-

L] . .
))KI/IpHI/IM mpudTOM NOo3HAYEHA SIKICHA OLIHKA BETHYNHA
koedirienTa kopermsii 3a mkanor Yeamoka (tadmn. 10).

3 mi€l TabauIl BUIUIMBAE, 10 iHPOPMALIIHHIA KO-

eQiIlieHT KOpeIii OIiHI0E Ha SKICHOMY PiBHI 3B'S30K
MDK BHUIIQJKOBUMHU BEJIMYMHAMH TaK Camo, sIK i Tpajm-
uiftamid  koedinienT kopemsmnii [lipcona. Jlns omiHKH

BAJIM NPU aHaji3l TaOJIMIb CIPSHXKEHOCTI, HAaBEJECHO B
Tabm. 13.

Ockinbku 3HauyeHHs1 kpurepito L{os-Camena MeHie
BennuuH 0,25, TO BUKOHAHHS MOJAJIBILIOTO aHAN3y KpH-
tepiiB (I) ... (V) BBaKaTUMyThCS KOpeKTHUM. {71 BH3HA-
YEeHHS 3B'3KY MK IIMMH KPUTEPisIMA TIOOyJOBaHA MaTpH-
1191 iX B3a€MHOI KOPEJIAIlii, sSika HaBe/leHa B Ta0. 14.

Tabauys 13 — YucesbHi 3HAYeHHS CTATUCTHYHUX KPUTEPIiB, sIKi 0y/10 BUKOPUCTAHO MPHU aHATI31

BUINAKOBUX TA0JIMUb CIPSIKEHOCTI 2X2

Koureniii Kpwurepiit Hudopma- K .
Kpurepiii . PHTCP BiTHOIICHHS Kpurepiii uiiinmii koe- | PATCPH
No . o) Xi-KBaJipaT HE3CyHe- ) o) .. : Ilos-
1aG- | Xi-KBampar 0] _— ) gpasziomo 3entepmana (IV) (inienT Kope Camena
i miouocri (111) > i (V) *)
Yucemsne | Bemn- |UYucensne | Bemu- YucenpHe Bemu- | Ywucenpue | Bemu- Yucenbae | YwucenbHe
3HayeHHs | unHa PV | 3Hauenns | umnHa PV | 3HauenHs | uwmHa PV | 3HadenHs | umua Pv 3HAYEHHS | 3HAUYEHHS
1 5,627 0,012 4,531 0,035 5,763 0,016 5,633 0,017 0,265 0,09
2 0,209 0,646 0,04 0,839 0,209 0,646 0,205 0,65 0,051 0,1
3 1,516 0,218 1,02 0,313 1,521 0,217 1,517 0,218 0,136 0,07
4 0,017 0,893 0,012 0,913 0,017 0,893 0,013 0,906 0,015 0,09
5 0,07 0,932 0,02 0,876 0,007 0,932 0,008 0,017 0,010 0,08
6 0,017 0,894 0,01 0,911 0,017 0,894 0,022 0,281 0,015 0,09
7 0,764 0,381 0,36 0,549 0,791 0,373 0,85 0,356 0,099 0,124
8 0,187 0,665 0,03 0,867 0,185 0,666 0,15 0,697 0,048 0,117
9 4,546 0,03 3,63 0,057 4,632 0,031 4,567 0,032 0,236 0,07
10 0,292 0,588 0,09 0,76 0,29 0,589 0,274 0,6 0,060 0,089
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11 4,107 0,042 3,25 0,071 4,146 0,041 4,109 0,042 0,225 0,073
12 2,823 0,093 2,07 0,15 2,914 0,087 2,883 0,089 0,189 0,092
13 4,827 0,028 3,87 0,049 4,913 0,026 4,842 0,027 0,244 0,078
14 0,81 0,367 0,38 0,537 0,814 0,366 0,806 0,369 0,097 0,132
15 9,336 0,002 7,89 0,005 9,224 0,002 9,202 0,002 0,330 0,095
16 32,77 <1-10® 30,18 <1-10® 34,95 <1-10® 32,69 <1107 0,595 0,08
17 6,053 0,014 5 0,025 6,132 0,014 6,053 0,014 0,272 0,073
18 21,98 <1-103 19,93 <1-103 23,44 <1-103 22,001 <1-10® 0,272 0,074
19 15,69 <1-103 14,01 0,002 16,82 <1-103 15,741 <1-10® 0,435 0,08
20 2,735 0,098 2,01 0,1562 2,777 0,095 2,75 0,096 0,185 0,086
**) Vnmosi 1HAEKCH KpUTepiiB
Tabauys 14 — KoedinieHTn B3aeMHOT Kopesinii Mixk X
KPHUTePisiMH, 5IKi BUKOPHCTaHi NPy Komipku, S ©aKTHuna KiNbIICTE KinbKiCTb COCTepeseHb
aHaJi3i TA0IUIb CHPSIKEHOCTi 2X2 cnocrepexcens, X riHO 2 pozpaxyHKOM
YMoBHi iH}.I‘FKCH ‘YMoBHI iHexcn kpuTepiiB } : I j I 121
Kpurepiin T 1 \Y \Y% \ 3 | 2 | 2
| 1]0999 | 0995 | 0,993 | 0,987 } . I > I =
] 1 0,995 | 0,992 | 0,986 \ 6 | 6 | 8
I 1 0,998 | 0992 | ’ | . | :
IV 1 0,993 wovomn [ K
Vv 1 Mitimym pospisnatouoi indopman, I
Xi-wBappat 37251 |pw [07132
3 maHuX, HaBeJACHUX Y Wil TaONHIll, BUILUTUBAE, IO Ouihia posbiwroct, 3
iHpOpMaiHHIA KpUTEPiil KOpeJsiii psIKiB Ta CTOBI- e o | [ T

1iB TaOJUIl CHPSHKEHOCTI MOXKE OYyTH OOIPYHTOBAaHO
BUKOPHCTaHWI mNpW aHanmizi 1mx Ttabiuus. IlepeBara
Horo mepen IHIIMMHU KPHUTEPISMH B TOMY, IO BiH He
TIIBKY BU3HAYa€ HAsBHICTD (BIICYTHICTh) CTATUCTUYHO-
ro 3B'I3Ky MK (pakTOpaMu psIKIB Ta CTOBIILIB, a i J1ae
ii kinbkicHy omiHky. CKpiH-KOmisi BiKHAa €KpaHa 3 pe-
3yJibTaTaMy OOYHCIIEHHS 1H(QOpMAIiITHOTO KOe(IllieHTy
KopeJsiii 3rigHo i3 (27), (28) mokazana Ha puc. 6.

Puc. 7. Ckpin-Kormis BikHa €KpaHy 3 Pe3yJIbTaTaMHi
MOPIBHAHHS p0301KHOCTEH MK (PAKTHIHOIO TICTOTPaMOIO
Ta TCOPECTUIHO MOKIIUBOIO I HpHﬁHﬂTOFO
3aKOHY po3moiny, 3amada 1
(Fig. 7. A screenshot of the screen copy of the results
of the difference between the actual histogram
and the theoretically possible for the adopted law
of the difference, Task 1)

PesyneTati oBuKMCNEHHA iHGOpMaLIAHOro KoediLieHTy Kopenauyii X
MapameTpl Tabnuui cnpsskeHocTi a b c d
[ a4 | 16 1 2t

KpHrepii xi-keagpat | 2.385848

Bennunta Pv | 0.1224]

KpHTepiil Xi-kBaipaT HY3CyHeHH# | 1.139779

Benmunna Pv | 0.6236

TnchopmMaLliiHwil KpHTepiil kopenayi | 0.240851

Puc. 6. CxpiH-Komist BikHa eKpaHy 3 pe3yJbTaTaMu
obuucieHHs iHpopMaliiHOTO KoedilieHTy Kopesiii
(Fig. 6. Screen — a copy of the screen window with the results
of the information correlation coefficient calculation)

[puknaau po3B’si3aHHs 3aja4 BH3HAUCHHS 3Ha-
YymiocTi po30DKHOCTI MIX TicTOrpamMaMmu 3TifHO 13
criBBigHomeHHsMH (36)...(39) HaBeneHo Ha puc. 7, 8.

[Ipuknax OWiHKM 3HAYYIIOCTI B3aeMomii (akTopa
pAKiB Ta (aKTopa CTOBITYMKIB /IS TAOJIMI CHPSHKEHO-
cTi 2x2 3rinHo i3 cniBBigHomenHsmu (40) Ta (41) npka-
3aHMi Ha puc. 9.

X
Komipkn, § Kinbkictb cnocrepexxedb || KinbKicTh cnocTepexeHb
Y KoMipkax ricrtorpamu 'l | | y KoMmipkax ricrorpamu 2
\ 1 [ 10 [ 24
\ 2 [ 20 [ 24
\ 3 | 50 | 24
\ 4 | 35 | 25
\ 5 [ 28 [ 25
\ 6 [ 15 [ 24
\ 7 [ 12 [ 24
KinbKicTb cT: i
ceoGonm | 6 | o
YM pozp opmanil, I
Xi-kBappat W Pv W
QOuika po3bibxuocri, J
Xi-wBappat 77.582914 Pv 0.000112

Puc. 8. CkpiH-Komis BiKHA €KpaHy 3 pe3yIbTaTaMH
MOPIBHIHHS p0301KHOCTEH MK TiCTOrpaMaMi He3aJIeKHO
BiJI 1X 3aKOHIB po3moaity, 3agada 2
(Fig. 8. A screen copy of the screen window with the results
of comparing the differences between histograms regardless
of their distribution laws, Task 2)
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AHaniz TaBnuyl CNpAXEHOCTI 3 ABOME BXOAZMK *

Mapametpu Tabnuui cnpsokeHocTi a b C d
| so [ 2 | s | o7

MiHiMymM po3piznarouoi iHdopmadtii, I

Xi-kBagpat 70417 Pv 00079
OuiHka pozbiHoci, ]
Xi-kBagpart 7,0417 Pv 0,0079

Puc. 9. Cxpin-kormis BikHa eKpaHy 3 pe3yJbTaTaMH 3HAYyIIOCTi B3aEMOJIT
(axropa psAAKiB Ta GpaKTOpa CTOBIYMKIB IS TAOIHI CIPSDKEHOCTI 2%X2
(Fig. 9. Screen copy of the screen window with the results of the significance
of the interaction of the row factor and the term factor for the contingency table 2x2)

[Mpuxnan BU3HaYEeHHS YMOBHHX SHTPOMIH s Tab-
JHLI cripsbkeHocTi 2x2 nokasanuii Ha puc. 10. [puiinsTi
B IIbOMY INPHKJIaJI TTO3HAYCHHS Ta CIIiBBIJHOIICHHS, 3a
SIKUMH iX pO3paxoByBaJli, HABEICHO B Ta0II. 15.

[puknan BU3HAYEHHS YMOBHHX SHTPOIIH JjIs Tabd-
JMLI crpspKeHocTi 2x2 nokasanuid Ha puc. 10. [TpuitasTi
B [IbOMY IPUKNIAJi MMO3HAYCHHs Ta CIIiBBIIHOLICHHS, 3a
SIKUMHU iX pO3paxoByBaJd, HABEICHO B TalII. 15.

Tabmur 15 — [To3HayeHHs1 YMOBHHX €HTPONid Ta cHiBBiIHOIEHHS, MPUHHATI 115 IX pO3paxyHKy

IMoka3HukH eHTpPOMIl - Po3paxynkoBe
. . Bu3naveHHs y BikHi KaJabKyJIsiTopa L,

Tabd Ui cpsKeHocTi 2x2 CIiBBiTHOLLICHHS
BesymosHa entpomis, H(X,Y) H(X,Y) (21)
Eurpomiiina Mipa nucnepcii, & € (22)
YmMoBHa eHtpormisi, Hy {HMW)} (23)
YMoBHa eHTporisi, Hx {H(X)} (24)
Vmosua earporig H[Y(y/x1)] H(y/x1) (25)
VYmosua errporist H[Y(y/x2)] H(y/x2) (25)
VYmosua errporist H[Y (x/y1)] H(x/y1) (26)
YmosHa exrporist H[Y (x/y2)] H(x/y2) (26)

Pesynetatn o64MCNEHHA YMOBHWK EHTROMIRA X
MapameTpu Tabnuui a b c d
CNPSKEHOCTI | = | 28 | a4 | 07
HXY) £ {HY)} {HX)}
| 10272 | 09835 | o365 | 0692
Hips) | HYs2) | HxYD | Hx2)
| o541 | 06433 [ 05 | 06830

Puc. 10. CkpiH-Komis BiKHA €KpaHy 3 pe3yJbTaTaMH BH3HA-
YEeHHs YMOBHHX SHTPOIIIH s TaOIHIl CHpsDKEHOCT] 2X2
(Fig. 10 Screen copy of the screen window with the results of

determining the conditional entropies for the contingency table)

BucHoBkH

1. 3amponoHOBaHO BUKOPHUCTOBYBAaTH METOIU €H-
TPOMHOTO  aHami3y UL aHalizy [aHuX, [0
PO3MOIiNIeH] MO0 KaTeropisx Ta HaBeIEHO BiIOMOCTI MPO
cTpyktypy EXcel-opienToBanoro xaimbKynstopa, Mpu3-
HAYEHOTO JJI1 BUKOHAHHS TaKUX PO3PaxXyHKIB.

2. KampkynsaTop mae MOXIIMBICTH OOYHCITIOBATH
SHTPOIIHHI XapaKTEPUCTUKU TiCTOTpaM, BUKOHYBaTH
NonapHe MOPIBHAHHS EHTPOIIH ricrorpaM, BH3HAYaTH
BIZICTaHb MK TiCTOrpamMamu, OOYHCIIOBATH iH(pOpMa-
HIMHUIA Koe(ilieHT KOpeslil, TOpiBHIOBATH PO30iXKHO-
CTi MIX ricrorpamamu.

3. Jlust Tabnuib CHPSDKEHOCTI 2X2 KaJbKYJISATOP
JIa€ MOJJIMBICTh OI[IHIOBATH 3HAYYINICTh B3aEMOIi (a-
KTOpY PSAKIB Ta (PaKTOPy CTOBIYHUKIB.

4. KanpkynsiTop BHM3HAUa€ 3HAUCHHS YMOBHHX
SHTPOIIIH IS TAOMHIb CHPSIKEHOCTI 2X2.

5. 3anpornoHoBaHMH KaJbKYJSTOp y JEsKid Mipi
3aII0BHIOE TIPOTAJIMHY B ICHYIOUHMX IIPOTPaMHUX IPOIY-
KTax Ta Mo)ke OyTH BUKOPUCTAaHUH 111 00poOKH MeTo-
JlaMU €HTPOMIHOTO aHami3y JaHMX, IO PO3MOIIICHI 1O
KaTeropisx.

6. B poOori mokazaHo, 110 EHTPOIIiiHI MeToqH
aHaJIi3y ricTorpaM JOIIJIFHO BUKOPHCTOBYBAaTH Y BHIIA-
JIKax, KOJH TiCTOrpaMy BHU3HAYAIOTh JOBUIbHI 3aKOHU
posmnoiny.
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Excel-oriented calculator for calculating results of entropy analysis of data distributed by categories
Svitlana Gadetska, Valeriy Dubnitskiy, Yuri Kushneruk, Alexander Khodyrev

Abstract. The goal of the work. Development of EXCEL-oriented calculator for calculating the results of entropy
analysis of data, which are distributed by categories. The subject of research is histograms of arbitrary distribution laws and
conjugation tables 2x2. Research methods: Entropy and information analysis of histograms of arbitrary distribution laws
and conjugation tables. The obtained results. It is proposed to use methods of entropy analysis for the analysis of data dis-
tributed by categories; information on the structure of the EXCEL-oriented calculator designed for this purpose is given. The
calculator makes it possible to calculate entropy characteristics of histograms, namely: histogram entropy, histogram disper-
sion, histogram confidence intervals, diversity information index. The calculator performs a pairwise comparison of entropies
of histograms using the Hutcheson method, determines Hellinger and Kullback-Leibler distances between histograms of arbi-
trary distribution laws and thus complements the chi-square criterion, determines the informational correlation coefficient.
The correspondence between the Pearson correlation coefficient and the information correlation coefficient is established by
the method of statistical modeling. For 2x2 conjugation tables, the calculator makes it possible to estimate the significance of
the interaction between the row factor and the column factor. The calculator determines the values of conditional entropies for
2x2 conjugation tables. The proposed calculator fills the gaps in existing software products and can be used to process data
distributed by categories using entropy analysis methods. It is shown that entropy methods of analysis are appropriate to use
in cases where histograms determine arbitrary distribution laws.

Keywords: entropy; entropy analysis; information correlation coefficient; Hellinger distance; Kullback-Leibler distance.
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THE STRUCTURE OF THE COMPUTER SYSTEM IN THE RESIDUAL CLASSES

Abstract. The subject of the article is the formulation and solution of the inverse problem of optimal redundancy in the
system of residual classes (RNS) based on the use of the dynamic programming method. The solution of this problem
makes it possible to improve the reliability of the operation of computer systems and components (CSC) in the RNS. The
purpose of the article is to increase the reliability of the functioning of CSC, which are built on the basis of the use of
RNS, without reducing the speed of calculations, as well as to calculate and compare the reliability, in terms of the
probability of failure-free operation, of CSC in RNS and a tripled computing system that operates in a positional binary
number system (PNS). Tasks: to analyze the influence of the number system used on the reliability of the CSC, taking into
account the primary and secondary redundancy; to synthesize a computing system in RNS for a I-byte bit grid based on the
use of the passive fault tolerance method (constant structural redundancy); formulate and solve the inverse problem of
optimal redundancy in RNS based on the use of the dynamic programming method; to check the correctness of the results
obtained, calculate the conditional amount of computer system equipment in the residual classes; evaluate the efficiency of
using RNS to improve reliability when building a redundant CSC in relation to a redundant CSC in the PNS. Research
methods: methods of analysis and synthesis of computer systems, number theory, coding theory in RNS, reliability theory.
The following results are obtained. The paper shows that the use of PNS as a humber system does not allow a radical
increase in the performance and reliability of CSC. In this regard, the article developed the concept of using RNS as a
number system for constructing a CSC. Based on this, the inverse problem of optimal redundancy in RNS is formulated
and solved. Conclusions. As shown by the results of calculations and comparative analysis, the use of RNS provides a
higher reliability of the CSC than the majority three-channel computing system in the PNS. The obtained research results
can be used for the synthesis of fault-tolerant computer structures in RNS.

Keywords: non-positional code structure; system in residue classes; positional binary number system; reliability of

computer systems and components.

Introduction

Modern trends in the development of computer
technology cause its widespread introduction into
various spheres of human activity. At the same time,
large volumes of tasks to be solved require an increase
in productivity and ensuring a given level of reliability
of computing systems (CS). In addition, the content and
complexity of such requests outstrip the pace of
increasing power of existing computer systems and
components (CSC) of general and special purpose,
functioning in positional binary number system (PNS).
In this aspect, the main directions of improving
computer systems and components in positional number
system are increasing user productivity and reliability
(primarily reliability) of their functioning [1-3].
Ensuring the presence of a fault tolerance property in a
CS can increase the reliability of its operation.

The fault tolerance property provides an ability to
perform specified computational functions after failures,
both by reducing, within acceptable limits, any
indicators of the functioning quality (for example, by
gradual degradation), and without deteriorating the
functioning quality of computer system. Thus,
considering the above, research in the field of
developing methods for improving fault tolerance in the
process of functioning of computer systems and
components are relevant.

Reserves for increasing the speed of computing in
positional number system are the use of computer
system and components, created on the principle of
problem (algorithm) parallelization at the level of
microoperations. The concept of parallelism has long

attracted the attention of specialists with its potential to
increase the performance of computing systems. The
theoretical, experimental and industrial developments in
this direction have made it possible to substantiate the
basic principles for constructing parallel computing
systems. The prospect of further increasing a computing
power of devices is currently associated with such
systems [5-7].

The main methods that are widely used in the
construction of fault tolerant computing devices and
systems in positional number system are structural
redundancy. There are a large number of different
backup methods, but some of them is characterized by
significant structural redundancy. Even with the
correction of single errors, most often it is necessary to
increase the volume of the computer system equipment
at least three times. Such a high structural redundancy is
explained by the fact that when applying redundancy,
all the specific properties of specific types of computing
systems and components are almost completely ignored
[8-10].

In the modern literature, it is shown, that, firstly,
the use of positional binary number system as the
number system does not allow a radical increasing in
the performance and fault tolerance of computer
systems and components. Secondly, there are results of
basic research and specific technical developments that
show the possibility of significantly increasing the
speed of implementing integer arithmetic operations of
addition, multiplication and subtraction by using a non-
positional number system in residue classes (RNS). This
is achieved through the use of the following properties
of residue system: independence, equality and low bit
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depth of the residues that determine a non-position code
structure (NCS), which allows the following: parallelize
arithmetic calculations at the level of decomposition of
the remainders of numbers; realize spatial diversity of
data elements with the possibility of their subsequent
asynchronous independent processing; perform tabular
execution of arithmetic operations of the basic set and
polynomial functions with a single-cycle sample of the
result of modular operation. The above significantly
improves the computer system and components
performance.

However, the lack of the results of basic research
on the use of systems in a residue classes to increase
fault tolerance hinders the solution of the problem of a
significant increase in the reliability of the operation of
the computer systems and components.

The purpose of the article is to increase the
reliability of the functioning of CSC, which are built on
the basis of the use of non-positional number system in
residue classes, without reducing the speed of
calculations, as well as to calculate and compare the
reliability, in terms of the probability of failure-free
operation, of CSC in RNS and a tripled computing system,
which operates in a positional binary number system.

Problem statement

Suppose that at the design stage it is necessary to
provide the necessary (predetermined) level of
reliability of the computing system. It is possible to
increase (ensure) reliability if the computer system will
have a certain property, the use of which will allow it to
be done. Such a property is defined and called fault
tolerance [11-13]. With respect to the computer system,
the concept of fault tolerance can be understood as the
property of the computer system to ensure its
operational state in case of failures of the elements
included in their composition.

In the definition of the term fault tolerance there
are three main aspects of its use: the fault tolerance
property is laid down by the developers during the
design of the computer system in order to increase its
reliability; at the same time, the necessary level of fault
tolerance is achieved mainly when using redundant
(additional) technical means (introducing artificial
structural and (or) other redundancy) in comparison
with the necessary minimum to perform all the required
functions of the computer system and components in
full; the use of fault-tolerance properties allows to save
the full or partial performance of the computer system;
it is believed that the failure of the elements of the
computer system is not associated with exposure not
provided for by the operating conditions.

In the most cases, developers are interested in the
fact of ensuring fault tolerance only while maintaining
full operability, i.e. without reducing the quality of the
computer system functioning. In the future, when
considering the concept of fault tolerance, we will be
interested only in such option for the operation of
computer systems and components.

To provide the computer system with the fault
tolerance property, at the design stage, it is necessary to
provide not only an introduction and use of artificial

redundancy (AR), i.e. use of various types of
redundancy: structural, informational, functional,
temporary and load, but also to identify and use the
possible natural (“natural” available redundancy)
redundancy (NR). In this regard, the main designer’s
task to ensure the necessary level of fault tolerant
operation is to identify (determine) and use the existing
internal reserves (IR) of computer systems and
components for fault tolerance at the pre-design stage,
due to the number system used and, with this in mind, in
the future, select and apply the necessary reservation
methods (introduction of IR). Accounting and use of
NR will increase the reliability of computer systems and
components.

In [14-16], as applied to computing devices,
particular definitions of primary and secondary
redundancy were introduced. In this aspect, it is
believed that the primary redundancy is due to used
number system in the computer systems and
components. Obviously, secondary redundancy is
redundancy due to the application of traditional backup
methods widely used in various information systems to
improve their individual characteristics. Primary
redundancy for computer system coincides with the
concept of natural redundancy of information
processing systems, and secondary redundancy - with
the concept of artificial redundancy. The need for the
addition and uses of secondary redundancy is due to the
requirements for the characteristics at the design stage
of the computer system. Note that the selected and used
number system significantly affects the following
characteristics: structure (architecture); principles of
information processing (to a greater extent on methods
and algorithms for performing arithmetic operations);
requirements for the use of the new element base;
system and user performance; reliability, survivability,
fault tolerance, operational characteristics and indicators
of computer system, etc.

Quantitatively, a volume Vpg of computer

systems and components equipment due to the presence
of primary redundancy (the presence of redundancy
only due to the used number system) is slightly less than
a volume of equipment Vyg in the presence of natural

redundancy (redundancy due not only to the used
number system). The volume of additional equipment
Ver determined by the presence of secondary

redundancy fully coincides with the volume of
equipment Vg due to the presence of artificial
redundancy. An analysis of the number system
influence on the structure and individual characteristics
of computer system showed that it is completely correct
to assume that Vpg =VpR . In the traditional approach to

the choice of the positional number system base, it is
first necessary to ensure the following condition:

Vpr =min. (1)

However, the fulfillment of the condition (1) is not
always valid when developing computational structures,
when a priori the problem arises of improving some
characteristics of the computer system. It is possible that
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the option of constructing a computer system based on
the fulfillment of condition (1), when solving the
problem of increasing reliability, is not at all advisable.
This feature is clearly manifested when used as number
system, for example, residue number system. It is
known [17-19] that redundant computer system with
residue number system contains (15-20)% more
equipment Vpg than a computer system in a positional

binary number system with the same given bit grid
without taking into account the addition of secondary
redundancy. As preliminary studies have shown, in
order to achieve a given level of fault tolerance of the
computer system in residue classes, 50% less volume of
equipment is required than for system in a positional
binary number system. However, the lack of practical
results of the synthesis of fault-tolerance computer
system in residue classes does not make it possible to
show the efficiency of using the non-position code
structure to increase the reliability of the computer
system functioning without reducing the performance of
solving problems.

Statement and solution of the inverse
problem of optimal redundancy

For the purpose of calculating and comparative
analysis of the operational reliability of the computer
system in positional number system and in residue
classes, we will conduct the synthesis of the fault
tolerant computer system with residue number system.
Let it be necessary to synthesize a computer system in
residue number system for a | - byte bit grid. Obviously,
the results of solving the synthesis problem of computer
system in residue classes will substantially depend on
the type of structural reservation used: constant or
dynamic.

Therefore, it is advisable to separately solve the
synthesis problem in the case of constant or dynamic
structural redundancy.

This article solves the problem of synthesizing the
structure of the CS, based on using the method of
passive  fault tolerance  (permanent  structural
redundancy).

In order to solve the problem of synthesis of
computer system in residue classes in the case of
constant structural redundancy with a loaded reserve
without restoring a failed element, we introduce a
concept of the state vector

X(n)RNS = (X1, X0, y Xj e s Xpy)

of a redundant computer system in residue classes.
In this case, the role of the elements of the
redundant system is played by computing paths (CP) for

each module m;(i =1,n) of the residue number system,
and the values x; =0,1,2,... indicate the multiplicity of

the reservation of a separate CP of computer system in
residue classes by the corresponding module (when the
value of the main CP equals to x; =0 by the module

m;, there are no redundant computing paths). Verbally,
the task of synthesizing computer system in residue

classes is formulated as follows: from the whole set
X(”)RNS of possible values of the state vector, it is

necessary to determine the only reserve composition
vector at which the reliability of the computer system in

residue classes P(Mpys[X Mrns] would reach the

maximum possible value. Obviously, the solution to this
synthesis problem is directly related to the formulation
and solution of the inverse optimal reservation problem
in residue classes.

The inverse problem of optimal reservation in
residue classes is formulated as follows: it is necessary
to determine a vector

‘X(n)RNS :(xlle!"'lxi""’xn)

of reserve composition for which V(')add , at acceptable
costs, the maximum probability of fault tolerant
operation P(M oy [X (Mpys] would be achieved:

P™ ens [X(H)RNS =X Weng (X1:X2,~~-1Xi7~~-)] =

=P o {ﬁ P (t)} — max, (2)

i=1

(V(n)RNS SO )

Mathematically, this problem can be represented
as follows where:

the x; is an its component of the vector X(”)RNS
of the redundant computing system with modulo m; of

residue classes, which numerically characterizes a
number of redundant computing paths connected to the
main (working) computing path for this module (base)
of residue classes;

n is a number of bases m; in residue number

system; Py (t) =1-(1—e %R s g probability

of fault tolerant operation of the redundant system with
modulo m; in residue number system;

Apg is a failure rate of a conventional unit of

equipment of the computer system, assigned to one
binary digit of the bit grid of the computer system;

Qi =[Iogz(mi —l)}+l is a number of binary

digits needed to represent a module (the relative "cost"
of one computing path in absolute value, expressed in

binary digits; a value V(”)O is a set limit on the cost of

the system when solving the inverse optimal reservation
problem in residue number system) [20, 21].

As the computer system in positional number
system, used for comparison with the computer system
in residue classes, we take the majority three-channel
computing system, consisting of three same type |-
discharge computing systems. This is the most widely
used at present to increase the reliability of the
computer system. In this case, without considering the
reliability of the majority part, the amount of equipment
is equal to V.44 =3-8-1 conventional units. We note
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that the probability of fault tolerant operation of a three-
channel computing system in positional number system
(without taking into account the reliability of the
majority part) is equal to

P(I)PNS (l‘) :l—[l—P(I)O (t)]3 )

where P(')O(t) e ¥Rt 5 g probability of the fault

tolerant operation of al- byte computer system in
residue classes.

n
Note that V(Mg =v® 44 —>a; is a difference

i=1
between the permissible costs in positional number
system and the costs necessary to build a fault tolerant

computer system in residue classes (the Vo(n) values of

the permissible restrictions on the creation of a
redundant computer system in residue classes).

To solve the inverse problem (2) of optimal
reservation formulated in the article in residue number
system, a dynamic programming method s
recommended in the literature [6]. The approach using
this method is very flexible for solving problems
associated with multi-stage selection. In addition, the
dynamic programming method due to the fact that the
solutions are recurrence relations is very convenient for
performing numerical calculations on a computer. To
solve the inverse optimal reservation problem, when
using dynamic programming, it is necessary to leave the
main functional equation in the form:

max Py [X0: X0,y Xy X | = maxlﬂlPxi (),
i )
[os >a-x <V, x, =o,1,2,..}.
i=0
We introduce into consideration some function

F,(v (M), index n at which means the dimension of
n

the maximized function H Py (t), and its argument is a
i=0

permissible restriction imposed on the arguments of the

functionV(”)o. In this case, functional equation (3) can

be written as
Fn(\/(n)o) =max P - l:n—l(\/(n)o —ap - Xp),
(Os an ¥ <V, ¥, =012,...}.

In view of the foregoing, a functional equation
giving a recursive solution for the inverse optimal
reservation problem in residue classes will be presented
as follows

= [3~8~I—Z?:1ai}=

=max B, +Foa [V -2y %, |, ©)

(03 a, %, £(3-8~I —Z?zlai), X, =0,1,2,...).

The algorithm for solving the inverse optimal
reservation problem in residue number system is as
follows.

The optimal two-dimensional vectors of the
reserve composition are determined for the first and
second computing path of computer system in residue
classes, corresponding to the modules mqand m, , for

all values of the cost indicator, not exceeding the value
V(”)O .
The optimal three-dimensional reserve

composition vectors for the third computing path are
determined by modulo m5 and the corresponding

vectors (xy,x,) for all values of the cost indicator not

exceeding the value V(”)O . A similar process continues
until the optimal (n—1)— measured vector

X(n)RNS = (%0, X2, 1 Xj 00y X 1)
of the reserve composition and the corresponding
optimal vector for the value of the conditional cost
indicator equal to V(”)o are found.
An optimal value x, is determined, which,
together  with the value of the vector
(x1,%,...,%j,...,X4_1) , gives the optimal solution to the

problem.

Let’s consider an example of solving the inverse
optimal reservation problem in residue classes for a
single-byte (1=1) bit network of computer system.
Redundant computing paths of computer system in
residue classes, in relation to the main (working)
computing path, are in the load reserve, and failed
computing paths are not restored. For the case when
I =1(n=4), the RNS consists of four modules (bases).
Table 1 presents a data for solving the inverse problem
of optimal reservation in residue number system of

various | values of the bit (1=14,8) grids in the

computer system.

For the value | =1, the inverse optimal reservation
problem in residue classes is formulated as follows: it is
necessary to determine a reserve composition vector

X Mans =X P ens = (4, %2, X3, X4)
for which at acceptable costs
v 4 =381=3.8.1=24
of conventional units, and the fault tolerant operation
(probability of fault-tolerance operation)

P s [X @rns] of the computer system in residue

classes would reach the maximum possible value. Note
that the cost of one element of the i— type of the

redundant system (the conditional volume V,, of
computing paths equipment operating by modulo m;) is
determined by the number of binary digits
a; =[log, (m; —1)]+1 required to represent the number
mj .
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Table 1 — Initial data for solving the inverse optimal reservation problem in residue number system (I =1,4,8)

The value The number
of the | - of bases of . n
bit grid of residue Set of bases {m;} of residue number system i=1,n V(')add Zai V(”)O
computer number )
system system
1 4 m=3m,=4mg=5m,=7 24 10 14
2 6 ml:3’m2:4’m3 :5,m4:7,m5 =1l,m6:13, 48 19 29
m =3,my, =4,m3=5m, =7,mg =11,mg =13,
3 8 m; =17,mg =19 72 28 44
=3my, =4,m3=5m, =7,mg =11, mg =13,
4 10 my 2 3 4 5 6 96 37 59
m; =17,mg =19,mg = 23,y = 29
mp =3,my, =4,mz =5my =7,mg =11,mg =13,
8 16 m7 = 17, m8 = 19, mg = 23, mlo = 29, mll = 31, 192 72 120
m12 = 37, ml3 = 41, m14 = 43, m15 = 47, m16 = 53

The indicator of the necessary conditional costs
V(”)O (specified restrictions on the cost of the reserved
system) is defined as the difference between the
allowable costs V(')add in positional number system

n

and the costs » a necessary to build breakeven
i=1

computer system in residue classes, i.e.

n
I
VO =vO 4= a;
i=1
For the value 1 =1, we can write (Table 1) the
following:

v, =14=24-10,

n
where VD 4y =3-8-1=24, Y'a =2+2+3+3=10.
i=1
In order to obtain a solution to the inverse problem
of optimal redundancy in residue number system while
I=1 and conducting a comparative analysis of the
reliability of the computer system in positional number
system and in residue classes, we give an example of
the calculation of reliability (expression (5)).
As initial data, we take, for example, that the value
Apr is equal Agg =0,A[1/hour] , and the given
operating time of the computer system, assigned to one
binary digit of the bit grid of the computer system, is
equal to ty =0,1an hour. In this case, we obtain that

Pe(ty) = 61 =001 = 0,99 is a probability of fault

tolerant operation of the equipment, assigned to one
binary discharge of the bit grid of the computer system.

The probability of failure Pl-(tN)(izl,_4) of one

computing path by modulo m; equal to:
P]_(tN ) — e—dlylFR 1IN — 6—2'0,01 ~ 01 98,
Py(ty) = e 2HFRIN = 2001 40 gg;

P3 (tN ) — e—a3'ﬂFR'tN — 6—3'0,01 ~ 0, 97,

P4 (tN ) — e—a4'ﬂ,FR‘tN — e—2~0,01 ~ 0, 98

Let’s pre-calculate the values of the unreliability
indicator, i.e. we calculate the values of the failure
probability Oy, =1- PXi of each of the four subsystems

of the computer system (computing path) in residue
number system by modulo m; for the number of backup

elements x; not exceeding five. For a large value of the
values of the failure probability ay. =1- PXi exceeding
five, it is impractical to calculate Ay, - since they will

not be used. The results of the calculation of the values
0y are presented in Table 2.

Table 2 — Initial data for solving the optimal reservation
problem for the value 1 =1

Xj Oy, 77 Oy, Oxg Uy,

0 2.1072 2.1072 3107 3-1072

1 4.107 4.107 9-107 9-107

2 8-1078 8-1078 27-107° 27-107°
3 | 16:10° | 16.10°® | 81.107° 81-1078
4 | 3210710 | 32.107%0 | 243.107%0 | 243.10710
5 | 64.107%2 | 64.107% | 72910712 | 729.1071?

In the further calculations of reliability, we use an
approximate expression of the form:

I:)Xi ' I:)Xn—l ~1- By ~Oxpg-

In accordance with the above algorithm for solving
the inverse optimal reservation problem in residue
classes and based on the initial data shown in Tables 1
and 2, for the value | =1 we obtain the desired optimal

vector X(4)RN5:(1,1,1,2) , the wvalue of the it

coordinate of which (i =1,4) is equal to the number of

backup computing paths connected to the operating
computing path for this base m; of the residue classes

(Table 3).
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Table 3 also presents the results of solving the
inverse optimal reservation problem in residue classes

for the values Ij while j=2,3,4,8. In order to verify
the correctness of the results of solving the inverse

optimal reservation problem in residue classes, the
article presents calculated values Vca|c(”)o of the

conditional amount of the equipment of the computer
system in residue classes, presented in Tables 4-8.

Table 3 — The result of solving the optimal reservation problem j=1,2,3,4,8

I (n) XMopr = (X, X901 XjreorrXp) P (t,) P8s (t,) Ky (tyr)
1(4) 1,1,1,2) 0,9983 0,9995 -
2 (6) (1,2,2,1,1,2) 0,9966 0,9963 1,0983
3(8) (1,2,1,1,1,2,2,2) 0,9959 0,9902 2,3809
4 (10) 1,2,1,1,1,1,2,2,2,2) 0,9944 0,9787 3,7973
8 (16) (2,2,2,2,2,2,2,2,2,2,2,2,1,1,1,1) 0,9800 0,9101 4,5101
Table 4 — Data to verify the solution of the inverse optimal reservation problem in residue classes for 1 =1
m; 3 4 5 7 Vearc™o
o; 2 2 3 3 10
Xi 1 1 1 2 _
;- X 2 2 3 6 13
Table 5 — Data to verify the solution of the inverse optimal reservation problem in residue classes for | =2
m; 2 5 7 9 11 13 Veare®o
Q; 1 3 3 4 19
x; 1 2 2 1 1 2 -
;- X 1 6 6 4 29

Table 6 — Data to verify the solution of the inverse optimal reservation problem in the residue classes for 1 =3

®)

m; 3 4 5 7 11 13 17 19 Veaie Vo
o 2 2 3 3 5 28
X; 1 2 1 1 -
O - X; 2 4 3 3 10 10 44
Table 7 — Data to verify the solution of the inverse optimal reservation problem in residue classes for | =4
m; 2 3 5 7 11 13 17 19 23 29 Vealc 40
Q; 1 2 3 3 4 4 37
X 1 2 1 1 -
Q- X 1 4 3 3 4 4 10 10 10 10 59
Table 8 — Data to verify the solution of the inverse optimal reservation problem in residue classes for 1 =8
m; 2 | 3|5 | 7 |11 |13 |17 |19 |23 |29 | 3L |37 | 41 | 43 | 47 | 53 | Vg™
Q; 1 2 3 3 4 5 5 5 5 5 6 6 6 6 6 72
X; 2 2 2 2 -
Q- X 2 4 6 6 10 10 10 10 10 12 6 6 6 6 120

In accordance with the necessary condition

The results of the comparative analysis showed the

Vo <V ™,y of the inverse optimal reservation
problem in residue classes, a comparative analysis of

the initial values V(”)O (Table 1) and the calculated

values Vca|c(”)0 (Table 4-8) was performed.

correctness of the obtained results of solving the inverse
optimal reservation problem in residue classes.

We evaluate an effectiveness of the computer
system in residue classes and in positional number
system as a ratio of the reliability of two redundant
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computing systems. In reliability theory, there is a
criterion for evaluating the effectiveness of redundancy.

This criterion is a coefficient Ky (ty) of
reliability increase, and it is defined as the ratio of the
failure probabilities of two redundant computer systems
at a given operating time ty , i.e.

1-POpys (tN)l
1- PMps (0n)

The coefficient Ky (#y) characterizes the
decrease in the failure probability of the computer
system in residue classes compared to the computer
system in positional number systems.

The results of the calculation of values Ky (¢y)
are summarized in the table 3, which contains the results
of solving the inverse optimal reservation problem in
residue classes for | —byte (I =1,4,8) bit grids.

The results of solving this problem showed that the
use of residue number system for 1>2 provides a
higher value of the probability of fault tolerant operation
P(')RNS (#) than the method of tripling of the computer
system widely used in positional binary number system.

Note that with an increase in the value of the
computer system |- bit grid, the efficiency of using
residue classes increases.

Ky (tn) =

Conclusions

A new concept is proposed to increase the reliability
of the computer system by using the available
redundancy of the number system. The concept assumes
that in the process of designing computer systems and
components, accounting and possibility of using natural
redundancy (account of used number system) and
artificial redundancy (reservation methods) are made.
The basis of these methods is PFT and AFT, which are
based on the joint use of natural and artificial
redundancy. This fact allows to set and solve the problem
of achieving the required level of reliability at the design
stage of the computer system for any applicable number
system. When implementing PFT or AFT, the essence of
which is to identify (determine) a natural redundancy of
the computer system through the use of the applicable
number system. With the combined use of natural and
artificial redundancy, on the basis of well-known
methods for increasing reliability, the maximum value of
the operational reliability of the computer system due to
the total redundancy can be achieved. Note that in residue
number system, primary structural redundancy is
significantly manifested only in the presence of
secondary structural redundancy. As an example of the
use of the proposed concept, the computer system is
considered in residue classes. For this, the inverse
problem of optimal redundancy in residue classes for I-
byte bit grids is formulated and solved.
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CTpyKTypa KOMI'IOTepHOI CHCTEMH Y 3aJHIIKOBHX KJacax
C. O. Kommas, B. A. KpacHo6aeB, C. b. Hikonbepkuit, [I. M. Koanpuyk

AnoTtanisi. IIpexMeToM CTaTTi € MOCTaHOBKA Ta BUPIIICHHS 3BOPOTHOI 3a/1aui ONTHMAJIbLHOTO PE3EPBYBAHHS B CUCTEMI
sanmuiukoBux kinaciB (C3K) Ha OCHOBI BHKOpPHCTaHHS METOJy IMHAMIYHOTO NPOrpamMyBaHHsS. BUpINIEHHS MOCTaBICHOTO
3aBJIaHHs JIa€ MOXKJIMBICTB MiABUIIUTH HAAIHHICTE poboTH KoMmm'toTepHux cucteM Ta komnoHeHTiB (KCK) y C3K. Metoro cratTi
€ migpumieHHs HafgiiHOCTI QyHKmionyBanHs KCK, ski OyayroThes Ha 6a3i BukopucranHs C3K, 0e3 3HWKEHHS MIBHIKOCTI
004YHCIIeHb, a TaKOXK TPOBEICHHS PO3PaXyHKY Ta MOPIBHSUIFHOTO aHANi3y HAAIHHOCTI, 32 WMOBIPHICTIO 0€3BiAMOBHOI POOOTH,
KCK y C3K Ta TpoiioBaHOi 004MCIIOBAaNbHOI CHCTEMH, fKa (QYHKIIOHY€E y TO3MIiHHIN ABiiikoBii cucremi amcmenns (IICY).
3aBaaHHsA: IPOBECTH aHaJi3 BIUIMBY CHCTEMH YHCIICHHS, 1110 BUKOPHCTOBYEThHCA, Ha HagiifHicTh KCK 3 ypaxyBaHHSM MEpBUHHOT
Ta BTOPUHHOI HAAMIPHOCTI; CHHTe3yBaTH oOuucmoBaabHy cucremy B C3K s |-GaiiToBoi 6GiTOBOI CiTKM Ha OCHOBI
BUKOPHUCTaHHS METOJy IacHUBHOI BiZIMOBOCTIHKOCTI (TIOCTIHHOI CTPYKTypHOI HagMIipHOCTi); COPMYIIOBAaTH Ta BHUPIIIHTH
obOepHeHy 3amady onTuManbHOro pesepByBaHHs B C3K Ha OCHOBI BHKOPHCTaHHS METOAY AMHAMIYHOTO MPOTpaMyBaHHS; VIS
HEepeBIPKH KOPEKTHOCTI OTPUMAHMX Ppe3yJbTATIB MPOBECTH PO3PaXyHOK YMOBHOI KiJIBKOCTI OOJagHaHHs OOYHCIIOBANBHOT
CHUCTEMH Y 3QJIMIIKOBHX KJacax; OUIHUTH edeKkTuBHicTh BUKopucTaHHA C3K i miaBUIIEHHS HamidHOCTI TpH MoOYIOBi
pesepsoBanoi KCK mo BimHomenHio no pesepBoBanoi KCK y IICU. MeToan mOC/TifsKeHHSI: METOIM aHANI3y Ta CHHTE3Y
KOMITTOTEpPHHUX CHCTEM, Teopist dmcen, Teopis koxyBanHs B C3K, teopis HamiiiHocTi. OTpHMaHO Taki pe3yabTaTH. Y po0oTi
nokasato, mo Bukopucranss [ICY, ik CHCTEMH YHCIICHHS, HE J03BOJISIE PAJHKAIBHO MiJBUIINTH POJLYKTHBHICTh 1 HaNiHHICTh
KCK. V¥ 3B's3ky 3 1M y cTaTTi po3pobieHo koHnennito BukopuctaHas C3K, sx cucremy umcnenns mrst nodynosun KCK. Ha
migcTaBi 15010 chopMysIbOBaHA Ta BUPINICHA 3BOPOTHA 3a/adya ONTHMaIbHOTO pe3epByBanHs B C3K. BucHoBkH. Sk mokasanu
pe3yabTaTH PO3PaxyHKIB Ta MOpPiBHsIbHOTO aHamizy BukopuctanHs C3K 3abesmeuye Ginbin Bucoky HamiiHicTe KCK, Hix
Ma)KOpUTapHa TpUKaHajdbHA obuHcimoBanbHa cuctema B [ICY. OTpumaHni pe3yibTaTd HOCTIIKEHh MOKYTh OYTH BHKOPHCTaHi
JUTSL CHHTE3Y BiZIMOBOCTIHKHX KOMITIOTepHUX cTpykTyp y C3K.

KaouoBi caoBa: Hemo3umiiiHa KOJOBa CTPYKTypa; CHCTeMa 3aiHIIKOBHX KIaciB; Mo3uLiiiHa ABiiikoBa cucrema
YHUCIICHHSI; HAJIHHICTh KOMITTOTEPHHUX CHCTEM Ta KOMIIOHEHTIB.

48


https://doi.org/10.1016/j.cosrev.2021.100398
https://doi.org/10.1109/CCGRID.2009.59
https://doi.org/10.1007/978-3-642-27739-9_1724-2
https://doi.org/10.1007/978-3-319-06340-9
https://doi.org/10.1007/s11227-022-04625-x
https://doi.org/10.1007/s11704-022-2096-3
https://doi.org/10.1007/s10586-022-03738-5
file:///D:/123/__Сегодня/_Google/Наука/Статьи/Статья_60_Кучук_DOI/s.koshman@karazin.ua
http://orcid.org/0000-0002-6446-5523
file:///D:/123/__Сегодня/_Google/Наука/Статьи/Статья_60_Кучук_DOI/v.a.krasnobaev@karazin.ua
http://orcid.org/0000-0002-6446-5523
mailto:kovalchuk.d.n@ukr.net
https://orcid.org/0000-0002-8229-836X

ISSN 2522-9052

CyuacHi indopmariiitai cucremu. 2023. T. 7, Ne 2

Intelligent information systems

VIIK 621.39 (045)

DOI: https://doi.org/10.20998/2522-9052.2023.2.07

Anp-Mynxadap Axin A6xynxycceiin M., T. B. Cmiprosa?, K. O. Bypasuenko?, O. A. CmipHOB?

! HanjonaneHuii aianiiinmii yaisepcuter, Kuis, Ykpaina
2 ]lenTpabHOYKpaiHCHKUIA HALlIOHATIBLHHUI TEXHIUHMI yHiBepcuTeT, KponMBHUIBKHMIA, YKpaiHa

METO/ OIIHKHU TA HIABUIIEHHA KOPUCTYBAJIBHUIIBKOI'O JOCBIAY
ABOHEHTIB B IIPOI'PAMHO-KOH®II'YPOBAHUX MEPEXKAX HA OCHOBI
BUKOPUCTAHHA MAILIMHHOI'O HABUYAHHA

AHoTauis. EBomoniiiHi mpouecy, sKi B epIry 4epry TOPKHYJIUCS KOMITIOTEPHUX TEXHOJIOT1H, IPU3BEIH A0 MOSIBH Kilb-
KOX THIIIB OOYHMCITIOBAJIBHUX MEPEXK, L0 MPEICTABIAIOTh CYKYHICTh KOMI'IOTEPHUX NMPHUCTPOIB, 00'€JHAHUX B OJHY CHC-
TeMy. OCHOBHUM NPU3HAYCHHSIM TAaKOi CHCTEMH € JOCTYI KOPHCTYBadiB O CHUIBHHUX PECYpPCiB Ta MOXKIHUBICTH OOMIHY Ja-
HUMH MK aboHeHTamu y nporeci podoTtu. Taki Mepexi Ha3uBarOThCs MporpaMHo-KoHpirypoBanumu — SDN. Mepexi SDN
BXK€ JJaBHO CTaJI OCHOBOIO NOOYJOBH TEIEKOMYHIKAI[IHHIX Mepex olepaTopchKoro kiacy. IIpoTe, B HUX € eBHA KUIBKICTh
HEJOJIKIB, sIKi HeoOXiqHO ycyHyTH. O0’€KTOM HOCTiTKEHHS € IIPOIEC OLIHKY Ta MiABUIICHHS KOPUCTYBAIBHUIIBKOTO JI0C-
Bify aDOHEHTIB B IporpaMHO-KOH(DirypoBannx Mepexax. IlpeameTom goctiazkeHHsI € METO OLIIHKH Ta ITiABUIICHHS KOPH-
CTYBaJBHHUIBKOTO JIOCBiy a0OHEHTIB B IPOrpaMHO-KOH(DITYpOBaHMX MEpekax Ha OCHOBI BHKOPHCTAHHS MAaIIMHHOTO HaB-
yaHHsA. MeTa po0oTH moysirae y po3poOii MoJesi Ta BiAIOBIAHOTO METOIY OIIIHKH SKOCTiI KOPUCTYBaJIbHUIIBKOTO JOCBIITY
aboHeHTiB Mepex SDN. ¥V pe3yabTati gocaiskeHHs Brepiie 0yI0 po3po0IeHO METO ] OLIHKH Ta IiIBUILIEHHS KOPHCTYBa-
JIBHALBKOTO J0CBiy a0oHEHTIB Mepexk SDN Ha OCHOBI BUKOPHCTaHHS MAIIMHHOTO HAaBYaHHA. METO[ IMOJIATae y MOCTiI0B-
HOMY IPOBEJICHHI aBTOMAaTU30BAHOTO ONUTYBAaHHS KOPUCTYBaYiB, BUMIPIOBaHHI IMOKA3HUKIB SIKOCTI 00CITYTrOBYyBaHHS a00He-
HTIB, BUOODI 1 MOOYIOBI perpeciitHoi Moaeni i3 MHOXKWHY BU3HAYEHUX MOJEJIel Ta KepyBaHHSA KOPUCTYBAJIBLHUIIBKUM J10C-
BiZIOM 3a BUMIpSTHUMH HapaMeTpaMH SIKOCTi 00cIyroByBaHHs aboHeHTiB Mepexxi SDN. Po3pobiennii MeTox Ha BiIMiHY Bix
BiZIOMHUX, HaJla€ 3MOTY IIiJJBHIIIYBaTH SIKICTh KOPHCTYBATBHHUIILKOTO JOCBIY Y PEXKUMI peasibHOTro Yacy. BucHoBku. IIpose-
JICHe JOCIIJDKEHHS iICHYIOUMX MeXaHi3MiB KepyBaHHS KOPHCTYBAJBHUIBKUM JOCBiZIOM aOOHEHTIB Ta aHaNi3 perpeciiiHux
MoJieseil Ha MOXKJIMBICTB iX BUKOPHCTAHHS IJIsI BCTAHOBJICHHS B3a€MO3B 13Ky MiXK IapaMeTpaMy MepeXi Ta KOPUCTYBaIIb-
HUIIBKUM JOCBIZIOM, TO3BOJIWJIO PO3POOHTH y3aralbHEHY MOJENb OLIHKH Ta IiJBUIIEHHS KOPHCTYBAIFHUIBKOTO JOCBiTY
aboHeHTiB Mepexx SDN, Ha OCHOBI BUKOPHUCTAaHHS MAIIMHHOTO HABYAHHS, Ta PO3POOUTH alrOpUTM poOOTH MeToay. Po3po-
OneHuii MeTox 10301s1€ Oy AyBaTH TOUHI MO B3aeMo3B 13Ky mapamerpiB QoE ta QoS ta mixBumiye Ha Benmmauny 1o 10%
SIKICTh KOPHCTYBaIBHUIIBKOTO JOCBiTY aO0HEHTIB Mepex SDN.

Kaw4doBi ciaoBa: nporpaMHO-KOH(ITypOBaHi MepexXi; MAITUHHE HABYAaHHS.

Beryn

EBoumtomiiiHi nporiecH, siki B Mepury 4epry TOPKHY-
JIMCSL KOMITIOTEPHHUX TE€XHOJIOT1H, MPU3BEIH JI0 MOSIBH Ki-
JIBKOX THIIB OOYMCIIFOBAIFHUX MEPEK, IO MPEICTaBIs-
I0Th CYKYIHICTh KOMIT'TOTEPHHX MPUCTPOIB, 00'€THAHNUX B
onHy cucteMy. OCHOBHUM NPH3HAUCHHSIM TaKOi CHCTEMH
€ IOCTYTI KOPUCTYBAYiB JI0 CIIJIBHUX PECYPCiB Ta MOXKJIIH-
BiCTh OOMiHY JaHIMH Mik a00HEHTaMH Y TIPOLIECi pOOOTH.

CyuyacHuii cTaH Ta TEHACHIIT PO3BUTKY KOMII'IOTeE-
PHHX MEPEeX IMoKa3aju, IO MOTEHIial 3pOCTaHHs IPOIy-
KTUBHOCTI Ta MPOITYCKHOI CIIPOMOXKHOCTI MEPEeX Ha OC-
HOBI TPAaJUIIIHHUX TEXHOJOTH MPAaKTUYHO BHUYCPIIAHUHA
[1]. B manuit yac TenekoMyHiKkalliitHi Mepexi Oy IyroThes
Ha 0a3i 6e31i4i KOMyTaIiifHUX MPUCTPOIB, KOXKEH 3 AKX
MOXKE MPaIfOBaTH HE3aJIEKHO BiJl IHIIMX IPUCTPOIB, ca-
MOCTIHHO BU3HAYarO4YM MMPaBUIIa, 3a SKUMH BOHO 00p00-
JISITUME TTAKETH, 1110 HaAXOAATh Ha Hhoro. Takox cyvacHi
KOMYTAIIi}{Hi TPUCTPOi BUPOOJIAIOTH CBOI IPaBUIIA KOMY-
Talii makeTiB 3a 3aKJIaJICHUMH y HUX anroput™ami. [1pa-
BIJIa OOMiHY CITy>K0OBOIO iH(pOpPMAIII€I0 MK TMPUCTPO-
SIMH Ta CITOCOOM 11 3aCTOCYBaHHS JIsI BUPOOJIEHHS y3ro-
JDKEHUX MpaBMI O0OpOOKM MakeTiB BHU3HAYAIOTHCA Oe3-
JYYI0 Pi3HOMAaHITHHX CITy>KOOBHX IPOTOKOJIIB, KOXKEH 13
SIKUX BUPIMIYE AEAKY MIMHOXKHAHY 3aBIaHb aaMIiHICTpY-
BaHHA Mepexi. Bukopucranus 6e3iidi ciyK00BHX MPO-
TOKOJIIB @ HisIK HE POOHUTh MEpEKHE aIMiHICTPYBaHHS

mpocTuM. BupinieHHs 1iei mpoOiieMu 3HaYHO CIPOCTH-
JIOCSL pa30M i3 TMOPIBHSHO HEIABHIM MOSBOK KOHIIETIIIIT
[Iporpamuo koHpirypoBanux mepex (SDN). Taxi me-
peXi J03BOJATH HNPUCKOPUTH MaplIPyTH3aLo, ITiJBH-
HIMTH 3pY4YHICTh KOHQIrypyBaHHs, BipTyauizalii, Haja-
HITYBaHHS SIKOCTI 0OCITyTrOBYBaHHS MEPEK 3B'SI3KY.

INonoBuumu 3aBnanusiMu SDN € BinokpemieHHs dy-
HKIIH iepenadi Tpadiky Bix GYHKIIH yrpaBIiHHS (BKITIO-
Yaro4YH KOHTPOJIb SIK CaMoro TpadiKy, TaK i MPUCTPOIB, IO
3IICHIOIOTH Horo mepenady). Lle BinOyBaeThcs 3a paxy-
HOK CTBOPEHHS CIIELiaJIbHOTO MPOrpaMHOro 3abesrme-
YEHHsI, SIKe MOJKe TPALIOBATH HA OKPEMOMY cepBepi (KOM-
MTOTEpi) Ta sIKe 3HAXOIUTHCS ITi] KOHTPOJIEM aaMiHICTpa-
Topa Mepexi. Bci MapmpyTusaTopu Ta KoMyTaTopu 00'e-
JTHYIOTBCS i KepyBaHHAM KoHTpojaepa SDN abo Mepe-
skeBoi Onepaniiinoi Cucremu (MOC), sika 3a0e3mnedye J10-
JaTKaM JIOCTYII 10 YIIPaBIiHHI MEPEXKEI0 Ta IIOCTiHHO BiJl-
CTEeXKye KoH(Dirypariro 3aco0iB Mepexi.

AHani3 ocTaHHIX Aochaifkenb i myOmaikanii.ITo-
HATTSI, TPAKTH4YHI 0coONHMBOCTI Ta 3actocyBaHHs QOE
3HAYHO PO3BHHYJIMCS 3 MOMEHTY HOTO CTBOPEHHS B Te-
JIEKOMYHIiKaniiHOMy KOHTEKCTi [2]. QoE Bu3HadaeThCs
SIK «3arajbHa NPUHHATHICTH IPOTpaMH a0 MOCIyTH, sIKa
Cy0’€KTHBHO CIIPUHMAETHCS KiHIIEBUM KOPUCTYBayeM».
QoE BBakasmocst TakuM, 110 BKJIFOYA€ «HACKPI3HI CHCTe-
MHI eeKTH» 1 10 1e MOXKe OYTH 3MIHEHO ITiJl BILTHBOM
OYiKyBaHb KOPHCTYBaYiB i KOHTEKCTY.
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EBomrorist MmeToiB oninku QoE Ta BK/IrO4ana BIo-
CKOHAJICHHSI arperoBaHuX BpPYYHY OLIHOK, HalpUKIa,
cepenHbOi ouiHku AyMKH (MOS); crannapTH3atito Bijgo-
OpaxxenHs QoE nnst MepexxeBHX BUMIpIOBaHb HaJlaHHS
MOCIYT; JAOCHIPKEHHS acoLiaIii/Kopesiii 3 crnocrepe-
KCHHSMH Ta BiJNOBIAIMH KiHIIEBOTO KOPHCTyBadya,
Toro [3].

QoE MoxHa BU3HAYHTH SK MPOLEC BUMIipIOBAHHSI
a00 OLIHKH SKOCTI A HabOpy mporpam abo MoCIyT KO-
pHCTYBadiB 3a JOMIOMOTOIO CIEHMiaNbHUX MPOLEAyp Ta 3
ypaxyBaHHIM (PaKTOPiB BIUTHBY (MOYITHBO KOHTPOIBOBA-
HUX, BUMIPSIHUX 200 IIPOCTO 310paHuX i 3BITHHX).

Hampuknan, oIliHKa $SKOCTI Ha OCHOBI METOJIB
SDN/NFV [4-6] € BaXKTHBUM KPOKOM JI0 MOHITOPHHTY Ta
YIPaBIIiHHS Ha OCHOBI SIKOCTI. 3aJIe)KHO BiJ] METH Ta Ha-
npsMy fociipkeHs B pekomeraanisx ITU-T onwmcawi pi-
3HI METOJIM Ta PEKOMEHAALIi il Cy0’€KTHBHOTO OLIHIO-
BaHHA [7-9].

VY poborti [10] mpomoHy€eThCs AMHAMIYHUHN TiAXizg
0 posmoniry pecypciB 3a momomororo VBS i RRH,
CHpSIMOBaHMH Ha MiABHIIEHHS €()EKTHBHOCTI BUKOPHC-
TaHHS pecypciB Ta €Heprii, 3a0e3nedyoun Mpyu IbOMY
BUCOKUIT piBeHb QOE.

ITocTanoBka 3agau pocaimkeHHs. Xouya SDN e
BiNOBITHUM pitneHHsM 1 [T Ta XMapHUX mpoBaiinepis
Ta minnpueMctB, SDN cTuKaeTbCs 3 ASIKUMH ITpoOIte-
MaMH, SKi MEPEUIKO/HKAIOTh HOTO MPOJAYKTHBHOCTI Ta
BIIPOBAJKCHHIO.

OpHi€lo i3 TakuxX MPOOJIEM € BIiICYTHICTH NI€BOTO
MEXaHi3My yNpaBIiHHSI KOPUCTYBaJIbHUIIBKUM JIOCBiIOM
KIiHIIEBUX KOPUCTYBAYiB.

TakuMm YUHOM, METOI0 AAaHOI POdOTH € PO3poOKa
METO/y OIIIHKM Ta IiJIBUIIEHHS KOPHUCTYBaJbHUIILKOTO
nocBiny aboneHTiB Mepe:xk SDN Ha OCHOBI BHKOpHC-
TaHHS MalIMHHOTO HABYAHHSI.

Jnisi MOCSATHEHHS MOCTaBJIeHOi MeTH OyJlo BUpi-
LIEHO HACTYIIHI 3a1aui:

1. TlpoBezaeHo aHali3 ICHYFOUMX MEXaHI3MIB Kepy-
BaHHSI KOPUCTYBAJILHULIBKUM JIOCBIJIOM aOOHEHTIB.

2. Po3pobiieHO y3arajibHEHY MOJEIb OIIHKH Ta
MiABUICHAS KOPUCTYBAIBHUIIBKOTO JOCBiTYy aOOHECHTIB
mepex SDN.

3. TlpoBeneno amami3 perpeciiHEX Mojeneil Ha
MOXJIMBICTh 1X BHKOPHCTaHHS JUIS BCTAaHOBJICHHSI B3ae€-
MO3B’SI3Ky MIX MapamMeTpaMHl MEpexXi Ta KOPHUCTYBallb-
HHMILKUM JIOCBIZOM.

4. Po3po0bieHo anroputM podbOTH METOMY.

Po3BHTOK cydacHMX MepesKeBHX TEXHOJIOTIH
Ha 0a3i mporpamMHo-KoQirypoBaHux Mepex

PosrnsiHEMO apXiTeKTypy NporpamMHO-KOH(DIrypo-
BaHUX MepexX. B HUX (yHKIisZ KoMyTaTopa 3 YIIpaBIiHHS
MIEPEHOCATHCS Ha OKPEMUH IIEHTPaIbHUN IPUCTPIH — KO-
Hrposiep SDN. Takwii miaxin K03BOJIsIE KEPyBaTH Ta KO-
HTPOJIIOBAaTH CTaH MEPEeXi Ha JIOTIYHO LEHTpai3oBa-
HOMY KOHTpoJIepi. 3 iHIIOTO OOKY, 3'SIBISETHCS MOXKITHU-
BICTh DIBHIO YNpPAaBIIiHHS BIJOKPEMHUTHCS Bif (i3UUHOI
CKJIaJI0BOi, BAKOPUCTOBYIOUH JIOTIUHE ySIBICHHS MEPExKi
3arajoM. B3aemogist Mixk piBHeM nepesiadi 31CHIOETHCS
3a JIOIIOMOT'OI0 E€JIMHOTO YHi()iKOBAHOTO BIAKPUTOIO iH-
tepeiicy. B apxitextypi SDN 3rigno [11] Buginstors 3
piBHi (puc. 1):

— piBeHb iH]paCTPYKTypH Mepexi, 10 MpecTaB-
J1s1€ Habip MEPEKEBUX CTPYKTYP (KOMYTaTOPH Ta KaHAJIH
3B'SI3KY);

— piBEHB YIIpaBIIiHHS, 10 CKIAJIAETHCS 3 ONepaniii-
HOI cucTeMu, o 3abe3nedye HoJaTKaM MepexeBi cep-
BiCH Ta TporpaMHU# iHTepdeic Al ynpaBIiHHA Mepe-
KEBUMH NPUCTPOSIMH Ta MEPEKEIO;

— piBeHB IOJATKIB.

4 '
PiseHb
[oaaTkis
Mporpamu
A
\ v,
API
PiBeHb v
YnpaBniHHs
MOC MKM

MepexeBi crnyxoun

A
OpenFlow
IHbpacTpykTypa v
Mepexi ]
MepexeBi
npucTpol

Puc 1. Apxirekrypa SDN
(Fig. 1. SDN architecture)

OpHe 3 UEHTpaNbHHUX Miclb B apxitekTypi SDN
3aliMae MepexxeBa oIepalliifHa cucrema, sika € oreparin-
HOIO CHCTEMOIO, TI0 3a0e3mnedye 00poOKy, 30epiranas Ta
nepenady JaHWX B iHpopMauiiHii Mepexi. Mepexesa
orepaniiiHa cuctema adbo konTpoiep SDN Bu3Hauae B3a-
€MOIIOB'SI3aHy TPYIy IIPOTOKOJIIB BEPXHIX PiBHIB, 10 3a-
Oe3reuyroTh OCHOBHI (DyHKIIIT Mepexi: agpecarito 00'ek-
TiB, (yHKIiOHYBaHHS cIyx0, Oe3leKy IaHuX, Kepy-
BanHa Mmepexeto. Konrponep SDN dopmye nmani mpo
CTaH BCiX pecypciB Mepexi Ta 3abe3nedye 10CcTyn 10 HUX
JUTS TIpOTpaM YIIpaBIiHHS Mepexero. Ll mporpamu kepy-
0T PI3HUMH aclieKTaMHu (YHKIIOHYBaHHI MEpexi,
BKJIFOYAIOYH 1MOOYJOBY TOMOJIOTIT, MPUHHATTSI MapHIpy-
TH3YIOUHX pillleHb, OaylaHCyBaHHS HaBaHTa)XEHHS. 32 JI0-
TIOMOTOI0 IILOTO MPOTOKOJM (haxiBIi cami MOKYTh BH-
3HAYaTH Ta KOHTPOJIIOBATH, SIKi BY3JIH, 32 SIKUX YMOB Ta 3
SIKICTIO MOXKYTh B3a€MOJISITH B Mepexi. Takum 4uHOM,
Ha KOHTpOJIEp I MOXYTh OyTH MOKJIAJAEHI 3ajadi Io
OINHIN Ta MiJBUIICHHI KOPHUCTYBAIBLHUIILKOTO IOCBiITY
aA0OHEHTIB, 10 00CITYTOBYIOTHCS MEPEKEIO.
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Y3araabHeHa Mojielib 3a0e3MeYeHHsI
KOPHUCTYBAJILHHUIBKOrO 10CBiny
B Mepexax SDN

B octanHi poku TeXHIYHA CIJIFHOTA ITEPEKITIOYHIIA
MIEBHY yBary 3 OJIHOTO IIOB’SI3aHOTO ITOKa3HHKA, SKOCTI
obciyroByBaHHs (Qo0S), Ha OibLI OPiEHTOBAaHY HA CHO-
KHMBava METPUKY, sKicTh nocBiny (QoE). YV Toii wac sk
QoS croite Mixk Mepexero Ta nogatkoMm, QoE 3ocepe-
JOKEHO Ha aboHeHTI. 3o0kpema, QoE (dhokycyeThes Ha Jito-
JVHI K KOPHCTYBa4eBi, SIKUA B3a€MOJI€ 3 JOAATKOM, i
JIIONIMHI SIK KITI€HTY, SKAH Ma€ CIpaBy 3 MOCTAaYaIbHUKOM
TOCITYT.

Pisanms mixk QoE 1 QoS migkpecnena amxae [12]:

QO0S — sAKicTh 00CIYrOBYBaHHS:

— XapaKTEePHCTUKH/TIOBEIIHKA MEPEXKi;

— rapasTii MPOXYKTUBHOCTI, HaJlaHi MpoBaiinepoM
Mepexi Ha OCHOBI BUMIpPIOBaHb;

QOE - sikicTh n0cBiny:

— BIUIMB MOBEIIHKH MEPEXi Ha KIHIIEBOI'O KOPUCTY-
Baya;

— JesiKl HeTOJIIKY MOXKYTh 3aJIMIINTHCS HEToMive-
HHMU;

— JesIKi HEJOJIKH MOXYTh 3pOOHTH IOZATOK Map-
HUM;

— He (DIKCYETHCS MEPEIKEBUME BUMIPIOBAaHHIMU.

— QoE BpaxoBye ouikyBaHHS KopucTyBada, QoS €
OUTBII paIlioHATFHAM Ha OCHOBI TEXHIYHUX BHMipIOBaHb

(puc. 2).

QoE 3acHoBaHO Ha

QoE mogens L
# pocsiai ouikvBaHHA

s

A
IR Llini Ta noporosi
KPIsf/QoS ? 3HaueHHR, 3aCHOBaHi Ha

I
A PN | TexXHIYHUX noTpebax
S
L - A0oNaTKis

TexHiuHWiA piseHb  (RF,IP,Application)

Puc 2. 38’s3ku Mixk QoE, QoS i KPI
(Fig. 2. Relationships between QoE, QoS and KPI)

Ha miacraBi BUIEe3a3HAYCHOTO MPOIMOHYETHCS MO-
JIelib aHali3y OIiHKK 3aranbHoro QoE 3a 10momMoror
moKa3HuKiB QOS, sKi MOXXHA OILIHUTH OiIbII 00 €KTHB-
HUM CTIOCOOOM.

USi {={51:S50-:S,}
i=1

ae S, C S,(i =1, )n — KUTBKICTB TIOCIIYT;

Sij (] =1, mi) — IMJMHOXHHA €JIEMEHTIB CHUCTEMU

3a0e3neueHHs IKOCT.
Mipmuoxknnn QOE merpuku S < S, MOKyTh OyTH

MIpeCTaBICH] SK:

i Usiip :{Sijl’siﬂ""’s”’i}’

e Sy, ( p =1,_r”) nokaszHukn QoE, mo xapakrepu3sy-
totb — QoE st S ;

I; — KUIbKICTh TaKUX MOKa3HHUKIB.

Ha mpyromy erami BuOmparoTs mokazHuKd QoS i
QoE, BukopucroByroun OaraToakTOpHHH KOpEs-
niffHo-perpeciifanii anamiz. [ mobynoBu Garatodax-
TOPHOI perpeciiiHol Moei HeoOXiTHO BUKOHATH HACTY-
ITHI KPOKH:

1. Bubuparotbcs Bci MoxkimBi (akTopu QoS, 1o
BIUIMBAIOTh Ha TOCHIKyBaHu# moka3Huk QoE (abo mpo-
uec). J{i1s koxHOro pakTopa BU3HAYAIOTHCS HOTO YHCe-
JbHI XapaKTepPUCTHKH.

2. Bubupaetbcs opma perpeciiinoi abo 6aratomi-
PHOI MozIei, TOOTO 3HAXO/KCHHS aHAIITHIHOTO BUPA3y,
10 HaAO1IBIIT TOBHO BimoOpakae 3B'130K (PaKTOPHUX Xa-
PAKTepUCTHK 3 PiBHOIIHOIO, TOOTO BigOyBaeThCS BUOIp
BiIMOBiTHUX QyHKIiH (Tadm. 1).

Ha mactymHOMYy erami HEOOXiZHO po3paxyBaTH Ii-
JMHOYKMHH TOKa3HUKIB QOS 3 BUKOPUCTAHHSIM BiMOBI-
JIHUX aNrOpUTMiB Ta Gopmyn ix po3paxyHky [13]. QOE
HEOOXiJTHO PO3pPaxOBYBAaTH 3 BHUKOPUCTAHHSM, HampH-
kian, MOS, DSCQR, ACR [7] abo iHIIKMX BiAMOBIAHUX
METO/IiB/TEXHIK.

Ha ocranHboMy erami oTpUMaHi 3Ha4YeHHS MOPIB-
HIOIOTBCSl 3 MaKCHMAJIGHO JOITyCTUMHMH, MOXXIHBHMH
JUIsl 3a0e3MeveHHsT HOPMaJIbHOTO (DYHKIIOHYBaHHS Me-
pexi Ta nocsrayTHX KPIs.

Jlns IOpIBHSHHS OTPUMAaHUX y pe3yJbTaTi po3pa-
XYHKIB 3Ha4€Hb, i3 MakCHMalbHO JOIYCTHMHMH, BBO-
JUTHCS JIOTIYHA (DYHKIIiS €KBiBaJICHTHOCTI:

Lif x>y,

ECuy) = 0,if x<vy.

QOE — un He HallBaXKIHMBIIINIA MapaMeTp, 3a OIiH-
KOO SIKOTO MOYXHA BU3HAYHTH JTOCBIJ] KOPUCTYBaya i 1mo-
PIBHATH HOTO 3 O4iIKyBaHHIMH IHIIMX KOPUCTYBaUiB.

Came Tomy Oyno po3pobiiero meton orinku QoE,
11100 OLIIHUTH PiBEHb 33/I0BOJICHOCTI KIHIIEBUX KOPHUCTYBa-
YiB Ta rpaBLiB BepPTUKaJeHd PO3TOPHYTHMH BapiaHTaMH
BukopucranHs. e Brimodae QoE kopucTyBadiB, a TaKOK
BIATYKH BEPTHKAIBHHUX I'PABLIB IIPO T€, K TEXHOJIOT, 110
HAJTA€THCSI, MOKE MOJIIIINTH X 6i3Hec-onepanii [13].

Ha nomarox mo mepeBipku pesynbratiB QoS, ski B
OCHOBHOMY LTIOCTPYIOTh IIPOAYKTHBHICTb KIIFOUOBHX I10-
Ka3HUKIB e)EKTUBHOCTI MepeKi, HAA3BUIAHHO BAXKINBO
MiATBEPANTH (HaKTUIHY 3a70BOJICHICTH KiHIIEBHX KOPHC-
TyBadiB Ta BEPTHKAJIHHUX TpaBIiB. (200 SK mocTadab-
HUKIB MOCITYT, 800 KOPUCTYBaYiB BTOPUHHUX ITOCIYT).

V upomy Hampsimi 0yiio po3po0IeHO METOT OIIHKH
QoE, BucokopiBHEBa apXiTEKTypa SIKOTO MpeICTaBICHA
Ha puc. 3 [13]. Mertonx peamizyeTbcs y Ba €TaIH:

— [lepmmii eran peani3yeTbes miJl 4ac BUKOHAHHS
BUNIPOOYBaHb K MeTpuKH Q0S, 1110 aBTOMaTH4HO 30upa-
10Thes 3 iH(pacTpykTypH, Tak i Merpuku QoE (i Beptu-
KaJbHY 33/I0BOJICHICTH), 310paHi 3a TOTIOMOTOFO BiIIOBI-
JTHHAX aHKET.

— Jlpyruii eran peani3yeTbcs Micasl BAKOHAHHS BH-
npoOyBaHb Ta 3 BUKOPHUCTAHHAM KOPETAIIHO-perpeciii-
HOTO aHalli3y, 3 IKOTO CTBOPIOETHCS MOJIEIb ISl KOpEIs-
ii QoS-QoE.
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Tabnuys 1 — Ha6ip nocaimxysanux moaedeii (Table 1 — Set of studied models)

Ha3zea mopeai /I'padiuna mogean

MartemaTu4yHa Mojesb (BUpPa3)

Jliniitaa perpecis [12]

-20 -10 10 20 30 40 50 60

Y =a+b-X+g,

ne X — MOsICHIOBajJbHA 3MIiHHA;
Y — 3ajie’xkHa 3MiHHa;
b — Haxun npsimof;
C — MepeXOoIICHHSI;
£ — TIOMMJIKA MOJEII.

80

Y:ﬁ0+ﬁl-x1+,82-x2+...+,8p~xp+g,

ne Y — IpOorHo30BaHe 3HAYCHHS,
B, — Touka nepetuHy Y (3HAUEHHS Y, KOJIH BCl 1HIII

Joglalpha)

¥
£ o mmapaMeTpH BCTaHOBICHi Ha 0);
2 .. cen . . .
H B, — KoebiuieHT perpecii He3aIEKHOT 3MIHHOI;
B . . .
é X, — KUIbKICTh HE3QIEKHUX 3MiHHUX;
2 .
B £ — TIOMHIIKA MOJIEIT.
o
-20 ;
L] 10 15 20 25 30 kL 40 45 S0
Actual age (months)
JloricTuyna perpecis [12]
1- 1
- _ . )
1+e (Bo+B-x)
ne Y — mMporHo30BaHe 3HAYCHHS,
B, — € TOUKOIO nepeTrHy Y;
0.5 f, — xoedimieHT perpecii 3MiHHOT X.
| a I I
A
-6 -4 =2 0 2 4 6
Perpecist Jlaco [12]
2
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BRakinuenns maon. 1

[MoninomianeHa perpecis [12]

20 T .

10

-10

— Truth
— Estimate .

—Cl .

_20_

—4 -2 0 2 4

Y =B+ B X+ By X+ B, X

ne Y — mMporHO30BaHE 3HAYCHHS,
J,— € TOUKOIO IIepeTHHy Y,

B, — KoediuieHT perpecii He3aIeKHOT 3MIHHOT x;

p— CTymiHB 3MiHHOI X.

Eran 1 - Pozpo6ka mogeni saemozs’asky QoE 1a QoS

OnuTyBaHHA KOpPUCTYBaYiB Wwono
KopucTyBanbHULUbLKOro goceigy B SDN

3BIiT Nnpo QoE

3BiT No BUMiIPAHMM NOKa3HUKaM
] AkocTi oBcnyroeyeaHHA QoS

BumiptoBaHHs QoS |
KPls

MpoBegeHHA aHani3y 3i BCTAHOBNEHHA
KopensauiiH1X 3B’A3KiB

Mopens QoE =f(Qos)

QoE={(QoS)

Eran 2 - AsTtoHoMHa ouiHKka QoE 3a nokasHukamu QoS

l 3BIT N0 BUMIPAHWUM NOKasHMKaM

| BumiproBaHHA Qo
KPis

S 1 AkocTi oBcnyroeyBaHHA QoS
|

OuiHouHi 3HaueHHsA QoE

Ynpasninna QoE waaxom aminm napamertpis mepei SDN

| OuiHka QoE I

Puc. 3. Metoz oninku QoE B mepexi SDN
(Fig. 3. QoE evaluation method in the SDN network)

KoskeH migxin, BUKOPUCTAHUH y TIONIEPETHIX JOCITi-
JoKeHHSX st BuMiproBanHs QoS ta QoE, mae cBiii mo-
teHIian. OYiKyeThCs, IO Ield MOTEeHIIaNn 3a0e3NeUnuTh
6ananc mixk QoS Ta QoE, mpocTuii, MBUAKHUNA Ta TOUHHIHA
MIPOIIeC, a TAKOXK THYYKIiCTh MiXK 1/IcaIbHUMH YMOBaMH Ta
PeaNbHICTIO.

BuwmiproBanHs Tpadiky Ta BiATYKy KOpHUCTyBada y
rpyri 00'€KTHUX MiIXOAIB Ma€ MOTEHINIa 3aBIsSKH OaJa-
HCy QoS Ta QoE, mpocToTi Ta rHYYKOCTI, SIK y migMare-
piaui, sikuil ctae MeTo0 BuMiproBaHHS. Lle mos'a3anHo 3
THM, 0 Tpadik Mae pi3Hi migMaTepiain, a TAKOX IiaMa-
TepiaJii y BIIIOBIASX KOPHCTYBauiB, SIKI Ay)Ke THYUKI.
KopucryBanpHUIBKUI Tpadik Ta BiIIOBiIh TAKOX BiJ-
MOBiJIHI MIHHICHUM BHMOTaM BHCOKOTEXHOJIOTIYHUX Ta
cucreMatnyHux QoS Ta QOE, siki myke mpuB's3aHi 10
KOpPHUCTYBayiB.

Oxpemo Tpeba BUIUINTH eTan BUOOpPY perpeciinoi
mozem. lle BubGip Moxke OyTH MOBOJII CKIAJHUM.

Crpo6a 3Mo/1enmoBaTH HOTO JIMIIE 32 JJOITOMOTOI0 3pa3ka
HE TIOJICTIIUTH 1ei BUOIp.

ToMy BUHHKAa€e HEOOXiJHICTP MATEeMAaTHYHO OITHU-
CaTH B3a€MO3B'A30K MK JICSIKUMH TPEAUKTOPAMH Ta
3MiHHOIO Bigrykom. Ha mpaxruii, 3a3Buuail BuUMipro-
€ThCS 0€311Y 3MIHHUX MapaMeTpiB, alle B MOAEIH BKIIO-
YalThCS JIMIIE JIeSKi 3 HuX. ToJi, HaMararThCs BUKITIO-
YUTH 3MIHHI, SKI HE MOB'S3aHi Mk CO0010, 1 BKJIIOYAIOTh
JIMTIIE Ti, 10 MAIOTh CTIPaBXKHil B3a€MO3B's130K. B bomy
BHITAJIKy PO3IJISAAI0Th MHOKHHY MOJIJIUBHX MOJCIICH.
[Ipu 1bOMy, TIParHyTH AOCITTH OaaHCy MO0 KiTBKOCTI
MIPEANKTOPIB, SIKi BOHH BKJIIOYAIOTh.

— 3aMaj0: HEIOCTaTHHO KOHKPETH30BaHA MOJICIh
Ma€ TEHJIEHIIII0 1aBaTH HEOO'€KTUBHI OLIHKH.

—3ananaTo OaraTo: 3aBHINEHA MOJEIb 3a3BHYail
JIa€ MEHII TOYHI OI[iHKH.

— OnTaMaabHA: MOJICIb 3 IPABWIBHIMU YMOBAMHU
He Mac 3MIMIEHHS Ta 1a€ HAWTOYHIII OLIIHKH.
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[ITo6 BuOpaTH HAWOUIBII BiAIOBITHY MOJETH pe-
rpecii, Kpalie BKIFOYUTH 3MiHHI, SKi CICIiaIbHO TECTY-
I0ThCSI, Pa30M 3 IHIIUMHU 3MIHHUMH, SIKI BIUTMBAIOTH Ha
BIZINOBi/b, 00 YHUKHYTH YTIEPEIKECHUX pPe3yJIbTaTiB.
IcHyIOTH cTaTUCTUYHI 3aX0AM Ta MPOLEAYpPH, IO JOMO-
MararmTh KOHKPETH3YBaTH perpeciiHy Moaens [14].

CkopuroBanmnii R-kBaapar ta IIporno3oBanuii R-
KBaJIpaT: MOZIEI 3 BUILIMMU CKOPUTOBAaHIMH Ta IIPOTHO30-
BaHMMH 3HaueHHAMH R-kBanmpaty. Lli crarmcrmuHi maHi
TIpU3HAYEeHi TS TOTO, 00 YHUKHYTH KIIFOYOBOI MPpoOIieMn
31 3BHUaiHIM R-KBagpaTtom — BiH 301IBIIyeTHCS MOpPasy,
KOJIM BH JIOJIA€TE TIPEAUKTOP, 1 MOXKe 0O ypHUTH Bac, 3MyCH-
BIIIM BKa3aTH 3aHAJITO CKJIa/IHy MOJIEIb.

— CxopuroBanuii kBaspar R 30UIbIIy€ThCS TUIBKU B
TOMY BHII3JKY, SIKIIIO HOBHMH WIEH MOKpAIly€e MOAENb Oi-
JIbLIIE, HIK MOJKHA Oyiio O O4UiKyBaTH BHIAJIKOBO, 1 BiH Ta-
KO MOYKE 3MEHIIIYBaTUCh 3 IPETUKTOPaMHU HU3bKOT SIKOCTI.

— R-kBagpar, 1m0 nporHo3yeTscst, € GOpMOIO Iepe-
XPECHOI MEPEeBIPKH, 1 BIH TAKOXK MOXKE 3MCHIIYBATHUCS.
[lepexpecHa mnepeBipka BH3HAYa€, HACKIJIbKH J00pe
Ballla MOJIEJIb y3arajbHIOETHCS 1HIII HA0OPHU JaHUX LIS~
XOM MOJIUTY BalllMX JIaHUX.

P-3HauyeHHs A1 NPEAMKTOPIB: y perpecii HU3bKI
p-3HaYeHHs BKa3yIOTh TEPMiHH, SKi € CTATHCTHYHO 3HA-
gymmMi. "CKOpodeHHsI MoJemi" BIZHOCHTHCS IO TIPaK-
THKH BKITFOUCHHS B MOJIETIb BCIX MPEIUKTOPOB-KaHANAA-
TiB, @ TIOTIM CHCTEMAaTHYHOTO BU/IAJICHHS WICHA 3 HAalBHU-
MM 3HAYCHHSAM P OJWH 32 OZHUM JIOTH, TOKH HE 3aIi-
LIaThCS TUIBKY 3HAYYIIl MIPEAUKTOPH.

IToxpoxoBa perpecisi Ta perpecis Halikpamux
MiZIMHOKIH: 11€ JIBi aBTOMaTH30BaHi IPOLEAYPH, SIKi MO-
KYTh 1I€HTU(IKYBaTH KOPUCHI NPEJUKTOPH Ha eTrarax
noOyxoBu Mozeni. Ha puc. 4 Hikue Hoka3aHo cXeMy BH-
0opy METOJly Ta IOAAJIBIIOT0 CTBOPSHHS MOJIEIT.

30ip Ta
niarotoBka
HaBopy AaHUX

Bubip
HeobXiaHUX
03HaK

Mogin Habopy
NaHuX Ha 2
YacTHUHM:
TecToBy Ta
TpeHyBanbHy

BuGip
perpecinHol
mogeni 3a Tabn.
2.3

nié6ip
modeni

Mobynoea
mogeni 3
BUKOPUCTAHHAM
TpeHyBalnbLHOro
Habopy naHux

l

OuiHka sKocTi
mogeni 3
BMKOPMCTaHHAM
TecToBOro
HaBopy AaHux

1. NosTopeHHA KpOKiB A0 cnisnagiHKA peynbraTie
2. OnTtumisauia rinepnapamerpis 3aBgAKK NPOBEAEHHIO
irepaTueHol Kpoc-Banigauii

TpeHysaHHSA
modeni

Puc. 4. Bubip merony perpecii Ta mogansie ctBopeHHS Mozeni QoE-t0-QoS
(Fig. 4. Selection of the regression method and subsequent creation of the QoE-to-QoS model)

Bubip ¢pyHKIIIT Bike BigOyBaeThCS 0 IIOOYIOBH MO-
JielTi Ta BU3HAYAE BXIJHI aTpuOyTH MI3HIIIOT MOMEINI pe-
rpecii. Habopu naHux y»e Oysii CTpyKTypOBaHi Mij| yac
CTBOPEHHSI TAKUM YWHOM, III0 BOHH MICTSITh JIMLIE BiJIO-
BiJHI aTpuOyTH.

Mertoau perpecii miaXosTh Ul Pi3HUX MpodJIem,
nmo-pizHOMy a00pe. i oninku Halip AaHUX Po30uBa-
€ThCSI HA HABYAIBHUH 1 TecToBHU HaOip NaHUX mHepesn
CTBOpEHHsM Mojeii. Lleil Kpok aBTOMAaTHYHO BHKOHY-
€THCS ITEPATHBHO TiJT Yac NEePEeXPEcHO] epeBipKH.

OnTumizanis rinepnapaMeTpiB IIJISIXOM
MOBTOPIOBAaHOI MepexpecHoi nepeBipkH
3 Pi3HMMH HAJAIITYBAHHSMH TinepnapamMeTpis

PesynbTaToM mepexpecHoi MepeBipKu € CIUCOK 3i
3HAaYCHHSAMH BUOpaHUX MapaMeTpiB CKOPUHTY. OCKiTbKH
OIliHKa BUKOHYETHCS TICJIA KOKHOTO 3aITyCKYy, SIKIIO Ha-
0ip JaHMX MOAIJIEHO Ha I’ ATh PO3/ILTIB, TAKOXK ICHY€ CITH-
COK 13 II’SITbMa 3HAUYEHHSMH OLIHKH. Y CEpeaHEHHs INX
3HAYeHb JO3BOJISAE OLIHWUTH €(PEeKTHBHICTH HPOLEIYPH
perpecii. OcKiIbKH OUIBIIICTH METOJIB perpecii 103Bo-
JISIFOTH PETYIIOBATH CKJIAIHICTh MOJENI 32 JAOIOMOTO0
OIHOTO a00 KUIBKOX TineprapaMeTpiB, KOPUTYyBaHHS

rinepmapaMeTpiB € HEOOXITHUM JIsi 3HAYYIIOTO MOPIB-
HSIHHSI METOIB perpecii. 3HaX0KEeHHsI IUX ONTHMaJb-
HHUX HQJIAIITYBaHb TilleprnapaMeTpiB BUKOHYETHCS LLIS-
XOM iTepaTtiBHOI 100y 10BU MoJedi. [lepexpecHa nepesi-
pKa BUKOHYETHCSI HEOIHOPA30BO JUIsl PI3HUX HAallAlITY-
BaHb rineprnapamerpis. Hapemri, BUOMparoThCs Hajal-
TyBaHHS [apaMeTpiB, AKi MOKa3aIu HalKpaIly TOYHICTh
MoJienti i yac omiHioBaHHs. Llei mporiec BUKOHy€eThCS
3a JIOTIOMOTOI0 IIMKJIIB, SIKI aBTOMaTHYHO 3MiHIOIOTH Ti-
meprapaMeTpyu B TEBHHUX MekaX 1 30epiraioTh OIliHHI
3HaueHHs. [oTiM BUOip ONTUMAaIbHUX HAIAIITYBAaHb BU-
KOHY€ETBCS IUIIXOM PYYHOTO 200 aBTOMATHYHOTO II0-
LIYKY HAHKpaIIKMX Pe3yJIbTaTiB OIiHIOBaHHSI.

BucnoBxku

Mepexi SDN Bixke 1aBHO CTalll OCHOBOIO OOYIOBH
TEeJIEKOMYHIKalliiHUX MepeXX OIepaTopChbKOro Kiacy.
[Ipote, B HUX € IeBHA KUTBKICTh HEJIOMIKIB, sIKi HEOOXiTHO
yCcyHyTH. BinnoBifHO, METOI JaHOI CTaTTi € po3podka
MOJIEII Ta BiATIOBITHOIO METO/Ty OLIIHKH SIKOCTI KOPHUCTY-
BAJILHUIIBKOTO JIOCBI Ty a00HEeHTIB Mepex SDN.

TaxkuM 4yuHOM, Briepiie Oyyio po3poOJIEHO METOx
OILIHKA Ta MiABUINEHHS KOPHUCTYBAJHHUIIBKOTO TOCBITY
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aboneHTiB Mepesk SDN Ha OCHOBI BMKOpPHCTaHHS Ma-
LIMHHOTO HAaBYaHHSI, [0 MOJISIrae y MOCiJOBHOMY IIPO-
BE/ICHHI aBTOMATH30BAaHOT'O ONUTYBAaHHS KOPUCTYBAadYiB,
BHUMIPIOBaHHI TTOKAa3HHKIB SIKOCTI 0OCIYrOBYyBaHHS a0o-
HEHTIB, BUOOPi Ta MOOYI0BI perpeciiHoi Moaeni i3 MHO-
)KUHH BU3HAUCHHUX MOJIETIeH Ta KepyBaHHSI KOPHUCTYBallb-
HUIIBKUM JIOCBiIOM 32 BUMIPSTHUMH ITapaMeTpaMH SIKOCTi

obciyroByBanHs1 aboHeHTiB Mepexi SDN, mo Ha Biz-
MiHY BiJ] BITOMHUX, HaJ]a€ 3MOTY i IBUIIYBATH SKICTh KO-
PHUCTYBAILHUIIBKOTO JIOCBIZY Y PEKHMI peajlbHOTO 4acy.

Jlanuii meton 103051s€ OyAyBaTH TOYHI MOJIEN B3a-
eMo3B’s13Ky napametpiB QoE ta QoS Ta minBuirye Ha Be-
nrmauHy 10 10% sKicTh KOPUCTYBAJIBHUIIBKOTO JTOCBITY
aboneHTiB Mepex SDN.
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The method of assessing and improving the user experience of subscribers in software-configured networks
based on the use of machine learning

Al-Mudhafar Ageel Abdulhussein M., Tetiana Smirnova, Kostiantyn Buravchenko, Oleksii Smirnov

Abstract. Evolutionary processes, which primarily affected computer technologies, led to the appearance of several types
of computer networks, representing a set of computer devices combined into one system. The main purpose of such a system is
user access to shared resources and the ability to exchange data between subscribers during work. Such networks are called soft-
ware-configurable networks - SDN. SDN networks have long been the basis for building carrier-class telecommunication networks.
However, they have a certain number of shortcomings that must be eliminated. The object of the study is the process of evaluating
and improving the user experience of subscribers in software-configured networks. The subject of the study is a method of eval-
uating and improving the user experience of subscribers in software-configured networks based on the use of machine learning.
The purpose of the work is to develop a model and a corresponding method for assessing the quality of the user experience of
subscribers of SDN networks. As a result of the research, for the first time, a method of evaluating and improving the user
experience of subscribers of SDN networks was developed based on the use of machine learning. The method consists in sequen-
tially conducting an automated survey of users, measuring indicators of subscriber service quality, selecting and building a regres-
sion model from a set of defined models, and managing the user experience according to the measured parameters of SDN sub-
scriber service quality. The developed method, in contrast to the known ones, makes it possible to improve the quality of the user
experience in real time. Conclusions. The research of existing mechanisms for managing the user experience of subscribers and
the analysis of regression models for the possibility of using them to establish the relationship between network parameters and
user experience allowed to develop a generalized model for evaluating and improving the user experience of subscribers of SDN
networks, based on the use of machine learning, and to develop an algorithm works of the method. The developed method makes
it possible to build accurate models of the relationship of QoE and QoS parameters and increases the quality of the user experience
of subscribers of SDN networks by up to 10%.

Keywords: software-configured networks; machine learning.
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MOTION CAPTURE WITH MEMS SENSORS

Abstract. The object of this article is the registration and analysis of human movements based on sensors.
This paper presents a comparison of the basic methods of data processing from inertial micromechanical sensors
to collect data a device was implemented that captures movements. As result the device uses the motion data
from accelerometer and gyroscope to calculate the motion trajectory: the angle of rotation and acceleration. The
data is read by the microcontroller, after which it is filtered and processed by one of the filters (Complementary,
Kalman), and finally transferred to a computer for further analysis and display. The purpose of the article is to
compare several methods of data processing from microelectromechanical. The results obtained: device was
developed, obtained data that can be used to characterize the methods and analyze their work in the system.
Conclusions: In the course of the study, a device was developed for collecting and processing data from MEMS
sensors, which showed the effectiveness of the complementary filter in comparison with the Kalman filter in
real-time systems with limited computing power. Real results confirmed that the results of the complementary
method using less computational resources are not far behind the more costly Kalman filter without the use of
auxiliary sensors, like a digital compass.

Keywords: MEMS; MCU; gyroscope; accelerometer; motion detecting; Complementary filter; Kalman filter.

Introduction

Problem statement. The problem of recording the
movement of human limbs includes the task of accurately
tracking and analyzing the movements of various parts of
the body during various actions. There are various
approaches to capture human limb motion, including
optical computer vision (CV), inertial measurement
sensors (IMU), and electromyography (EMG). Each of
these methods has advantages and disadvantages, and the
choice of technique depends on the specific application
and the accuracy and precision required.

Optical motion capture systems use cameras to
track the position of a person's limbs using computer
vision algorithms. Additionally, this technology can use
markers attached to the object's limbs for greater
stability. These systems are highly accurate and can
capture detailed motion data, but are typically expensive
and require a controlled environment with minimal
interference.

They can also be affected by changes in lighting
conditions or occlusion in the scene. Computer vision
methods can also be more susceptible to noise and errors
than gyroscope sensors, especially if the camera is not
stabilized or if there are moving objects in the scene.

IMUs are sensors that are attached to limbs and
measure acceleration, angular velocity, and magnetic field
strength to detect changes in an object's orientation and
rotation. These sensors can be used in a wide range of
environments and are relatively inexpensive, but they can
suffer from drift and noise, which can affect measurement
accuracy. Gyro sensors are generally more accurate than
computer vision methods for detecting rotation and are less
susceptible to noise or errors. However, gyroscope sensors
are less flexible than computer vision methods because
they are designed specifically to detect rotation and cannot
detect other types of motion.

The EMG approach measures electrical activity in
limb muscles and can be used to determine limb

movement. This method is noninvasive and can be used
in a variety of situations, but it may have interference and
may not provide as accurate or detailed information about
limb motion as optical or IMU-based approaches.

So computer vision techniques can be more flexible
and can detect a wider range of motion, but they can also
be computationally expensive and more sensitive to noise
and errors. Gyro sensors are more accurate for detecting
rotation, but are less flexible and subject to drift over
time. The choice of method will depend on the specific
requirements of the application and available resources.

IMU sensors are most suitable in case of tracing
separate human body parts, the final result can be small
device, that connects to different limbs to precisely track
motions [1].

Main material

IMU sensors. One of the types of IMU sensors is a
digital gyroscope, it is a device that measures the angular
velocity, or the rate at which an object's orientation
changes over time. It is used in various applications such
as navigation, robotics and virtual reality. The last one
could help in areas of human-computer interaction. The
main principle of operation of a digital gyroscope is the
Coriolis effect. When an object rotates, a force acts on it
that is perpendicular to the direction of its motion. This
force is known as the Coriolis force. This force arises due
to the fact that different points of the rotating surface
move at different speeds, in other words, the Coriolis
effect can be considered as a force felt by all objects that
move along the surface of a rotating object. In a digital
gyroscope, this force is measured using a vibrating
structure known as a MEMS (Micro Electro-Mechanical
System) sensor. The MEMS sensor consists of a test mass
suspended from a spring. As the gyroscope rotates, the
Coriolis force causes the test mass to vibrate in a
direction perpendicular to the plane of rotation.
Capacitive sensors located at the edges of the reference
mass detect vibration.

© Dashkov D., Liashenko O., 2023
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As the test mass moves (Fig 1, 2), the capacitance
between the test mass and the sensors changes, producing
an electrical signal proportional to the speed of rotation.

C1=C2
Fig. 1. Normal sensor status

force
-

C1>C2
Fig. 2. Sensor status under force

Hardware. Comparison of algorithms requires data
from sensors, and to obtain data, a device was developed
that tracks the movements of human limbs, which
includes boards with a microprocessor and inertial
micromechanical sensors.

The STM32F401CCU6 microcontroller was chosen
as the central computing module, and the MPU-6050
microelectromechanical sensor as a gyroscope and
accelerometer.

The STM32F401CCU microcontroller is a
microcontroller from STMicroelectronics' STM32F4
series, which is based on the ARM Cortex-M4 processor
core. It has a clock speed about 84 MHz, 512 KB of Flash
memory, and 96 KB of SRAM. But mostly
STM32F401CCU is suitable for our purpose, because it
provides several features:

— 12C bus for MEMS sensor connection;

— USB bus to transfer data to the computer;

— FPU(floating point unit) to speed up calculating
mathematical formulas.

Additional advantages are its low cost and high
availability.

The MPU-6050 is a 6-axis sensor that conveniently
combines a gyroscope and an accelerometer in a small
package, which makes it possible to use single physical
connection and collect data over common 12C bus. MPU-
6050 is also suitable to this project due to its low cost and
ease of use [2].

As already mentioned, the sensor is connected to the
microcontroller via the 12C bus (Fig 3), since the SDA
and SCL lines are open drain, which means that they can
only sink current, but not give it away, so 4.7 kQ pull-up
resistors are used.

The USB bus is used to transfer prepared data for
further processing and visualization using virtual serial
port technology (Fig 4), which represents UART
(universal asynchronous receiver-transmitter) protocol
over USB.

The circuit also receives power from the USB port
when connected to a computer, the linear regulator
lowers it from 5 volts to 3.3 volts, which is acceptable for
the microcontroller and sensor.

Complementary filter. Another problem in the
way of motion capture is the methods of processing data
received from sensors, since in fact these data are noisy
digitalized signals that are not related to each other in any
way. To calculate the rotation angle, was used a
complementary filter, which combines the gyroscope and
accelerometer data together to obtain a more accurate
estimate of the object's orientation. The gyroscope
provides high frequency angular velocity measurements
and the accelerometer provides low frequency gravity
measurements [3]. To implement the complementary
filter, the algorithm needs to calculate an orientation
using the gyroscope data. This can be done using the
trapezoid integration algorithm; the trapezoidal rule is a
numerical integration method that can be used to estimate
the value of an integral by approximating the area under
a curve. In the context of integrating raw data from a
gyroscope, the trapezoidal rule can be used to estimate
the object's orientation over time:

6[N 1] = 0[0] + §1£(w[i]+w[i _1])%} o

where 0[0] is the initial value of the angle (usually zero);
O[N-1] is the calculated end value of the angle; w[0],
w[1], ..., W[N-1] — sequence of N samples of angular
velocity; At — time delta.

A simple representation of a given formula ina C
programming language is shown in Listing 1.

#define SAMPLE_TIME ©.01

// Function to integrate the gyroscope data using
the trapezoidal rule

double integrate_data(double *gyro_data, int
num_samples)

double area = 0.0;
for (int i = 1; 1 < num_samples; i++) {
double avg = (gyro_data[i] + gyro_data[i-
1]) / 2.e;
area += avg * SAMPLE_TIME;
}

return area;

Listing 1. Estimation the object's orientation over time

Now it is important to process raw data from the
accelerometer and get its orientation, it can be done with
atan2 function. This function is a mathematical function
that calculates the arctangent of two arguments, y and x,
given as atan2(y, x). It returns the angle between the
positive x-axis and the point (x, y) in the Cartesian plane,
measured in radians (Fig 5):

6 =arctg (y/x). )

Its representation in code is shown in Listing 2.

#define RAD_TO_DEG 57.295779513082
double pitch = atan2(accel_x_raw, accel_z_raw)
* RAD_TO_DEG;

Listing 2. Representation in formula code (2)
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Then it is possible to proceed to the calculation of
the filter itself with this value. The filter is a weighted
average of the two scores, where the weights are chosen
to balance the accuracy and stability of the filter (Fig 6,
G(s) represents the transfer function for the low-pass
filter, whereas G™(s) is the transfer function of the high-
pass filter, such that G(s) + G™(s) = 1.). The basic idea is
to use the gyroscope value to correct for drift in the
accelerometer estimate and use the accelerometer
estimate to correct high frequency noise in the gyroscope
estimate (Fig 7).

In the result of the filters work the estimate of the
object's orientation will be more accurate [4].

OnFig6and 7:

orientation = (orientationgymsmpe * coef) +
(Orientationaccelerometer * (1 - Coef))1

where orientationgy,oscope IS @ gyroscope orientation,
orientationg ceierometer is an  accelerometer
orientation, coef is a weighting factor from 0 to 1 that
determines the balance between gyroscope and
accelerometer estimates.

Red line is gyroscope values, blue is accelerometer
values, green is a result.

Orientation from ol =i

accelerometer » Gle)y="1=008f

Orientation from % _
gyroscope »  G(s) = coef

Fig. 6. Basic structure of Complementary Filter.
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Fig. 7. Complementary filter result
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Over time, the gyroscope values will begin to drift
due to noise and bias in the sensor data. The
complementary filter will detect this drift and slowly put
more weight on the accelerometer estimate, resulting in a
more accurate estimate of the object's orientation. In
addition, this approach shows a good result when hitting
the device (Fig. 8).

sensor data

1004 accelerometer values

gyroscope values

oF————

result '

-100++

time, ms

L

1 1
0 100 200 300

Fig. 8. Result of Complementary filter with hits

Main disadvantage. This method of calculation is
poorly applicable for calculating the angle of rotation
along the Z-axis, since its calculation will require the
projections accel_angle_x and accel_angle_y, and in this
case, they are almost equal to zero.

When x and y are both zero, the point (X, y) is
located at the origin of the Cartesian plane. At the origin,
the direction of the vector (x, y) is undefined since it has
no direction. Therefore, it is not possible to determine the
angle between the positive x-axis and the point (X, y)
using atan2 when x and y are both zero.

arctg(y/x), if x>0;
arctg(y/x)+m, if x<0&y=>0;
arctg(y/x)-mn, if x<0&y<0;

atan2(y,x)= 3
(%) +7/2, if x=0&y>0; )
-1/2, if x=0&y<0;
undefined, if x=0&y=0;

So that is why, the calculation of this angle is not
possible or will be performed with a large error.
Calculation of the desired angle should be made only by
the value of the gyroscope, without filtering (Fig. 9).

z

Fig. 9. Axes projection demonstration

In addition, to obtain a more accurate angle of
rotation along the Z-axis, an alternative is to use an
auxiliary magnetometer module - a digital compass.

Magnetometer module can provide the raw
magnetic field data, which are measurements in the X, Y,
and Z directions. By calculation and subtraction the
magnetic declination angle from the inclination angle,
the Z-axis rotation angle can be obtained.

Kalman filter. Another filter that can be reviewed
and compared to complementary filter is Kalman filter. It
is a mathematical algorithm that estimates the state of a
system by combining noisy measurements and a model
of the system dynamics. It is commonly used in many
applications, including navigation, control systems, and
signal processing.

The main idea of the Kalman filter is to recursively
update an estimate of the state of the system based on two
sources of information: measurements from sensors and
predictions from a mathematical model of the system.
The filter maintains two key components: a state estimate
and a covariance matrix.

The state estimate is a vector that represents the best
guess of the current state of the system, based on all
available information up to the current time. The
covariance matrix is a measure of the uncertainty or error
in the state estimate [5].

The Kalman filter operates in two stages: the
prediction stage and the update stage. In the prediction
stage, the filter uses the mathematical model to predict
the state of the system at the next time step, based on the
current state estimate. This prediction is then used to
calculate the covariance matrix for the predicted state [6].

In the update stage, the filter uses the actual
measurement data to correct the predicted state estimate
and covariance matrix. The Kalman filter calculates the
Kalman gain, which is a weighting factor that determines
how much to trust the predicted state estimate versus the
measurement. The measurement is then used to update
the state estimate and covariance matrix, which are then
used in the next prediction stage.

The Kalman filter is designed to handle noisy or
incomplete measurements, and it is able to incorporate
new measurements as they become available,
continuously refining its estimate of the system state. By
using both the mathematical model and the actual
measurements, the Kalman filter is able to provide a more
accurate and robust estimate of the system state than
either of these sources alone (Fig 10).

sensor data, g

(N
(11| [t
7
AT

result | |
WY [

1\ ,“ ‘\\ \
accelerometer values
Fig. 10. Kalman filter result
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Red line is original coordinate, green is sensor
values, and blue Kalman filter is result.

Complementary filter and Kalman filter are both
used for sensor fusion in order to improve the accuracy
of the sensor readings. However, they differ in their
underlying algorithms, complexity, and computational
requirements (Table 1).

Table 1. Comparison of method

Complementary filter is a simple algorithm that
combines the readings from an accelerometer and a
gyroscope to estimate the orientation of an object. It is
easy to implement and requires less computational power
than a Kalman filter. However, it may not be as accurate
as a Kalman filter, especially in the presence of noise or
other sources of error.

Complementary filter

Kalman filter

Algorithm complexity | Simple, easy to implement

More complex, requires more computational resources and
expertise to implement

Accuracy Low accuracy, particularly in noisy

environments

High accuracy

Sensor fusion ability Limited to combining data from two
sensors, typically an accelerometer

and a gyroscope

Can fuse data from multiple sensors, such as accelerometer,
gyroscope, magnetometer, and GPS, allowing for more
accurate tracking and compensation for various external
factors

noise

Real-time Real-time processing is possible Real-time processing is possible but can be limited by the

performance complexity of the algorithm and the available
computational resources

Robustness Less robust to sudden changes and More robust to sudden changes and noise due to its ability

to estimate the noise and uncertainty in the system

Kalman filter, on the other hand, is a more complex
algorithm that uses a mathematical model of the system
and the sensor measurements to estimate the state of the
system.

It is able to handle more complex systems and can
incorporate multiple sensors and other sources of
information to improve the accuracy of the estimate.
However, it requires more computational power than a
complementary filter and can be more challenging to
implement.

In general, a complementary filter may be suitable
for simple applications where accuracy is not so critical
as performance, while a Kalman filter may be more
appropriate for more complex systems where accuracy is
critical and more computational power is available. It is
also possible to use both filters in combination to take
advantage of their strengths and improve overall
accuracy.

DSP and DMP. It is also necessary to note several
approaches that can speed up work with data and even
increase the accuracy of the calculation result.

The first approach is to use a digital signal processor
(DSP), which is a specialized microprocessor designed to
process digital signals in real time. Unlike general-
purpose microprocessors, DSPs are optimized for signal
processing, which typically involves performing a lot of
mathematical operations on data samples such as
processing vectors or matrix.

Their special hardware functions can significantly
speed up the processing of raw data from MEMS sensors,
e.g. multiply floating point numbers in one cycle.

Also, DSPs usually have a specialized memory
architecture that allows them to access data quickly and

efficiently, and moreover DSPs often have multiple
processor cores that allow them to process different
signals  from  gyroscope, accelerometer  and
magnetometer in parallel.

Another type of hardware accelerator is a digital
motion processor (DMP), besides of DSP, motion
processor are embedded in MEMS sensors and are able
to fuse the data from these sensors to provide more
accurate measurements of the device's orientation,
motion, and position in space. Such component is often
integrated into microcontrollers or microprocessors and
used in motion detection applications such as
smartphones, smart watches, and game controllers [7].

DMP is designed to offload some processing tasks
from the main processor, such as sensor data combining
and motion processing, and provides more accurate and
reliable motion detection capabilities. In other words,
DMP is already a full-fledged replacement for motion
detection algorithms for MEMS sensors, which is
implemented in hardware as a coprocessor.

Conclusions

For the tasks of processing "raw" data for tracking,
the complementary filter and the Kalman filter are
effective tools that provide a means to accurately
estimate the state of the system based on noise
measurements.

They are particularly useful for motion tracking
systems that include multiple sensors, such as
gyroscopes, accelerometers, and magnetometers,
because they can efficiently combine measurements from
these sensors to obtain a more accurate representation of
the system's motion.
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They can be used for a wide range of motion
tracking applications, including gait analysis, sports
performance monitoring, and rehabilitation [8].

However, the effectiveness of filters in motion
tracking systems depends on careful parameter setting
and model selection. The parameters of the Kalman filter
must be chosen to balance accuracy and sensitivity, and
the model used must accurately represent the dynamics
of the monitored system. Overall, the choice between
Complementary filter and Kalman filter depends on the

specific application and the available resources.
Complementary filter is a simple and efficient algorithm
that can be useful for applications where real-time
performance [9] and simplicity are important, such as in
simple robotic systems or basic motion tracking.

On the other hand, Kalman filter provides higher
accuracy and more robustness to noise and sudden
changes, making it more suitable for complex and high-
precision applications, such as aerospace and
autonomous vehicles.
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3axonJieHHs pyXy 3a JonoMorow aarynkis MEMS
J. €. Jamkos, O. C. JIsmieHko

AnoTtanis. IIpexMeToM IocTizKeHHs JAHOI CTAaTTi € peecTpallis Ta aHali3 pyXiB JIOJUHH 32 JOMOMOIOI0 JaTYHKIiB. Y
JaHiif poOOTI MpeCTaBICHO NOPIBHIHHI OCHOBHHUX METOIiB 0OPOOKHM TaHUX IHEPLIHHUX MIKpOMEeXaHIYHUX AaT4uKiB. s 300py
JaHUX OyJo peanizoBaHO MPHCTPil, mo Qikcye pyxu. Y pe3yibTaTi NPHUCTPIH BUKOPHUCTOBYE NaHI pPyXy 3 akcelepoMmerpa Ta
ripockora Jutsi po3paxyHKy TPAa€eKTOPIl pyXy: KyTa HOBOPOTY Ta MPUCKOPEHHs. [{aHi 3YUTYIOThCS MiKpPOKOHTPOJIEPOM, ITiCIIs 4OTO
GUTBTPYIOTBCS Ta 0OpOONAIOTHCS OXHUM 13 QimbTpiB (momarkoBuM, Kammana) i, HapemTi, mepenaroTbess HA KOMIT IOTEp IS
MOJANBIIOTO aHaNi3y Ta BigoOpaxkeHHs. MeTO0 CTATTi € TOpIBHSAHHSA KUTBKOX METONIB OOpOOKH JaHHX 3
MikpoenekTpoMexaHiyHux. OTpuMaHi pe3yJabTaTH: PO3poOJICHO MPUCTPii, OTPUMaHI JaHi, sSKi MOXKHA BUKOPHCTOBYBATH IS
XapaKTepUCTHKU METO/IB Ta aHali3y X poOOTH B cucTeMi. BucHOBKHI: Y X011 HocnimKeHHs Oyio po3po6ieHo MpUCTpii s 300py
Ta 00poOkn nmanux Bin matunkiB MEMS, skuii moka3aB e(eKTHBHICTh KOMIUIEMEHTapHOro (inpTpa MOPIBHIHO 3 (GiIBTPOM
KanmaHa B cucTeMax peajbHOro 4acy 3 OOMEKEHOI0 OOYMCIIOBAJIBHOIO MOTY)KHICTIO. PeanbHi pe3ynbTaTé MiATBEpAWIIH, L0
pe3yabTaTH I0AATKOBOTO METOLY 3 BHKOPUCTAHHAM MEHIINX 0OUHCIIIOBAIIBHIX PECYpCiB HEHA0araTo NOCTYHAIThCS TOPOKIOMY
¢ineTpy Kanvana 6e3 BUKOpUCTaHHS JOAATKOBHX JAaTYHKIB, TAKUX K I(POBHUil KomItac.

KawuoBi cmoBa: MikpoMexaHiuHI [IaT4MK{; MIKPOKOHTpPOJIEP; TiPOCKOI; aKCEIepOMETp; NCTeKTYyBaHHS PYXY;
noaatkoBuil GinbTp; GpinsTp Kanmana.
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MULTI-CRITERIA EVALUATION
OF THE MULTIFACTOR STOCHASTIC SYSTEMS EFFECTIVENESS

Annotation. Subject of the research in the article is the evaluation of complex multifactor stochastic systems
functioning effectiveness according to a variety of correlated criteria. The problem actuality is determined by the fact
that an independent evaluation of system effectiveness for each of the mutually correlated criteria for the system under
consideration is not informative. In well-known works in the direction of multiple correlation, a relatively simple
problem of estimating the correlation between one resulting parameter and a set of influencing factors is considered,
which is not enough for the analysis and management of multicriteria systems. In addition, the known results do not
take into account possible significant differences in influencing factors mutual correlation values. Purpose of Work is
to develop a methodology for a comprehensive assessment of system effectiveness according to a variety of interrelated
criteria. Tasks to be Solved: splitting the set of system parameters into two subsets (parameters determining the
effectiveness of system and parameters affecting it), forming additive convolutions of parameters included in subsets,
developing a methodology for calculating the multiple correlation coefficient between the components of the selected
subsets, developing a method for differentiating a scalar function from a vector argument by this argument. Applied
Methods: nonlinear programming, multidimensional correlation analysis, method of differentiation of scalar functions
by vector argument. These methods are used for forming and calculating a multiple correlation coefficient between the
set of system effectiveness complex criterion components values and its control parameters set values. Results
Obtained: proposed methodology provides the possibility of solving the problems of system management, taking into
account the revealed relationship between the multi-criteria evaluation of system effectiveness and values of its
controlled parameters. At the same time, an important advantage of the obtained result lies in the possibility that arises
when using it to take into account the joint (group) influence of control variables on the complex criterion of system
efficiency. The developed technology of scalar functions differentiation by vector argument has great practical

importance which expands the arsenal of computational mathematics.
Keywords: multifactorial stochastic system; complex efficiency criterion; vector differentiation procedure.

Introduction, publications analysis

One of the methods widely used in the study of
multidimensional systems with interrelated parameters is
the calculation of multiple correlations [1-3]. This
method allows to estimate the measure of the relationship
between one of the random variables and many others.
The method is useful in evaluating a system of controlled
parameters (indicators), as well as in solving numerous
problems of evaluating the effectiveness of complex
systems, optimization, management, rational allocation of
resources, etc. At the same time, in particular, the task of
establishing a link between the performance indicators of
the system and the values of factors affecting it is of
considerable interest. Typical similar problems are
considered in [4-9]. Multiple correlation techniques
significantly extend the arsenal of computational methods
for systems analysis. However, the well-known
methodological works [10-12] do not consider some
fundamental features of a significant number of real
stochastic systems. In these works, the possibilities of
applying multiple correlation are limited to considering
the special case when the system is single-criteria. The
canonical works [13-15] in this direction do not take into
account the possible significant differences between the
correlation relationships of the factors that differently
affect the efficiency of the system. Finding the analytical
relationships that define these relationships is usually a
difficult task. A possible direction of its solution is to
identify statistical descriptions of correlations obtained
using appropriate technologies for processing real
observations of the system functioning process.

Materials and methods

We introduce xiz(xll,xlz,...,xlnl)— a set of
values of the system's performance indicators, and
Xy = (x21, X921 Xerus Xon, ) — a set of values of factors that

presumably affect the system's efficiency. We assume
that the random values of the vector components x; and

X, are pre-centered, that is
M[Xlil]:M[XZiz] =0, ih=1n, ipb=1Ln,. (1)

We introduce a covariance matrix K for the entire
set of observed random variables, which we represent
blockwise as follows:

k k-
K =( 11 K2 ]
kar koo

where kj; is the covariance matrix for the random
components of the vector xq,

ki =M [ x5, M55, ]) 1, M, ]

dim kll = nl X nl,

ki, — covariance matrix for components of vectors
X and X, ,

iz =M 1, ~ Dt ) 12, -, ]
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63



Advanced Information Systems. 2023. Vol. 7, No. 2

ISSN 2522-9052

dimk12 =M XNy,
1 T _ .
k21 = klZ , dim kZl =Ny XNy,
ko, — covariance matrix for vector components x,,

ko2 =M 325, ~M D ]) s, ~M D ]

dim k22 = n2 Xn2.

Now, using column vectors of weighting
coefficients
a1 a1
82 a2
A= o Rg=
a1n1 aZn2

for wvectors x and x, we introduce additive

convolution
X11
U=A"x :(allalz...alnl) 2 )
™
X21
V=Rl = (321322---32n2) 2 )
X2n2

At the same time, taking into account (1)
M[U]=M[V]=0,

S0 M[AlTxl}zM[AQsz}:O.

Next, we determine the correlation coefficient
between U and V :

Kuv = M[A&TxlszAzJ = Ak Ay 3)

We will choose the vectors A and A, so that

the sums of the weighting coefficients used in the
formation of random vectors U and V are equal to
one, that is

Al =A"1;=1 @)
I, =(11..2), diml," =1xny,
1,7 =(11..1), diml," =1xn,.

Now set the task of finding vectors A and A,
maximizing (3) and satisfying constraints (4).

The resulting mathematical programming problem
will be solved by the method of indefinite Lagrange
multipliers [8]. The Lagrange function has the form

F(ALA)=

~ ATlgphy (ATl 1)y (A1, 1)

We differentiate the scalar function (5) by vector
arguments A;, A, and equate the results to zero. In this

case, the operation of differentiating a scalar function
from a vector argument by this argument is performed
as follows.

Let F(x) be ascalar function of the vector x. We
introduce an auxiliary function of the scalar argument t

F(xt)=F(x+ht), dimh=dimx.

It is clear that

F(x+ht)‘ =F(x).

Now we calculate

dF (x,t) _ dF(x+ht) B
dt |t=0  dt [t=0 ©)
_dF(x+ht) d(x+ht) _dF(x)
~d(x+ht)  dt  |t=0  dx
Thus, it turned out that the desired derivative
dF (x) . _ . .
o is a linear operator acting on a vector h in
X
relation (6).
Let's illustrate the technique of vector

differentiation with extremely simple example.
Example

Find aset x =(x, X, ) that minimizes the function
F (Xl' X2)= X12 + 2X22

and satisfies the constraint x; +x, =1.

We can solve this problem in the usual way using
the method of indefinite Lagrange multipliers. The
Lagrange function has the form of

F (X0, % ) = X2 +2%p2 = A (% + X, —1).

We differentiate F(x;,x;) by Xx,X; and equate
the results to zero.

IF00%) oy 49
Xm 1 ,

P (%) =4xy -1 =0.
dX2 2

From here we express x; and x, through 4. We
have an

We will find indefinite multiplier 4 using the
constraint.

X1+X2=%+ =—/1=1,

where from A=4/3.
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Then
. — A2 o — A1l
17273 243
Solution has been received. We will now solve this
problem using the vector differentiation procedure.
According to the task condition, let's introduce a vector

Xq . 10 .
X= , matrix A= and a unit vector
Xo 0 2

1
| :(J. Now the formulation of the problem in terms
of matrix theory has the form: find a vector x that

minimizes the function F(x)= x'Ax and satisfies the

constraint x'I =1. Use the method of indefinite

Lagrange multipliers.
The Lagrange function has the form

#(x) =x"Ax=2(x"1 -1},

In accordance with the introduced technology of
vector differentiation, we form an auxiliary function

#(x+ht) =
:(x+ht)T A(x+ht)—/1[(x+ht)T I —1} =
= (xT + hTt)A(x+ ht)—/l[(xT +hTt)~ I —1} =
= (x"A+hTAt) (x+ht)- 2(x"1 +hTI-1) =
=xTAx+xTAht+hT Axt + hT Ant? —
~2(x"1=n"ie-1),
We will find

dg(x+ht)
dt

- x'Ah+hTAx—AhTI =

—xTAh+xTAh—21Th :(2xTA—/1|T)h.

Hence, according to (6),

dF (x
_( )=2xTA_,1|T =0, xTAzl/llT.
dx 2
We will find the unknown multiplier 4 using the

constraint. We have

xTzl,uTA‘l,
2
=LA =1
2
where from
i1
20 TaAYy
Then
TaA-1
t 1TA
xl=—" @)
1TA L

Since
o [1 Ojl_ 1 (1)
0 2 0o =/
2
that
10
o (b3
X = 1 o2 - e
an 1) [ 1)()
0 14 2)\1
2
1

25(1 Ej:@ %j’

The resulting solution, of course, coincides with
the previous one.

The obvious usefulness of the introduced vector
differentiation  operation is as follows. The
computational scheme of the resulting matrix
representation using vector differentiation technology,
the final ratio (7) does not depend on the problem
dimension, while the complexity of the standard
solution increases with increasing vector x dimension.

Let's go back to the original problem. Let's
perform the introduced operation (6) on the function (5)
sequentially to calculate derivatives by vector
arguments Ajand A, .

In accordance with (5) we introduce

F(A+htA)]=
= (A +ht) kA —zl[(/sEL +ht)" |1—1}—

(A" 12 1) =

— (A" ")k —ﬂi[(AlTll +hTI1)—1}—
A (A2T|2 —1) =

=(A1Tk12A2 +th12A2t)—
—Ai(AlTll +hTly-1)- 2, (A2T|2 —1).
Now

dF [(AL N ht)T} ; :
_ = =h"k L T
o ‘t 0o 2R —Ah 1. (7)
Relation (7) describes a scalar. Therefore
T

hTkip Ap = 4h ™1y = (th12A2 —ﬂihTh) =

= Aykyp h— gl Th = (AszlzT —41|1T)h-
Hence, in accordance with (6), we have

P (A A) = Ak = Al ®)

dAy
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Equate (8) to zero and express AQT by 4, . We have

Apkip" = A1yt =0 )

To find, AT multiply (9) on the right by Kg, .
We will get

A" kep kip = AlyTkyp =0.

From here

A" = Al Ky (k12Tk12)

We will find an unknown indefinite multiplier A4;
using constraint (4). At the same time

-1
A1 =gl ke (k12Tk12) I, =1

From here
1
a = .
|1k12(k12 k12) I
Then
1 -1
Al = ) ‘|1Tk12(k12Tk12) . (10

kg2 (klszlz ) I

Similarly to the previous one, we define A. We

will perform the necessary operations without detailed
additions.

F :[(Az +ht)T,A1} = (A +ht) kpy A -

2 (A1)~ (A +ht) 1 1] =

T
= (kasAy ~ 2201 ) =
= Akp"h= 21, h =
=(A&Tk21T—/12|2T)h-

Then
dF (ALA) 1 T T
R N L k —Al," =0. 12
T A ko 2 (12)
Further
A ka1 Koy — Ap15 kg =0.
From here
-1
A" =215 ky (klek21) (13)
We will find 4,
-1
Al = 22|2Tk21(k21Tk21) I =1.
Then
Jp= L (14)

-1
T T
P k21(k21 I<21) Iy
From where, substituting (14) into (13), we get
T 1

= X

|2Tk21(k21Tk21) Iy

xl3"kyy (k21Tk21)_

Problem solution is completed.

(15)

= (AZT + hTt)k21Al —/Il(AlT Iy —1)— (11) Conclusions
_ T Ty ¢ 1) AT T _ 1. The obtained ratios (10) and (15) enable rational
AQ(AQ l2-+h7lat 1) Fo KarA+h ko At management in a complex system. The proposed
_ T _4\_ T T +_ approach allows us to determine to what extent the
/Il(Al h 1) A2 (A2 2 +h7 13t 1)' values of a set of control variables affect the values of
Let's perform differentiation (11) by A controlled variables that determine the system

2 efficiency.
T 2. These relations determine a new quality of
dF [(AZ +ht)’A1] —hTk —ahT, = assessment of the joint (group) influence of some
dt -0 A —Ah Tp = variables on others.
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BararokpurepiajbHa oninka edeKTUBHOCTI 6araTopaKkTOPHUX CTOXACTHYHUX CHCTEM
JI. T'. Packin, JI. B. Cyxommum, /1. 1. Coxonos, B. B. Bracenko

Anortanisi. Ilpexmerom mocauizkeHHs y crarTi € OIiHKa e(QEeKTUBHOCTI (YHKIIOHYBaHHS CKJIAJIHUX
0araTo(p)akTOPHAX CTOXACTHYHHUX CHCTEM 3a OaraTbmMa KOpPEIbOBAaHUMH KPHTEPIAMH. AKTYaJbHICTh MPO0JeMH BH3HAYAETHCS
THM, IO He3aJIe)KHa OIliHKa €(EeKTHBHOCTI CHCTEMH II0 KOKHOMY 3 B3a€MHO KOPEIBOBAHUX KPUTEPIiB AJS CHCTEMH, IO
po3rismaeTscs, MajoiHpopMaTHBHA. Y BiIOMHUX po0OTax 3a HAampSIMOM MHOXXHHHA KOPEIALisS PO3TIIAETHCS BiIHOCHO
MPOCTEe 3aBAAHHS OLIHKH KOPEJSAIIHHOTO 3B'S3Ky MDK OJHHM pPe3yJIbTYIOUHM IapaMeTpoM i1 Ha0opoM (akTopiB, IO
BIUTMBAIOTh, YOTO 3aa4ax aHallidy Ta YIpaBliHHSI OaraToKpHUTepialbHUX CHCTEM HeJoCTaTHbo. KpiMm Toro, BioMi pe3ynbraTtu
HE BPaxOBYIOTb MOJJIMBI CYTT€BI BiJMIHHOCTI 3Ha4YeHb B3aeMHOI Kopessuii (akTopiB, 0 BIIMBalOTh. MeTa pobdoTm —
po3po0Ka METOJMKM KOMILJICKCHOI OLIHKM e(eKTHBHOCTI CHUCTeMH 3 0e3iiui B3aeMo3aJexHUX KputepiiB. Po3B's3yBaHHs
3aa4: po30UTTs Oe3livi mapamMeTpiB CUCTEMH Ha JiBa IiAMHOXUHH (IapaMeTpH, 110 BH3HAYAIOTh €(EKTUBHICTH CHCTEMH, i
rapaMeTpH, 110 BIUIMBAIOTh Ha Hel), popMyBaHHS aJUTHBHUX 3rOPTOK IapaMeTpiB, IO BXOJATh 10 MiAMHOXXHHH, pO3pOOKa
METOIUKH PO3paxyHKy KoedilieHTa MHOKHHHOT KOPETSIii Mi>k KOMIOHEHTaMH BUAICHUX MiAMHOXXHH, pO3p0OOKa METOy Bill
BEKTOPHOTO apryMeHTy 3 LbOr0 apryMeHTy. MeToaM, 0 3aCTOCOBYIOThCSI: HeEliHiliHEe MporpaMyBaHHs, OaraToBUMipHHMIt
KOpeNsiiHmiA aHami3, MeToh Au(EepeHIIOBaHHSA CKaIIpHUX (YHKOIA 3a BEKTOpHHUM aprymeHtoMm. Lli wmeromm
BUKOPHCTOBYIOTBCSL Ul (OPMYBaHHS Ta PO3PaxyHKYy MHOXXKHHHOTO Koe(illieHTa KOpemslii MiX CyKYIHICTIO 3Ha4eHb
KOMITOHEHTIB KOMIUIEKCHOTO KpHUTepito e(eKkTUBHOCTI (PyHKIIOHYBaHHS CHCTEMH Ta 3HAUYSHHSAMH HaOopy 11 Kepyrouux
napametpis. OTpuMaHi pe3yJbTaTH: 3aNPONOHOBaHA METOJHMKA 3a0e3leuye MOXKIIMBICTh BHUPILICHHS 3aBJaHb YIPaBIiHHS
CHCTEMOIO 3 ypaxyBaHHSM B3a€MO3B'SI3KY, 1[0 BHSBISIETBCS MK OaraTOKpUTEpiaibHOIO OLIHKOI e(EeKTHBHOCTI CHCTEMH i
3HAYeHHSIMHU KepoBaHMX 11 mapamerpis. IIpu 1[bOMYy BaKJIMBa IepeBara OTPHMAHOTO Pe3yJbTaTy HOJATa€E B MOXKJIMBOCTI, IO
BHHUKAE MIPH HOTO BUKOPUCTAHHI, 00JIIKY CHUIBHOTO (TPYNOBOTO) BIUIUBY YIPABISIOYNX 3MiHHUX Ha KOMIUICKCHHN KpUTEpil
e(heKTUBHOCTI CUCTeMH. Benmke mpakTHYHE 3HAYECHHS Mae po3poOieHa TEXHOIOTISA NH(epeHIFOBaHHS CKaIIpHUX (QYHKIIN
3a BEKTOPHUM apryMEHTOM, 10 PO3IINPIOE apceHal 00UHCITIOBAIbHOT MaTEMaTHKH.

KawuyoBi caoBa: OaratopakropHa CTOXacTWYHAa CHCTEMa; KOMIUIEKCHHMH KpHUTepiii e(eKTHBHOCTI; Iporenypa
BEKTOPHOTO JIH(EePEHIIIIOBAHHSI.
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GENERATING CURRENCY EXCHANGE RATE DATA
BASED ON QUANT-GAN MODEL

Abstract. The aim of the research. This paper discusses the use of machine learning algorithms to generate data that
meets the demands of academia and industry in the context of exchange rate fluctuations. Research results. The paper
builds a Quant-GAN model using temporal convolutional neural networks (CNN) and trains it on end-of-day and intraday
high-frequency rates of currency pairs in the global market. The generated data is evaluated using various statistical
methods and is found to effectively simulate the real dataset. Experimental results show that data generated by the model
effectively fits statistical characteristics and typical facts of real training datasets with good overall fit. The results provide
effective means for global FX market participants to carry out various tasks such as stress tests and scenario simulations.
Future work includes accumulating data and increasing computing power, optimizing and improving GAN models, and
establishing evaluation standards for generating exchange rate price data. As computing power continues to grow, the GAN
model’s ability to process ultra-large-scale datasets is expected to improve.

Keywords: convolutional neural network; generative adversarial nets, foreign exchange rate.

Introduction

The global foreign exchange market is one of the
most active financial markets. Exchange rate fluctuations
have a direct impact on market participants and can cause
potential risks to their economic status. However, relying
solely on historical data for research is not enough. It has
become necessary to use methods to generate data that
simulates market fluctuations for theoretical and practical
verification. In this context, economists and financial
traders have adopted various methods to generate financial
transaction simulation data. The best results are obtained
using artificial intelligence methods [1-6]. The Quant-
GAN studied in this paper is an emerging artificial
intelligence tool that uses machine learning to generate
time-series data of trading prices in financial markets.

1 Generative Adversarial Networks

Generative Adversarial Networks (GAN) is a
deep generative model machine learning algorithm that
generates realistic data by training a neural network.
Goodfellow et al. designed a game-like competition
where the generator learns to simulate data that is similar
to the real data distribution [7]. The specific algorithm of
GAN consists of the following components:

Generator G: Simulates data (images, texts,
sounds, time series, etc.) based on certain rules.

Discriminator D: The discriminator D is a
classifier that judges (or provides a probability) whether
the input data is from the real dataset.

Network training: First, the generator is fixed,
and the discriminator is trained using a batch of mixed
data that contains both real samples and data generated
by the generator. The binary cross-entropy function is
used as the loss function, and the discriminator can
distinguish between real and fake data after updating the
gradient through backpropagation. Second, the
discriminator is fixed, and the generator is trained by

generating data from random noise inputs. As the
discriminator has already been trained in the previous
stage, it can identify the authenticity of the input data, and
the generator’s ability is improved by updating its weight
through backpropagation.

Repeat this process so that the generator and the
discriminator compete with each other until they reach a
Nash equilibrium, completing the training of the entire
GAN algorithm. At this point, the data generated by the
generator is realistic enough in its distribution, and the
discriminator cannot determine whether the input data is
real or fake (output a probability of 50%). The
optimization problem can be expressed as the solution of
Equation:

min max V(D,G) =
G D

= IE:X~pdata(x) [log D(x)] +

+E;p, ) [l0g (1= D(6(2))|
It can be proved that in the function space D(x ; 04)
and G(z ; 8), there is a unique solution that makes G

reproduce the training data distribution, at this time
D(x) = 0.5.

2 Quant-GAN Method

Wiese et al. (2020) proposed the Quantitative
Generative Adversarial Network (Quant-GAN) model
[8], using the S&P 500 index from 2008 to 2018 as a
training set to simulate and generate stock index
sequence data. Compared to traditional GARCH,
ARIMA, and other machine learning methods, it
achieved better results.

Quant-GAN uses uses seven layers of the Temporal
Convolutional Networks (CNN) module, based on the
Dilated Causal Convolutional Networks architecture [9]
proposed by Bai et al. (2018). Each temporal block
consists of two one-dimensional expansion causal
convolutional layers and two PRelLU layers as the
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activation function. The main feature of CNN is the use
of dilated convolution, where the distance moved by the
convolution kernel is adjusted by a hyperparameter in
each iteration, thus increasing the receptive field without
increasing the size of the convolution kernel. At the same
time, a skip-connection method for both the generator
and discriminator's is also introduced to avoid the
gradient disappearance problem. Quant-GAN uses the
Wasserstein distance as the loss function, enabling the
generated logarithmic return random process to achieve
a risk-neutral distribution.

Network training: In the first stage, the generator
is fixed, and the discriminator is trained. A batch of real
samples and the mixed data generated by the generator
are used as inputs. The Wasserstein distance is used as
the loss function, and the discriminator updates the
gradient through backpropagation to identify real and
virtual data. In the second stage, the discriminator trains
the generator once every 5 iterations. The discriminator
discriminates the generator's randomly inputted data and
updates the generator's weights through
backpropagation. Repeat the above process for a certain
number of times, and the generator and the discriminator
compete with each other until they reach the Nash
equilibrium, thus completing the training of the entire
Quant-GAN. At this point, the generator can generate
realistic financial time series data, and the discriminator
cannot distinguish between the input data's source
whether it is from a real dataset or generated by a
generator (with an output probability of 50%).

Data preprocessing: Step 1: Convert the absolute
value of the series into logarithmic rate of return: Steps 2
and 4: Standardize (normalize) the log return to a
standard normal distribution with mean 0 and variance 1;
Step 3: Apply the Inverse Lambert W function
transformation to the data; Step 5: For the receptive field
T of the discriminator, use a sliding window of the
corresponding length to preprocess the logarithmic return
sequence.

3 Exchange Rate Data Generation

3.1 Selection, Processing of Data Sets

The foreign exchange transaction dataset used to
train the Quant-GAN model comes from the Dukascopy
trading platform. The descriptive statistics of the
unprocessed original dataset are shown in Table 1.

Table 1 — Descriptive statistics of preprocessed
exchange rate time series data

currency pair AUDUSD
date 2019.5.6
type intraday
amount 4120
maximum value 9.70985
minimum value 9.04364
range 18.75349
average 0
median 0.02582
standard deviation 1
Skewness 0.58207
kurtosis 9.28550

Finally, after steps 1 and 2, the dataset is divided
into a training set and a test set according to the ratio of
9:1. used to train the model, and to calculate the fitting
error.

3.2 Stylized Facts for Time Series Data
in Financial Markets

Aiming at the characteristics of typical financial
market time series data represented by stock prices and
foreign exchange rates, Cont (2001) summarized some
common stylized facts revealed by many studies [10].

Linear Autocorrelation of returns is usually not
significant (except for very small intraday time scales),
that is, the autocorrelation function converges to near 0
very quickly.

Heavy-tailed distribution refers to the distribution of
the return series showing a power-law distribution or
Pareto distribution tail characteristics. Leverage effect
refers to the price reacting differently to positives and
negatives.

Usually, the negative price movement due to bad
news is greater. To test the leverage effect, Nelson (1991)
used the EGARCH model to estimate the standard
deviation of price fluctuations. Asymptotic normality,
also known as Aggregational Gaussianity, refers to the
phenomenon where the distribution of returns gradually
approaches a normal distribution as the time scale
increases. Volatility clustering refers to the positive
autocorrelation of different volatility measures of a price
series within a few time periods. This can be measured
with the absolute value correlation coefficient of the
return rate.

3.3 Results and Model Evaluation

3.3.1 Data features and model evaluation
methods. The exchange rate data generated by the
generator after rounds of training is compared with the
real dataset. The main features of the recorded data
include mean, standard deviation, minimum, quantiles,
maximum, skewness and kurtosis. Some typical facts of
financial market time series data introduced in the
previous section such as autocorrelation, heavy-tailed
distribution, leverage effect, aggregational Gaussianity
and volatility clustering were tested using both real and
generated datasets.

M. Heusel et al. (2017) proposed using Inception
Score (IS) and Fréchet Inception Distance (FID) as
indicators [11] to evaluate the performance of GAN
models. A lower score indicates a more realistic image.
According to Xu et al. (2020), this paper trains a KNN
classifier to evaluate the performance of the GAN model.
When the model is well-trained, the average scores of
KNN classifiers calculated using different k values are all
around 0.5.

3.3.2 AUDUSD intraday high frequency data.
Using the AUDUSD intraday (2019.05.06) high-
frequency data, the Quant-GAN model was trained for
500 rounds. The specific parameters are shown in Table
2: Major adjustments include increasing the number of
stacked layers in the CNN module to 11 layers in both
generator and discriminator and increasing batch size to
2048; increasing stacked layers in CNN module for
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daytime data to nine layers and increasing batch size to
512. In addition, due to the small absolute value, the
learning rate was increased to 0.0002 and gradient
clipping value was decreased.

After the model training is completed, random
Gaussian noise is used to generate exchange rate
logarithmic return data, and the generated data is used to
simulate the exchange rate fluctuation path trend (Fig. 1).

Table 2 — Model hyperparameters

Table 3 — KNN classifier results

generator accuracy 0.49891920

The data distribution generated by the model is
shown in Fig. 3, and the statistics are shown in Table 4.
Compared with the training data set, various statistics
such as quantile, mean, standard deviation, skewness,
and kurtosis can be effectively fitted.

Table 4 — Descriptive statistics for real datasets

gradient clipping 0.01 and model-generated data
learning rate 0.0002 real fake
training rounds 500 count 54487 54487
batch size 32 mean 0.00000006 0.00000013
sliding window 2048 std dev 0.00002522 0.00002310
CNN layers 11 min - 0.00057339 - 0.00053218
25% -0.00001430 -0.00001037
Wit_h_the increase of trginipg _batches, the generator 50% 0.00000000 0.00000023
loss stabilizes at 0 and the discriminator loss stabilizes at 5
-0.5 (Fig. 2). The training set and the generated data FID 75% 0.00001430 0.00001068
score is stably approaching 0, the test set FID score is max 0.00060206 0.00039266
approaching the training set (Fig. 2), and the mixed data skew -0.34678190 -1.43902695
set KNN clas_smer discriminant result of generated data KUrtosis 59 04555456 3737598038
and real data is very close to 0.5 (Table 3).

Generated vs Real Log Paths
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Fig. 1. Generated AUDUSD exchange rate yield trend simulation data
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Typical facts of the dataset: as the lag period
increases, the autocorrelation between the data generated
by the model and the training data is close to 0 (Fig. 4),
showing that both lack autocorrelation, the correlation
coefficient with the absolute value of the training data set
sequence is not 0 and does not decrease as the lag period
increases (Fig. 4), indicating an volatility aggregation
effect; the tails of the cumulative frequency distribution
of the sequence of the training data are far more than
those of the normal distribution and the power- law
distribution (Fig. 5), indicating that both distributions
present heavy tails; the EGARCH parameter estimation

Autocorrelation
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results of the model are significant, and the p-value of the
coefficient of the asymmetric ARCH term is less than
0.05 (see Table 5), indicating that both sequences have
leverage effects.

Various periods of time-lag distribution diagrams
show that the two series are gradually approaching the
normal distribution as the time scale t increases (Fig. 6).

Results show that the data generated by the Quant-
GAN model are in consistent with the training data in
terms of main typical facts, such as autocorrelation,
distribution heavy tail, leverage effect, aggregational
Gaussianity, volatility aggregation, etc.
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Fig. 4. Generated AUDUSD exchange rate logarithmic rate of return autocorrelation distribution
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Fig. 5. Generated AUDUSD exchange rate logarithmic
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Table 5 — Estimated results of GARCH asymmetric term

coeff std err t P>|t| 95.0% Conf. Int.
fake: alpha[ 1] 0.0935 3.065e-02 3.050 2.289e-03 [3.341e-02, 0.154]
real: alpha[ 1] 0.0250 6.337e-03 3.952 7.751e-05 [1.262e-02, 3.746e-02]
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4 Summary and Discussion

This paper introduces the problem of simulating
financial market transaction price time series data and
related work on machine learning using Generative
Adversarial Network (GAN) models. Price data from
major currency pairs traded in international markets is
selected as the training set to build and train a Quant-
GAN model.

The trained model is used to generate exchange rate
return rate series data for each currency pair in different
time dimensions. Experimental results show that data
generated by the model effectively fits statistical
characteristics and typical facts of real training datasets
with good overall fit.

This research provides global foreign exchange
market participants with an effective means of generating
exchange rate simulation data for stress testing, scenario
simulation, trading strategy and portfolio back-testing,
derivatives pricing and more. Applying GAN models to

generate and evaluate high-frequency financial time
series simulation data expands practical application
scenarios for machine learning algorithms such as GAN.

Future work includes accumulating data and
increasing computing power, optimizing and improving
GAN models, and establishing evaluation standards for
generating exchange rate price data. The foreign
exchange market is a global over-the-counter (OTC)
market where each trader has access to only a small
portion of transactions.

Obtaining as much accurate exchange rate
transaction data (especially high-frequency data) as
possible is essential for model processing. Good data
supports good model performance and helps avoid
“garbage in, garbage out” situations. Processing massive
high-frequency data also requires powerful computing
power.

As computing power continues to grow, the GAN
model’s ability to process ultra-large-scale datasets is
expected to improve.
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Ienepanist naHuX Npo 0OMiHHMIA KypC BaJIOTH
Ha ocHOBi Mozesi Quant-GAN

Jyus Bao, O. 0. 3akoBoporauit, H. I'. Kyuyk

AHoTanisi. Merta mociigkenHs. Y 1bOMY JOKYMEHTI OOTOBOPIOETHCS BHKOPHCTAHHS alIrOPUTMIB MAIIMHHOTO
HaBYaHHS Ui TeHepamii JaHWX, SKi BiANOBIZarOTh BHMOTaM HAyKOBHMX KiJl Ta MPOMHCIOBOCTI B KOHTEKCTI KOJINBaHb
obMmiHHOTO Kypcy. Pesyabrarm gocaigxenHst. Y crarri ctBopeHo monens Quant-GAN 3 BHUKOPHCTaHHSM YacOBUX
3roptkoBux HelpoHHHX Mepex (CNN) i HaBueHO ii Ha BHCOKOYACTOTHMX KypcaX BalllOTHHX Iap HAa CBITOBOMY PHHKY
HaIllpUKIHII JIHS Ta BCEpeOWHI AHsS. 3TeHEpOBaHI JaHI OIIHIOIOTHCA 3a JOMOMOTOK Pi3HUX CTATHCTUYHHX METOMIB 1
BUSIBIIIIOTHCSA TaKHMH, IO €)EKTHBHO IMITYIOTH pealbHHH HaOip AaHuX. EKClIepUMEHTaIbHI Pe3yJIbTaTH MOKa3yTh, 110
JlaHi, 3reHepoBaHi MOJEIII0, epEeKTHUBHO BiANOBIAAIOTH CTATHCTUYHUM XapaKTEPHCTHUKaM i TUIMOBHM (akTaM pealbHUX
HaBYaJbHUX HAaOOpIB NaHWX i3 3arajbHOI0 XOPOIIOIO BiANOBiAHICTIO. Pe3ynbraTh HagaroTh yYacHHMKaM TIJI00aIbHOTO
BaJIOTHOTO PUHKY ¢(PEeKTHBHI 3aCO0H IJIsl BUKOHAHHS PI3HOMAaHITHHX 3aBlaHb, TAKHX SAK CTPEC-TECTH Ta MOJCIIOBAHHS
cueHapiiB. MaiiGyTHsi po6oTa BKIIIOYaE HAKOITMYCHHS JaHUX 1 301JIbIICHHS 00YNCITIOBAIBHOT MOTYKHOCTI, ONTUMI3aLiI0 Ta
BIOCcKoHaNeHHS Mojeneit GAN, a Takok BCTAHOBJICHHS CTaHJapTiB OI[iHKH IS TeHepalil JaHuX PO MiHU OOMIHHOTO KypCy.
OcKkinbKy 009HCITIOBANBHA MOTYKHICTh IPOJOBXYE 3pOCTATH, OUIKYETHCs, IO 34aTHICTE Moeni GAN 00po0OisiTH HaABETHKI
MacHUBH JIAHUX HOKPAIUTHCS.

KarwouoBi cioBa: 3ropTkoBa HEfipoHHA Mepexa; reHepaTHBHI 3MarajibHi MEpesKi; BaJIOTHUH Kypc.
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DIGITAL TWIN VALUE IN INTELLIGENT BUILDING DEVELOPMENT

Abstract. The aim of the research. This article discusses the use of the Digital Twin in automation and its impact on the
resulting solution. The research aims to illuminate the Digital Twin concept explanation and systematise the knowledge base
and fulfill information gaps. Research results. The paper overviews the history of the concept and determines the main phases
of Digital Twin development. The significant attention was paid to the classification issue to show the huge variation
depending on Digital Twin‘s purpose, lifecycle phase, the scale of the physical twins and data amount in order to explain the
twin‘s relation and the hierarchy of complex system. The defined capabilities and values of the concept identify the possible
use cases and explain the potential benefits of Digital Twin implementation. Also, this paper takes a look at the use of Digital
Twin in the area of building automation. This concept potentially may act as the integration platform for building management
systems (BMS) and building information modelling (BIM) technologies with 10T solutions. The discussion of Digital Twin
implementation for the building automation complex is presented. We conclude that the Digital Twin can integrate human
factor to the control system by using the indexes of climate satisfaction, the feedback functionality and human-machine
interfaces. As a result, the improvement of system efficiency depends on the coordination and orchestration of equipment
operating mode. Conclusion. The Digital Twin has a high potential for energy efficiency improvements, as it considers many
factors, integrates a huge amount of data and continuously improves themselves with real-world data.

Keywords: Simulation; Data-based control; Real-time control; Internet of Things; Digital Twin; Knowledge-based

control; Building Automation.

Introduction

An important topic in control technology today is
the collection, management and analysis of data, which
has received a significant amount of attention from
academics and industry. The trend to digitalisation and
intellectualisation of various sectors of production and
technology, including building maintenance, is
generating enormous interest in the IloT (Industrial
Internet of Things) concept. In this way, data can be
directly collected by smart devices and transmitted to
the cloud for further processing and storage. However,
with the rapid growth of data volume, they will create
challenges in data organisation, management and usage.

Improving the energy efficiency of the system
operation can be achieved by improving the control
algorithms. It is associated with the advanced analytic,
additional parameters, predicting the object behavior,
equipment diagnostics, etc. All these cases, combined
with digitalisation, the need for online monitoring,
operational flexibility, lead to the necessity of using a
specific integration platform, like the Digital Twin [1].
The technological push for the development of the twin
concept includes the availability of low-cost sensors, the
development of cloud and edge computing, computing
hardware, machine learning and artificial intelligence
technologies [2]. From this point of view, Digital Twins
become an extension of technological development and
an example of data science application that filters,
processes and integrates the massive amount of data
with different data types [1].

While Digital Twins vary greatly depending on the
purposes and data amount, it is a technology for
virtualising the physical world. Digital Twins become
the proxy for a physical entity, so it can interact with
any application to exchange the data [3].

An overview of operating costs indicates the
potential for savings by optimising and coordinating the
systems’ operation to promote energy efficiency [4]. A

building is a complex object in terms of maintenance, as
it has many connected engineering systems, external
and internal disturbances that are difficult to predict. So,
the system integration of the building is a priority task
for today. Therefore, the use of Digital Twin in building
automation has a great potential for energy-efficient
system design. This research is aimed to provide
analysis in three main blocks:

1) the current knowledge base on the Digital Twin
topic with an enabling technology overview;

2) the information systematisation and filling the
knowledge gaps;

3) applying the described technologies and use
cases in building automation.

This paper is organized as follows. Section 2
presents the methodology of the literature review and
shows the summaries of considered papers. Section 3
introduces the historical aspects of Digital Twin concept.
Section 4 describes the capabilities and values of Digital
Twin implementation and provide the general
classification and overview of certain enabling
technologies. Section 5 discusses possible Digital Twin
implementation issue in order of the building automation
environment. Finally, Section 6 presents our conclusions.

1  Methodology

The article research approach is divided into
several steps. The first step of the study was to identify
the purpose of the paper and to frame the research
questions. It gives the vector of the following work and
helps to define desirable results and its criteria. The
search took place in the databases of Science Direct,
Google Scholar and among the technical documentation
and white papers of the world’s leading companies,
scientific and market leaders, including Siemens,
Emerson, XMPro, ABB, Seebo, AnyLogic, ARUP,
Oracle, Johnson Controls, Fraunhofer and others. The
review of the technical documentation was carried out
to study the proposals for practical implementation or
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specific examples of application and to consider a more
commercial point of view.

The search process was iterative. At first, we
considered 60 sources and sifted out those that did not
fit the general topic. As their analysis did not answer all
the questions, it was decided to expand the list of
literature. The next search was more specialized and
related to topics in which we did not get information,
including Digital Twin values, building Digital Twin
application, and papers in the field of building energy
consumption. The main inclusion criteria based on
suitability for the purposes of the study, its research
question and direct relation to the Digital Twin. Also,
the authority and availability of full text had significant
value of the selection. The final paper allocation, except
standards, is shown in Table 1 by the publication type.

Table 1 — Ranking the papers collection by publication type

Publication type Number of papers
Journal 37
Conference 11
Book (section) 4
White paper and reports 16

2 A brief overview of Digital Twin

The first approach of Digital Twin realization
belonged to NASA [5], which was a “pioneer” of this
technology during the Apollo program in the 1970s [6].
However, the term Digital twin appeared far more later
at the Grieves’s presentation about Product Lifecycle
Management (PLM) in 2003 [1, 6-8]. Currently, there is
no standardized definition of Digital Twin [5]. It is
possible to highlight three different interpretations of
the Digital Twin term, which emphasize its continuous
evolution (Fig. 1) [9-11].

The fourth stage%\
Virtual space and

Virtual space I~
physical space begin A L < \
to further interact Physical </ /
and converge space '

The third stage
Virtual space and
physical space
interaction

Physical
(j> space
(>S—
\‘\7 .
Physical
space

The second stage
Virtual space appears!
and enhances

The first stage - %
Everything depends % W w
on physical || C*/

Fig. 1. The four stages of the Digital Twin evolution

The first one was introduced by NASA in 2010 as
“an integrated multi-physics, multi-scale, probabilistic
simulation of a vehicle or system that uses the best
available physical models, sensor updates, fleet history,
etc., to mirror the life of its flying twin. It is ultra-

realistic and may consider one or more important and
interdependent vehicle systems” [5, 12-14].

The second interpretation was provided by
Siemens in 2016 and focuses on the simulated and
visible 3D model and it was the appropriate vision of a
broad industrial audience [9]. Thus, the Digital Twin
topic turned numerous researchers’ attention and give
rise to an exponential increase in the number of relevant
publications [7].

The state-of-the-art concept of Digital Twin
appeared in 2018 by extending the existing 3-dimension
Digital Twin model and adding Data and Services
dimensions [7, 10]. This change was intended to
facilitate the further application of Digital Twins in
various fields. The 5-dimensional model consists of a
physical entity (PE), virtual entity (VE), digital twin data
(DD), service system (SS), connection (CN) (Fig. 2).

Virtual
Models

Physical
Entities

Mpr=(PE,VE,DD,SS,CN)
Fig. 2. Five-dimension digital twin model

3 Understanding of Digital Twin
3.1 Classification
3.1.1 General classification

Based on the reviewed literature, it can be
concluded that the classification theme is very complex
and does not have a clear common position of the
authors. If we consider the classification of Digital
Twins in general, there are divisions by the level of
integration, focused area or product lifecycle phase,
and the scale of the physical twins. The division by
level of integration separates 3 following groups: digital
model, digital shadow and Digital Twin. In this case, the
data flow between the physical and digital counterparts
are characterized and the differences in understanding
of the concept are explained below (Fig. 3) [8, 15-19].

~
Digital Shadow )
automatic data
flow
Physical Digital
Entity Model
automatic
data flow .. .
Digital Twin

Fig. 3. The data flow in Digital Model,
Digital Shadow and Digital Twin
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The first group includes digital representations that
are manually modelled and have no direct mechanisms
for automatic data exchange in any direction. The
Digital Shadow is provided by a one-way data stream
and changes in the state of the physical object led to
updates in its shadow. But there is no feedback from the
analytical data. The Digital Twin is characterised by a
bidirectional data flow and an integration between the
digital and physical objects. In the context of the Digital
Twin development path under consideration (section 3),
in our opinion, this classification is not indicative, as
current trends in technology lead to the view that only
the last group meets the true criteria and requirements of
this concept.

Classification by industry focus or by product
lifecycle phase involves the division into Design,
Manufacturing, Service, and Retire phases [17].
However, their usage is more relevant to industrial
applications [19]. In the context of the considered
industries, the Digital Twin can and should be
functional in all phases of the life cycle, which can be
realised by having a single Digital Twin with several
models of the object that characterise a physical entity
from different sides.

It is also possible to classify the Digital Twin by
the scale of their physical objects into the following
groups: critical component, piece of equipment, single
machine, production line, processes and systems [16],
[20]. Moreover, the twins of complex objects can

integrate Digital Twins of their component elements,
which is in line with the ideology and the trends of this
concept. Thus, the relation between the Digital Twins is
more complex and is divided into the following groups
[21]:

o Hierarchical relation: the twins of complex
objects consist of Digital Twins of their component
elements. In this manner, the Digital Twin replicates the
architecture of a real object.

e Associational relation: the relationship between
Digital Twins with technologically associated processes
or facilities.

o Peer-to-peer relation: the relationship between
Digital Twins of the same or similar type of equipment
that perform the same or similar functions.

Despite the spread of such a general classification, in
our opinion, its relevance will decrease with the
development of Digital Twins, as predicted in section 3.
Thus, there is much more interest in classifying the
technologies that can be used to create the Digital Twin.

3.1.2

In accordance with the definitions of the Digital
Twin, described in the previous sections, the following
four categories of enabling technologies can be
identified: modelling, data management, services and
connection technologies [7, 19]. Fig. 4 summarises this
information and presents the technological architecture
of the Digital Twin.
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Fig. 4. The technological architecture of the Digital Twin

summarise data

Data related technologies
lifecycle and their transfer into information and further
into knowledge. The Digital Twin should contain data

about the physical environment that are required to
represent and analyze the behavior and states of the
real-world object [22]. It is characterised by the
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following phases: collection, transmission, storage,
processing, fusion and visualization [7, 19]. The
beginning of the data path starts with the operation of
sensors, cameras, RFID tags, IT gadgets, 3D scanning,
etc. to collect complete information about a particular
physical environment.

The next step is data transmission using wired and
wireless technologies that need to be performed in real
or near real-time to provide data processing and
analytics. Due to the volume of information collected
and the high demands on processing time, it may be
necessary to pre-process the data. For this purpose, the
concept of edge computing is ideally suited and reduces
the complexity and cost of transmission [19].

Obtaining multisource data requires data fusion
through their synthesis, filtering, correlation, and
integration. Data fusion includes raw-data-level fusion,
feature-level fusion, and decision-level fusion [7].

An important stage of the data life cycle is
visualization, which includes various graphical methods
of presentation: histogram, pie chart, line chart, map,
bubble chart, tree chart, dashboards, etc. Virtual and
augmented reality technologies can also bring
development in this direction [23].

Modelling technologies could be classified in a
couple of ways. First of all, the modelling approaches
can be divided according to the amount of physical
knowledge used [5]:

o black-box is a mathematical data-driven model;

e white-box is a physical-based model;

e gray-box is a combination of previous types.
On the other hand, Digital Twin involves geometric,
physical, behavioral, and rule-based modelling. As
mentioned earlier, single Digital Twin can obtain
several models, that bring different information about
the physical object [7]:

o the geometric model describes geometric and
tolerance information;

o the physical model includes accuracy material
and assembly information;

e the behavioral model provides information
about the way in which the physical entity performs
functions, reacts to changes, interacts with others and
maintains health;

e the rule-based model defines rules derived
from historical data, expert knowledge and predefined
logic.

To ensure the model accuracy and simulation
confidence, Verification Validation and Accreditation
(VV&A) analyses the relevance of the running result to
the requirements, evaluates the models’ sensitivity and
tests the transformation from models to program codes
[6, 7, 10, 24]. Service technologies could be divided into
four groups: resource services, knowledge services,
application services, platform services [7] (Fig. 4). A
number of services operate at the upper most level and
use integrated knowledge to generate added value
through advanced analysis and validation [25]. The
main benefit of services using is an on-demand
operating organization. This means that the services will
be provided at the right time and to the right extent.
Otherwise, it was necessary to provide all resources,

software mechanisms and organise their maintenance,
updates and management locally, which makes the
owner of the system responsible for its operation. Also,
the computing capacity is selected with a reserve to
cover peak loads and ensure the appropriate level of
reliability. In case of service, we delegate this
responsibility, which could save time and money.
Connection technologies achieve bidirectional data
interaction based on intelligent data interaction devices
and communication interfaces [25-27]. The definition
and understanding of the required technology are
closely linked to the 5-D Digital Twin model that was
described earlier. Each of its elements is interconnected
with the others and forms six different connection
options [7]:

e Physics-Services;
Physics-Model;
Physics-Data;
Service-Model;
Service-Data;

e Model-Data.
It also includes the links between the components of
each element, the environment, among the various
Digital Twins and even human-machine relations. As an
example, Digital Twins can store their data in different
databases [14]. There are vast differences in the
technology’s usage depending on the architecture of the
Digital Twins, the environment and the availability of
edge computing. The connections are enabled using
several technologies, such as Internet technologies,
human-computer interaction technologies, security
technologies, interface technologies, communication
protocols, etc [7].

3.2 The Digital Twin capabilities

The Digital Twin concept includes a wide range of
capabilities. However, the list of its functions were
changed with Digital Twin evolution [9], so the range of
possible capabilities is generalized in Table 2 [28]. It is
describing the Digital Twin value and use cases
throughout the lifecycle of a real object with the
classification of selected papers by their focus area and
described technology.

The brief review of the mentioned capabilities is
given below.

The PLM theory became the source of Digital
Twin creation and it originally was an idea of the
digitalization process and mostly means the approach
for the holistic control and administration of product-
related information [5]. PLM integrates all data and
information collected along the item lifecycle in order to
increase productivity and efficiency level by the
interconnection of different isolated and fragmented
processes and characteristics [29]. It supports five
lifecycle phases: planning phase, create-phase, build
phase, sustain phase and disposal phase [5].

The mount of the Digital Twin documentation
includes operational instructions and service records
that are wused in further analysis. For example,
maintenance records may be used to inform the
manufacturer about detecting issues that would be noted
and used to increase the quality of its product [22].
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Table 2 — The Digital Twin capabilities

FUNCTIONALITY FEATURE PLAN BUILD OPERATE MAINTAIN

All documents associated to Document PLM PLM Operation Service record

equipment throughout its management instructions

lifecycle [5, 11, 14, 17, 29, 54, 62-64] [25, 54] [15, 54]

Digital representation of the Model Physical Optimization Diagnostics

equipment that can mimic properties predict

properties and behaviours of a [2,5,7, 44, 55, [3,5, 30, 31, 44, 65, 66]

physical device 65]

Representation of a physical Simulation Design Virtual

device in a simulation environ- simulation commissioning

ment to study its behaviour [5, 35, 55] [5, 22, 25, 45, 67]

Properties of a physical device 3D Design drawings | Manufacturing Service

mapped to a 3D digital representation instructions instructions

representation [7,37] [27]

Standardized data model for Data model Engineering data | Production data | Operational data | Service data

connectivity, analytics, and/or [1, 14, 37, 49, 68] [1, 49, 68-70] [36]

visualization

Graphical representation of the | Visualization Operational state | Health status

object either on a supervisory display display

screen or personal device [2,7,11, 21, 44, 65]

Alignment of a model with real- | Model Real-time Model

world parameters synchronization movement inversion
[23, 30, 55, 66, 68]

Algorithms and computational Connected Operational Asset health

results based on measured analytics KPls KPlIs

properties of a physical device [37]

The modelling function usually is mentioned by a
different author as a central component of Digital
Twins. Generally, Digital Twin is a simulation of the
real world and the capable modelling environment is
crucial [30], [31]. It obtains the wide research area
directed at the development of more accurate digital
models. The virtual model can adapt in real-time to the
physical object changes to generate up-to-date data,
predict properties, optimization and even diagnostic for
maintaining equipment [27, 32]. It could represent a
system, part or a family of parts while the Digital Twin
represents an instance. Simulation has been underlined
as the most appropriate method to model dynamic
material and energy flows in the conditions of the
complexity of process interactions and a large volume
of variables [33, 34]. The purpose of a simulation is to
study behaviour and performance of a physical device
[14] and to determine the characteristics or make
predictions about the real system using the data that
cannot be measured during the operation process. In this
context, the Digital Twin gets a wide analytical
possibility and has a lot of data that is supported by 3D
representation of the system or object and contains the
geometrical information about the entity starting with
design drawings. The advantage of this feature is not
only the provision of 3D content and real-time analysis
to workers [20], but its use for training sessions with
remote, hazardous or sensitive equipment of users,
technicians or operators [7, 35]. Virtual representation
might be so accurate that a human could operate the
system or object exactly the same as in the physical
world [20]. So it reduces the waste of time and money
to gain users or workers experience.

3D simulation not only provides insight into the
physical and geometric organisation of objects, but is

also important for fault diagnostics, helping to identify
the cause of a malfunction or to find a solution [36]. The
Digital Twin is data-driven technology. The data model
is designed to achieve different tasks: control,
processing, diagnostics and condition monitoring, and
analytics [37]. As a result, it integrates a vast amount of
data that are generated during the object life cycle,
including the planning, operating, maintaining and end-
of-life phase. The data cycle consists of collection,
transmission,  storage,  processing, fusion and
visualization stages [7] and it mainly means that all
Digital Twin function is dependent on the data flow and
its transformation to information. The accumulated
knowledge needs to be properly presented to the user or
operator in an intuitive and interactive way for the
purpose of his prompt and correct reaction. The
generation of data begins even before the physical
object appears, by preserving the planning phase
documentation, developing digital models, etc. and
inheriting data and knowledge from previous
generations of similar physical objects.

The digitisation process leads to a perception
complication of information through its complexity and
volume, which caused a growth in tools, technologies
and services for processing and visualization of
information for its analysis, support for operator, user
and manager decision-making [27]. The Digital Twin’s
ability to visualise data should be a key parameter to
use, evaluate and understand the amount of information
it generates.

The range of mathematical models, calculation
methods, software and service solutions allow the model
to be synchronised with a real object in real-time [37]-
[39]. It enables obtaining additional data during
operation and use it to optimise control, diagnostics and
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monitoring [17]. Comparison and processing of the
Digital Twin data with real measurements keep the
modelling accurate and relevant by ensuring a
bidirectional connection between the physical process
and the virtual system.

The operation state display comes from a real-time
data stream and is presented as plots, characteristics and
time-series data generated by the simulations. The
health status is displayed on the local application,
gateway or cloud as an alarm and notification [37].
Information dashboards based on Digital Twins could
be improved with included information (historical data,
real-time data, and predicted data) and models that
enable the use of 3D visual monitoring technologies,
Augmented Reality (AR) or Virtual Reality (VR) as
well as displaying near real-time analytics [19], [20].

A set of Key Performance Indicators (KPIs) is
generated to assess the performance of the system,
which can be linked to various targets to help evaluate
the relevance of performance to specific business
objectives by measuring assets’ health, wear and
performance [2], [40]. The set of KPIs includes [37]:

e operational KPIs - are based on process,
electrical, mechanical and control data;

e asset health KPIs - use specific services and
diagnostic KPIs - process, electrical, mechanical and
control data.

The measurable performance indicators for a smart
building context may include energy efficiency,
equipment service and operating costs, number of
failures, specific emissions of pollutants, room efficiency
etc. The KPIs are based on the process data. The
evaluation of the asset health often uses algorithms that
determine the risk of failure and its remaining useful life.
Although, as a rule, only these health KPIs do not reflect
a performance degradation, which can impair
performance long before the actual failure or end of life.
An analyst based on digital twins can detect performance
degradation using access to large amounts of data [41].

3.3 Value of Digital Twin

In addition to the technical features presented
above, it is equally significant to describe the strategic
advantages of using digital twin solutions. These values
were partly mentioned in the capabilities of the Digital
Twin itself (Table 2). All advantages were generalised
in Fig. 5 and are described below. Generally, we divided
the advantages into 5 groups.
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Fig. 5. Value of Digital Twin

3.3.1 Design

The digital twin has extensive facilities at the
system design stage. It includes virtual testing of the
digital twin or system before its actual operation by
applying 3D models, behavioural and other models and
their subsequent virtual validation and verification with
data integrity analysis [19, 25, 27, 42]. It ensures, above
all, an increase in system reliability through automatic
verification ~ of  system  requirements, element
compatibility analysis, etc. [3, 25]. The Digital Twin
makes it possible to personalise the system and services
to meet the requirements and preferences of users,
market trends and legislative requirements at the design
stage [2], while the coverage of a large number of
digital technologies and innovations becomes the basis
for continuous improvement of the system [43].

3.3.2  System interaction and integration

The Digital Twin provides mechanisms for
interconnecting a system of heterogeneous objects [11],
their communication, organisation and analytics. It
enables data from all devices to be received, compared
and analysed [44]. The Digital Twin allows to provide
complete, detailed information and increase the level of
control over an object or a system of objects, on the one
hand, and facilitate the integration of the object into the
system, on the other. The creation of complex systems
can lead to the fragmentation of knowledge about its
elements and processes, which complicates access to
useful information. The use of the Digital Twins
concept helps to solve this problem by making it easier
to obtain data for the next generations of objects [19]
and transfer information when there is a change of
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ownership, audit, etc. [3]. The continuous accumulation
of data throughout the life cycle and its analysis
supports decision-making during the design and
operation phase without the need for additional requests
and information collection [19]. The intelligence and
self-description capability of the Digital Twin makes it
possible to create a Plug-and-Work environment where
new components can be linked at runtime and
automatically integrated at the functional level, business
analytics and other 10T solutions [45].

3.3.3  Monitoring and diagnostic

A Digital Twin can be described as a near-real-
time digital image of a physical system providing
monitoring, diagnostics, optimisation functions, etc. [7],
[43]. An important advantage of Digital Twins is the
visibility through the transparency of the processes and
operations that take place in the system, the mapping of
the links between structural elements, which are
necessary to improve productivity and a deeper
understanding of the object by the user or operator [20].
It enables real-time visualisation of equipment that is
used by real people and operating in a particular
environment [11]. The integration of heterogeneous
systems and real-time work simulations makes it
possible to fill in data that cannot be obtained at a
physical object or is not rational, for example [44]:

e It is too expensive to install sensors on all
equipment in all locations;

e The sensor can make the equipment run worse
or interfere with it;

e It is not possible to provide reliable,
economically justified communication with the sensor;

o Data is collected at different time intervals.

The Digital Twin makes it possible to monitor the
status of equipment in real-time and to detect when
devices are not working efficiently or are not interacting
properly and provide extended information about them.
The ability to detect anomalies is one of the pressing
themes of 10T [44]. It detects when the system is not
working properly and helps to determine what may be the
cause or how long it will last before it breaks down [39].
The anomaly does not always indicate an error, but may
only show a state that has not been seen before [44].

3.3.4 Intellectual Alarm Management

Intellectual Alarm Management is another
important application of the Digital Twin. Its purpose is
to alert and support operator or user solutions when they
arise. Alarm flooding means that one emergency causes
many other errors and prevents the quick identification
of the root cause of the fault [46]. Digital Twin helps to
avoid such flooding.

3.3.5  Prediction and optimization

The use of physics models makes it possible to
predict the behaviour and state of equipment, which
includes forecasting future operating conditions [2, 43].
It is important for the implementation of the decision
support system, making it possible to obtain more
informed or effective solutions and to deepen
knowledge about the physical object. Scenarios and risk
assessments are performed to detect unexpected

behaviour situations, study them and find ways to
mitigate or solve them [2]. Data from the different states
of the object that are generated by the what-if analysis
can be used [27]:

o to improve future system designs;
to optimise service cycles;
to outline ideas for new system applications;
to approve preliminary design solutions;
to predict the response of the system to various
types of field disruptions.

The analysis of the system’s operation enables
predictive maintenance, based on the anomaly detection,
what-if ~analysis, fault detection and planning
capabilities described earlier [5, 27, 42, 47, 48]. It helps
to reduce maintenance costs and prevent serious
equipment breakdowns. The set of prediction functions
described above makes it possible to carry out energy
consumption, maintenance and cost planning, which is
positive for commercial institutions and private use.

It provides an opportunity to improve operating
conditions, to understand the relationship between
indoor climate and the amount of energy used or its
cost. The values of the Digital Twin involve a positive
impact on the environmental and energy consciousness
for users and teach them to understand their
responsibility.

4 Digital Twin in building automation
41 General overview

The application of Digital Twin technology in the
area of intelligent buildings has its specifics. In
particular, some technologies, principles and standards
already exist to support the building’s life cycle. It is
necessary to determine the place of the Digital Twin
concerning them and answer the questions:

e What benefits does it offer for building
automation?

e What practical sense do the mentioned features
have?

First of all, it is necessary to get acquainted with
the terminology used in the field of building
automation.

The terms building automation and control system
(BACS), building management system (BMS) are
synonymous according to EN 15232. They incorporate
all systems, equipment and services designed to
manage, monitor, and optimise the performance of
building engineering systems to improve their energy
efficiency, cost savings and safety [4]. The term
building automation system (BAS), which is widely
used in literature, is also equivalent in meaning [49].
This system integrates the control functions of multiple
electrical devices, heating, ventilating, cooling, air
conditioning, hot water and lighting appliances and has
the task of providing user comfort with energy
performance improving [50].

A similar meaning is expressed in the energy
management system (BEMS), which is part of the BMS
and focuses on optimising energy consumption. BEMS is
a computerised system for monitoring and controlling,
which includes data collection, logging, reporting, and
analysis of energy consumption. There are many
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realisations of BEMS from numerous manufacturers,
generally performing seven functions [50]:

e installation management
(sequencing control and process control);

e energy-management functions;

o risk-management functions (fire alarm systems
and security systems);

o information-processing functions;

o performance monitoring and diagnosis (fault
detection and diagnosis technology, automatic commis-
sioning technology, and smart maintenance technology);

o facility management.

BMS needs to use models of building and its
engineering systems behaviour to achieve its potential
in the field of energy efficiency.

Often the building’s structural elements are planned
separately by different consultants, contractors, and other
stakeholders. The lack of coordination can lead to serious
problems and collisions during the construction phase [51,
52]. The term building information modelling (BIM) refers
to the process of developing an intellectual model that
brings together the work of specialists in the architecture,
engineering, and construction industry [53,[54]. Initially,
the BIM concept was considered to improve collaboration
between the various participants in design and construction
processes, but it quickly became incorporated into related
areas, gaining applications throughout the building’s life
cycle and providing strong interdisciplinary cooperation [8,
52, 53]. BIM is applicable at various stages of the life cycle
for both new and existing buildings [24, 53]. BIM provides
for the collection and comprehensive processing of all
architectural, technological, economic and other
information about the object [49] from conception to
dismantling of the building and enables the integration of
knowledge from different disciplines into one model [53].
On the other hand, in combination with the digitalization

and control

Data ingestion

— (kg ]

trend in the real estate sector, the volume of information
obtained by BIM, their complexity and abundant have
increased exponentially, causing a ”drowning in data” [27,
52], which must be processed and stored to obtain valuable
knowledge.

The difference between BIM and the Digital Twin
is that BIM represents a process, while the Digital Twin
is a virtual representation of an object in real-time [55].
Due to outdated formats and standards, the current state
of BIM does not allow for integration with IloT
solutions [52] or BMS platforms [53], which limits the
application of data. The unique aspect of the building as
a control object is that it is a complex socio-
technological system. This feature cannot be involved
with BIM. Moreover, it requires a large amount of
memory and computation power and includes advanced
end-user interaction by BMS [50].

The result of BIM is a static informational model,
which does not support dynamic modelling, but contains
most of the information required by the Digital Twin.
Siemens defines the Digital Twin of a building as ”a
digital copy of a physical building, which includes a 3D
model of a facility combined with dynamic data to
allow easy-to-understand visualization and analysis”
and consists of [51]:

o Digital Twin of the devices in a building;

o Digital Twin of the structural components of a
building;

o Digital Twin of the dynamic data (performance
data, time-series data).

Thus, the Digital Twin capabilities mentioned in
the previous chapters have been partly explored in BIM,
BMS and BEMS. The Digital Twin should provide
them with enhanced analytics and interact to form a
complex for efficient building management or take over
their functions (Fig. 6).
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Fig. 6. Building Digital Twin implementation

The application of the Digital Twin solution comes
through the potential of using dynamic realtime modelling
and the ability to connect services to implement or improve
certain BMS functions. Building energy systems are
characterised by non-linear behaviour, stochastic
environmental interactions [5] and the uniqueness of each
object and operating mode. The accuracy of energy
analysis and building performance forecasts is closely
linked to the accuracy of modelling, which is influenced by
several factors. Firstly, the use of real object data makes it

possible to refine the model and maintain its relevance in
the process of equipment operation [49, 51]; secondly, the
use of real-time data for calculations makes it possible to
improve the accuracy of forecasts [53].

The Digital Twin makes it possible to create a
digital version of the building infrastructure, including
its engineering systems. Such a system can investigate
building usage modes and user preferences using Al
technology. The obtained information is used to
optimise the performance of the physical twin using
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analysis of different system scenarios, which gives
different modelling results parallel with the actual
operation [5]. Based on the results, it is possible to
select the workflow scenario automatically according to
predetermined criteria, or with the user’s participation
when the Digital Twin acts as an advisor.

4.2 Control strategy

Considering the heating and cooling sector as an
example, which is one of the most energy-intensive
building systems, the realisation of control algorithms
will be highly dependent on the type of building and its
operating mode. The control of non-residential and
residential buildings is a little different in principle. The
first category includes industrial and commercial
(showrooms, offices, shopping malls, etc.) buildings,
theatres, and museums. They are characterised by the
presence of defined working hours or production plan,
the ability to predict the occupancy of a building and the
type of human activities. Also, they could have some
technological constraints associated with indoor climate
parameters.  Moreover, non-residential  buildings
sometimes have a facility manager, who is responsible
for maintaining a comfortable and safe environment and
making operational decisions. These parameters allow
us to improve the building model, which increases the
accuracy of the technological parameter prediction.

The occupants’ presence and behaviour can
significantly affect the correctness of predictions and
represents one of the essential factors that determine
energy consumption in buildings [56]. Therefore, this
factor needs to be considered in both building types.
The easiest option for incorporating occupancy into a
building behaviour model is the use of schedules.
However, it may not be flexible enough for residential
building management, as the daily routines may vary
due to certain events in the lives of the residents.

In this case, users manage and adapt the building
performance to their own needs during operation, without
having as much competence as, for example, a facility
manager. Thus, the management of a residential building
requires an interaction between the occupants and the
building. The occupant actively participates in supervision
using flexible, user-friendly decision-supported interfaces.
The collected operational and historical data are used to
examine the correlations in human behaviour and to
integrate them into the Digital Twin.

There are different objectives for building
management, which will determine the used analytics
and datasets. It is usual to consider criteria such as
comfort, cost of maintenance and energy efficiency. The
last two are often wrongly equated with one another.

The calculation of an optimal operating plan for
heating, cooling and other energy-consuming equipment
aims to minimise the total energy usage, its cost or the
prioritisation of energy sources and is based on weather
forecasts, operating conditions, etc [57]. Energy
consumption minimisation does not necessarily lead to
maintenance cost minimisation.

This result requires the introduction of algorithms
that take into account the availability of different energy
sources, their efficiency and tariff variability. Thus, the

accumulation of thermal energy in “lowcost” periods may
reduce the overall energy cost, but may not be optimal in
terms of the energy consumed. Other options for control
objectives are shifting energy use away from peak periods
of the power grid, prioritising the use of renewable energy
sources, minimising greenhouse gas emissions, etc. [58].

One of the main functions of building automation
systems is to provide quality of the indoor environment,
including acoustic comfort, visual comfort, indoor air
quality and thermal comfort for occupants or users.
Some standards and methods represent the requirements
and allow the assessment of the human satisfaction level
in the numerical form [59, 60].

Optimal climate control can improve productivity
and reduce the risk of human illness. The simplest and
most common control option is to keep the temperature
in the building within a defined range, although this
option does not always give the most comfortable result.
Consequently, the Predicted Mean Vote (PMV), and
Predicted Percentage Dissatisfied (PPD) indexes have
been developed for this purpose. PMV indicates the heat
sense for the human body and PPD assesses the
percentage of people who feel heat discomfort. PPD can
be derived from PMV [61].

The PVM index is a complex non-linear equation
that considers a large number of parameters, such as
metabolic rate, clothes heat transfer resistance, airspeed
and temperature, air velocity and others. The index
value is dimensionless and represents a scale from -3 to
+3, where zero value will correspond to the most
comfortable conditions [61].

The use of non-linear indicators in the optimisation
process makes the assessment of the environment more
realistic, but it complicates the calculation and requires
more computing power. Thus, the inclusion of the
human factor in the building’s Digital Twin provides
additional subjective information about the object,
which enables a more comprehensive data analysis for
making management decisions. Moreover, the Digital
Twin can include far more virtual sensors than are
actually installed, thereby filling information gaps that
could not be obtained from the sensor data.

Conclusion

Although the idea of a Digital Twin is not a new
one, the development of modern data collection,
transmission, processing, modelling and service
technologies together with the development of hardware
finally gives the possibility to consider its wide usage.
This complex of technologies offers a wide range of
capabilities during all lifecycle of physical twins. No
matter the focus area, product lifecycle phase, the scale
of the physical twins or used enabling technologies,
Digital Twin save its concept of being the virtual
representation of the physical world and act as a proxy
to organise the complex analytical, controlling,
diagnostic and interaction processes.

The main Digital Twin ideology is visibility, which
is open to interpretation in several ways. Basically, this
means the possible presence of 3D models that helps to
inspect and explore the equipment even if it is hidden
from human eyes. Also, it includes visibility throughout
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the timeline. It means the representation of physical
twins’ past historical, real-time and predicted future
operating states. Digital Twin promotes the accuracy of
prediction by updating the object model with new data
during its work. The prediction function directly impacts
on the anomaly detection, what-if analysis, fault detection
and planning capabilities. Finally, visibility means filling
the gap by using virtual sensors if it is not able to get real-
world measurements and provide the user interface that
represents the information in an intuitive form.

All these features are applicable in predictive
control concepts, predictive maintenance, system
improvement testing, staff training and business
analytics, etc. And these conclusions are fully suitable
for the building automation area.

Concerning the building automation environment,
the Digital Twin solutions should provide BIM and
BMS with advanced functionality, solve the problem of
system integration with 10T solutions, or take over their
function. The Digital Twin for the building has to
consider the human component as a significant source
of disturbance and as the main purpose of facility
controlling. The realisation of human satisfaction
assessment may include the complex indexes, feedback
functionality and intuitive interfaces for human-machine
interaction. Whether it is a residential or commercial
building, the Digital Twin has a high potential for
energy efficiency improvements, as it considers many
factors, integrates a huge amount of data and
continuously improves themselves with real-world data.
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npHU3HaueHHs, (a3 KUTTEBOTO LUKITY, MacTady (i3sMIHUX OJM3HIOKIB, Ta BKIIOYAE HABHICTh 3B’3KiB 3 iHmUMHU [npposumu
JBIHUKAMH, 1X i€papxis 3 METO MOOYIOBH NBIHHHKIB JJIsI CKIAIHUX cHCTeM. YiTko chOpMyIThOBaHI MOMKIUBOCTI Ta IIHHOCTI
JaHoi KOHIENMil JOMOMaraloTh BH3HAYMTH MOJXKIIMBI BapiaHTH MPAaKTHYHOTO 3aCTOCYBAHHS TEXHOJIOTil Ta JEMOHCTPYHOTh
MOTEHIIHHI BUTOM Bif BripoBakeHHs L{ndpposux neiftHukiB. BogHodac, y miii po6oTi po3risiaaeTsest BukopructanHs Ludposux
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Abstract. Relevance. Cryptographic algorithms and protocols are important tools in modern cybersecurity. They are used
in various applications, from simple software for encrypting computer information to complex information and
telecommunications systems that implement various electronic trust services. Developing complete biometric cryptographic
systems will allow using personal biometric data as a unique secret parameter instead of needing to remember cryptographic
keys or using additional authentication devices. The object of research the process of generating cryptographic keys from
biometric images of a person's face with the implementation of fuzzy extractors. The subject of the research is the means
and methods of building a neural network using modern technologies. The purpose of this paper to study new methods for
generating cryptographic keys from biometric images using convolutional neural networks and histogram of oriented
gradients. Research results. The proposed technology allows for the implementation of a new cryptographic mechanism - a
technology for generating reliable cryptographic passwords from biometric images for further use as attributes for access to
secure systems, as well as a source of keys for existing cryptographic algorithms.

Keywords: biometric cryptographic systems; cryptographic keys; fuzzy extractors; convolutional neural network.

Introduction

Relevance. In contemporary  cybersecurity,
cryptographic algorithms and protocols are crucial tools.
They are applied in a variety of applications, from
straightforward  computer  information  encryption
software to sophisticated communications and
information systems that incorporate multiple electronic
trust services. Implementing comprehensive biometric
cryptography systems will enable the use of personal
biometric data as a unique secret parameter rather than
having to remember cryptographic keys or rely on extra
authentication devices.

Interest in biometric methods has grown drastically
in recent years. Modern technologies replace traditional
biometric systems by forming cryptographic keys on the
spot, as discovered by comparing acquired biometric
photos with preserved reference copies [1 - 4]. The
development of full-fledged biometric cryptography
systems, in which biometric data of personality should be
applied as a source of unique secret parameters, might be
the next step in the advancement of such technology [5, 6].
The end user no longer has to remember cryptographic
keys (passwords) or utilize extra devices to transmit, store,
and etc. The biometric cryptosystem may be initialized at
anytime and anywhere by removing the required
parameters on the spot (with practicable erasures,
mistakes, etc.) without causing harm to the given pictures
[5, 7].

An overview of scientific works. The process of
authentication involves employing several identifying
measures to verify the user's validity [8 - 10]. In the
security system, during authentication procedure the
information provided by the user will be compared with
the database and upon the match, user will be granted
access to this system [11, 12]. For user identification,
biometric authentication systems rely on their distinctive
traits [4, 5, [13]. Process whereby the person is

automatically identified based on a vector of
characteristics selected from their physiological or
behavioral features [5, 7]. This leads to a classification of
biometric approaches into two categories: physiological
and behavioral [4, 13, 14]. Physical characteristics that a
person already holds, such as their hand, fingerprint, or
face, are used in physiological biometrics. This usually
originates from the fact that a person's features remain
constant over time. Behavioral biometrics, on the other
hand, are based on the user's actions, such as how they
take notes or write articles [15].

Setting objectives. Analysis of biometric features
involves a variety of research methods. Convolutional
neural networks (CNN) are the most widespread.
Histogram of oriented graphs (HOG) is another
mathematical tool for pattern identification in computer
vision systems. Based on this, the goal of this paper is
to study these methods, their software implementation
and experimental researches of their performance to
solve problems of biometric authentication. In particular,
the authentication precision and biometric image
processing speed of CNN and HOG are evaluated.

Software implementation and convolutional
neural network model description

The Python programming language utilizing
face_recognition and dlib modules was used to develop
software implementation of authentication algorithms for
biometric images of facial features. These modules
provide functions for HOG and CNN technologies, as
well as the choice between 2 models (small standard and
larger one) to read additional biometric features. The
program allows us to detect facial features and compare
them to those that remained in the collection.

A. Applied libraries and functions

The following libraries were used during software
development.
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1) Dlib - a modern C++ toolkit that incorporates
machine learning techniques and tools for constructing
multiplex software to solve real-world problems.

2) Mathematical library NumPy, which offers the
following functionalities:

— powerful N-dimensional arrays;

— tools for integrating C/C++ and Fortran code;

— useful features of linear algebra, Fourier

transformations and random numbers;

— complex (notification) functions;

— and much more.

3) The face_recognition library has been generated
with the most recent dlib face recognition library. Its
functionality enables us to recognize and manage faces.
The Face Recognition library is made up of multiple code
files and models that have been trained on a large number
of examples and are freely available. It's also important
to mention that the model scored 99.38% on the Labeled
Faces in the Wild test

4) Face_recognition_models models from the
auxiliary library.

5) Pillow Library (PIL) - a set of functions that
adds the ability to process images to the Python
interpreter. This library supports a huge range of file
types, has efficient internal representation, and has a
rather broad image processing capacity. The basic set of
modules is intended to provide easy access to data saved
in many basic pixel formats. It should serve as a solid
foundation for the image processing tool as a whole.

During the development of the test software the
following functions were utilized [16]:

1) The function load_image file, which loads
pictures for analysis.

2) The face_encodings function, which gives us
access to the transmitted image array's face encoding.

3) The face_locations function provides an array of
bounding squares for faces on the picture after taking the
image file, the type of model (algorithm) to be used and
the number of sampling times.

4) The face_distance function, which calculates the
Euclidean distance by comparing the original image's
encoding to the encoding of another face. How similar
the faces are can be determined by this distance.

5) A list of base face encodings is compared to a
list of candidate face encodings using the compare_faces
function.

6) The percentdif function determines the
likelihood that two bit strings will match.

7) A binar function that, using the received face
metrics, produces a bit string.

B. Convolutional neural network model description

CNN-based object detector is trained by
implementing the loss layer, known as loss_mmaod, that
is provided in the dlib library. To create this layer of loss,
a unique method known as Max-Margin Object
Detection (MMOD) is used. HOG functions are replaced
by CNN in order to produce the same loss layer as the
popular SYM+HOG object detector, and after that, the
entire detector will be trained from beginning to end [17].
This opens up an opportunity for the development of
stronger detectors.

First step is to define our CNN. CNN will be
assessed in a complicated manner across the picture
pyramid, namely the standard sliding window classifier.
Herewith the CNN must be identified with the intention
to view a part of the image and determine whether we are
looking for the right object. In order to clearly determine
whether a face is present in a 50x50 image, for example,
we could define a CNN that uses a receptive field and has
a roughly 50x50 pixel size, which is suitable for face
detection. CNN with unique architectures may be
advantageous for other applications.

For instance, CNN is configured with three layers
of sample reduction [17]. The image will be scaled eight
times with help of these layers, presenting a useful map
with 32 sizes. The outcome of the preceding stage is then
passed through 4 more convoluted layers to create the
final network output. When the network considers
locating an object in a specific place, the values will be
enormous since the remaining layer consists of only 1
channel.

Network definition starts from creating some
network blocks.

To reduce the sample in two times a 5x5 conversion
layer is presented:

template <long num_ filters, typename SUBNET> using
con5d = con<num filters,5,5,2,2,SUBNET>;

A 3 x 3 conversion layer without reducing sampling
is presented:

template <long num filters, typename SUBNET> using
con3 = con<num filters,3,3,1,1,SUBNET>;

With reference to convolutional 5d blocks we can
now define an 8x sampling reduction block. Use of ReLU
and batch normalization in the conventional manner is
also applicable:

template <typename SUBNET> using downsampler =
relu<bn_ con<con5d<32, relu<bn con<con5d<32,
relu<bn_con<con5d<32, SUBNET>>>>>>>>>;

The remaining network transforms into 3x3
convolutional layers with batch normalization and reuse.
Therefore, the 3x3 block, that is used here, is defined:

template <typename SUBNET> rcon3 =

relu<bn_con<con3<32, SUBNET>>>;

using

The entire network is completely defined. A special
layer known as input_rgb_image pyramid forces the
network to operate on the spatial pyramid, which keeps
the detector's scale constant:

using net type =

loss mmod<con<1,6,6,1,1, rcon3<rcon3<rcon3<downsa
mpler<input rgb image pyramid<pyramid down<6>>>>
>>>>;

In this scenario, the face detector will be trained
using the catalog's small face data set. So, first and
foremost, we must acquire this dataset:

|const std::string faces_directory = argv[l];

A training data set and a separate test data set are
comprised in the face catalog. The training data consists
of four pictures, each of which is highlighted by
rectangles that delimit each distinct human face. The goal
is to use this training data to figure out how to detect
people's faces in new photographs.
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Furthermore, once an object detector has completed
its training, it must be tested on data that has not been
educated. As a result, a separate test set of five pictures
is also loaded. The efficiency of the face detector derived
from training data will be assessed by running it on other
test photos.

As a result, variables containing a set of data are
generated here. The position of training image faces will
be stored in face_boxes_train, whereas images_train will
contain four training images. For example, the image
images_train [0] includes faces described by rectangles
in the array face_boxes_train [0]:

std::vector<matrix<rgb pixel>> images_train,
images_test;
std::vector<std::vector<mmod rect>>

face boxes train, face boxes test;

XML files containing images from each data set as
well as the positions of face borders from that point can
be downloaded. Any input format can be used without a
doubt if the data is stored in images_train and
face_boxes_train:

load image dataset (images_train,

face boxes_train,

faces directory+"/training.xml");

load image dataset (images test, face boxes test,
faces directory+"/testing.xml");

The Max-Margin Object Detection method contains
numerous parameters that can be adjusted to control how
it functions. In any case, we can provide the constructor
with training notes and the size of the targeted object, and
it will naturally adjust itself to solve our problems. Faces,
on the other hand, are still recognisable at 40x40 pixels.
In most cases, we should go with the smallest size
possible. In accordance with the preceding rule, the
constructor, defined as mmod_options, will invariably
determine the required width and height of the sliding
window. It will also automatically select a fair maximum
for the suppression parameters:

hmod_options options (face boxes_ train, 40,40);

If necessary, multiple sliding windows can be
applied to the detector automatically. However, for these
faces, only one is required.

A network and a simulator can now be built:

|net7type net (options);

The loss of the MMOD necessitates a number of
options.detector filters equal to windows.size(). As a
result, it is established here:

net.subnet () .layer details().set num filters (opt
ions.detector windows.size());
dnn_trainer<net type> trainer (net);

trainer.set learning rate(0.1);

trainer.be verbose();

trainer.set synchronization file("mmod sync",
std::chrono::minutes(5));

trainer.set iterations without progress_threshol

d (300) ;

The network must be educated at this point. 150-image
miniature bundles will be used. The images can be acquired
by selecting random samples from the training set:

std::vector<matrix<rgb pixel>>
mini batch samples;

std::vector<std::vector<mmod rect>>
mini batch labels;

random cropper cropper;

cropper.set chip dims (200, 200);

Shredder requires any minimum dimensions that
have been transferred to the constructor mmod_options,
which is accomplished here:

cropper.set min object size (40,40);
dlib::rand rnd;

The simulator will continue to operate until the rate
of training becomes insignificant. It takes a long time.
There is an option of randomly mixing colors, which
typically helps the detector better infer new images:

while (trainer.get learning rate() >= le-4)({
cropper (150, images_train, face boxes_train,
mini batch samples, mini batch labels);

for (auto&& img : mini batch samples)

disturb colors(img, rnd);

trainer.train one step(mini batch samples,
mini batch labels);}

Training flows are scheduled to end soon:

|trainer.get7net();

The network has been saved to disk:

net.clean();

serialize ("mmod network.dat") << net;

When a face detector is obtained, it can now be
examined. The initial operation checks it on training
input, whereas the secondary operation examines it on
test input. Recall, accuracy, and then average accuracy
will be outputted. This should indicate that the network
operates properly when learning new information:

cout << "training results: " <<
test object detection function(net, images_ train,
face boxes train) << endl;

cout << "testing results: " <<

test object detection function(net, images test,
face boxes_test) << endl;

C. Testing methods

The algorithm of software implementation and
research methodology lies in performing the following
steps:

1) A basic biometric image is introduced, and the
face recognition method (CNN or HOG) is chosen for the
pictures.

2) Applying the face_locations and
load_image_file functions to load and locate the face in
the base image. Using the face_encodings function, the
found face image is processed, resulting in the creation
of an array showing the distances between the face's
primary points (biometric image encoding).

3) The test image is loaded (from a particular
sample), processed, and encoded (as for the base image
from step 2), and then stored.

4) Examining the array of distances between the
base image and the test (using the compare faces
function).
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5) Steps 3 and 4 are repeated in a loop for every
image in the sample.

6) List of solutions (the outcome of arrays of
distances being compared on all test photos) is created.

7) Experimental results (match probabilities,
execution time, etc.) are outputted.

Therefore, using HOG and CNN technologies,
experimental research will produce digital data from
biometric images. The face_encodings function, in
particular, enables us to encode a face from the resulting
biometric image and generates a list of 128 real numbers
that characterize various facial features. Then, a single
binary number with 128-digit number is created using all
of the obtained values. We used the following rule: a real
number is assigned a "1" if it is more than or equal to
zero, and a "0" if it is less than zero. The acquired 128-
digit number can be also compared to one another and
utilized as a model for a key (access password) in the
future. By employing passwords created in this manner,
the efficiency of biometric authentication may be
evaluated. The results indicate a pretty high level of
match probability. We have a requirement for
authentication if, specifically, the generated passwords
match the matching biometric photos by more than 80%,
indicating that only one user is responsible for them.

Results of Experiment

The program was evaluated using both ways on a
sample of 480 test photos of various faces in accordance
with the aforementioned algorithm. It was assessed how
quickly biometric features were processed and how likely
it was that certain features from the original image would
match those in all other images. The results were
compared to one another and summarized in Table 1 and
Fig. 1, respectively. Each value in the table and figure, in
particular, corresponds to a different biometric image

Table 1 — Time to Obtain Face Metrics

from the test. The zero (0) image is the baseline
(beginning) image used to compare with all other images.
The procedures used before extracting the metrics from
the null file refer to the model that was used to obtain the
face detector, hence they take a lot longer than the
following images. The processing time is roughly the
same for the remaining photos. The total processing time
for all 480 test photos is displayed in the table's final
column. We can see that HOG's technology is a little
behind CNN's.

The probabilities of matching between biometric
pictures of human faces acquired using the HOG and
CNN technologies are shown in Fig. 1, respectively.
Only 10 pairs of typical values from 480 test results are
represented in the figure. As we can see, the outcomes
produced by both technologies—HOG and CNN—are
essentially the same. However, CNN typically provides a
more accurate answer.

The following general conclusions can be taken
from the results:

— Although the HOG method addresses the face
detector a little bit faster, it receives facial metrics a lot
slower. On the basis of this, CNN requires less time
overall to run the authentication process;

— The use of CNN technology offers somewhat
more precise face metrics, which increases the likelihood
that specific biometric traits will match.

Thus, it is best to use convolutional neural networks
to resolve the task of recognizing bio-metric images.
With the help of this technology, we can quickly and with
a high degree of probability compare face metrics
extracted from any image. Additionally, this technology
will perform better on a wider range of samples. The
requirement to use an efficient graphics processor with
CUDA cores in its architecture is the main drawback of
the practical application of the created software solution.

0 1 2 3 4 6 7 8 479 >
HOG 1,89 0,04 0,04 0,34 0,75 0,22 0,08 0,08 0,08 0,03 21,77
CNN 1,21 0,03 0,03 0,03 0,69 0,85 0,09 0,08 0,08 0,03 20,88

85
80
75 I
70

Hcnn

hog

Fig. 1. Comparative diagram of the probability of match of faces

Conclusions

The following results were obtained in this paper:
1. A methods for generating cryptographic keys
from biometric images using convolutional neural

networks and histogram of oriented gradients was
proposed.

2. Conclusions of methods comparison by
probability and performance were presented.
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BiomeTpuuna aBTeHTH(iKaLisl, 10 BAKOPUCTOBYE 3rOPTKOBi HeiipoHHi Mepe:xi
C. C. Jauenko, I'. A. Kyuyx

AHoTaniss. AxryaabHicTh. Kpuntorpadiudi anropuTMy Ta HPOTOKOIM € BAXIIMBUMH IHCTPYMEHTaMH Cy4YacHOi
KibepOesnek. BOHM BHKOPUCTOBYIOTBCS B PIi3HHMX JOJATKax, BiJ] MPOCTOTO MPOTPAaMHOro 3a0e3MedeHHs Uil MH(PYBaHHSI
KOMII'IOTepHOI iHpopMallii 10 ckiagHuX iHpOpManifHUX | TEIEKOMYHIKaLiiTHUX CHCTEM, Ki pealli3yloTh Pi3Hi eleKTPOHHI A0Bipyi
ciyx6u. Po3poOka moBHHX GiOMETPHYHMX KPUOTOTpadidyHUX CHCTEM JIO03BOJIMTH BUKOPHCTOBYBATH IEPCOHAJBHI OiOMETpHYHI
JIaHi K YHIKQTbHUA CEKPETHHUHI ITapaMeTp 3aMicTh HEOOXiTHOCTI 3amam'aTOByBaTH KpHITorpadiuHi Kirodi abo BUKOPUCTOBYBATH
J0aTKOBI mpHcTpoi ayreHTHdiIKamil. O6’€KT J0CTiIKeHHsI — TIPOIeC TeHepalil KpUNTorpagiyHuX KIOUiB 3 010MEeTpHIHHX
300pakeHb OOIHMYYS JIFOUHU 3 peaji3alielo HeUiTKuX ekcTpakTopiB. [Ipeamer mociaigkeHHs1 — 3acO0M Ta METOIU TOOYAOBH
HEHPOHHOI MepeKi 3 BUKOPUCTAHHSAM Cy4YaCHHX TeXHOJIOTiH. MeTol JaHOi CTaTTi € JOCITiIKEHHS HOBHUX METO[IB reHeparil
KpunrorpadgiyHUX KIIOYiB i3 OiOMETPUYHMX 300paKeHb 3a JOMOMOIOI0 3rOPTKOBHX HEHPOHHUX MEpeX Ta TiCTOrpamu
opieHTOBaHHX rpajieHTiB. Pe3yabTaTm [ocaaigkeHHsl. 3ampormoHOBaHa TEXHOJOTIS JIO3BOJISIE pealli3yBaTH  HOBHH
KpunrorpadiqHuii MeXaHi3M — TEXHOJOTI0 reHepalil HagiiHUX KpunrorpadidHUX MapoiiB 3 OIOMETPUYHHX 300paXKeHb IS
HOJANBIION0 BUKOPHUCTAHHS iX SIK aTpUOYTIB JIOCTYNMy 10 3aXMIIECHHX CHCTEM, a TaKOXK JDKepelna KIIOYiB Uil iCHYIOUHX
KpUnTorpadiqHuX aaroOpUTMIB.

KawuoBi caoBa: Giomerpuuni kpunrorpadiudi cucreMu; KpuntorpadivHi KIo4i; HEUITKI eKCTPAKTOPH; 3rOPTKOBa
HEHUpOHHA MepexKa.
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HIGHLY RECONFIGURABLE SOFT-CPU BASED PERIPHERAL MODULES DESIGN

Abstract. Research motivation. When developing microcontrollers, manufacturers try to include as many different types of
peripherals as possible in order to increase the marketing attractiveness of their products. On the one hand, with a large assortment
of various peripheral modules, it is very difficult to implement several devices of the same type in the microcontroller:
manufacturers are mainly limited to 1-2 instances, in rare cases 4 modules of the same type are included. On the other hand,
most software projects do not use all the peripherals of modern microcontrollers and many devices are left unused, while there
may be a shortage of other types of modules. Another problem that has become especially noticeable for microcontrollers used
in the field of 10T is the cryptographic protection of data that is transmitted through built-in information exchange interfaces.
The main efforts of researchers and developers of cryptographic data protection methods were aimed at reducing energy-
intensive operations, memory access iterations and speeding up encryption processes while maintaining a high level of
cryptographic protection and enabling efficient data distribution within 10T devices networks. Research results. This paper
presents an alternative approach to the manufacture of peripheral modules as part of microcontrollers. The authors propose to
use a configurable software processor module based on the MIPS architecture with a reduced instruction set and limited
capabilities. Conclusions. This approach would make it possible to dynamically change the functionality of peripheral modules
in accordance with the requirements of the developed software solution, which in turn will increase the efficiency of the
microcontroller chips capabilities utilization. In addition, the transfer of data stream encryption functions to the reconfigurable
core of the peripheral module will provide fast and transparent cryptographic protection, as well as allow offloading the
microcontroller core and increasing the energy efficiency of chips while reducing their production cost.
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Introduction

Modern microcontrollers must have the widest
possible capabilities so that devices based on them can
meet the requirements of users. To do this,
microcontroller manufacturers are constantly improving
the computing cores in microcontrollers, as well as
increasing the number and expanding the functionality of
peripheral modules. However, this approach leads to a
narrowing of promising areas of application of
microcontrollers, especially from electronic devices with
intelligent capabilities for everyday life, as part of smart
home systems, as well as distributed systems with
stringent requirements for energy efficiency: wireless
sensor networks, devices as part of the Internet of Things
(1oT) etc.

At the moment, the problem of the efficiency of the
use of energy resources is one of the most important on the
European continent and even in the world. At the same
time, humanity uses millions of electrical devices that use
microcontrollers to deliver specific features to their users.

Internet of things devices are widely used in most
modern homes in the form of climate control systems,
safety or security systems, voice-controlled assistants etc.
The number of such devices continues to grow. Thus, each
device's efficiency impacts energy usage.

Despite the relatively low level of energy
consumption of each such device, the total costs for
millions of sold devices are significant, and optimizing the
energy consumption of each of them is an important task
of modern science and technology.

Another feature that has become relevant recently
for distributed embedded systems, especially for 10T, is
ensuring the security, integrity and confidentiality of
transmitted information, as well as providing protection
from unauthorized access. Implementations of traditional

encryption, integrity and confidentiality methods are
very resource intensive. During their development, first
of all, the issues of reliability and resistance to
cryptanalytic attacks were considered, rather than the
possibility of use on platforms with limited computing
capabilities and limited power supplies. That is why
recently there have been many attempts to adapt existing
solutions to the operating conditions of 10T devices, as
well as to search for new algorithms that initially take
into account the limitations of the 10T platform elements
and provide a level of protection no less than traditional
cryptographic methods.

Relevance of the topic and related works

The design of electronic devices is directly related
to the choice of optimal microprocessor used to
implement all planned functional capabilities of the
device. Modern  microcontrollers use  different
architectures of the processor core and have a different
set of peripheral units that can be configured to perform
various tasks. Selection of an appropriate architecture
and a set of such peripheral blocks affects a possibility to
expand and/or improve the functional capabilities of the
device. With this in mind, electronics and software
engineers often use overpowered devices to avoid
problems in the future and let the project grow without
significant printed circuit boards and software changes.

Most of the changes in the software can be related
to the lack of peripheral modules of the required type or
the inability to configure them to work in the required
mode.

Problems of this kind can be solved by including
CPLD or FPGA configurable blocks in the circuit [1, 2, 3].
In this case, the programmer can include the
implementation of the necessary peripheral modules in the
Verilog or VHDL hardware description languages as part
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of the project. Which requires additional programming
skills and, more importantly, significantly increases the
cost of such solutions and the process of working with
them [4]. Solutions with embedded CPU and FPGA in a
single chip are available from most semiconductor
manufacturers like Intel FPGA, AMD Xilinx, Analog
Devices [5, 6], etc. Another option is highly configurable
hybrid ICs like Cypress microcontrollers [7].

Flexible  combination of the embedded
microprocessor  functions core (CPU) and the
programmable part (FPGA) allows developers, if
necessary, to expand the functionality of the designed
solution by transferring complex and intensive
operations for the CPU to be executed in a separate
specialized module in the FPGA part. In the same way,
you can expand the pool of available peripherals, since
the FPGA part in most cases has access to the lines and
1/0 ports of the chip.

The issue of creating flexible auxiliary peripheral
modules has been considered for the past decade. For
example, [8] studies the possibility of expanding the
capabilities of the PIC microcontroller by connecting
external programmable peripherals to general purpose
I/0 ports. This solution allows you to add the missing
peripheral module, but occupies one of the few
input/output ports of the microcontroller. In addition, this
approach requires the involvement of external additional
hardware resources.

The use of hardware emulation through software is
proposed in [9] that allows you to recreate the behavior
of the 12C serial bus controller through the GPIO ports in
a microcontroller based on the RISC-V core. Thus, the
expansion of the functionality of the microcontroller
without the involvement of additional equipment is
provided. However, in this case, the kernel receives an
additional load, since it must spend additional processor
time emulating the 12C transceiver. In addition, questions
arise regarding the performance parameters of such a
solution. Definitely, such a module will not be able to
work with devices on the bus at high data exchange rates.

A specific way to use custom peripheral modules is
discussed in [10]. The authors create digital hardware
twins of peripheral modules using FPGA, which make it
easier for students to learn embedded systems in distance
education. Access to the modules is provided via the
Internet using a client-server architecture.

Another example of a remote peripheral module is
discussed in [11]. A method for remote control of
microcontroller input/output interfaces using WebUSB
technology is proposed.

Thus, the problem of the efficient, easy to use and
low-cost architecture for microcontroller peripheral unit
implementation is a relevant topic to research and
development nowadays.

The issues of security and data protection for
elements of the Internet of Things (IoT) system have
become especially acute since the concept was adopted
by leading electronics manufacturers and began to be
massively introduced into various fields of human
activity. The methods and technologies that initially
relied on that concept of devices networking did not
assume that devices would be available to a wide range

of users, among which there could be many intruders.

Numerous attempts to adapt existing methods of
cryptographic protection and authentication have shown
that in order to implement these methods in systems with
limited resources, it is necessary either to take resources
from other functions in the 10T system, or to curtail the
capabilities or even modify the main algorithms [12],
which can lead to a decrease in cryptographic resilience
or the emergence of vulnerabilities.

This state of affairs led to the need to develop a
separate class of cryptographic protection methods —
lightweight cryptography [13]. These methods had to
take into account the features of distributed embedded
systems: reduced power supply and low level of
performance, and at the same time provide a level of
protection that is not inferior to traditional methods.

Authenticated Encryption with Attached Data
(AEAD) [14] occupies a special place among the
methods of lightweight cryptography. Their peculiarity
lies in the fact that not the entire message is encrypted,
but only a part of it with the most sensitive data, while
the entire message is authenticated. This allows you to
ensure data protection and message integrity, while the
data necessary for successful and efficient routing
remains open.

In February 2023, the US National Institute of
Standards and Technology (NIST) announced the results
of a competition to select a lightweight cryptography
algorithm [15] that will form the basis of the
corresponding standard. As a result of many years of
thorough selection among 57 applicants, the family of
cryptographic algorithms Ascon [16] was chosen. The
implementation of the block cipher algorithm, which is
part of this family, is discussed in this article.

Soft-CPU-based peripheral module

From the authors' point of view, the complexity of
implementing  peripheral modules in  hardware
significantly reduces the possibilities of their usage, and
most companies prefer usage-ready solutions that do not
require additional development process.

At the same time, most programmers involved in
the creation of microcontroller-based systems have an
understanding of the processes and operations which take
place in peripheral units and can create their
programmatical description using C/C++ or assembler
language.

Worthless to say that availability of mature
programming development tools, in particular, a C
language compiler and/or an assembly parser, plays an
even more important role in the life cycle of any software
project.

Thus, it is promising to use general purpose CPU
architectures without additional license conditions,
mature development tools and well-known instruction
sets, such as MIPS, RISC-V etc.

At the current stage, a software processor that uses
MIPS architecture has been chosen to construct the
experimental architecture. Issues of the efficiency of
MIPS/RISC-V software processors and development for
such systems on chip are widely considered in the
literature, particularly in [17].
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Basic architecture of MIPS soft processor was
modified for this experiment. Modules for working with
data memory were removed. Registers $a0-$a3 were
used to load data from the queue. Registers $s0-$s7 — for
setting the output GPI1O lines to the required state. Other
registers are available to the programmer for intermediate
calculations.

For such a system, basic UART module can be
executed in the form of the following program assembly
language (Listing 1).

_start:
li $t1, 10 # set bit counter st+8d+sp
move $t0, $a0  # load data from queue to tx buffer
andi $t0, $t0, OXFF # cut data to 1 byte with mask
sll $t0, $t0, 1 # prepare start bit
or $tO, $t0, 0x01
loops:
move $s0, $t0 # copy to s0.0 bit data to tx from buf
jal baud_delay
srl $t0, $t0, 1 # prepare next bit to tx
subu $t1, $t1, 1 # count bits transmitted
bgtz $t1, loops # test if tx complete
# rest of code
nop
j _start
baud_delay:
# delay routine according to baudrate
jr $ra
Listing 1

The process of designing and manufacturing ICs is
overcomplicated and involves significant workforce
requirements with licensing expenses. It is not possible for
small IT companies to plan a set of required peripherals
and produce a chip or ASIC which matches needs of a
project exactly. It increases time-to-market of the device,
expenses and complexity of any device. Moreover, there is
no way to deal with changes in requirements. It is not
possible to reconfigure such chips in future. A possible
way of solving this problem presented in [8], while our
proposal is more generic and configurable.

Implementation of some peripheral modules
consume significant hardware resources. This affects
chip cost and energy consumption. Thus, widely adopted
practice is to use cheaper devices and implement required
peripheral in software using general purpose input/output
pins. An example of such a study is presented in [9]. It
provides software implementation of 12C peripheral.

Proposed in this work, MIPS-based block, is 3 times
smaller in terms of consumed FPGA resources.

Another field where highly reconfigurable
peripherals are needed is a study laboratory. Any
university in the world now has remote laboratory classes
and requires students to perform experiments and
laboratory assignments from home. A solution that uses
FPGA logic to mimic some type of hardware is proposed
in [10, 11, 19]. In addition, hardware emulated using
FPGA can be used to improve testing methods [18], and
to measure and characterize network architectures [19].
Our approach of realization of peripheral blocks may
simplify implementation of generic execution units
suitable for remote/concurrent usage.

We can't analyze hardware expenses to create
specific peripheral blocks in ASIC. It depends on the
technical process of the manufacturer and a lot of design
choices of the engineer. We assume that ASIC resource
consumption is compatible with FPGA resources
consumed to implement such blocks. Mentioned blocks
and their configuration can be seen in [20].

In Table 1 one can see resource consumption for
widely used Intel FPGA peripheral IP blocks. Note that
some of them use additional memory which is not used
to implement register memory maps, queues or FIFO
buffers. Thus, additional memory is required to
implement an interface to control them.

To verify the solutions proposed in the article, we
used a 5CSEBA6U23I7 device of Intel Cyclone V SoC
with 2-core ARM Cortex A9 FPGA.

Table 1 — FPGA Resources consumption for different
types of IP cores

Regis- | ALM | Block me-

ters blocks | mory bits
Modified MIPS core 74 72 0
Intel SPI IP Core 56 23 0
Intel 16550 UART IP Core 156 114 0
Intel UART IP Core 0 1 0
Intel 12C Host IP Core 215 143 40

In addition to peripheral blocks, we provide
resources consumed to synthesize a modified MIPS
processor suitable for software implementation of the
listed peripherals. The structure of the synthesized CPU
is show on Fig. 1.

sm_top:sm_top

N
E sm_clk_divider:sm_clk_divider
sm_debouncer:fQ
clkin
clkin clk q[3..0]
. 1 devide[3..0] clkOut clk
clkDevide[3..0] d[3..0]
enable
rst_n SM_cpuism_cpu
sm_debouncerf1
sm_rom:reset_rom T
clk q[0..0] imData[31..0] imAddr{31..0]
clkEnable d[0..0] a[31..0] rd[31..0] I regAddr{4..0] regData[31..0] regData[31..0]
rst_n rst n
sm_debouncer:f2
clk H q[4..0]
regAddr[4..0] d[4..0]
v

Fig. 1. Structure of the synthesized MIPS core
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Modern CPU implementations use pipelining to
allow computing cores to work faster by using higher
frequencies. The problem is that on high frequencies
timing delay on logic used to implement CPU becomes
significant. Such delay limits frequency and, as a result,
CPU performance. Thus, adding a pipeline (e.g., save
intermediate states of signals to registers) to the design
allows to improve capabilities of the CPU.

Moreover, it is a common practice to include hazard
units to CPU implementations to allow pipelining of the
CPU and achieve higher performance. In contradiction to

common CPUs, reconfigurable peripheral modules do
not have a requirement to run with frequencies higher
than 30-40MHz. Such relaxation of the requirements
allows to drop these modules and significantly reduce
resources required to implement peripheral module.

As most peripheral blocks of modern
microcontrollers the suggested implementation requires
additional FIFO buffers and input/output multiplexers to
achieve efficient signal transmitting/receiving. Such
logic can be connected to the registers of the peripheral
module as shown on Fig. 2.

Cpu bus
Configuration l/
~] Outputs
clk Output
Inputs register x .
———| 2
=
MIPS based
peripheral —
Input module
Cpu bus register
FIFO

Fig. 2. Additional logic needed to used proposed modules

In this article we don’t compute resources that
required to implement such buffers and interconnect. In
most cases resources spent to synthesize such logic is
equivalent to the resources needed for functioning of
regular peripheral block.

Implementing Encryption Functions
in the Peripheral Module

One of the modern requirements for devices that are
oriented to work as part of the 10T is to support a certain
stack of cryptographic data protection methods: block or
stream encryption, various ciphertext block chaining
modes, hash sum calculation, message authentication
mechanism (MAC) and even digital signature generation.
In most cases, the necessary protection mechanisms are
implemented at the software level and are executed by
the main computing core of the microcontroller.
Peripheral modules are not involved in the process in any
way and perform only the functions of receiving,
transmitting and transport integrity control of data
packets.

Much less common are devices in which
cryptographic functions or their composite operations are
implemented at the level of the computing core
(hardware support for cryptographic operations).
However, despite the excellent speed of the encryption
and authentication processes, the use of such tools faces
significant limitations: high price and export control by
government agencies.

Since the core of the MIPS soft processor was used
in the development of the reconfigurable peripheral
module, the possibility of transferring the execution of
encryption functions from the main core of the
microcontroller to the soft processor core of the
peripheral module was considered.

Such a solution will allow to unload the main core
of the microcontroller and making the encryption process
transparent: in the main program, it will only be enough
to send data for transmission and read the received data,
the peripheral module will automatically perform
encryption during transmission and decryption during
reception. In the main program code, it is only necessary
to provide for the process of initial initialization of
encryption functions in the peripheral module (loading
keys, initialization vectors, mode selection), which is
performed when the system is initialized after switching
on or by special request.

As an example, the family of lightweight algorithms
Ascon [16] was considered. It includes an authenticated
encryption algorithm and a hash function calculation
algorithm. Both algorithms use a transformation called
the sponge function. The authors of the algorithm set
offer a wide range of software implementations for
various microprocessor architectures with different
degrees of optimization in public repository on GitHub.

The implementation of the entire set of algorithms
by means of a peripheral module does not seem
appropriate, since after compilation, the entire code,
taking into account optimizations, occupies at least 6456
bytes in memory. Therefore, it is proposed to perform all
operations for initialization and preparation of the
encryption process in the main core of the
microcontroller, and to transfer the initial state for the
encryption or decryption functions to the peripheral
module.

An estimate of the size of the executable code is
given in Table 2. For estimation, a general
implementation version of the algorithm was compiled
from the authors' repository on GitHub, ascon128v12
version for 32-bit processors with instructions on integer
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operands (bi32). The compilation was done on mips gcc
ver. 12.2.0, emulation and debugging were performed on
the MIPS32r5 generic kernel simulator.

Table 2 — Estimation of the code size of the encryption

system

Implemented function Code size, bytes
Full implementation of the algorithm 6456
stack
Implementation of encryption and
decryption (auxiliary code) 5344 (3928)
Encryption function only (including 4544
auxiliary code)
Decryption function only (including 4720
auxiliary code)

An example of the previously discussed program
for the operation of the UART module with the
implementation of preliminary encryption of the
transmitted data is shown below (Listing 2).

Conclusions

The use of processor architectures with reduced
command and pipeline functionality is seen as a
profitable replacement for traditional configurable
peripheral modules that are widely used at the moment.

The FPGA implementation of software-based
MIPS core, modified to be lightweight from the recourse
usage perspective, shows that such design consumes
comparable, with most peripheral blocks, among FPGA
resources.

Thus, microcontrollers with 10 to 20 such modules
may be a competitive replacement to widely used
solutions.

| start:
move $t0, $a0
xor $t0, $t0, $t4

# load plaintext from queue to buffer

# plain text being xored with
state block to get ciphertext

# call encryption function -
permutations of state block

jal ascon_encrypt

li $t1, 10 # set bit counter st+8d+sp
andi $t0, $t0, OXFF # cut data to 1 byte with mask
sll $t0, $t0, 1 # prepare start bit
or $t0, $t0, 0x01
loops:
move $s0, $t0  # copy to s0.0 bit data to tx from buf
jal baud_delay
sl $t0, $t0, 1 # prepare next bit to tx
subu $t1, $t1, 1 # count bits transmitted
bgtz $t1, loops # test if tx complete
# rest of code
nop
j _start
baud_delay:
# delay routine according to baudrate
ir $ra
Listing 2
The transfer of encryption functions for

transmitted/received data from the main core program of
the microcontroller to the core of the soft-processor
allows to significantly reduce load of the main core,
increase performance, and also make the processes of
ensuring the protection and authentication of data
transmitted by loT devices transparent to user software.
As the results of the implementation showed, the transfer
of all encryption functions to the microcode that is
executed in the peripheral module can lead to a high
consumption of a very limited amount of soft processor
memory and reduce the performance of the peripheral
module. In this regard, the issue of implementing
hardware support for encryption at the level of assembler
commands of a soft-processor is considered.
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ApXxiTeKkTypa rHy4ko KoH}pirypoBaHux nepudepiiinux MoayJiB Ha 6a3i mporpaMoBaHUX NMPOLECOPHUX 1EP
. B. Canbnikos, /1. I'. Kapaman, B. A. Kpusosa

AHoTaunisi. MortuBauia aociaimkenns. [Ipu po3poOIi MIKPOKOHTPOJEPIB BHPOOHWKH HAMAaraloThCS BKIIOUHUTH
SIKHAHOLIBIIE PI3HUX BUIB epu(epiiHUX MPHUCTPOIB, MO0 MiABUIIUTH MapKETUHTOBY NPHBAOINBICTE CBOET MPOAYKIIii. 3 OJJHOTO
OOKyY, TIpH BEIMKOMY ACOPTUMEHTI Pi3HHUX nepudepiiiHuX MOIYIIIB Ay>Ke CKIIaJHO BKIFOUYNTH 10 CKIIay MIKPOKOHTPOJIEPa BETHKY
KIBKICTh MPUCTPOIB OJHOTO THUIY: BUPOOHHMKH NMEPEBaKHO OOMEKYIOTHCsS 1-2 eK3eMIULIpaMu, JyXe pifko 3ycTpiuaroThes 4
MOAYJi OHAKOBOTO THIY. 3 iHIIOrO GOKy, OLNBIIICTE MPOrPaMHUX MPOEKTIB HE BUKOPUCTOBYIOTH BCIO MepH(epito CydacHHX
MIKPOKOHTPOJIEPIiB 1 0arato MpHUCTPOIB 3aJMIIAIOTHECS HE3aAiTHUMH, TOJI SIK MOXKE Bi4yBaTHCS HECTaya MOJYJIB iHILIOTO THILY.
[lle omuiero mpobiemoro, sika craja OCOONMBO BiAYYTHOI A MIKPOKOHTPOJEpIB, IIO 3acTocoByloThcs y chepi IT, me
KpunTorpadiyHnil 3aXUCT MaHHX, SKi IeperaroThca depe3 BOymoBaHi iHTepdeiicn oOMiHy iHdopmamiero. OCHOBHI 3ycHis
JOCHIJTHAKIB Ta PO3POOHUKIB KPHITOrpaiuHMX METOIIB 3aXHCTy AaHUX OYJIH CIpPSMOBAHI Ha 3HIKEHHS E€HEPrOBHUTPATHUX
omepanii, 3BepHEHb O TaM'sATi Ta MPHUCKOPEHHS TPOIECiB MHU(PPYyBaHHS 32 OJHOYACHOTO 30epeKEHHS BUCOKOTO pIBHS
KpUNTOrpadiqyHOro 3axucry Ta 3abe3NedYeHHS MOMKIMBOCTI €(QEKTHBHOTO IOILIMPEHHS MaHUX y Mepexax mnpuctpoi IoT.
PesyabTaT gociimkenHs. Y poOoTi NoAaHO ajbTepHATHBHHUN MiJXiJ 10 BHTOTOBICHHS NepudepiiiHMX MOAyJiB y CKiami
MIKpOKOHTpOJIepiB. [IpONOHY€eTHCSI BUKOPUCTOBYBATH KOH(DIrypOBaHUH MOJyYJb MPOTPaMHOTO Mpoliecopa Ha 0a3i apXiTeKTypH
MIPS 3 ykopoueHuM HaOOpOM KOMaH] Ta OOMEKXEHUMH MOXIMBOCTSIMHU. BucHoBkHM. Takuii miaxin 103BoJs€ TUHAMIYHO
3MiHIOBaTH (QyHKIIOHAT HeprudepiifHMX MOIYJIB BiIMOBIIHO O BUMOT NMPOTPAMHOTO PIllIEHHS, 10 PO3POOISETHCS, IO B CBOIO
4epry JO3BOJHUTH IIBUINUTH €()EKTHBHICTH BUKOPHCTaHHS MOXJIMBOCTEH MiKpocxeM MikpokoHTposiepiB. Kpim Toro,
nepeHeceHHs (QYHKIiH mmuppyBaHHS IMOTOKY AaHHX B SAApPO TepudepiiHOro MOy, IO PEKOH(DIrypyeThCs, JO3BOJNUTH
3a0e3MeynTH IBHAKUHA 1 Mpo3opuit kpunrtorpadiqHUil 3aXHCT, a TAKOX JO3BOJHTH PO3BAHTAXKHUTH SIPO MIKPOKOHTpoiepa i
MTiABHUIIATH €HEPTroe(EeKTUBHICTh MIKPOCXEM TIPH OJTHOYACHOMY 3HIDKEHHI cO0iBapTOCTI IX BUPOOHHUIITBA.

Kawuosi caoBa: mnepudepiitnuii moxyns; codr-npouecop; RISC; apxirexkrypa MIPS; IUIIC; inTepHer pedei;
mm¢pyBaHHs; Jerka kpunrorpadis; AEAD-pexum, Ascon.
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