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MATHEMATICAL APPARATUS FOR MODELING OF THE PROPAGATION
THE MAGNETIC FIELD ELECTRIC MACHINES WITH A GIVEN ACCURACY

Abstract. The problem of modeling the propagation local magnetic fields and spatially dispersed sources is large errors
compared to field measurements. An important aspect of adequate modeling is the use of the correct mathematical apparatus.
It is shown that in order to obtain reliable models of the propagation magnetic fields around electrical machines (generators,
electric motors of different power, geometric dimensions and poles), it is advisable to apply the Gauss equation for a scalar
potential. The solution of the equation in polar coordinates makes it possible to take into account not only the fundamental,
but also other harmonics of the magnetic field (dipole, quadrupole, octupole). This allows, depending on the number of spatial
harmonics taken into account, to obtain a model with the required accuracy (error) for predicting the magnetic field strength
at any point around the machine. It is considered in the paper that an electronic machine is an object of base radius Ro. The
presented approach makes it possible to unambiguously determine the location of zero field points at a distance from the
source (for a quadrupole source and zero field lines, for an octupole source). The results of modeling and their verification
by full-scale measurements for the most common four-pole machines (quadrupole source) are presented. The main task of
modeling the propagation the magnetic field of such sources is to ensure the required accuracy based on the goals of modeling.
It is shown that the modeling accuracy and the presence of zero field points are due to different field levels near the electrical
machine housing for different harmonics. The dipole harmonic at the cabinet is 20% of its own harmonic. But it falls more
slowly with distance. This necessitates taking into account a different number of harmonics depending on the value of the
ratio Ro/R, R is the distance to the point of determining the field strength from the source. Therefore, with the ratio Ro/R=2/3,
the eighth harmonic is essential. At RO/R=1/5, already the fourth spatial harmonic can be neglected. Such data allow you to
choose a rational number of harmonics. This reduces the amount of calculations and simplifies the process of modeling the

propagation of the magnetic field around the source.

Keywords: modeling, calculation apparatus; electric machine; spatial harmonic; dipole.

Introduction

Electric machines are widely used in industrial,
household and educational premises. These are electric
generators, electric motors for various purposes and
power. Determining the spatial distributions of their
magnetic fields makes it possible to assess the possible
impact on people, energy losses, etc. At the stages of
designing the placement equipment in rooms, designing
ventilation and heat supply systems, designing
educational laboratories, such an assessment is possible
by modeling the distribution of fields. Obtaining reliable
data requires the presence of correct mathematical
functions. A feature of modeling the propagation of ultra-
low magnetic fields (power frequencies, its harmonics
and interharmonics) is the need to ensurure the required
accuracy of the final result. That is, in functions of
creating software for the implementation of modeling, it
is necessary to lay an allowable error. This error may vary
depending on the tasks. For the purposes of
environmental safety, it can be larger, given the
distribution of fields in areas where people stay
periodically. In industrial and educational premises with
limited space, it is necessary to accurately determine the
zones of safe stay of people. The required accuracy of
modeling can be ensured by taking into account a
sufficient number of spatial harmonics of the magnetic
field. To date, from an applied point of view, this has not
been worked out enough. In particular, different patterns
of extinction of individual harmonics of the field are not

taken into account. Enough harmonics have not been
determined to calculate the magnetic field depending on
the relative size of the electrical machine (the ratio of the
actual size of the machine to the distance of determining
the magnetic field strength).

These issues require consideration and the
provision of unambiguous recommendations for
modeling the propagation of a magnetic field with
sufficient accuracy.

Analysis of recent research and publications

Much attention is paid to modeling the propagation
of magnetic fields in electrical equipment. This is mainly
aimed at reducing energy losses and concerns the
distribution of the magnetic field inside the electrical
device [1]. Such modeling requires minimal errors and is
performed using the Comsol package. For the purposes
of ensuring the safety of people, such a high accuracy is
not necessary even for critical infrastructure facilities [2].
Studies on taking into account the spatial harmonics of
the magnetic field of electrical machines [3] have shown
that this approach is promising. It is advisable to model
the propagation of a magnetic field in polar coordinates,
and consider the change in the field in separate directions
or angles. In most cases, models of the most common
dipole-type field sources are considered [4, 5]. But most
electrical machines are sources of quadrupole and even
octupole magnetic fields. This greatly complicates the
process of modeling the propagation such fields.
Consideration of such sources was started in [6], but the
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field configurations in it are sketchy, and some
provisions require clarification and deepening. The study
[7] shows that any source of a magnetic field can be
considered as a combination of magnetic dipoles with
different magnetic moments. The works [8, 9] used the
synthesis of the magnetic field of technical objects based
on spatial harmonics. They mainly refer to the fields
inside the minimum sphere enclosing the object. But for
the purposes of human safety and the electromagnetic
compatibility of electrical and electronic equipment, it is
required modeling the propagation of an external
magnetic field at the required distances. In this case, it is
necessary to take into account the relative sizes of the
sources in order to determine the required number of
spatial harmonics.

Problem statement. The purpose of the work is to
provide a convenient mathematical tool for modeling the
propagation of the magnetic field of electrical machines,
taking into account the required number of spatial
harmonics, which ensures the necessary modeling
accuracy.

Presentation of the main material

The main source of errors in modeling the
propagation of magnetic fields of electrical equipment is
taking into account the field of only industrial frequency.
In real conditions, there are always harmonic fields of the
fundamental frequency in space (mainly the third and
other multiples of three).

This is due to the non-linearity of the current-
voltage characteristics of most equipment, including the
electric drive. In electrical machines of any design, it is
always possible to distinguish harmonics corresponding
to different harmonics depending on the number of poles
of the machine: two, four, eight.

This corresponds to dipole,
octupole harmonics (n=1, 2, 3).

The most common and powerful are four-pole
electric machines. These include, for example, all
generators of power plants and a powerful electric drive.

An accurate determination of changes in the level of
the magnetic field with distance is expedient using the
Gauss equation for a scalar magnetic potential. In
spherical coordinates R, 6, ¢, the source magnetic field
distribution function has the form:

quadrupole and

n+1

UM:ROXZ(RO/R) X
n=1
n

x> (apm cosme+ by, sinme)x P xcos o,
m=0

where Ry — the radius of the sphere of the determination

the potential, anm, bam — constant coefficients P," cosgp —

Legendre polynomial.

In doing so, R >Ry, the coordinates a, b are the
amplitudes of the spherical harmonics of the magnetic
field strength in the sphere Ro.

The strength (induction) of the magnetic field is
determined from the above equation based on the
fundamental relationships:

H=-gradUy, B=uoH;
Hy = (n+1)x(Ry/R)™ x
n=1

n
x D" (8ym x COsM + by xsinme) x P xcos 4 ;
m=0

e}

Hp=Y(Ro/R)" x

n=1
n

x D" (amnxsinme+ by, x cosme) x
m=0
P"xcos@/sing;

o n
HHZZ ( RO/R)erx z (anm X COS M-+by, x sin m(P)X
n=1

m=0

X

1 | (n—=m+1)xPM"; cosep—
SiNg| _(n+1)xPMxcos2d |

The above relations indicate that the magnetic field
strength decreases with distance, and this decrease is
proportional to the increase in the harmonic index n.

Thus, based on the tasks set, it is advisable to
consider the first spherical harmonics, which correspond
to the slightest decrease in the level of the magnetic field
with distance.

These are the dipole harmonic (n=1) and the
quadrupole harmonic (n = 2).

The radial component of the magnetic field is
determined from the above relations by a standard
procedure using the Legendre polynomials in the usual
form.

Hmsin=1:

HD = 2x(Ry/R)*
x (&g Cos @+ a4 Cosgsin 6 + by, singsin @).

Josn =2:

(n=2) _ 3 4 [ 820 (30052 9
Hy —4”(R0/R) x[ s (SCos 0 l)+
+3(a 1 COs @+ by sing)sin 20 +
+12(a22c052¢+b225in2¢)sin20).

These radial harmonics decrease with distance from
the field source in proportion to the third and fourth steps
of the radius.

A four-pole electric machine, in this case a
turbogenerator, is a source of a magnetic field a dipole-
quadrupole type, that is, a source that has dipole and
quadrupole spherical harmonics of the field. The
magnetic field around such a source is characterized by

the sum of harmonics H{"™® and H{"?
In general:

H :(RO/R)3xa11xCOS(0><Sing0+

+(R0/R)4 X 8y, C0S 2¢ xSiN? 6,
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Thus, the dependence of the field strength on the
distance for different angles of spherical coordinates will
differ significantly. For example, for

Hzg(sinezl, sin29=1)

in the direction ¢=0 dipole and quadrupole harmonics are
added, and in the direction ¢=n — are subtracted.

The result obtained is important from the point of
view of ensuring the electromagnetic safety of personnel
located near power generators.

This is explained by the fact that at ¢=n there is a
point where H=0, that is, within this angle, the total levels
of the fields are insignificant.

Considering the change in the field strength by ¢=0
and ¢=mn, assuming Ro=1, we obtain the relation:

DPOLRUADRLRON Rsfoiap
Hw ———r ; ‘ o

a2 841

Hl = ? + ? y
a2 811
H, = ?_¥ .

The result obtained indicates that, under the
condition @=r, as a result of different rates of decrease in
the strength of the dipole and quadrupole components of
the magnetic field with distance, there is a point where
H = 0. Modeling of the spatial distribution the magnetic
field a four-pole electric machine using the Matlab
package for ¢=n, R=2 is shown in Fig. 1, a.

An experimental verification of the change in the
magnetic field of a four-pole electric machine with
distance is shown in Fig. 1, b.
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Fig. 1. Change in the magnetic field strength near a four-pole electric machine: a — modeling the value of the magnetic field
strength in the plane around the electric machine (3.14 corresponds to r; 6.28, respectively 2t);
b — measured change in magnetic field strength with distance from the electrical machine

For a dipole-octupole field, its zero value can be on
closed lines. In the plane 6=m/2, there is only one
component of the magnetic field Ho with exponents
n=13:

3 2
Ro ) | 3( Ry
Ho =Ho0 + Hozo :[Fj {5(?) a3 —alo}-

That is, in the plane 8 in the angle 0<@<2x along the
entire circle Ho=0 on a distance:

R [Ba
RO 2a10 .

These ratios, in addition to clarifying the safe zones,
allow you to correctly select the places for monitoring the
electromagnetic environment.

Accounting for a large number of spatial field
harmonics allows you to calculate the field strength at
any point around the electric machine and indicate them
graphically.

But it is important to choose a sufficient number of
harmonics to determine the strength of the magnetic
fields with the required accuracy.

Minimizing the number of harmonics taken into
account reduces the volume of calculations and
simplifies the field propagation modeling processes.

As shown in [7], in the external magnetic field of
multipole electrical machines, in addition to the intrinsic
spatial harmonic with the exponent n = p, there is the first
(dipole) harmonic. At the surface of an electric machine,
the dipole harmonic is approximately 20% of the
magnetic field strength of the natural harmonic. But its
level decreases more slowly than the main one, therefore
it gradually compares with it, and prevails at a greater
distance. This is the reason for the appearance of zero
field points.

In the presence of a dipole harmonic, the maximum
value of the field strength H, is achieved at ¢p=0, 6=m/2:

1 R n+2 R 3
“wza{k’m[ﬁoj )|
As shown in [7], the relative level of higher spatial
harmonics:

Hi1 by (R

and given that: b, =0,2b,,,

n-1
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R

n-1
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That is, it is possible to calculate the relative level
of higher spatial harmonics for any ratios Ro/R (Table 1).

Table 1 — The relative level of the higher spatial harmonics
of the magnetic field K for different relative
distances from the electric machine

Ro/R K

n=2 | n=3 | n=4 | n=5 | n=6 | n=7 | n=8
2/3 1333222148 | 0,99 | 0,66 | 0,44 | 0,29
1/2 | 250 | 125|063 031|016 | 0,08 | 0,04
1/3 | 1,67 | 0,56 | 0,19 | 0,06 | 0,02 - -
1/4 | 125 | 0,31 | 0,08 | 0,02 - - -
1/5 | 1,00 | 0,20 | 0,04 - - - -

As can be seen from the table, for smaller relative
dimensions of the electric machine a smaller number of
spatial harmonics should be taken into account. For
example, for Ro/R=2/3 even the eighth harmonic gives
about 30% of the first, and for the second R¢/R=1/5 the
fifth harmonic becomes insignificant.

This makes it possible to rationalize the processes
of modeling the spatial propagation of magnetic fields of
electrical machines with the necessary accuracy
(permissible error) for determining the field strengths at
any point.

Conclusions

1. For modeling of the propagation magnetic fields
around multi-pole electrical machines, it is necessary to
take into account the presence of spatial harmonics the
magnetic field. To create software, it is advisable to use
the solution of the Gauss equation for a scalar potential
in spherical coordinates. Verification of the modeling
results, taking into account two harmonics, proved the
possibility of obtaining results similar to the
experimental ones.

2. The use of the above calculation apparatus
allows one to determine the points of zero magnetic field
around electrical machines and their actual location,
which is not symmetrical in a full turn around the
machine. By increasing the number of machine poles to
eight, zero field lines can be defined around it.

3. It is shown that in order to ensure the required
accuracy when modeling the field propagation
(permissible error), one should take into account the
relative dimensions the electric machine (the ratio of the
conditional radius of the machine to the distance of
determining the magnetic field strength). At smaller
relative sizes, a smaller number of spatial harmonics is
taken into account. This simplifies the process of
modeling the propagation the field depending on its
objectives.
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MarteMaTHYHMIi aapaT MO/ETIOBAHHS NOLUIMPEHHS MATHITHOTO NOJISI €J1IeKTPHYHUX MAIIMH i3 321aHOI0 TOYHICTIO
JI. O. Jlepuenko, B. A. I'nusa, H. b. bypzeiina

AHoTtanis. [Ipo6ieMor0 MOJIENIOBAHHS MOIIMPEHHS MarHiTHHX ITOJIB JOKAIBHUX Ta PO3CEPIKEHNUX Y HPOCTOPI KEPE €
BENMKI MOXHOKH MOPIBHSHO HATYPHUMH BHMIpPIOBaHHSIMH. Ba)kK/IMBHM acIieKTOM aJeKBaTHOTO MOJICIIOBAHHS € 3aCTOCYBaHHS
KOPEKTHOTO MaTeMaTH4YHOro amapary. [lokaszaHo, IIO JUIS OTpPUMAaHHS JOCTOBIPHMX MOJENCH MOIIMpPEHHS MAarHiTHUX MOJNIB
HaBKOJIO €JIEKTPUYHHUX MAaIINH (TeHepaTopiB, €IEKTPOJBHIYHIB Pi3HOI MOTY)XHOCTI, TEOMETPHYHIX PO3MIpIiB Ta ITOJIOCHOCTI)
JIOLITBHO 3aCTOCOBYBATH PIiBHSHHS ['ayca Juis CKaIsspHOTro MoTeHLiany. Po3B's130K piBHAHHS y NOISIPHUX KOOPIMHATAX TO3BOJISIE
BpaxyBaTH HE TUIBKH OCHOBHY, & i iHIII TapMOHIKA MAarHiTHOTO TOJs (IUMOJBHY, KBaAPYMOIbHY, OKTYNONbHY). Lle mo3Bomnse y
3aJIeKHOCTI KUTBKOCT BpPaXOBaHUX MIPOCTOPOBUX TAPMOHIK OTPHUMATH MOJIEINb 3 TOTPIOHOI0 TOYHICTIO (TIOXHOKOI0) TPOTHO3YBaHHS
HaNpy»XEHOCTI MarHITHOT0 MO Y OyIb-AKii TOUII HABKOJIO MAIIMHU. Y POOOTI BBAKAETHCS, 1[0 ECKTPUYHA MAIIIHHA € 00'€KTOM
6azoBoro pazmiycy Ro. HaBenenwmit migxix mo3Bosie OMHO3HAYHO BU3HAYHUTH PO3TAIIYBAHHS TOYOK HYJIHOBOTO IO HA TEBHIN
BifCTaHi Bif mkepena (IUIA KBaIPYHOJBHOTO JDKEpeia Ta JiHIH HYJIhOBOTO IOJS, JJsl OKTYNONBHOTO Kepena). HaBemeHo
pe3yJIbTaTH MOJENIOBAHHS Ta Horo BepHikamii HATYpHUMH BHMIPIOBaHHSIMH U HAaHOLIBII HOIIMPEHUX YOTHPHIIOIMIOCHHUX
ManuH (KBaJpyHoJbHE JpKeperno). ['ooBHOIO 3ajadero MOJENIOBAHHS IONIMPEHHS MAarHiTHOTO IOJSI TakuX JDKepel €
3a0e3MedYeHHs MOTPiOHOT TOYHOCTI, BUXOASYH 3 I[isieit MoaemoBanHs. [loka3aHo, 110 TOYHICTh MOJICTIOBAHHS Ta HAABHICTh TOYOK
HYJILOBOTO IOJII OOYMOBJIEHI Pi3HUMH PIiBHSAMHM TOJIsI O KOPIYCY €JIeKTPUYHOI MAlIMHH IS Pi3HUX TapMoHik. J[umoibHa
rapMoHika Oina xopmycy ckmagae 20 % BmacHOi rapMoHiku. AJle BOHA cIajae MOBiNbHINIE 3 BiacTaHHIO. Lle 00ymoBiroe
HeOOXiqHICTh BpaxyBaHHsI Pi3HOT KiJILKOCTI FApMOHIK Yy 3aJI€)KHOCTI Bijl 3HaueHHs criBBiguHoIeHHs: Ro/R, R — Bijictans 10 TOUKH
BH3HAYCHHS HANPYKEHOCTI MOy Bix mkepena. Tomy 3a cmiBBigHouenHs Ro/R=2/3 cyTtreBoto € BocbMa rapmoHika. 3a Ro/R=1/5
BXKE YETBEPTOIO ITPOCTOPOBOIO TAPMOHIKOIO MOKHA HEXTYBaTH. Taki TaHi TO3BOJISTIOTH 0OpAaTH PaIliOHATBHY KUTBKICTh TApMOHIK.
Lle 3MeHIIye 06CsArH 00YUCIICHB i CIIPOLILY€ MPOLIEC MOJIETIOBAHHS TIOLIMPEHHS MAarHiTHOTO OJIsI HABKOJIO JDKEpena.

Kao4yoBi cioBa: MOJETIOBaHHS, PO3PaXyHKOBHIA amapar; elIeKTpUYHA MalllMHA; IPOCTOPOBA TapMOHIKa; JAUIOJNb.

MaremaTH4ecKHii annmapaTr MoJAeJIJMPOBAHUSI PACPOCTPAHEHUSI MATHUTHOTO MOJISI 3JIEKTPUYECKHX MAIIIMH
C 32/IaHHOI TOYHOCTHIO

JI. O. JleBuenko, B. A. I'neiBa, H. b. Bypaeiina

IIpoGnemoii MomenupoBaHHsl PACIPOCTPAHEHHS MAarHUTHBIX TONEH JOKAIbHBIX M PAcCPelOTOYEHHBIX B MPOCTPAHCTBE
HCTOYHUKOB SIBIISIIOTCSI GOJBIINE MOTPENIHOCTH IO CPABHEHHUIO C HATYPHBIMH HU3MEPEHHSMH. Ba’kHBIM aclieKToM aJleKBaTHOTO
MOZENNPOBAHMS SABISETCS MPUMEHEHHE KOPPEKTHOTO MaTeMaTHIECKOro anmapata. [IokazaHo, 9To A7t OTyYeHHUs JOCTOBEPHBIX
Mozeneil pacnpoCTpaHEHWs] MAarHUTHBIX IIOJIeH BOKPYT SJIEKTPUYECKHX MAIIMH (TEHEpaTOpOB, SJIEKTPOABUTATENEH pa3HON
MOIIHOCTH, T€OMETPUYECKHX pPa3MepoB U IOJIOCHOCTH) IIENeco00pa3HO INpPHUMEHSTh ypaBHeHHMe [aycca IUIsi CKalsIpHOTO
noTeHuuana. Pemenue ypaBHeHHs B MOJIIPHBIX KOOPJAMHATAX MO3BOJSAET yUECTh HE TOIBKO OCHOBHYIO, HO M JIpyTUe TapMOHUKU
MAarHuTHOT'O ITOJIA ()II/II'[O.]'IbHyI'O, KBaJIpynoJbHYIO, OKTyHOHbHy}O). 9TO MO3BOJISIET B 3aBHCHMOCTH OT KOJHUYECTBA YUYTCHHBIX
IPOCTPAaHCTBEHHBIX FAPMOHUK IOJYYUTh MOJENb C HY)KHOH TOYHOCTBIO (IIOTPEIIHOCTHIO) MPOrHO3HMPOBAHHS HANPSHKEHHOCTH
MAarHUTHOTO MOJIA B IF00OH TOUKE BOKPYT MAaIIMHBL. B paboTe cunTaercs, 4To IeKTPOHHAs MaIIHHA SBISETCS 00BEKTOM 6a30BOT0O
paamnyca Ro. I[IpuBeneHHbII MOAX0 MO3BOIAET OJHO3HAYHO ONPEIETUTH PACTIOIOKEHNE TOUEK HYJIEBOTO MO Ha ONpeaeIEHHOM
pPacCTOSHHM OT WCTOYHWKA (IJISI KBAaJPYMONHPHOTO WMCTOYHHMKA ¥ JIMHUM HYJIEBOIO MOJS, JUIL OKTYIOJBHOTO HMCTOYHHKA).
[MpuBeneHs! pe3ynbTaThl MOJICIHPOBAHUS M MX BepH(UKANHM HATYPHBIMH W3MEPEHHAMH Ul HaumOoiee pacHpOCTPaHEHHBIX
YeTBIPEXIIONIOCHBIX MAIINH (KBaAPYIOJIbHBIN NCTOYHHK). [ ITaBHOM 3ajauell MOAEINpPOBaHUs PACIPOCTPAHEHHSI MATHUTHOTO ITOJISt
TaKMX MCTOYHHKOB SIBIISIETCS oOecriedeHne TpedyeMoil TOYHOCTH, MCXOs U3 mesiel MoaenupoBanus. [loka3aHo, YTO TOYHOCTH
MOJACIUPOBAHUS U HATUNIUE TOUCK HYJIEBOI'O IO 06ycn03ne1-n>1 Pa3HbBIMH YPOBHSIMU IIOJIA Y KOpIryca SHCKT‘pH‘{eCKOﬁ MalInuHbI
JUIS pa3HBIX FAPMOHHUK. JIUIonbHas rapMoHUKa y Kopiyca coctasisieT 20% cobcTBeHHol rapmMonuky. Ho ona cragaet MeieHHee
C paccTossHHEM. JTO 00yClaBIMBaeT HEOOXOAMMOCTh y4eTa Pa3HOTO KOJIMYECTBA TAPMOHHK B 3aBHCHMOCTH OT 3HAYCHHS
cootHowenus Ro/R, R — paccrosiHue 10 TOUKH OonmpeneseHus] HApsHKeHHOCTH MOJIsl OT UCTOYHUKA. [109TOMY HPH COOTHOIICHHU
Ro/R=2/3 cymecTBeHHO# siBisieTcss BochMasi rapmonuka. I[Ipu Ro/R=1/5 yxxe deTBepToi IpOCTPaHCTBEHHOI rapMOHUKOI MOXKHO
npenedperats. Takue JaHHEIE TO3BOJISIIOT BEIOPATh ONTUMAIBEHOE KOJIHMUYECTBO TAapMOHUK. DTO YMEHBIIAET 00BEMBI BHIUMCICHHIN
U yIpoliaeT NpoLecc MOACIUPOBaHUS paCIPOCTPAHEHHSI MATHUTHOT'O 110JI BOKPYT HCTOYHUKA.

KiawueBble €J10Ba: MOACTMPOBAHUE, PACUCTHBIN alIapat; EKTPUYECKAs MAIIMHA; TPOCTPAHCTBEHHAs! FAPMOHHKA; JTHIIONb.

9


mailto:larlevch@ukr.net
http://orcid.org/0000-0002-7227-9472
mailto:glyva.valentin@gmail.com
https://orcid.org/0000-0003-1257-3351
mailto:burdeina.nb@knuba.edu.ua
http://orcid.org/0000-0002-2812-1387

Advanced Information Systems. 2022. Vol. 6, No. 2

ISSN 2522-9052

UDC 004.056.52: 004.942

Bohdan Rezanov, Heorhii Kuchuk

doi: https://doi.org/10.20998/2522-9052.2022.2.02

National Technical University “Kharkiv Polytechnic Institute, Kharkiv, Ukraine

MODELING THE PROCESS OF TWO-FACTOR AUTHENTICATION

Abstract. The relevance of research. Authentication is the process of confirming the authenticity of an object or
subject of interaction in an information network by a presented identifier. Usually only one factor is used. However, most
information security incidents occur due to the use of one factor. The easiest way to create an extra layer of security for
accounts is to use two-factor authentication using 2FA programs. In this case, an additional step occurs, which increases
the user authentication time and creates an additional load on the network. Thus, there is a need to create an additional
layer of security for accounts in the “Active Directory” directory service without using an additional component on the
target system and an additional step in the authentication process, thereby making the authentication process itself simpler
and more responsive to the user. The purpose of the article is to develop a model of the two-factor authentication process,
which will allow comparison of different approaches to its implementation. Research progress. The proposed model
consists of three components: a system submodel, a threat submodel, and a security properties submodel. The analysis
performed showed the advantages of using the PERT method for this problem. The simulation of the authentication pro-
cess was carried out using a third-party service for checking the second factor (DUO) and the proposed method. The final
PERT-diagrams are formed. A comparative analysis of these methods in terms of authentication speed was carried out.
Conclusion. The developed model makes it possible to assess the quality of two-factor authentication by the selected
parameter with a sufficient degree of accuracy. In particular, the proposed method showed more preferable results in terms
of authentication speed compared to conventional methods.

Keywords: authentication, 2FA program, model, PERT method.

Introduction

Information security tools used by companies in-
clude authentication, identification, authorization, integ-
rity checking. They are designed to protect legitimate us-
ers of the information system from illegal actions of in-
truders.

Authentication is the process of confirming the au-
thenticity of an object or subject of interaction in an in-
formation network by a presented identifier. The main
authentication method is single factor authentication.
However, in a number of studies [1-4] it is noted that
most incidents in the field of information security occur
due to the use of one factor.

Studies have shown that the easiest way to create an
additional layer of security for accounts is to use two-fac-
tor authentication [5-10]. The main types of two-factor
authentication are:

e one-time passwords on paper (printable set of
codes);

e sending a temporary code to an e-mail address;

e sending one-time password via SMS;

e OTP tokens (hardware one-time password gen-
erators);

e 2FA programs (Authenticator class applica-
tions).

A promising view is the use of 2FA programs, since
it is possible to individually adjust the time interval for
generating one-time passwords. For authentication and
authorization of users, as a rule. directory service is used.
A directory service is a network service that identifies all
network resources and makes them available to users.
The directory service centrally stores all the information
required to use and manage these objects, simplifying the
process of finding and managing these resources [11].
Examples of such services are Samba server, FreelPA,
Apache Directory Server, OpenLDAP, 389 Directory
Server, Active Directory.

The Active Directory — directory service, unlike
those listed above, is secure, distributed, segmented and
replicated, which allows for simplified administration,
scalability, support for open standards, and support for
standard name formats [12]. This directory service uses
LDAP [13], Kerberos [14] authentication protocols.
Based on the RFC of these protocols, despite the security
of the protocols themselves, they do not ensure the secu-
rity of the authentication process itself on the part of the
user, they do not support two-factor authentication, since
authentication through these protocols occurs using one
factor.

However, there are solutions to integrate the second
factor into such directory services using third-party com-
ponents on systems where authentication is required. An
example of such solutions are the developments of Duo,
Okta.

The works [15, 16] describe the authentication pro-
cess using a third-party component. It is worth paying at-
tention to the fact that in this approach, there is an addi-
tional step during authentication, which complicates the
process. This increases the user authentication time and
creates an additional load on the network.

Thus, there is a need to create an additional layer of
security for accounts in the Active directory service with-
out using an additional component in the target system
and an additional step in the authentication process,
thereby making the authentication process itself simpler
and more responsive to the user. To solve this problem,
it is necessary to resort to design, the initial stage of
which is the development of a model. The model will al-
low us to study at each stage the effectiveness of the in-
tegration of two-factor authentication into authentication
services with centralized user databases and evaluate the
effectiveness of the work as a whole and at individual
stages.

Therefore, the purpose of this article is to develop
a model of the two-factor authentication process, which
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will allow us to compare different approaches to its im-
plementation.

At the first stage of research, a modeling method
was chosen, at the second stage, a model of a standard
authentication process based on the PERT method was
developed, at the third stage, the proposed method was
modeled.

At the final stage, using the developed model, a
comparative analysis of these methods in terms of au-
thentication speed was carried out.

Main material

1. Choice of modeling method. The security model
should consist of three components [17]:

system sub-model that clearly defines the system
of interest in order to understand how it behaves during
operation, as well as unintentional changes in operating
conditions;

threat sub-model to clearly define the computing
resources of attackers and their ability to access the sys-
tem;

sub-model of security properties, in which prop-
erties must be clearly defined to prevent malicious ac-
tions.

There are many methods and approaches to model-
ing various systems. To model our system, the following
methods were considered.

GERT (Graphical Evaluation and Review Tech-
nique) is an alternative probabilistic method for network
planning. The method is used in the organization of work,
its main principle is that subsequent tasks can begin after
the completion of only a certain number of previous
tasks. However, not all tasks presented on the network
model must be completed to complete the project.

CPM (Critical path method) is a method based on
determining the longest sequence of tasks from the be-
ginning of the project to its completion, taking into ac-
count all the relationships of the project, which is called
the critical path. Tasks that lie on the critical path (critical
tasks) have zero lead time, and if their duration changes,
the timing of the entire project changes. For other tasks,
a possible reserve of time is calculated.

PERT (Program Evaluation and Review Tech-
nique) is a project evaluation and analysis method used
in project management. The method is aimed at analyz-
ing the time required to complete each individual task. It
also determines the minimum time required to complete
the entire project.

In the PERT method, projects are viewed as a net-
work of individual events and activities. Work in them is
any element of the project that takes time to complete,
and which can suspend the start of other work. The
method is based on the idea of determining and control-
ling the probable terms of the critical path of the entire
complex of works (or a probabilistic approach using the
average value of the p-distribution). The PERT method
allows for possible fluctuations in the timing of each op-
eration and analyzes their impact on the completion of
the project as a whole.

Benefits of the PERT method:

e provides a graphical representation of the pro-
ject and its main activities;

¢ allows you to set the duration range for each ac-
tivity;

e makes it possible to obtain information about
the expected completion time of the project, provides an
estimate of the probability of completing the project be-
fore the specified date;

e identifies activities that have slack time and
therefore their delay will not affect the duration of the
project as a whole;

e identifies activities on the critical path that need
close monitoring, as they affect the overall time to com-
plete the project [18].

Using the PERT method, one can analyze the time
required to complete each individual task and determine
the minimum time required to complete the entire project
[19].

Disadvantages of the PERT method:

e human factor, subjective analysis and inaccurate
estimates may affect the timing;

e updating and maintaining the calendar requires
a lot of time and money;

e complexity of management, there is no guaran-
tee that the schedule will remain the same throughout the
project.

The GERT method [20] is an alternative probabilis-
tic method for network planning. The basis of the appli-
cation of the GERT method is the use of alternative net-
works, called GERT networks. These networks can ade-
quately define complex production processes in cases
where it is difficult to clearly define what work and in
what order must be done to achieve the goal of the pro-
ject.

The basis of the application of the GERT method is
the use of alternative networks, called GERT networks in
terms of this method.

They allow you to more adequately set complex
project processes in cases where it is difficult or impos-
sible (for objective reasons) to unambiguously determine
what kind of work and in what sequence should be per-
formed to achieve the intended result (i.e. there is a multi-
variant implementation of the project).

The GERT-based modeling method is based on the
use of weights, and is especially useful in work organiza-
tion cases where subsequent tasks can start after only a
certain number of predecessor tasks have completed. One
of the significant disadvantages of GERT networks is
their high computational complexity [21, 22]. Given that
for the system being developed, the process that needs to
be modeled has a clear sequence, we can give preference
to the PERT method.

2. Modeling the Authentication Process. Let's
simulate the authentication process using a third-party
second factor verification service (DUQ). A general view
of the process in the form of a diagram is presented in
Fig. 1.

The following steps are performed (Fig. 1):

1) user enters login, password, OTP into the user
system (Windows);

2) user system (Windows) sends the user's login
and password to Active Directory for verification;

3) Active Directory returns a response to the user
system (Windows);
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Fig. 1. Standard scheme of the authentication process
using a third-party second factor verification service

4) user system, with a satisfactory response, sends
the user's login and OTP for verification to the second
factor verification service (DUO);

5) second factor check service returns a response
to the user system (Windows);

6) user system (Windows) with a satisfactory re-
sponse grants access to the user.

PERT chart consists of separate typical blocks
(Fig. 2). Each block contains seven sections with such in-
formation about the task [12]:

e in the Master password generator section, the
number or name of the task is displayed;

Early Start Duration Early Finish
Master password generator
Late Start Slack Late Finish

Fig. 2. View of a typical block of PERT charts

e Early Start section displays the earliest start, the
earliest start date for the task;

e Duration section displays the duration of the
task, calculated using the PERT method;

¢ inthe Early Finish section, the earliest finish, the
earliest deadline for completing the task, is displayed;

e in the Late Finish section, the late finish is dis-
played, the latest deadline for completing the task;

e Slack section shows the amount of time left to
complete the task without affecting the end date of the
project;

e in the Late Start section, the late start is dis-
played, the latest start date for the task.

An example of a PERT diagram for the considered
process is shown in Fig. 3.

0 \ 0 0 0 | 02 | 0 02 | 23 ‘ 231
START Windows Active Dirscory
0 ‘ 0 0 0 I 0 I 0 02 l 0 ‘ 231
v
231 ‘ 0z 251 251 ’ 479 | 73 73 | 02 ‘ 75
Windows 2FA Service Windows
231 [ 0 261 251 l 0 I 73 73 ] 0 [ 76
‘
73 ‘ 0 73
FINISH
73 ‘ 0 73

Fig. 3. An example of a PERT diagram of the authentication process
using a third-party second factor verification service

3. Suggested method. Consider the proposed ap-
proach to the authentication process using a third-party
service for checking the second factor. A sequence of
actions is proposed, shown in Fig. 4.

User

—1—>

Windows

=

2

v

¢

3

Active Directory

Service

Fig. 4. Proposed Scheme for the Authentication Process

The proposed method performs the following ac-
tions (Fig. 4):

1) user enters the login, password, OTP into the
user system (Windows)

2) user system (Windows) sends the user's login
and password to Active Directory for verification

3) Active Directory returns a response to the user
system (Windows)

4) user system (Windows) if the answer is satisfac-
tory, the system grants access to the user

Note that the operations

Service —> Active Directory

does not affect the user authentication process.
An example of a PERT chart based on this process
is shown in Fig. 5.
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0 0 0 0 02 02 02 23 25
START Windows Actva Dirocory
0 ] 0 (1] 0 02 02 1] 25
|
25 02 7 27 0 ar
Windows FINISH
25 0 27 27 0 7

Fig. 5. Example PERT Diagram for the Proposed Authentication Process Method

4. Case study. To compare services, you need to
test the authentication speed.

The following stand was prepared for testing. Ora-
cle VM VirtualBox was taken as the basis for virtualiza-
tion. For the server part, Windows Server 2019 is used,
as well as Active Directory, a Microsoft directory service
for operating systems of the Windows Server family.

For the client part, Windows 10 is used, an operat-
ing system for personal computers and workstations de-
veloped by Microsoft as part of the Windows NT family.

Test bench host machine: CPU 6-Core Intel Core i7,
2.2 GHz; RAM 16GB 2400Mhz DDR4; SSD 256 GB
RAM; LAN 1GBps; Internet 1GBps.

Test bench virtual machines: Windows Server 2019
(CPU 4 Core; RAM 8GB; Drive 64GB; LAN 1GBps);
Windows 10 (CPU 2 Core; RAM 4GB; Drive 64GB;
LAN 1GBps).

Communication between virtual machines is pro-
vided through a bridge connection with the host machine.
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50

25

The difference between the compared systems is that in
the case of DUQ, it is necessary to install an additional
component in the client part, Winlogon is a component
of Microsoft Windows operating systems that is respon-
sible for processing the sequence of safe attention, load-
ing the user profile at logon and, if necessary, locking the
computer when the splash screen is running (another au-
thentication step is required).

The actual retrieval and validation of user creden-
tials is left to other components.

No additional components are needed for the devel-
oped system.

Testing will be done with a base of 1000 users. Be-
fore testing, 1000 accounts were created in Active Direc-
tory, 1000 accounts were created in the DUO system and
1000 TOTP tokens were issued.

The results of authentication testing using the sec-
ond factor verification service are shown in Table 1 and
Fig. 6.

6,50 6,75

7,00 7.25 7,50

Fig. 6. Test results (standard method)

Table 1 — Testing the Standard Method

Time 63 |64 |65 |66 |67 |68 |69
Frequency 55 |83 |64 [80 |76 |83 109
Time 7 71 (72 |73 |74 |75
Frequency |89 |76 |92 |77 |74 |42

The table shows that the minimum time to complete
the login operation with this approach is 6.3 s.

The maximum is 7.5 s., And the average authenti-
cation time is 6.9 s.

The results of authentication testing using the pro-
posed method are given in Table 2.

Authentication testing results using the developed
system:

Table 2 — Testing the proposed method

Time 2,1 2,2 2,3 2,4 25 |26
Frequency 56 96 123 | 118 | 93 100
Time 2,7 2,8 2,9 30 |31
Frequency 91 95 88 95 45
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From the obtained results, it follows that the mini-
mum time to complete the login operation is 2.1 s., the
maximum is 3.1 s., and the average authentication time is
2.6s.

Let's combine the data of tables 1 and 2 on one dia-
gram (Fig. 7, blue color on the left - Table 1, red color on
the right — Table 2).

125

100

75

50

25

Fig. 7. Authentication Time Analysis

From the diagram in Fig. 7, it is obvious that the
proposed method in terms of the proposed parameter is

significantly more efficient than the standard one (al-
most 3 times).

Conclusions

The article presents a model of the two-factor
authentication process, which made it possible to
compare different approaches to its implementation. The
proposed model consists of three components: a system
submodel, a threat submodel, and a security properties
submodel.

The analysis performed showed the advantages of
using the PERT method for this problem. The developed
model made it possible to assess the quality of two-factor
authentication by the selected parameter with a sufficient
degree of accuracy.

In particular, the simulation of the authentication
process was carried out using a third-party second factor
verification service (DUQ) and the proposed method.

The final PERT-diagrams are formed. A
comparative analysis of these methods in terms of
authentication speed was carried out.

The proposed method showed more preferable
results in terms of authentication speed compared to
conventional methods.
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MopaenoBanHs npouecy AB0(aKTOPHOI aBTeHTU(ikanii
b. M. Pe3anos, I'. A. Kyuyk

AHoTamifi. AKTyaJbHICTh TOCHIIzKeHHsI. ABTCHTH(]iKaIlis — MpoLec MiATBEPAKEHHS CIPaBX)HOCTI 00'ekTa abo Cy-
0'exta B3aemonii B iHopMarmiiiHiii Mepexi 3a mpea'siBIeHUM ineHTH(iKaTOpoM. 3a3BHYail MpH LBOMY BUKOPHUCTOBYETHCS
O/MH YWHHUK. [IpoTe, 61IbLIICTh IHIUAEHTIB Y cdepi iHpopMaLiiHOT O€3MeKH TPAIISIOTHCS BHACTIAOK BUKOPHCTAHHS OJ-
HOro Qakropy. HailGinpm mpocTUM crmocoOoM CTBOPUTH NOJATKOBHH piBEeHb O€3MEKH A 0OJTIKOBUX 3aMHUCIB € BUKOPHUC-
TaHHA JBO(AKTOPHOT aBTeHTU(DiKaii 3 BukopuctaHHsIM 2FA-niporpam. [Ipu 1poMy BUHUKA€E JONATKOBUU KPOK, SIKAK 30171~
nrye gac aBTeHTU(iKamii KOpUCTyBada, CTBOPIOE HOAATKOBE HAaBaHTa)KEHHS Ha MepeXy. TakuM 4MHOM, BUHHKAae HEOOXin-
HICTh CTBOPHUTH JIOJJATKOBHUH piBEHB O€3MEKH AJIs 0OTIKOBHX 3alUCIB y CIry>k01 kaTanoriB Active directory 6e3 BUKOpHCTaHHS
JIOJJTaATKOBOTO KOMITOHEHTA B IIIBOBIM CHCTEMi 1 0JaTKOBOTO eTamy B mpoleci ayTeHTudikanii, TAM caMUM poOJIsIIu caM
mpornec ayTeHTUGiKaIii OiabII TPOCTUM i JOCTYIHUM JUIsl KOPUCTyBada. MeTOKW CTATTi € po3poOka MoJeNi MpoIecy IBO-
(axTopHOi ayTeHTUDiKaLil, IKa JO3BOJUTH MPOBECTH MOPIBHAHHS Pi3HUX MiAXOMIB U1 Horo peanizanii. Xia A0caigKeHb.
ITponoHOBaHA MOJENb CKIAAAETHCS 3 TPHOX KOMIIOHEHTIB: MIAMOJENb CUCTEMH, MiAMOAETH 3arPO3H Ta MiAMOJENb BIACTH-
BocTeil Oe3mexu. [IpoBeneHuil anaii3 mokasaB mepeBarn BUKOPUCTaHHS Uit naHoro 3aBraHHS metony PERT. IIposeneno
MOJIETIIOBaHHS TPOIlecy ayTeHTH(QIKaIil 3 BUKOPUCTaHHIM CTOPOHHBOTO cepBicy mepeBipku npyroro ¢akropy (DUO) Tta
3anpornonoBaHoro Meroxy. Chopmosano nmincymkoBi PERT-niarpamu. [IpoBeneHo mopiBHsUIBHUH aHANi3 JaHUX METOMIB 32
NIBUAKICTIO aBTeHTH]iKanii. BucHOBOK. Po3polbiieHa MOeNb T03BOJISIE 3 JOCTATHIM CTYNECHEM TOYHOCTI OIIHHUTH SIKiCTh
nBodakTopHOT aBTeHTUIKaIlii 32 BUOpaHUM IapaMeTpoM. 30KpeMa, 3allpOIIOHOBAHNUN METOJ MOKa3aB Kpalli pe3yJs bTaTH 3a
MIBUIKICTIO aBTeHTHU QiKalii MOPIBHAHO 3 3arabHONPUITHITHMHU METOIaMH.

KawuoBi caoBa: arentudikamnis, 2FA-nporpama, monens, metox PERT.

MopeaupoBaHue npouecca IByX()akTOPHOiIi ayTeHTH(PUKaMK
b. M. Pe3anos, I'. A. Kyuyk

AHHOTANMSA. AKTYATBHOCTh HCCIEA0BAHUSA. AYTCHTU(DHUKALUS — TPOLIECC MOATBEPKACHHUS MOATMHHOCTH 00BEKTa
WU CyObeKTa B3aMMOJCHCTBUS B HHPOPMAIMOHHOW CETH O MpeIbIBICHHOMY HAeHTHGHUKaTOpy. OOBIYHO TIPH 3TOM HC-
noJsib3yercs oauH paxtop. OqHaKo, OOIBIIMHCTBO HHIUJACHTOB B cepe HHPOPMAIOHHOM 6€30IaCHOCTH CIIydaloTCs BCIIEI-
CTBHE UCIOJIb30BaHUs 0gHOrO dakropa. Hanbosee mpocTsiM CIIOCOOOM CO3aTh AOMOJHHUTENBHBIH YPOBEHb 0€30MaCHOCTH
JUISl yYETHBIX 3aIHCeil SBISETCS HCIOJIb30BaHUE ABYX(HaKTOPHOH ayTeHTUUKAIMK ¢ ucnonb3oBanueM 2FA -nporpamm. Ilpu
3TOM BO3HHKAET JOIOIHUTENBHBIN IIaT, KOTOPBIH yBEITUYNBAET BpeMs ayTCHTU(UKAINH IT0JIE30BATENs, CO34aeT JOMOIHH-
TEJIBHYIO HAarpy3Ky Ha ceTb. TakuM 00pa3oM, BO3HHKaeT HEOOXOIUMOCTb CO3/1aTh JOMOJHHUTEIBHBIH YPOBEHb O€30MacHOCTH
JUIs YYeTHBIX 3amuceidl B ciayx0e kataimoroB Active directory 6e3 HCIONb30BaHHs JOMOIHUTEIFHOIO KOMIIOHEHTA B LIEIEBOM
CHCTEME U JIOTIOJHUTEIBHOTO dTana B MPOILEcce ayTeHTU(GHKALMK, TEM CaMbIM Jiefiasi caM Ipollecc ayTeHTuuKaunu 6osee
HPOCTHIM M OT3BIBYMBBIM I TTOsIb30BaTeNs. Lleablo cTaThy sBIsSeTCS pa3paboTka MOJIENH Mpolecca AByX(akTopHOii ayTeH-
TU(UKAINY, KOTOPas TO3BOJIHT IPOBECTH CPABHEHUE PA3JIMYHBIX MOJXO0/I0B K €ro peanusanuu. Xoa ucciaenopanmii. [Ipea-
raemMasi MOZIeJIb COCTOUT M3 TPeX KOMIIOHEHTOB: MOAMOJENb CHCTEMBI, MOJMO/ICb YrPO3bl M MOAMOJAEIHN CBOWCTB Ge30MacHo-
cru. IIpoBeJieHHbIN aHaNN3 MOoKa3aj MPEUMYIIECTBA UCIIOIb30BaHU Ul JaHHOH 3amaun Metona PERT. IIpoBeneHo mMonenu-
poBaHHUE TMpolecca ayTeHTU(HUKALUY C HCIOJIb30BAaHIUEM CTOPOHHET0 cepBuca mpoBepku BToporo dakropa (DUO) u mpemio-
skerHoro merona. Cpopmuposans! uroroeie PERT-nnarpammel. [IpoBeneH cpaBHUTEIBHBIH aHAIN3 JaHHBIX METOJIOB TI0 CKO-
poctu ayreHTHbUKauu. BeiBoa. PazpaboranHas Moeb MO3BOJSET C JOCTATOYHOM CTETMIEHBIO TOYHOCTH OLCHHUTH Ka4eCTBO
IBYX(aKTOpHOIl ayTeHTU(HKAIMK 110 BEIOpAaHHOMY TapaMeTpy. B 4acTHOCTH, mpe/IoKeHHBII METO moka3an OoJiee mpej-
HOYTHUTEJbHBIC PE3YJIbTATHI 10 CKOPOCTH ayTEHTU(HUKALNY 10 CPABHEHUIO C OOIIETIPUHATHIMUA METOIaMH.

KawueBsbie ciaoBa: ayreHtudukanus, 2FA-nporpamma, moznens, meroq PERT.
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CxigHOyKpaiHChKUI HalllOHANBHUHN YHiBepcuTeT iMeHi Bomomumupa Jlans, CeBeponoHensk, YKpaina

MOJAEJII MAIIMHHOI'O HABYAHHA 1JIAA IEPE/IBAYEHHSA
KLJIbKOCTI 3AXBOPLIINX HA COVID-19 B YKPATHI TA TH/III

Anoramnis. [ToOymnoBani Mozaeni nepeabaveHHs KinbKocTi 3axBopinux Ha COVID-19 3 BUKOpPHCTaHHSIM METOJIB Ma-
IIMHHOTO HaBuaHH:. [loOynoBaHi Moaeni HaBYAIKCh HA JaHUX 310paHuX 3 pi3HUX OPIMIHHUX JKepel, BKIJaouu Bee-
cBiTHIO Opranizanito 310poB’4, 3 MOYATKY eMifeMii o TenepilHboro yacy. s HaBuyaHHS MoJienelt nepe10aueHHs Kijlb-
kocTi 3axBopimux Ha COVID-19 o6pano Ykpainy ta [Hmiro. MeTomamu, 1o Hagand BUCOKY TOYHICTh MIPOTHO3Y IS ic-
HYIOUHX JaHUX, BUSBIWIACH AITOPUTMU JiHIHHOI perpecii A YKpaiHu Ta rpagieHTHOro OycTuHry st [Haii. AHam3 ma-
HUX IIPOBOJMBCS 3a JOIOMOTOI0 MOBHU IporpamyBaHHs Python, 3 Bukopucranusm 6i6miorexn Sklearn, sixa moOymoBaHa
Ha ocHOBI SciPy (Scientific Python). Kpim Toro, BukopncroByBanach 0i0imioTeka aqropuTMy rpami€HTHOTO OyCTHHTY
XGboost. [Ins po3podku Mozeni o6paHo GaraToakTopHe NMPOrHO3YBaHHS YaCOBHX PsIiB 3 BUKOPUCTAHHSIM Y SKOCTI
NpeANKATOPIB 3aIi3HEHHS YaCOBOT0 psy. BU3HaueHO XapaKTepHCTHKH, 1110 BPaXOBYIOTHCS ITPH HaBYaHHI MOJIENI, a caMe:
JaTa Mo4aTKy MOil, AeHb TIDKHS, HOMEpP THXKHS, MicsAlb Ta iHmi. [IpoBeaeHo aHami3 040 BU3SHAYCHHS BIUIMBY LUX Ia-
pameTpiB Ha SAKiCTh HaBYaHHA Mozeni. OmiHeHi NOXHOKHM MOJAEJeH Ta TOYHICTh MPOTHO3Y 3 HAHKPALTMMH MOKa3HUKAMU
0.83 mst Yxpainu ta 0.75 mns [anii. [ToOyxoBani Moaeni T03BOJSIOTE MepeadadaTh emigeMioNoriuHy CHTYyalilo B Maki-
OyTHBOMY, KOOPAMHYBATH [Iii y PI3HUX TaTy3IX OXOPOHH 3[0POB'S Ta MPOBOIUTH OOTPYHTOBAHI MPEBEHTHUBHI 3aX0U Ha
Jep>kKaBHOMY PiBHI.

KuaouvoBi cjioBa: MallMHHE HABYAHHS; MOJIEITi IPOTHO3YBaHHS; METO/I JIIHIHOT perpecii; MEeTo rpaJieHTHOTO IIPUCKOPEHHSL.

IHocTanoBka Ta aHaJi3 npodJeMn

Koponagipycra indexmis 2019 poky Takox Bizoma
sk COVID-19 (abpesiarypa Bim amrm. COronaVlIrus
Disease 2019) € emigemieto, o OXOIHIa KpaiHu BCHOTO
cBiTy. Baxkkuii mepeOir 3axBOprOBaHHS, MOCTKOBIIHHIMA
CHHJIPOM Ta 3HAaYHA KiTbKiCTh JeTaJbHUX BUMAJIKIB [1]
MIPHU3BEIIH 10 HEOOXIAHOCTI AETAILHOTO BUBYCHHS 1IHOTO
MUTaHHS Ta IPOTHO3YBaHHS.

L{iHHICTb 1 3HAYYIIICTh 310paHUX JaHUX MO0 KiJIb-
KOCTI 3aXBOPIOBaHb 3a NMEBHHUU MPOMDKOK 4acy MOXKHa
YCBIIOMUTH, MO0y IyBaBIIHA MOJIEINI, SKi JO3BOJISIOTH TIe-
pendavaTH emigeMioNIoTiYHy CUTYalilo B MallOyTHEOMY,
KOOPJMHYBATH [iil y PI3HUX Taly3sX OXOPOHH 37I0POB'S
Ta TPOBOIWTH OOIPYHTOBAaHI NPEBEHTHBHI 3aXOIHW Ha
JIEpKABHOMY DiBHI.

s moGynoBu nependavyBaHUX MOZETICH BUKOPH-
CTOBYIOThCSI HAOOPH METO/IIB Ta aJITOPUTMIB MAITHHHOTO
HaBYaHHS 3 00JaCTI WITyYHOTO IHTEJEKTY, sIKi 3abe3re-
4yI0Th e()eKTHBHE CaMOHaBYaHHs Mojeli. Briepuie Bu-
3HAYEHHS IOHATTS MAIIMHHOT'O HAaBYaHHS, SIK o0yacTi
JIOCITIJPKEHb, 1110 JIa€ KOMIT FOT€paM 3/1aTHICTh BUUTHUCS
6e3 Toro, moO iX SBHO MporpamyBayd HajxaHe B 1952
pori A. Camroernem.

Hapasi pesynbraTé mpamfforodnx Mojened Moao
nependavdeHHs] PUHKY, JIOACHKOI IMOBENIHKH Ta BHpI-
IICHHS 3a/1a4 301IbIIeHAS MPUOYTKY BHKOPHUCTOBYIOTH
BiJOMi KOMITaHii 1Mo BcbOMy cBiTy. OCHOBHI TpeHIH y
IITYYHOMY IHTEJIEKTi Ta METO/IaX MAIIMHHOTO HaBYaHHSI
B PI3HUX rajy3sX Ha Cy4yaCHOMY eTari PO3BHTKY HaBe-
neHi B poborti [2].

OTxe, icHye HeoOXiJHICTH OOYNIOBH Iependavy-
BaHHUX MoOjeJell 3 BAKOPUCTAHHSIM METOAIB MAIIMHHOTO
HaBYaHHs, sKi OyJIyTh HaBUATHCSl Ha ICHYIOUill cTaTHC-
TUII 1O KimbKocTi 3axBopimmx Ha COVID-19, mounna-
toun 3 2019 poky.

B xoni BUpilieHHS MHOKWHHY ITOTi0HIX 3aBJJaHb Ha-
BUCHA MOJIENTb 3 BU3HAUCHOIO TOYHICTIO OyAe HaJaBaTH
MIPOTHO3 IO KUTBKOCTI 3aXBOPLIMX HA OOpaHWil mepioxn

yacy. AKTyaJbHICTh poOOTH 3a0€3MeuyeThesl ChOTOIeH-
HUM enigeMiosoriyauM cra"osumieM o COVID-19 Ta
3aIliKaBJICHICTIO B pe3yJbTaTax MporHo3y y BCix cdepax
BHPOOHMIITBA Ta HAJJAaHHI ITOCIYT B Pi3HUX KpaiHax CBITY.

3arajibHa 3a1a4a CTBOPEHHA
nepeadavyyBaHMX MojeJIeH

B sxocTi anroputMiB IS HABYaHHS MOJIENI, IO
MOXKe rnepeadaunuTu KinbKicTs 3axBopiaux Ha COVID-19
B Maif0yTHHOMY MPOIMOHYEThCS BUKOPHCTOBYBATH JIi-
Hiitny perpecito [3] Ta XGBoost [4].

Mogens miHiiHOT perpecii Moxxe 0yTu hopmaizo-
BaHa HACTYMHUM YMHOM. KillbKiCTh XBOpPHX, BU3HAUEHHX
B MICBHUI JICHB € 3aJICKHOI0 3MiHHOI0 y. Habip xapakre-
PHCTHK, SIKI Ha Hally AyMKY BIUIMBAIOTh Ha BEJIMYHHY Y
€ HEe3aJIeXKHI 3MiHHI X = (X1, ..., Xn), 1€ N — [I¢ KUTBKICTh
napameTpiB. BBaxxaemo, 10 3aJeXHICTh MK X Ta y Jii-
HilfHa 1 OUCYETHCS PIBHAHHIM perpecii:

Y =6 +B% ++ Paxg € (1)

3 koedinientamu perpecii Bo, L1, ..., fn Ta BUNAJKOBOIO
MOMIJIKOXO €. JIiHilHA perpecis 00YHCITIOE TPOTHO30BaH1

Bard BUMIpY, 110 MO3HAYAOTHCS SIK bo, by, ..., bn. BoHu
BU3HAYAIOTh OlliHeHa (YHKIIiI0 perpecii

f(x)=bg +byx, +---+bpx,, (2)
SKa MPE3CHTYE 3aJCKHICTh MiXK BXOJAMH Ta BUXOIOM.
Jnst KOXKHOTO pe3ynbTaTy CIOCTepexeHHs | = 1, ..., n,

orinena abo nependaveHa Bianosias f(x;) mae Oytu siko-
Mora OIIKYOI0 IO BiAMOBiMHOI (paKTUIHOT BIATIOBIAI V.
Pizauti y; — f(X;) BciM pe3ysbratiB criocTepekeHb Ha3H-
BalOTHCS 3aJMITKaMU. Perpecis Bu3Hauae HalKpari mpo-
THO30BaHI Bard BUMIpY, sIKi BIANOBIJal0Th HAMEHIIUM
3aJIMIIKAM.

I'pangienTHHI OYCTHHT 1€ METO]| MAIIMHHOTO HaB-
YaHHSI, SIKUA OyJye MOJENb MPOTHO3YBAaHHS y BUIIISAIL
aHcaMOJIro0 CJIa0KMX NPOrHOCTUYHHUX MOJIENEH - JiepeB pi-
LIEHb Ta BUKOPUCTOBYE (ppeMBOpPK rpajieHTHOTrO Oyc-
TUHTY.
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BBezneMo Moienb BUBXKEHOTO IOJIOCYBaHHSI:
n
h(X)ZZCiai,XEX,biER, (3)
i=0
qe X — 1e mpocTip, B SKOMY 3HaXOJThCsl 00'€KTH,
C;, a; - ue KoedilieHTH Mozei Ta aepesa pimens. [1pu-
MYyCTHMO, IO HA SIKOMYCh KPOIIi 3 IOITOMOTOI0 OTIMCaHUX
MIPaBUJI BIAJIOCS OAATH y Komnosuliiro T-1 cnabkwuii an-
roput™. 1100 HaBuMTHCS pO3YyMITH, SIKUiT came Ma€e Oy TH
anropuT™ Ha Kpotii T, BBeeMo QyHKIiI0 TOMMIIKH:

err(h) = %ci L(Tz_laici (Xj)+c.a- (%) > minaTcT .(4)
=1 =

Hatikpammm anroputmMoM Oynie TOW, SKHA 3MOXKE
MaKCHMaJIbHO 3MEHIITYBaTH ITOMIIIKY, OTPIMaHy Ha TO-
nepenHix iteparisx. ['paxieHTHHI OyCTHHT H0O3BOJISE BU-
3HaYaTH MiHIMAJIbHY IOMHUIIKY.

AHaui3 JaHUX TPOBOIMBCA 32 JOITOMOTOI0 MOBH TIPOTpa-
MmyBaHHsI python, 3 BukopucTantsm 6i6miorexu Sklearn -

Scikit-learn (Sklearn) 3 peanizalii€ro IiJOro psiLy auro-
PUTMIB JJI HaBYAHHS 3 yYHTEJeM Ta 0e3 yuuTens, ska
noOyznoBana Ha ocHOBI SciPy (Scientific Python). Kpim
TOTr0, BAKOPUCTOBYBaJIaCh 0i0ioTeKa ajlropuTMy rpasii-
enaTHOTO OycTHHTY XGboost.

Pe3yabTaTu po6oTH Moaesei

J11st IpoBeieHHS TOPIBHSIILHOTO aHAITI3Y MOKIIHBOC-
Teld IBOX METO/IIB PO3IIISTHEMO JIB1 KpaiHu — YkpaiHy Ta [H-
JTiFO, SIK1 BIPI3HSFOTHCS 32 KUTBKICTIO HACETICHHS Ta PIBHEM
MeIMYHOTro 00cIyroByBanHs. Habopy qaHuX mpo KiIbKICTh
BUMaJKIB 3axBoproBank Ha COVID-19 B Vkpaini Ta Inmii
3aBaHTaXEHO 3 pecypcy [5] Ta mpe3eHTOBaHO Ha puc. 1.
JlaHi 9acoBUX psIiB PIKCYIOTH CEPIF0 TOUOK JAHHX IO KilTb-
KOCTI XBOPHX, 3allUCaHUX 4epe3 peryJsIpHHil iHTepBas, B
HamoMy BHIaAKy moxHs. JlocmimKyBanuii Habip TaHUX
BMIII[y€ HACTYIHI 3MiHHI: KpaiHa, IHPOTA, JOBrOTa, KiJlb-
KICTh 3aXBOPIOBaHb 110 JHIX MounHa0uu 3 22 ciuns 2020
poky 10 2021-12-22. Ha MOMEHT IOCITIKEHHS TaHUX, Ha-
0ip BMilIly€e 1aHi 1O KUTBKOCTI 3aXBOpIOBaHb 3a 702 aHi.
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Puc. 1. YacoBwuii psag KimbKocTi BUnaakiB 3axsoproBadb Ha COVID-19 B YkpaiHi (a) Ta [axii (6)
(Fig. 1. Time series of the number of COVID-19 cases in Ukraine (a) and India (b))

[IporHo3yBaHHSs — e BU3HAYCHHS BEJIMYNHH HACTY-
ITHOTO KPOKY YacOBOTO PsY, Ha SIKOMY HEOOXiTHO Tie-
penbaunTi MaitOyTHE 3HAUCHHS, sIKe TpuiimMe psia. Posr-
JISHYTO J1Ba METOAM HAaBYaHHS MOJEJIEH: JIiHiiHA perpe-
cisi Ta rpa/lieHTHUN OYCTHHT.

Jns po3pobku mozneni obpaHo OaratodakropHe
MPOTHO3YBAHHS YaCOBUX PSI/IIB 3 BUKOPUCTAHHSM Y SIKO-
CTI TMpenuKaTopiB 3ali3HEHHs 4YacoBOro psiay. Busha-
YEHO XapaKTePUCTHKH, 1[0 BPAXOBYIOTHCS [IPY HABYAHHI
MOJIelTi, a caMe JaTa MoYaTKy Moii, IeHb THXKHS, HOMEp
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THOKHS, MicsLb Ta iHI. [IpoBeneHo anai3 mo/ 0 BU3Ha-
YEHHs BIUIMBY LIMX MMapaMeTpiB Ha SKiCTh HABYaHHS MO-
nei. [liqroToBieHi qaHi, 3riHO 3 3arajlbHIMU PEKOMeE-
HIALISIMU, TTOAUICHI y BiIHOIIEHHI 5:1 s TpeHyBalb-
HOT0 HabOpy Ta TECTOBOTO, IO CTaHOBHTH 583 Ta 119
IHIB BiImoBigHO. TECTOBHUI CET MiCTUTH JaHi 3a Tepiof
Bix 31.08.2021 no 27.12.2021.

IIporao3u moOy0BaHUX MOZENEH 00 KITbKOCTI
3aXBOPUIHX Ha KOPOHABIpYC 3 BUKOPHUCTAHHAM JIiHIITHOT
perpecii HaBeJJeHO Ha pHUC. 2.

TpenyBanbHUII CET Bizyasi30BaHHH YOPHOIO JIIHIEIO
3 KOJIaMH, a TMPOTHO30BaHI 3HAYEHHS MOJIEIUTIO - CipOIo
JIHI€I0 3 TPUKYTHUKAMHU.

I'padixu imroCTpyIOTH BUCOKE CITiBIIAIiHHS IIPOTHO-
30BaHUX Ta peajbHUX JNaHMX JIs YKpainu (puc.2, a) Ta
cimabke mos [amii (puc. 2, 06).

Po3risHeMo pe3ynbTaTti poOOTH MOJIENi IPOTHO3Y
noOyIOBaHOI 32 JOIMOMOTOI0 AITOPHTMY T'Pagi€HTHOTO
Oyctuary. YacoBi psau KiTbKOCTI BHUMAIKIB 3aXBOPIO-
Banp Ha COVID-19 B Vkpaini ta IHnii HaBeneni Ha
puc. 3. TpeHyBaJIbHHI CET MOKAa3aHUH YOPHOIO JIHIEIO 3
KOJIaMH, @ TPOTHO30BaHi 3HAYEHHS 33 JOMOMOTOK MO-
JIelTi - CIpOIO JIIHIEI0 3 TPUKYTHUKAMH. 3 rpadikiB Ha pHC.

3, a i YKpaiHu MO>KHa 3pOOUTH BHCHOBOK, IO JIaHHI
MOJIeJi CYTTEBO Bipi3HAIOThCA Bin (aktmunmux. Hato-
MicTh auis [Hii criiBaAiHHS JaHUX TECTOBOTO HA0OPY Ta
MOJICIEHUX 3HAYEHB € 3HAYHO KPAIIIHM.

OrninemMo noxuOKH MO0y I0OBaHUX MOJIETICH 3a I0TIO-
MOTOF0 BiTOMHX (OPMYII JUIS BIiTHOCHHUX aOCOIOTHOI Ta
KBaJ[paTU4HOi MOXUOOK BiAmoBiaHo [6] ta [7]. Ille oxua
BEJIMYMHA, 110 JI03BOJISIE MIBUKO OLIHUTH SKICTh Mepe-
GadyBaHOI MOZETIi IIe TOYHICTh IPOTHO3Y, Ky MO>KHA PO-
3paxyBaty 3a GOPMYIIOI0:

PAC=r=
DRV EPRIN o
DRSO

Po3paxoBaHi BeTMYMHU MTIOXUOOK Ta TOYHOCTI MPO-
THO31B HaJaHUX 32 JOIOMOTOK METO/IIB JIIHIHHOI perpe-
cii Ta rpa/lieHTHOTO OYCTUHTY HaBeJeHi Il 000X KpaiH
B TaOn. 1. 3 oTpUMaHMX AaHUX MOXKHA 3pOOUTH BHCHO-
BOK, IO JUIs1 YKpaiHM Kpalle MiX0J1uTh No0y10BaHa MO-
JIeNTb 3 BUKOPHUCTaHHAM ITiHIHHOI perpecii, a ms [amii —
TpagieHTHOTO OyCTHHTY.

Tabnuys 1 — MeTpHKH OMiHKH MOXHOKYU TAa TOYHOCTI MOOYI0BAHUX MojIeJIei
JJIs1 epeadavyeH st KILKOCTI 3aXBOpijIMX 1o AHSIM B YKpaini Ta Inaii
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Merton JliniiiHa perpecis I'panienTHH OyCTHHT JliniitHa perpecist I'pagieHTHH OYCTHHT
BignocHa abcomroTHa
HoxuGKa 0.375505 0.852222 0.625125 0.429781
Bimoctia  kpatpati- 0.161849 0.887345 0.401214 0.242251
YHA ITOXHOKa
TouHicTh MPOrHO3y 0.838150 0.112655 0.598785 0.757748
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#— Linear Regression
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Puc. 2. YacoBwii pan KimeKocTi BUMaaAKiB 3axBoptoBadb HAa COVID-19 B YkpaiHi (a) Ta [uxii (0),
OTpPHMaHHH 32 TOMIOMOTOI0 MOZEN, TOOYA0BaHOI 3 BUKOPHCTAHHSAM METOAY JIiHIIHOT perpecii
(Fig. 2. A time series of the number of COVID-19 cases in Ukraine (a) and India (b) was obtained using a linear regression model)
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Puc. 3. Yacosuii psix KinbkocTi BUMaAKiB 3axBoproBanb Ha COVID-19 B Ykpaini (a) Ta Iuaii (6),
OTpHMaHHMH 32 JOMIOMOTOI0 MO, TOOYI0BaHOI 3 BUKOPHCTAaHHAM METOAY IPaJi€HTHOTO OYCTUHTY
(Fig. 3. A time series of the number of COVID-19 cases in Ukraine (a) and India (b)
was obtained using a XGBoost model)

[ependadyBani Mozeni U1 KTBKOCTI 3aXBOPUIHX TIO
ITHAM B YKpaiHi Ta [Hzii Ha mpoMiKoK dacy 3 28 rpyaHs
2021 poky 1o 26kBitHs 2022 poky BKa3ylOTh Ha Te, IO B
000X KpaiHax HEBIOB31 OYHETHCS CIaJ| KUTBKOCTI 3aXBOPi-
JIUX T4 HEBEJIMKI KOJIMBAHHS HABKOJIO CTAOUILHUX 3HAYEHD
3 YacoM.

BucnoBxku

ITobynoBani mMozmeni mependadeHHsT KUTBKOCTI 3a-
xBopinrx Ha COVID-19 3 BukopucTaHHIM METOIB Ma-
HIMHHOTO HABYaHHSI.

IToOymoBaHi MO/IE/Ti HABYATUCH HA JaHHUX 310paHuX
3 MoYaTKy emigemii aas Ykpaiau ta [Hmii.

Jnst HaB4aHHS MoOjeseld BHKOPUCTaHI aJrOPUTMHU
JHIKHOT perpecii Ta rpalieHTHOTO OYCTHHTY.

JocnimxyBannii HaOip TaHUX BMILIY€E KUTBKICTD 3a-
XBOPIOBAaHb MO JTHX nmo4ynHarouu 3 22 ciuag 2020 poky
mo 2021-12-22 pnst pisHMX kpaiH. Ha MomeHT

TTOCTIKeHHS JaHWX, Ha0ip BMIITyBaB AaHi IO KiTBKOCTI
3axBopioBaHb 3a 702 nHi. Bu3HaueHO XapaKTepHCTHKH,
10 BPaXOBYIOTHCS IIPU HABYAHHI MOJIEII: 1aTa MOYATKY
MO, IEHb THYKHS, HOMEP THIKHS, MICSIb Ta 1HIII.

[TpoBeneHo aHaii3 110J]0 BU3HAYEHHS BIUIMBY IIHX
rapameTpiB Ha SKICTh HABYAHHS MOJEII.

BcraHoBineHo, 1110 17151 NPOTHO3YBaHHS YaCOBHX Psi-
B 3 eMiIeMioNoTivHOI cuTyalii B YKpaiHi Kpaie miaxo-
JIITH aNTOPUTM JIHIHHOI perpecii, HaToMicTh B IHaii —
TpajlieHTHOTO OYCTHHTY.

OriHeHi TOXHOKK MOIeNIel Ta TOYHICTh IPOTHO3Y 3
Halikpammmu nokasHukamu 83% 1 Ykpainu ta 75%
urst e,

[ToOymoBani Mojenmi, AO3BOJISAIOTH IEepeadadaTH
eMiJIEeMIOJIOTIUHY CUTYaI[il0 B Mall0yTHBOMY, KOOp/NHY-
BaTH il y PI3HUX rajy3sX OXOPOHH 370POB'S Ta MPOBO-
JIUTH OOIPYHTOBaHI IPEBEHTUBHI 3aXOJIU Ha Jep)KaB-
HOMY DiBHI.
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Mopnenu MaIIMHHOTO 00y4YeHHUsI IJIsl MPeIBUIeHHsI KoJimyecTBa 3a60eBmux Ha COVID-19
B Ykpaune u Unaun

I'. H. XopomyH, A. U. Psa3anues, M. A. Kosepra, C. A. ITokpsimika

Aunnotanus. [loctpoeHsl Mosenu npeackazanus koiamdectBa 3aboneBmux COVID-19 ¢ ucmonp3oBaHHEM METOIOB Ma-
mIHHOTO 00y4ueHwus. [locTpoeHHBIE MOIEeNN 00YYaIHuCh Ha TAaHHBIX, COOpPaHHBIX M3 Pa3HBIX O(DUIIHATEHBIX HCTOYHUKOB, BKITFOYAs
Beemupnyro Opranuzanuio 310poBbsl, ¢ Hayala SMHIEMHH JI0 HACTOSINETO BpeMeHH. [{Jist 00ydeHus MoJierniel mpeicKa3aHus Ko-
myectBa 3aboneBmmx COVID-19 BeiOpansr Ykpanna n Maaus. MeTogamu, KOTOpbIE MPUAAIN BBICOKYIO TOYHOCTB IIPOTHO3a IS
CYIIECTBYIOIINX JaHHBIX, OKa3aJIMCh aITOPUTMBI JIMHEHHOW perpeccuu st Y KpauHbl U rpaueHTHOro OycTuura st Muaun. Axa-
JIM3 JaHHBIX MPOBOJMJICS C TIOMOIIBIO sI3bIKa mporpaMmupoBanus Python, ¢ ucronszoBanunem 6ubarorexu Sklearn, mnocTpoeHHOM
Ha ocHOBe SciPy (Scientific Python). Kpome Toro, ncnosnp3oBanacs 6ubnuoTexa anroputMa rpagueHTHoro oycruara XGboost.
st pa3paboTKH MOJeNH BEIOpaHO MHOTO()AaKTOPHOE IPOTHO3UPOBAHNE BPEMEHHBIX PSIOB € HCIOIb30BaHUEM B KAUeCTBE IPeIu-
KaTOPOB 3aI037aHUs BpEMEHHOTO psijia. OmpeeNeHbl XapaKTePUCTHKH, BIUSIOIINE HAa 00ydeHHEe MOJIENH: JaTa Hayana COOBITHS,
JICHb HEJIeIN, HOMEp HeJllelId, Mecsll U Ipyrue. [IpoBeeH aHamu3 onpeeNieHus BIUSHAS 3THX [TapaMeTPOB Ha Ka4eCTBO O0YIEHUS
Mojiend. OIeHEHBI OIMUOKU MOJIENeH U TOYHOCTh MPOTHO3a ¢ MyqnmMu mokasarensMu 0.83 mnst Yipaunsl u 0.75 mis Uaaun.
[MocTpoeHHbIe MOJIETH TIO3BOJISIOT MPEACKA3hIBATH AMHICMUOIOTHICCKYIO CUTYAIlUI0 B OyIyIieM, KOOPIHHUPOBATh NCHCTBUS B
Pa3IMYHBIX OTPACIAX 3APABOOXPAHEHHUS U IPOBOJUTH 0OOCHOBAHHBIE TIPEBEHTUBHBIE MEPOIPHUATHS HA TOCYJAPCTBEHHOM YPOBHE.

KaouyeBble cloBa: MamuHHOE 00yYeHHE, MOJIETIN IIPOTHO3UPOBAHUS; METOJI IMHEWHONH PEerpeccuy; MeTol IpaaueHT-
HOro OyCTHHTA.

Machine learning models for predicting the number of COVID-19 patients
in Ukraine and India

Ganna Khoroshun, Oleksandr Ryazantsev, Mark Koverha, Sergey Pokryshka

Abstract. Models for predicting the number of patients with COVID-19 using machine learning methods have been built.
The data for models are obtained from various official sources, including the World Health Organization, from the beginning of
the epidemic to the present time. The data in Ukraine and India were selected to teach models for predicting the number of patients
with COVID-19. Algorithms of linear regression for Ukraine and gradient boosting for India proved to be the methods that provided
high accuracy of the forecast for the existing data. Data analysis was performed using the Python programming language with
Sklearn library which is based on SciPy (Scientific Python). In addition, the XGboost gradient boost algorithm library was used.
To develop the model, multifactor prediction of time series with the delays as predictors was chosen. It is established that the such
characteristics as the date of the event, day of the week, week number, month affect to the model. Model errors are smallest and
forecast accuracy were estimated with the best values of 0.83 for Ukraine and 0.75 for India. The built models allow to predict the
epidemiological situation in the future, to coordinate actions in different areas of health care and to carry out reasonable preventive
measures at the state level.

Keywords: machine learning, prediction models, linear regression method, gradient boosting method.
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MODELING OF MOBILE ROBOT WITH OBSTACLE AVOIDANCE
USING FUZZY CONTROLLER

Abstract. This paper presents the modeling of a robot's navigation using ultrasonic sensors under uncertainty. The robot
tries to avoid obstacles by using the fuzzy logic controller to process the data coming from three ultrasonic sensors. To as-
sess the performance of fuzzy logic optimized robot navigation controller with ultrasonic sensors, which measure the dis-
tance by calculating the time spent on the object and its return, the obstacles are placed in front of, left, and right of the ro-
bot. Mamdani fuzzy reasoning system is used for the designed controller for its intuitive properties and fewer setting pa-
rameters which reduces the amount of time spent on the programming of the controller. 25 rules are considered to cover a
robot’s possible interactions with obstacles. For an easy understanding of navigation architecture and rapid algorithm im-
plementation, in this paper, a MATLAB simulation framework is developed. MATLAB/Simulink is one of the best simula-
tion tools required to design the architecture and verify algorithms with real-time constraints. Resultant models of the fuzzy
optimized controller demonstrate the superior performance of the fuzzy logic controller with high adaptability to the envi-
ronment while maintaining a sufficient level of accuracy. The designed fuzzy controller can be used in microproces-
sor/microcontroller-based robots owing to easiness in implementation and coding.

Keywords: fuzzy controller; robot navigation; sensor; MATLAB environment.

Introduction

Mobile robot autonomous navigation is a
challenging task to implement. The present controllers
for mobile robots fail to deliver the desired control
performance because of the problems associated with
the tuning methods. Fuzzy controllers, on the other
hand, are capable of providing the required
performance. Therefore, it is necessary to build a
navigation architecture that includes modules with well-
defined and self-contained operations and design the
interactions between those modules.

Analysis of publications. Publication analysis is
necessary to assess the significance of the fuzzy
controlled robots with obstacle avoidance. A lot of
papers have been published on robot controllers for
efficient control. Star and Velocity-Obstacle Algorithms
are proposed in [1].

A sensor-based control system using a Q-learning
algorithm was proposed in [2]. This method utilizes a
learning-based controller that learns to create the
function between the sensory outputs and the system
variables. Q-Learning is the reinforcement learning
method selected to solve the obstacle avoidance
problem. Reinforcement Learning allows a mobile robot
to independently explore an optimal behavior through
trial-and-error methods with its outer environment.

Another method for obstruction avoidance for
mobile robots was suggested in [3]. In their technique,
the robot is capable of navigating through an uncertain
environment while passing by obstacles. Simulations
were implemented assuming the robot had tactile
sensors. Another method for obstacle avoidance Based
on Computer Path Planning was suggested in [4] using a
rapid and effective algorithm for obstacle avoidance. A
multi-sensor integration mechanism for mobile robot
navigation is proposed in [5]. A novel method for the
arithmetic mean-based decision-making system is
described in [6]. Recently, there is a growing interest in
fuzzy-controlled mobile robots [7-9].

Dynamic-Window Method (DWM) [10] converts
the environmental data in the classical Cartesian
coordinate system into linear and angular velocities as
references, computes the weighted sum of distances,
and avoids the placed obstacles by selecting the
objective function’s largest value.

The Expanded Guide Circle (EGC) method [11] is
an algorithm that adjusts the operator's control input to
avoid collisions. Although it is a method intended for
boosting the safety of remote operations, there are two
issues which are 1) a control input toward obstacles
existing under several specific conditions, and 2) a zig-
zag action along a hallway. The Dual-EGC algorithm is
expanded around these two intersections [12].

Another famous method is obstacle avoidance with
a vision which was proposed in [13-18]. LiDAR-based
approaches are also used in mobile robots [19-20].
These methods extract spatial data from laser point-
cloud with segmentation and clustering approaches.

Although the aforementioned methods are
effective for better control performance, the increased
complexity of these algorithms makes them unsuitable
for microcontroller-based applications.

Purpose and problem statement. The purpose of
the work is to model and simulate a fuzzy controller by
developing its rule-table, linguistic variables, and input-
output variables.

Simulation of a robot's navigation s
in a MATLAB environment under uncertainty

Let's look at a simulation of a robot's navigation in
a MATLAB environment. Let's determine the relation-
ship between the input and output parameters in the
microcontroller built on the fuzzy logic system in these
robots. The robot tries to avoid obstacles with fuzzy
logic. Obstacles are placed in front of, left, and right of
the robot. It measures the distance by calculating the
time spent on the object and its return.

There is an output quantity corresponding to this
distance. The sum of all outputs is visible at the end,
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aggregation is performed. The previous or conditional
block of the rule begins with the expression IF, and the
result or result block begins with the expression THEN.
The value assigned to the resultant block is equal to the
logical product of the activation values of the previous
membership functions that characterize the boundaries
of the fuzzy sets. The activation value is equal to the
value of the membership function where the input vari-
able intersects at the time of evaluation.

A diffusion operation is performed to convert
fuzzy values represented by logical products and se-
quential membership functions into a stable and accu-
rate result. De-fusion can be done in several ways.

Most applications perform mass center or fuzzy
centroid calculations in a fuzzy set. The distance is left,
the distance is forward, the distance is right, and the
output speed and the direction of rotation are shown.

In MATLAB we can show the general interface of
the fuzzy controller as follows. controller to determine

the speed and rotation angle of the robots by activating
corresponding robots.

Fig. 1 illustrates the inputs and outputs of the
designed controller. As is seen from the graph the data
received from the front, right, and left sensors provide
data on the distance from corresponding obstacles.
According to these data, the controller calculates the
speed and rotation angle of the robot to avoid the
obstacle. Fig.2 depicts input variable (distance_
forward) fuzzification which determines the distance
between the front sensor and the obstacle in front of the
robot. The same procedure is carried out for the other
two input variables with the same settings.

The following Fig.3 is a set of rules for the
dependencies between the most common IF-THEN
fuzzy sets in software computing technologies. These
rules, according to the data coming from ultrasonic
sensors, determine the activation of motors for speed
and rotation angle control.

Distance_LEFT

Distance_Forward

sensor_fuzzy3_eng

(mamdani)

/
\

Speed

\
/

Distance_Right

Rotation_Angle

Fig. 1. Fuzzy Logic Toolbox editor
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Distance_Right

Close
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Membership function plots

Medium FAR

nput varisble “Distance_Forward"

Fig. 2. Introduction Quantification "Distance Forward"
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_ If (Distance_LEFT is Close) and (Distance_|
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11. If (Distance_LEFT is Medium
12. If (Distance_LEFT is Medium
13. If (Distance_LEFT is Medium
14. If (Distance_LEFT is Medium
15. If (Distance_LEFT is Medium
16. If (Distance_LEFT is Forward
17. If (Distance_LEFT is Forward

and
and
and
and
and
and
and

18 If (Distance_LEFT is Forward

_ If (Distance_LEFT is Close) and (Distance_Forward is Close) and (Distance_Right is Close) then (Speed is Low)(Rotation_Angle is Right) (1)

_ If (Distance_LEFT is Close) and (Distance_Forward is Close) and (Distance_Right is FAR) then (Speed is Low)(Rotation_Angle is Right) (1)

If (Distance_LEFT is Close) and (Distance_Forward is Medium) and (Distance_Right is Medium) then (Speed is Low){Rotation_Angle is Half-Right) (1)

Forward is Medium) and (Distance_Right is FAR) then (Speed is Low)(Rotation_Angle is Half-Right) (1)

LEFT is Close) and (Distance_Forward is FAR) and (Distance_Right is Medium) then (Speed is Low)({Rotation_Angle is Half-Right) (1)

_ If (Distance_LEFT is Close) and (Distance_Forward is FAR) and (Distance_Right is FAR) then (Speed is Low)(Rotation_Angle is Half-Right) (1)

_ If (Distance_LEFT is Medium) and (Distance_Forward is Close) and (Distance_Right is Close) then (Speed is Low)(Rotation_Angle is Left) (1)

_ If (Distance_LEFT is Medium) and (Distance_Forward is Close) and (Distance_Right is Medium) then (Speed is Low){Rotation_Angle is Left) (1)

_If (Distance_LEFT is Medium) and (Distance_Forward is Close) and (Distance_Right is FAR) then (Speed is Low){Rotation_Angle is Right) (1)

10. If (Distance_LEFT is Medium) and (Distance_Forward is Medium) and (Distance_Right is Close) then (Speed is Low){Rotation_Angle is Left) (1)

and (Distance_Forward is Medium) and (Distance_Right is Medium) then (Speed is Low)(Rotation_Angle is Half-Left) (1)
(Distance_Forward is Medium) and (Distance_Right is FAR) then (Speed is Low)(Rotation_Angle is Half-Right) (1)
(Distance_Forward is FAR) and (Distance_Right is Close) then (Speed is Low){Rotation_Angle is Left) (1)
(Distance_Forward is FAR) and (Distance_Right is Medium) then (Speed is Low){Rotation_Angle is Half-Left) (1)
(Distance_Forward is FAR) and (Distance_Right is FAR) then (Speed is Low)(Rotation_Angle is Right) (1)
(Distance_Forward is Close) and (Distance_Right is Close) then (Speed is Low)(Rotation_Angle is Left) (1)
(Distance_Forward is Close) and (Distance_Right is Medium) then (Speed is Low)(Rotation_Angle is Left) (1)
(Distance_Forward is Close) and (Distance_Right is FAR) then (Speed is Low){Rotation_Angle is Left) (1)

19. If (Distance_LEFT is Forward) and (Distance_Forward is Medium) and (Distance_Rlight is Close) then (Speed is Low){Rotation_Angle is Left) (1)

20. If (Distance_LEFT is Forward) and (Distance_Forward is Medium) and (Distance_Right is Medium) then (Speed is Low){Rotation_Angle is Half-Left) (1)

21. If (Distance_LEFT is Forward) and (Distance_Forward is Medium) and (Distance_Right is FAR) then (Speed is Low){Rotation_Angle is Half-Left) (1)

22_If (Distance_LEFT is Forward) and (Distance_Forward is FAR) and (Distance_Right is Close) then (Speed is Low){Rotation_Angle is Left) (1)

23. If (Distance_LEFT is Forward) and (Distance_Forward is FAR) and (Distance_Right is Medium) then (Speed is Low)(Rotation_Angle is Half-Left) (1)

24_ If (Distance LEFT is Forward) and (Distance_Forward is FAR) and (Distance_Right is FAR) then {Speed is High)(Rotation_Angle is Forward) (1)

25 If (Distance_LEFT is Medium) and (Distance_Forward is FAR) and (Distance_Right is Medium) then (Speed is Medium){Rotation_Angle is Half-Left) (1)

Fig. 3. Dependencies between fuzzy sets in the most common IF-THEN fuzzy relationships in software computing technologies
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25 rules have been constructed for the fuzzy rule
table.

Fig. 4 shows the rotation degrees ranging from -90
to +90 degrees, with -90 representing leftmost, -45 for
half-left, 0 forward, +45 for half-right, and +90 for
rightmost direction in a non-fuzzy/ crisp system.

0

90 = * 90

Fig. 4. Rotation angles

Two output variables (speed and rotation angle)
are assumed. Their corresponding fuzzification process
is described in Fig. 5 and Fig. 6, respectively. Triangle
type membership function for each linguistic variable is
considered because of its simplicity and easiness in im-

assigned for output rotation angles. In Fig. 6 and Table
2, three linguistic variables (Low, Medium, and High)

are defined for the output speed of the robot.

Table 1 — Fuzzy Linguistic variables for rotation angles

Linguistic Variable Rotation degrees
Left -90 to -87
Half-Left -90to 0
Forward -45 to 45
Half-Right 01090
Right 75t0 90

Table 2 — Fuzzy Linguistic variables for rotation angles

Linguistic Variable Speed
Low 0t00.2m/s
Medium 0.1t0 0.7 m/s
High 0.6to1m/s

The purpose of the inclusion of output quantity
“speed”” is to decrease the speed when the distance

decreases between the robot and the obstacle to avoid
the obstacle.

plementation. In Fig. 5 and Table 1, five linguistic vari-
ables (Left, Half-Left, Forward, Half-Right, Right) are

ip function plots

FIS Variables
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O KN /

Distance_LEFT Speed

oulput variable "Rotation_Angle™

Fig. 5. Output quantity "Rotation angle" classification
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Fig. 6. Output quantity "Speed" classification
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Fig. 7. Activation window for fuzzy rules
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Simulation Results

Activation of rules is depicted in Fig. 7, whereas
simulation results are shown in Fig. 8.

For example, if the distance between the front and
left sensor of the robot and the obstacle is small, while
that is far from the right sensor, then the sensor rotates
to the right. Furthermore, speed also changes depending
on the distance between the obstacle and the sensor. If

controller optimized controller has successfully man-
aged to avoid obstacles placed in various directions.

10.

11.
12.

13.

i ® ' the distance decreases, then speed must also decrease
180 [ q - L) . proportionately for a smooth stop action.
160} = | Conclusions
L ® @, i In this paper, the fuzzy control approach has been
120L | _ considered to model the robot with an obstacle avoid-
ance control system based on three ultrasonic wave sen-
1001 [ 1 sors under unknown situations. In the model, 25 fuzzy
a0l ® ® - rules of three inputs apd two outputs are designed for
ol ® | the fuzzy controller with all inputs described by three
= linguistic variables. Rotation angles are defined with
40t . - seven states for the movement.
-l u | Simulations present that this method can efficient-
ly realize autonomous obstacle avoidance in an un-
i e T knovyn environment. A robot can c_h_ange its speed and
rotation angle depending on the position of obstacles.

Fig. 8. Obstacle avoidance by a fuzzy robot Furthermore, resultant models of the fuzzy opti-
mized controller demonstrate the superior performance
of the fuzzy controller with high adaptability to the en-
vironment while maintaining a sufficient level of accu-

racy.

As is seen from the result, a robot using a fuzzy
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MopeaoBaHHs MOOLILHOrO po0oTa 3 BUOIroM nepenikos 3 BUKOPUCTAHHSAM HE4iTKOI0 KOHTPOJIepa
M. A. Xynasepuiea

AHoTanisi. V wiif ctarTi HaBeZIGHO MOJICNIOBAHHS HaBirauii po0oTa 3 BUKOPUCTAHHIM yJIbTPa3BYKOBHX JAaTUYUKIB B YMO-
BaX HEBHM3HAUCHOCTi. POOOT HamMaraeTbCs YHUKHYTH IMEPELIKO/, BUKOPHCTOBYIOUH KOHTPOJIEP HEWIiTKOI JIOTIKM JUlsi 00poOKH
JTAaHWX, 110 HaOXOIATh BiJ TPHOX yJIBTPa3BYKOBHUX NATUYHKiB. [ OLIHKK MPOAYKTHBHOCTI ONTHMI30BaHOT'O HAa OCHOBI HEWiTKOL
JIOTiKM HaBIralifHOro KOHTpoJiepa podoTa 3 yIbTPa3ByKOBHMH AaTYNKAMH, SIKi BUMIPIOIOTH BiICTaHb, OOUMCIIOIYN Yac 3HAXO-
JOKEHHS 00'€KTa 1 HOTO TOBEpHEHHS, NMEPEIKOAN PO3MILIYIOTh MONepeny, JiBOPYY 1 mpaBopyd Bix pobdora. CucTeMa HEYITKHX
MipkyBaHb MAMJIAHI BUKOpHCTOBYETHCS sl pO3pOOIICHOTO KOHTpOJIEpa Yepe3 HOoro iHTYITUBHO 3p03yMilli BIACTHBOCTI 1 Me-
HIIY KiJBKICTh MapaMeTpiB HalalITYBaHHS, [0 CKOPOYYE Yac, [0 BUTPAYaEThCs HAa MPOrpaMyBaHHS KOHTpojepa. Baxkaerncs,
o 25 mpaBmII OXOIUTIOIOTH MOKJIMBY B3a€MOZII0 po0OTa 3 mepenikopamu. J[jis JIerkoro po3yMiHHS apXiTeKTypH HaBiramii Ta
MIBHJIKOT peaiizalii aropuTMy y Iiil crarTti po3pobieHo cepenouiie MoaemoBanasi MATLAB. MATLAB/Simulink - oauu 3
KpaIlUX {HCTPYMEHTIB MOJGIIOBAHHS, HEOOXiJHUX AJIsI TPOCKTYBAHHS apXiTEKTypH Ta MEPeBipKH alrOPUTMIB 3 OOMEKEHHIMH B
peanbHOMy 4aci. Pe3ynpTyroui Mozeni HE4iTKOro ONTHMI30BAaHOTO KOHTpOJiepa JEMOHCTPYIOTh 4yIOBY HMPOAYKTUBHICTh HEiT-
KOTO JIOTIYHOTO KOHTpOJIEpa 3 BUCOKOIO aJJallTOBAHICTIO O HABKOJIMIIHBOTO CEPEIOBHINA MPU 30€pEkKEHH] TOCTaTHHOTO PiBHSA
TOYHOCTI. Po3pobnenuil HewiTkuii KOHTpOIEep MOke OyTH BUKOPHCTaHUH y poOoTax Ha 0a3i MiKpompoIrecopa/MiKpOKOHTpOIepa
3aBJISIKK TPOCTOTI peaizallii Ta KOyBaHHS.

Knw4yoBi cjoBa: HeuiTKuil KOHTPOJEp; HaBiraiis pobora; nar4yuk; cepenosuiie MATLAB.

MopaenupoBanue MOOMJIBHOIO po60Ta ¢ M30eraHueM NMPensiTCTBUIA ¢ HCMOJIb30BAHHEM HEe4eTKOro KOHTPoJLIepa
M. A. Xynasepauena

AHHOTauus. B crarbe NpencTaBIeHO MOJCIMPOBAHKUE HABUTAIMH pOOOTa C MCIONB30BAaHHEM YIBTPa3BYKOBBIX JIaT4H-
KOB B YCJIOBUSIX HEOIpeeTIeHHOCTH. POOOT mbITaeTcst M30€Xarh MPersiTCTBUIH, HCIIONB3YsI KOHTPOJUIEp HEYETKOH JIOTUKH Tl 00pa-
OOTKM JaHHBIX, MOCTYIAIONIMX OT TPEX YJIBTPA3BYKOBBIX AATYUKOB. /IS OLEHKH MPOHM3BOAWTENLHOCTH ONTHMH3HPOBAaHHOTO Ha
OCHOBE HEUYETKOI JIOTHKH HaBUI'AI[MOHHOTO KOHTPOJUIEpa podOoTa C yIbTPa3BYKOBBIMU JaTUMKaMHU, KOTOPBIC H3MEPSIIOT PacCTOSHHME,
BBIUKCIISIS BpeMsT HaXO)K/ICHUs 00BEKTa U €ro BO3BPALlCHHsI, MIPEMATCTBUS Pa3MEILaloT BIEPE/IH, CIeBa U crpasa ot podoTa. Cucre-
Ma HeueTkHux paccyxaennii MAMJIAHU ucnone3yercs mis pa3paOOTaHHOTO KOHTPOJUIEpA M3-32 €r0 MHTYHTHBHO ITOHSTHBIX
CBOMCTB W MEHBIIEr0 KOJIMYECTBA I1apaMETPOB HACTPOWKH, YTO COKPAIAeT BpeMs, 3aTpaurBaeMoe Ha MPOrpaMMUPOBAHHE KOH-
Tpomtepa. Cuuraercs, 4To 25 MpaBUII OXBATHIBAIOT BO3MOXKHBIE B3aMMOJIEHCTBHS pOOOTa ¢ MPEMSTCTBUAMU. JIJIs JIerKoro MoHuMa-
HUSL apXUTEKTYphl HABUTalUy 1 OBICTPOIl peann3amyy alropuTMa B 3TOH cTaThe paspaborana cpena Moxenuposanus MATLAB.
MATLAB/Simulink — oauH U3 Iyymmx HHCTPYMEHTOB MO/ICIHPOBAHHS, HEOOXOAMMBIX ISl TPOCKTHPOBAHHS APXUTEKTYPHI H
MPOBEPKU AITOPUTMOB C OTPAaHUYCHHUSIMU B PEalbHOM BpeMEHH. Pe3ynbTHpyoIiie MOJeNy HEYeTKOro ONTHMH3UPOBAHHOTO KOH-
TpoJUIepa AEMOHCTPUPYIOT NMPEBOCXOIHYIO IIPOU3BOUTEIBHOCTD HEYETKOTO JIOTHYECKOr0 KOHTPOJLIEpa ¢ BBICOKOM aJanTHpyeMo-
CTBIO K OKPY’XKAIOLIeH cpele MPHU COXPAaHEHWH JOCTATOYHOrO YPOBHS TOYHOCTH. Pa3paboTaHHbIH HEYETKHIl KOHTPOJIED MOXKET
OBITH HCTIONTB30BaH B poO0Tax Ha 6a3e MUKPOIPOLIECCOPa/MUKPOKOHTpOJLIEpa Oiaroaaps MpocTOTe pealn3alii U KOTUPOBAHHSL.

KawueBble clloBa: HEUSTKUIT KOHTpOILIEp; HaBUranus podora; natumk; cpena MATLAB.
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ON THE STABILITY OF THE STABILIZED MOTION OF A CARRIER ROCKET
WITH A LIQUID-PROPELLANT JET ENGINE AND AN ONBOARD DIGITAL
COMPUTER IN THE STABILIZATION LOOP

Abstract. The problem of choosing the values of the variable parameters of the digital stabilizer of the cosmic stage of a
carrier rocket with a liquid-propellant jet engine and an onboard digital computer in the stabilization loop, which ensures
stable movement of the stage along the entire active section of the flight trajectory, is considered. The effect of the
stabilizer quantization period on the stability region of a closed-loop stabilization system is considered. It is recommended
to choose the intersection of stability regions corresponding to uniformly distributed moments of time along the active
section of the stage flight trajectory as acceptable values for the variable parameters of the stabilizer of a non-stationary

stabilization object.

Keywords: cosmic stage of carrier rocket, digital stabilizer, variable stabilizer parameters, active section of flight
trajectory; region of stability in the space of variable parameters.

Introduction

Problem statement. On December 17, 1956, the
Decree of the Council of Ministers (CM) of the USSR
"On the creation of an intercontinental ballistic rocket
(ICBR) R-16 (8K64)" was issued. The development of
the R-16 ICBR was entrusted to OKB-586 (Dneprope-
trovsk), headed by Chief Designer M.K. Yangel, who
went to the USSR Council of Ministers with a proposal to
create an experimental design bureau for rocket control
systems in Kharkov, headed by Chief Designer
B.M. Konoplev. It was planned to entrust this design bu-
reau, under the general scientific supervision of Acade-
mician of the Academy of Sciences of the USSR
B.N. Petrov, with the development of a fully autonomous
control system for the R-16 rocket. On April 11, 1959,
the Decree of the Council of Ministers of the USSR on
the organization of the Special Design Bureau No. 692
(Kharkov) was issued. OKB-692 was instructed to take
over the functions of the head integrated research and
development enterprise for the development of control
systems for rockets created in OKB-586.

The first task of OKB-692 was the development of
the control system for the R-16 rocket, which was replete
with a number of tragic events, the main of which was the
unauthorized launch of the second-stage liquid-propellant
rocket engine in preparing the rocket for launch on Octo-
ber 24, 1960.

The disaster led to the death of 92 people, including
Commander-in-Chief of the USSR Rocket Forces, Chief
Marshal of Artillery M. I. Nedelin, Chief Designer of
OKB-692 B. M. Konoplev, Deputy Chief Designers of
OKB-586 V. A. Kontsevoi and L. A. Berlin. More than
50 people received severe burns, poisoning with toxic
fuel components and injuries of varying severity.

By decision of the Government of the USSR, work
on the creation of the R-16 rocket was continued subject
to a radical revision of the organization of work on the

design, production and development of rocket technolo-
gy in OKB-586 and OKB-692.

The subsequent several launches of the R-16 rocket
ended in accidents due to the loss of stability of the sec-
ond stage of the rocket. The telemetric data of the second
stage flight pattern led to the assumption that the loss of
its stability is associated with the influence of fluctuations
of the free surfaces of the fuel and oxidizer in the stage
fuel tanks on the movement of the rocket body.

The problem of stability of the R-16 rocket was
solved by a group of OKB-692 scientists consisting of
A.l. Gudimenko, Ya.E. Aizenberg, V.N.Romanenko
and V. S. Stoletny with the involvement of scientists NII-
88 (Moscow) B. I. Rabinovich and G. N. Mikishev, as
well as NII-4 (Moscow) G.S. Narimanov and
M. M. Bordyukov. As a result, a school of scientists in
the field of dynamics was created in OKB-692, later sup-
plemented by V.V. Sorokobatko, V.A.Bataev, and
V. G. Sukhorebry, who developed the theoretical basis
for designing systems for stabilizing rocketry objects with
cavities filled with fuel and oxidizer [1].

As a result, a mathematical model of perturbed mo-
tion was created for the two-stage rocket R-16, which
takes into account the fluctuations of the fuel and oxidizer
in the tanks of the operating stage, on the basis of which
the values of the parameters of the stabilization machine
were chosen, ensuring the stability of the rocket through-
out the entire flight path [2]. The R-16 rocket as part of
the 8K64 rocket complex was put into service in 1961
and, together with the 8K67 and 8K69 complexes, until
1977 formed the basis of the USSR nuclear rocket de-
fense.

The theoretical foundations of mathematical model-
ing of the perturbed movement of ICBR, developed in the
process of creating the R-16 rocket, were used to create
all subsequent types of rockets: R-36 and R-36P with
analog-type stabilizers, as well as R-36M, R-36M
UTTKh and R-36M2 with on-board digital computers in
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the stabilization circuit. On the basis of R-36 rockets, as
part of the 8K69 rocket complex, cosmic rocket com-
plexes 11K69 (Cyclone-2 and Cyclone-3) were created,
and the Cyclone-3 carrier rocket is a three-stage with a
third (cosmic) stage C5M. The mathematical model of
the angular perturbed motion of the C5M cosmic stage
(CS) is given in [3,4] and has the following form in the
yaw channel:

G(t)=a'yy w(t)+a",p Pr(t)+
+a",p, B2 (t)+a,s3(t);
B (1) + 28101y (t) + wfBy (1) = 2"y, W (t);
Ba (t)+ 2850 (1) + @3B, (t) = ",y W (1),
where (t) is the angle of rotation of the longitudinal
axis of the stage relative to the plane of the orbit; p,(t),

B, (t) are the angles of deviation of the free surface of the
fuel and oxidizer, respectively, from the unperturbed po-
sition; 8(t) is the angle of deviation of the axis of the
marching liquid-propellant jet engine from the longitudi-
nal axis of the stage in the channel of yaw; a'

@

wy 1 Dys
are time-varying coefficients characterizing the angular
motion of the “solidified” cosmic stage; a"wﬁl , a"\sz

are the coefficients of influence of fluctuations of fuel

and oxidizer on the angular motion of the rocket; a"g

a"g,,, are the coefficients of influence of the angular

motion of the stage on fluctuations of the liquid in the
fuel and oxidizer tanks; &,, &, — damping coefficients

of the vibrations of the fuel and oxidizer in the tanks of
the stage; ®,, », are the natural frequencies of free vi-

brations of the fuel and oxidizer in the tanks of the stage.

Further, when presenting the main material of the
article, the mathematical model (1) will be used as an
example, which is associated with the following consid-
erations [5]:

e At present, the Cyclone-4 cosmic rocket complex
with the third cosmic stage and onboard computer in the
stabilization loop is being developed:;

e CS C5M has a short length, which allows neglect-
ing the vibrations of the body of the CS;

o the shape of the fuel and oxidizer tanks of CS
C5M is such that in the mathematical model of perturbed
motion (1) it is sufficient to take into account only the
first tone of oscillations of the free surfaces of the fuel
and oxidizer;

o the flight of the C5M CS, which is the third stage
of the Cyclone-3 carrier rocket, takes place in the upper
layers of the atmosphere, where random external disturb-
ances are of a stationary nature.

The listed features of C5M CS determine the sim-
plicity of its mathematical model (1) while maintaining
the basic dynamic characteristics of a solid body with
cavities filled with liquid. The R-16, R-36 and R-36P
rockets have analog automatic stabilization devices, the
electronic control unit of which implements a proportion-
al-differential stabilization law, which for the angular
motion of the yaw channel is written as

u,, (t) =k, G, (t)+ kg, (), )
where k,, and k;, are variable coefficients of the stabi-
lization automaton; G, (t) is the output signal of the

gyroscopic unit (GU) of the yaw channel of the triaxial
gyro-stabilized platform (TGSP); @, (t) is the output

signal of the gyroscopic angular velocity sensor
(GAVS) of the yaw channel.

Neglecting the intrinsic dynamics of the GU and
GAVS, the stabilization law (2) generated by the analog
stabilization automaton can be written as

u, (t) =k krw(t)+kyk go, (t), ©)
where k- and k are the gains of the GU and GAVS,

respectively

The stability of a closed-loop stabilization system is
ensured by an appropriate choice of variable parameters
ky , ky relation (3) using the Nyquist stability criterion,
according to which the amplitude-phase-frequency char-
acteristic (APFC) of an open-loop stabilization system
should not cover the critical point (-1.0) [2] . Further, for
building the APFC of the open-loop stabilization system
of the carrier rocket, as well as the stability regions in the
planes (kw,k“-,) of variable stabilizer parameters (3) at

NPO KHARTRON (former OKB-692) and at Yuzhnoye
Design Bureau (former OKB-586) began to use the
MathCAD application package [6].

In the third-generation rockets R-36M (15A14), R-
36M UTTKh (15A18) and R-36M2 (15A18M), the stabi-
lization automaton contains an onboard computer in the
stabilization circuit. On November 18, 2021, the space
agencies of Ukraine and Canada signed a joint statement
on partnership, and on November 19, the laying of the
first stone of the launch site of the Ukrainian-Canadian
project to create a spaceport on the Atlantic coast of New
Scotland for the Cyclone-4M carrier rocket, developed
and manufactured by state-owned enterprises of Ukraine
KB Yuzhnoye and PO Yuzhny Machine-Building Plant.

Cyclone-4M is a two-stage carrier rocket designed
to launch the third (cosmic) stage with a mass of 3700 kg
into an orbit with a height of 450 km or a CS with a mass
of 3000 kg into an orbit with a height of 1200 km. Stabi-
lization of all three stages is carried out by a digital stabi-
lization automaton with an onboard computer in the con-
trol loop. The onboard computer performs high-
frequency interference filtering of the output signals of
the GU and GAVS after their conversion into lattice
functions T, [nT] and d,,,[nT] the analog-to-code con-

verter (ACC). Filtering is carried out by implementing
on-board computer algorithms for digital recursive But-
terworth filters [7] of the second and third orders [8]. In
the onboard computer, a stabilization algorithm is also
formed in the form

u, [nT]=k, 4, [nT]+k, G, [nT], (4)

where G,[nT] and @, [nT] are lattice functions corre-

sponding to the output signals of the GU and GAVS and
filtered from high-frequency noise by digital recursive
Butterworth filters, and
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z{a, InT)=wy(z)z G, [nT ]} -
Z {00, [NT]=W; (2)2{G,, [T}

where Z{} is the Z -transformation of the lattice func-

tion {} WE(Z) is the discrete transfer function of the

low-frequency Butterworth filter. If the onboard comput-
er implements second-order filters, then their discrete
transfer function looks like this:

ag+a;z t+a,z’

by +b,z

If the onboard computer implements third-order
filters, then their discrete transfer function is written

a0(1+ 3271 +327% + 2‘3)
bo +bz ! '

We will assume that Butterworth filters effectively
suppress high-frequency noise, primarily determined by
the intrinsic dynamics of the GU and GAVS sensors.
Then one can write

GW[nT]sz\y[nT]; kﬂmw[nT].

Stabilization algorithm (4) in this case can be re-
duced to the form

u, [nT]=k,kwnT ]+ Kk yo, [nT]. ®)

The control signal in the form of a lattice function
(8) is fed to the input of the code-to-analogue converter
(CAC), which converts the lattice function into a piece-
wise constant function in accordance with the algorithm

uw(t):{uw[nT] mpu nT <t < (n+1)T;

u, [(0+2)T] mpu (n+1)T <t < (n+2)T. ©

A closed-loop stabilization system can be represent-
ed as a connection with feedback of the continuous part
of the system (CPS) and its discrete part (DPS). The per-
turbed motion of the CPS is described by a system of
differential equations (1), and the operation of the DPS is
described by relations (4)—(9) in lattice functions, so the
direct use of the MathCAD software package to construct
the APFC of an open-loop stabilization system and the
stability regions of a closed-loop system is difficult.

The purpose of this article is to bring the mathemat-
ical model of a closed-loop stabilization system of a car-
rier rocket with a liquid-propellant rocket jet engine and
an on-board computer in the stabilization loop, using the
example of the C5M cosmic stage of the Cyclone-3 carri-
er rocket to a form convenient for solving the problem of
parametric synthesis of the system using the MathCAD
software package, as well as the study of the influence on
the stability of a closed system of stabilizing the oscilla-
tions of the fuel and oxidizer in the fuel tanks of the CS
and period of quantization of the onboard computer.

Wy (z)= (6)

< ib,z7?

W;(z)= (7)

+h,272 +hyz72

Ugy [nT ] =

Main material

Let us write the system of differential equations (1)
in the vector-matrix form

AX(t)=B-X(t)+C-X(t)+D-8(t), (10)

where the corresponding vectors and matrices are

‘"V(t) 1 _a"\Uf’l _a"\l’ﬁz
X(t)= Bl(); A= —a"BN 1 0o |
B2 -a" B,y 0 1
0

—2§10)1 0 ;

— 28,0,

0 Ay

c=|0 —u)12 0 [D=| 0

0 0 -} 0

The differential equation (10) can be solved with
respect to the vector of highest derivatives

X(t)= A'B-X(t)+ A'C- X (t)+ A'D-3(t). (11)

The matrix A is defined by the following formula

A=
.
1 At A As 1 AL A1 Ay
= %iA A1 Py Ags ~ (A Ao Ap A
A1 A Ass Az Pz Ags
where detA=1-a'p , a",p,—a"y a"yp,

A =LAy =a%,  Ag=aT,, A =a";
Aop =1=%, 8%, Aoy =@y, A%y, 5
Agr =%, 5 Aay Ayp, s Aga=1-a%,, A%y,

Let us introduce into consideration the state vector
of the stabilization object

=a Bav

()] [w(®) ]
y2(t)| [ w(b)
ys(t)| |Bi(t)

O ol o |
5 (1) B2 (t)

e ()] [B2(1)]

As a result, the system of differential equations
(11) can be written in the Cauchy normal form

Y(t)=P-Y(t)+Q-5(t), (12)
where the matrices P and Q are equal
[0 1 0 0 0 0 | [ 0]
0 Py P2z Paa P25 P2 a2
0 O 0 1 0 0 0
P= » Q=
O Pag Paz Pasa Pas  Pas da
0 O 0 0 0 1 0
10 Ps2 Pe3 Pesa Pes Pes | | O6 |

The elements of the matrices P and Q at the
same time constitute
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By, = Ay, | __ Aoy Dyu = 2”580,
27 detA ' "B detA’ "% detA
T Agy©%5 . __2A515,0,
27 detA’ "% det A
04y = ALa'y, __ '6\22(912  DPas = 2R 0,
27 deta T TR detA’ ¥ detA
Pus = — Agy 5 Pus = 2A3Ey0,
4 detA’ %® det A
Doy = Az’ Pes = — Aoz®y D 2AxE 0,
27 detA ' "8 deta’ T detA '
Pes = — Ag3; Pes = — 2Ag3Cy)
65 detA’ " det A
q, = Andys q = Apays Q = Azays
27 detA T Y detA T T detA

Neglecting the own dynamics of the cosmic stage
executive device, we write the control algorithm (8) in
the form

S[nT ] =Ko {kwkr Y1[nT]+ KyK 7Yz [nT ]} )
where k,, is the gain of the executive device.
Let us introduce the notations

(13)

KnokyKr =k KyokyKz =K; .
As a result, algorithm (13) takes the following form
S[nT] = k1y1[nT]+ koY, [nT].
Algorithm (14) will be written in the vector-matrix form
8[nT]=K-Y[nT], (15)
where the matrix of variable stabilizer parameters has
the form
K=[k k, 0 0 0 0.
Let us write a vector-matrix difference equation re-

lating the initial state of system (12) with its final state
at each quantization period [9]:

Y[(n+1T]=@(T)-Y[T]+H(T)-8[nT],  (16)
where the matrices ®(T) and H(T) are defined by the

series

ofr)- 32T Hn)- 38T,

i=0

17)

Modern onboard computers of carrier rocket have
a fairly short quantization period T, therefore, with a
sufficient degree of accuracy, we can put:

®=E+P-T; H=QT. (18)

Let us substitute relation (15) and (18) into the
right side of equation (16). As a result, we obtain the
difference equation of the perturbed motion of the
closed stabilization system

Y[(h+1T]=[E+(P+QK)T]-Y[nT]. (19

The characteristic equation of a closed discrete

system (19) is written as
M(z)=det[(P+QK)T +E-(1-2z)]=0. (20)

Substituting the matrices P, Q, K into equation
(20) and expanding the determinant (20), we obtain:

+m, (K, k, )1 - 2)4 +4my kg, Ky J1— 2)3 +

The coefficients of the characteristic equation (21)
are determined by the following relations:

(21)

3(k1’ kz): Mgy + MgpKy + Magky;
my (klv k, ) = Myy +MyKy +Mysky;
(

3

(22)

Ky, kz): Mgy + MKy +Msgky;
Mg (kl) = Meg3ky,

and my; =(p22 + Pgg + pee)T; my, =q,T;

_ [ PaaPes + P22Pas + P22 Pes — P2sPe2 — |- 2.
2= L

— P64 Pag — P24Pa2 — Pes — Pas

Myy == [(Pag + Pes Jz + P2alls + Pa6lls — Pes — Paa]T %3
Mps = —0,T%;

(14)”‘31 = (P22P44Pe6 + P2g Pag Po2 + P2s Pea Paz —
~ P44 P26 P62 — P22 PeaPas — P2s Peg Paz —
— P44 Pgss — P22 Pes + Pe2 P25 + Pss Pas —

— P22P43 — Pe6 Pas + PazPas + Pe3Pas)T %
M3y =(PgqPesdz + P24 PasUs + P2s Peals —
— P44P2606 — PeaPasl2 — P24 Pssls —
— Pesl2 + Posle t PeaPas — Pazly + p23Q4)T3;

Mgy = — [(p44 + p66)q2 — P260s — p24Q4]T33

Mgy == (P22 Pas Pes + P24 PasPe2 + PasPes Paz —
— P44 P25Pe2 — P22 PeaPas —

— P24 P65 Pa2 + P22P4a3Pes + P23 Pas P2 +

* P26 P63 Pa2 — Pa3Pas Pe2 —

~ P42 Pes P23 — P22 Pe3Pas — PazPes + Pe3Pas)T 5
Myy =—(Paa Pesdz + P24 Pasde + P2sPeals —

— P44 P2506 — Pea Paslz — P2g Pesls +
+ P43 Pesl2 + P23Pssls + Pe3P2sls —

— P43P26U6 — Pee P23Us — Pes p46Q2)T4;

My3 =— (P44 Pesd2 + P24 PasUs + P2g Peals —
— P1aP2696 — P24 PecUs — PesPaslo —

— PesUz + P25l — Pg3ly + p23Q4)T4§
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Ms1 = (P22 PazPes + P23PasPe2 + P2sPesPaz —

— PasP2s5Pe2 — Pa2 P23Pes — P22 Pe3Pas)T %,

Ms, =(Pa3Pesdz + P23 Pasls + PasPesda —

— P43P2506 — P23 Pesds — Ps3 p45Q2)T5i

Msg = (PasaPesdz + PoaPass + PasPeals —
— P44 P2595 — PeaPaslz — P2saPesds +
+ P43 Peel2 + P23 Pssls + Pe3P2sls —

— PuzPasls — PezPaslz — Pes Postla)T >;

Mgz =— (P43 Pesdz + P23Pasls + PosPe3ls —

— P43P2596 — P23Pesds — Pe3Pasdz)T 6

In the characteristic equation (21), we will make
the replacement

1+w
=
1-w

(23)

and write a new characteristic equation with respect to a
new complex variable w associated with the complex
variable z by abilinear W - transformation (23):

64+ 32m; (k, ) +16m, (ky, k, )+ 8my (k; ky )+) ¢
[+4m4(k1,k2)+2m5(kl,k2)+m6(kl) JW B
32m; (k, )+ 32m, (ky, Ky )+ 24mg (ky ky )+ s
" 16my (ky, k, )+ 10mg (K, k, )+ 6mg K, ) JW
16m, (ky, ky )+ 24ms (K, ky )+ 24m, (ky, ky )+
+20mg (K, , k, )+15mg (k; )
8m3(kl,k2)+16m4(k1,k2)+ 3
"+ 20mg (ky, k, )+ 20mg K, ) JW

+ (4m4 (kl’ k, )+10m5 (k1' k, )+15m6 (kl))Wz -
- (2m5(kl’ k, )+ 6m6(k1))""+ mG(kl) =0.

It is known [10] that a closed discrete stabilization
system is stable if all roots of its characteristic equation
(20) in the complex plane Z are located inside a circle of
unit radius. Bilinear transformation (23) conformally
maps a circle of unit radius of the complex plane Z into
the imaginary axis of the complex plane W , and a closed
discrete stabilization system is stable if all roots of its
characteristic equation

M(l—i__w,kl,kzjzo.
1-w

in the complex plane W are to the left of the imaginary
axis. Thus, to study the stability of a closed discrete sys-
tem with a transformed characteristic equation (25), the
stability criteria for continuous systems can be used.

In the characteristic equation (24), we will make
the replacement w = jo, , select the real and imaginary

parts, and set them equal to zero
Ry (@, Ty +R (0, T ky =Ry (e, T);
R, (o, T )k, +Rs (e, Tk, =R (e, T),

Jw“ —(24)

(29)

(26)

where

+(16m,g + 24my, + 24m,5 + 20mg; +15Mg, Jo* —

— (4my3 +10mg; +15Mg; Jo? + Mgs;

+(16m,, +24my, +24m,, + 20mg, Jo* —
—(4m,, +10ms, Jo?;
64 +32m,, +16m,, +
Rg(co,T): 11 ™| 6
+8my, +4my, +2mg,;
— (16my; + 24my, +24m,; +20mg,; Jo* +
+(4m,; +10mg; Jo?;
32Mys + 24Ma, +16mMy, +
R4((,0,T)=— 23 33 43 0)4+
+10mg5 + 6mgg

+(8my; +16m,5 + 20mg; + 20mg; Jo® — (2Mg, +6myg, );

32m,, +32m,, + 24m,, +
RS((D,T)=— 12 22 32 0)4+
+16m,, +10mg,

+(8mg, +16m,, +20mg, Jo? — 2mg,;

Re(o,T) = (32my; +32my,; +24m,; +16m,; +10mg, Jo* —

—(8my; +16my,; +20mg, Jo® +2mg,.

Let us write down the solutions of the system of alge-
braic equations (26) using the Cramer rule

ky(o,T)= AAl((O‘;’,’TT)); kz(m,T)=%, (@7)
Ry(,T) R,(wT

Ao T)= R,(o,T) Rs(m,Ti: (28)

=R, (0, T)Rs(,T) =Ry (&, T)R, (e, T);
Rs(o,T) Ry(o,T

Al((D,T)_ RS((D,T) RS(O),TJZ (29)

=Ry (0, T)Rs (0, T)-Rg (@, TR, (0, T
R,(,T) Ry(oT

87 (T)= R,(®.T) Re(w,Ti: (30)

=R, (@, T)Rg (e, T)-R, (0, T)R4 (e, T).

Calculation results and conclusions

The values of the coefficients of the mathematical
model (1) change over time. Their values for different
values of the moments of time of the active part of the
flight trajectory of the C5M cosmic stage are given in
Table 1 [5]. For the indicated times, we calculate det A;

A Az Ass Aors Ay Mg Ay Agp and Agg, and
then the elements of the matrices P and Q of the dif-

ferential equation (12). The next stage of calculations is
the calculation of quantities my;; My, ; Moy s My, s Myg;

M35 Map; Mgz Myps Myy; Myg; Msy; Mgy s Mg and
M3, and then functions R,(®,T); Ry(®,T); Ry(w,T);
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R,(®,T); Rs(w,T) and Ry(w, T). And, finally, the last

stage of calculations is the construction of the stability
regions of the closed stabilization system using relations

Table 1 — Values of the coefficients of the model (1)

(27) when o changes from zero to infinity and for

different values of the quantization period T for differ-
ent moments of the current time t.

Ls | aly,, s Ay s a"yp, a"yp, gy g,y of,s? 3,57 25,0, | 280,
0 -0,0119 -0,643 0,054 -0,046 0 0 14,8 14,2 0,172 0,468
36 -0,0116 -0,643 0,093 0,001 0,477 0,082 14,7 12,1 0,255 0,319
72 -0,0124 -0,721 0,107 -0,024 0,297 -0,813 154 31,6 0,359 0,690
108 -0,0084 -0,487 0,413 0,156 0,764 0,296 8,2 9,02 0,357 0,397
On Fig. 1 shows the stability regions of the closed- k,
loop stabilization system corresponding to 36 second of 25 ——
flight of the C5M cosmic stage for various values of the — \ 5
quantization period of the onboard digital computer: 20 S \\ \ —
curve 1 corresponds to T =0,005s; curve 2 - ’/"\\ AN
T =0,01s;curve 3— T =0,02s. An analysis of the con- \ Xl
. . . . . 15 \
structed curves indicates that an increase in the quantiza- 3
tion period of the onboard digital computer leads to a
decrease in the stability region of a closed discrete sys- 10 \
tem. \ 4 ) / /
k2 5 \ / /
o N\ //Z/
/_-/-4/ k
35 / 0 P — 1
/ 1 ,7\ -0.2 0 0.2 0.4 0.6 0.8 1 1.2
30 / AN
/ \ Fig. 2. Stability region of the closed stabilization system
® / —— ) \ atT=00ls:1-t=0s;2-t=365s;
" //—-— \\\— 3-t=72s:4-t=108s
RV ~ N\ )/
3 ) / curve 1 corresponds to the moment t=0s; curve 2 —
10 // / t=36s;curve3—t=72s;curve4—t=108s.
5 . // The quantization period of the onboard digital com-
./ K puter for all four options is the same and equal
Y o o2 o4 06 08 1 1z 14 toT =0,01s. An analysis of the constructed curves leads

Fig. 1. Stability region of the closed stabilization system at
t=36s:1-T=0,005s;2-T=0,015;3-T=0,02s

On Fig. 2 shows the stability regions of the C5M CS
closed-loop stabilization system corresponding to differ-
ent moments of the active section of the flight trajectory:

to the conclusion that the stable motion of the cosmic
stage along the entire active flight trajectory ensures the
choice of the values of the variable parameters of the sta-
bilizer k; and k, within the region of their allowable
values, which is the intersection of the stability regions
constructed for individual points of the active part of the
flight trajectory.
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Ipo criiikicTb pyxy, 110 cTadiTi3y€eTbCsl, paKeTH-HOCIA 3 PITMHHUM PeaKTHBHUM ABUTYHOM
i 6opToBOI0 IM(POBOIO 00YMCIIOBAIBLHOI0 MAIIMHOI B KOHTYPi cTadiaizauii

€. €. Anexcanapos, T. €. Anekcannposa, I. B. Koctanuk, 5. FO. Mopryx

AnoTanisi. Po3rismaerscs 3amaya BHOOPY 3HAYCHB BapiiOBaHHWX MapaMeTpiB IU(POBOro cradimizaTopa KOCMIYHOTO
CTYTIEHS PaKeTH-HOCIS 3 PiIMHHUM peakTHBHIM JBUryHOM (PP]1) 1 6opTOBOIO M(POBOIO 00UNCIIOBATEHOIO MAIMHOIO B KOHTYPI
crabimizanii, mo 3abe3nedye CTIHKUH pyX CTYNEHs Y3HOBX YCi€l akTHBHOI TUISHKH TpaekTopii mossoTy. PosrmsHyTo BrmB
BEJIMYMHK TIEPioJly KBaHTyBaHHs cralimizaTopa Ha 00JacTh CTIHKOCTI 3aMKHEHOi cuctemu crabimizamii. Y skocti oGunacri
JONMYCTUMHUX 3Ha4YeHb BapiOBaHMX MapaMeTpiB cradiiizaTopa HecTalioHapHOro 00’ekTa crabiiizarii peKOMeHIyeThesi oObuparH
MepeTHH 00IacTeil CTIMKOCTI, 1110 BiAMOBIAalOTh PIBHOMIPHO PO3MOIJICHUM MOMEHTAM 4Yacy Y3[OBK aKTHBHOI JUISHKH TPAEKTOPIi
HOJIBOTY CTYIICHSL.

Kaw4oBi ciaoBa: KocMiuHHI CTymiHb pakeTH-HOCIs, IM(POBHUIi cTabini3aTop, BapiifoBaHi mapamerpu crabimizaTopa,
aKTHMBHA AUISHKA TPAEKTOPIi MOJIbOTY; 00JIaCTh CTIHKOCTI B MPOCTOPI BapiioOBaHHUX MapaMeTpiB.

O0 ycToiiYMBOCTH CTAOUIH3NPYEMOT0 IBHKEHUS PAKeTbI-HOCHTeISI € ’KHIKOCTHBIM PeaKTHBHBIM ABHraTeeM H
0opToBOIl HU(POBOI BHIYMCIUTENbHOH MAIIMHON B KOHTYpe CTA0MIU3auuu

E. E. Anexcanapos, T. E. Anekcannposa, 1. B. Koctsnuk, f. FO. Mopryx

AnnoTanusa. PaccmarpuBaeTcst 3aaua BEIOOpa 3HaYEHHI BapbUpPYEMbIX MapaMeTpoB IM(pPOBOro crabMiIM3aTopa Koc-
MHYECKOH CTYNEHH PAaKeThI-HOCHTENS C XKUIKOCTHBIM peakTUBHEIM jBurarteneM (JKP1) u 6opToBoii iid)poBoi BEIYUCIUTEILHON
MAlIMHOH B KOHTYpe CTabMIn3anuy, o0eceunBaloIero YCTOMUNBOE ABIKEHUE CTYNIEHH BAOJIb BCEr0 aKTUBHOIO ydacTKa Tpa-
eKTOpHUH ToJieTa. PaccMoTpeHo BIHsSHHE BETMYMHBI IEPHO1a KBAHTOBAHMS CTAaOMIM3aTOpa Ha 00JIaCTh YCTOHUMBOCTH 3aMKHYTON
CHCTEMBI CTaOMIN3anuy. B kauecTBe JOMyCTHMBIX 3HAUCHUH BapbHPYEMBIX TapaMeTPOB CTaOMIN3aTOPa HECTAMOHAPHOTO 00b-
€KTa cTa0MIM3aluy PEKOMEHIYETCs BRIOMpATh MepecedeHne o0nacTeil yCToHInBOCTH, COOTBETCTBYIOIINX PAaBHOMEPHO pacipe-
JIeJICHHBIM MOMEHTaM BPEMEHHU BJIOJIb AKTUBHOI'O Y4aCTKa TPAeKTOPUU MOJIETa CTYICHH.

KarodeBble cjo0Ba: KOCMUYECKas CTYNEHb PaKEThI-HOCHTENS, LM(PPOBOH cTabUiIn3aTop, BappbUpyeMble MapameTpbl
CTabMIM3aTopa, aKTUBHBIN yYaCTOK TPACKTOPHH MOJIETa; 00JIaCTh YCTOMIMBOCTH B IPOCTPAHCTBE BapPhHPYEMBIX TapaMeTPOB.
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DEVELOPMENT OF THE METHODS FOR CALCULATING
THE MAIN INDICATORS OF HEAT ISLANDS IN URBAN AREAS

Abstract. The article is dedicated to the methods developed to calculate the main parameters of “heat islands” that appear in
densely built-up urban area. Although remote sensing imaging is ideally used to track and detect frequent land cover changes in
urban and surrounding areas as a result of sustainable urbanization and to calculate key parameters of "heat islands" seen in
densely populated urban areas, satellite imagery is digitally manually The transformation of a parametric image into a land cover
map using existing methods of classification is a long process, and therefore methods are proposed to determine the main
indicators of the impact of "heat islands" in urban areas. A modified building density index has been formulated, which is highly
informative, involving: (a) the proposed index reaches an extremum when the known building density index BDI and NDV1 are
equalized, (b) when the specified maximum is reached, it is easy to calculate the LST indicator using the known regression
dependences of BDI and NDVI from LST. The method has been developed to calculate the area of “heat islands” on the base of
the equivalent radius calculation using the known dependence function of the building density on the distance to the center of
the urban area. Our study shows that the distribution of buildings and the slope of the relief affect the surface temperature (LST),
in addition, the ratios of different LSTs vary in cities of different sizes, and each city has a temperature difference in LSTs, so
the urban heating island To reduce the impact, it is important to identify the characteristics of the thermal environment in cities
of different sizes. Urban greening is increasingly valued by cities around the world as an effective measure to reduce the negative
effects of the urban heating islands, with different numbers and types of landscape dimensions, different statistical methods used
in different surveys, as well as metric scale dependence and contextual differences between cities and we can overcome these

challenges by conducting comparative research on time and space using a consistent methodology.
Keywords: heat islands; urban area; surface temperature; informativeness; method.

Introduction

As the results of numerous studies show, “heat
islands”, i.e., areas with higher temperatures appear not
only in the cities of developed countries but also in
developing countries. The main reasons for the change in
the temperature of the earth's surface in urban areas are
the lack of vegetation, thermal and physical properties of
construction materials, the presence of buildings, uneven
surfaces, and the presence of anthropogenic heat sources.
All these factors lead to a change in local energy and an
increase in atmospheric temperature in densely built-up
areas of cities [1-5].

Over the years, land use and land cover changes
have different environmental impacts, and urbanization,
i.e., the conversion of natural surfaces into the population
and economic growth uses, has a major impact on the
urban climate, and area measurements and numerical
simulations show that changes in surface features and
vegetation occur in urban areas has a significant impact
on local climate change near the surface [10].

Land cover in urban areas tends to change more
rapidly in a short period of time than elsewhere due to
sustainable urbanization, and urbanization, especially in
urban and suburban areas, causes frequent changes in
land cover as a result of rapid economic development.
are found because they are relatively modern and give a
panoramic view [8].

Dry surface temperature (LST) measured from
satellite imagery has been used to study local and global
climate models, urban islands, and the use of remote
sensing in groundwater or surface temperature studies

has increased because it provides a synoptic and wide
view of an area. Numerous studies have been conducted
using LST and NDVI to determine the relationship
between urban surfaces and heating temperature from
images [9].

Analysis of publications. According to the work
[1-6], a fairly strong correlation between surface
temperature (LST) was revealed and building density in
urban areas, where the correlation coefficient reached
0,61. As mentioned in [7], such thermal anomalies in
urban areas, together with the general trend of climate
change towards warming, lead to the effect of global
warming in cities, which negatively affects the health and
working capacity of the urban population, increases
mortality, and shortens life expectancy. According to the
estimates presented in [7], during 1983-2016s, globally,
the thermal impact on the urban population increased by
almost 200%, at the same time, the growth rate of such
impacts outpaced the increase in the urban population by
52%. The above-mentioned issue emphasizes the
importance and relevance of the development of new
methods and techniques to assess the physical and spatial
indicators of the “heat islands” effect. Furthermore, the
article illustrates the proposed methods for determining
the main physical and geometric indicators of urban areas
with higher temperatures.

Research results

In order to assess the rate of “heat islands” effect,
there are various spectral indices, the main of which are
the following building density indices: the normalized
building density index of NDBI, defined as:
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33



Advanced Information Systems. 2022. Vol. 6, No. 2

ISSN 2522-9052

NDBI = MIR-NIR (1)
MIR+NIR
As it is seen from (1), the normalized building
density index is defined as the difference between surface
reflectance in the mid-infrared (MIR) and near-infrared
(NIR) areas. NDBI was first proposed in [8] and is a
dimensionless estimate of building density in the area
where high values of this index indicate a high degree of
building.

Building density index BDI is defined as [9]:

BDI = NDBI — NDVI, (2)

where NDV - the normalized difference vegetation index
is defined as
NDVI = YERED 3)
NIR+RED
As it is seen from expressions (1), (3), near infrared
reflection (NIR) not only increases the value of NDVI, but
also reduces the value of NDBI. As a result, the BDI index
is significantly reduced due to the presence of vegetation
fields in the study area. In order to correct this situation,
it is reasonable to introduce a new, modified building
density index (MBDI) defined as:

MBDI = (BDI)*1 - (NDVI)1 %, 4)
where a; is weighting factor.

Consider a special case, when a; = 0,5. In this
case, from (4) we obtain

MBDI? = BDI - NDVI . (5)
Taking into account (2) and (5), we obtain
MBDI? = NDBI - NDVI — NDVI?. (6)
Investigating MBDI? on an extremum, we obtain
dMEDI) _ NpBI — 2NDVI . )
d(NDVI)

From expression (7) we find the maximum
condition of MBDI:

NDVI =22 ®)
From expression (2) we find
NDBI = BDI + NDVI. (9)
From expressions (8) and (9) we find
NDVI = BDI. (10)

Thus, the newly introduced MBDI index under
condition (10) reaches a maximum, which prevents the
effect of excessive reduction due to an increase in NIR,
as observed in the BDI index. In addition, the presence of
such a maximum, with the presence of regression
dependences NDVI = f(LST) u BDI = @(LST), where
LS is the temperature on the earth surface, allows us to
determine the value of LST (Fig. 1). Let us show this by
the example of the results of experimental studies
provided in [9]. The corresponding regression equations
have the following form:

NDVI = 0,94 — 0,03LST; (11)
BDI = —1,5 + 0,06LST. (12)
Taking into account (10), (11), (12) we can write

—1,5+ 0,06LST = 0,94 — 0,03LST. (13)
From (13) we find
0,09LST = 2.444 ; LST = 27°C. (14)

[e) y=0.94-0.03*x;

<}
NDVI

22 24 26 28 30 32 34

22 24 26 28 30 32 34
LIST

Fig. 1. Regression lines
of dependence NDVI (a) and BDI (b) from LST

Tus, the main property of the newly proposed
modified building index development is that (a) this index
reaches a maximum when condition (10) is reached; (b)
condition (10) is reached at a certain value of LST,
determined by the regression lines of NDVI = f(LST)
and BDI = @(LST). These features emphasize the high
informativeness of the newly introduced MBDI index.

Another important indicator of urban “heat islands’
is the geometric site of such areas with higher
temperature. According to [10], the spatial change in the
density of urban land use can be expressed as a function
depending on the distance to the city center as a modified
sigmoid function:

f@r) =

where fis an urban density development; r is the distance
from city center; ¢ is a constant as an asymptote; f
determines the density of buildings on the outskirts; Dis
a constant characterizing the degree of city expansion.
Note that for compiling temperature maps, such a
concept as normalized surface temperature, i.e., LST,, is
often used, defined as
LST, = LST—LSTmin
LSTmax—LSTmin
where LST is current temperature; LSTy,qxs LSTpmin 1S
respectively, the maximum and minimum temperature
values in the area. The results of the analysis of the
regression relationship between LST,, and indicators of
f(r), carried out according to the method of concentric
rings, the center of which coincides with the center of the
urban area (Fig. 2), are presented in [10]. Along the
perimeter of each of the rings, indicators of f(r) and
LST,, and regression functions were calculated.

LST,, = LST,(f;). (17)
A pair of such regression curves, calculated from

the data obtained during a day and night, is shown in
Fig. 3.

1-c
1+exp[a(%r—1)] te, (15)

, (16)
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1. Measurement of LST in each pixel of the study
area.

2. Calculating LST,, on all pixels.

3. Determining f(r) on all pixels using the
regression curves shown in Fig. 3.

4. Averaging values f () on all pixels.

f@aw =ZE f(i (18)
where N is the number of pixels;
5. Using the inverse transformation of the formula
(15) in the form

r=¢(f(),D,c) (19)
substituting f(r) = f(r) 4, With known D, ¢ the value
Teq- €quivalent radius is calculated.

6. The average area of “heat islands” is calculated
according to the formula Sy, ; .

Spi =T . (20)

Fig. 2. Figure explaining the method )
for calculating the regression curve of LST,, = LST,(f;.) Thus, formulas (15)-(20) form the basis of the

proposed method for calculating the area of “heat
islands” in urban areas.

0O
- Qﬁ”v@

y=0.2441*x.2+0.4881*x+0.949

Conclusions

NIGHT

Thus, the article proposes methods for determining
the key indicators of the effect of “heat islands” arising
in urban areas.

y=-0.5203*x.2+1.0288*x+0.2478

DAY "

g A modified building density index is proposed,

> ‘ ‘ ‘ R which is highly informative, including the followings:
SRS T a) the proposed index reaches an extremum when
a b the known building density index of BDI u NDVI are

Fig. 3. Regression lines of dependence of LST, from f(r), equalized;

determined by the method of concentrated rings: b) when the specified maximum is reached, it is
(a) according to the data obtained during a day; easy to calculate the indicator of LST using known

and (b) night regression dependencies of BDI and NDVI from LST.

The method for calculating the area of ‘“heat
Based on the above-mentioned, the proposed islands” is also proposed, based on the calculation of the

method for determining the average area of the “heat  equivalent radius using the known dependence function
island” can be presented in the form of the following  of the building density on the distance to the center of the

points: urban area.
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Po3po0ka MeTOAMKH PO3PAXyHKY OCHOBHUX MOKA3HUKIB OCTPOBIB Temia B Micui
Bexkiposa Jlaixa, Mamenosa Ecmipa, Bynsrosa EnbBipa

AnoTtania. CrarTd npucBsiueHa PO3POOJICHUM METOTUKAM PO3pPaxyHKY OCHOBHHX MapaMeTpiB «OCTPIBLIB TeIlIay, sKi
BHHHKAIOTh y TYCTOHACEJIEHUX MICHKUX TEPUTOPIAX. X0ua 300paKeHHS TUCTAHLIHHOTO 30HAyBaHHS i/1calbHO BUKOPHCTOBYETHCS
JUISL BIZICTE)KCHHS Ta BHSBIICHHS YacTHX 3MIiH IPYHTOBOTO HOKPHMBY B MICTaxX Ta NPWIETIHMX PaioHax, y pe3yibTaTi CTalol
ypOaHizamii Ta UId po3paxyHKy KIIOYOBHX HapaMeTpPiB «OCTPOBIB TEIUIA», SIKI CIOCTEPIraloThCs B TYCTOHACEICHUX MiCHKUX
palioHax, CyIyTHHKOBI 300pakK€HHSI BPyYHY BHKOHYIOTHCS B IH(POBOMY BUIIIAI. BHECCHHS IapaMETPHUYHOTO 300pakeHHS B
KapTy 3eMHOT'O TOKPUBY 3 BUKOPHCTAHHSAM ICHYIOUHX METOJIIB KiacHu(ikamii € TPHBAIUM ITPOLIECOM, TOMY 3aIIPOIIOHOBAHO METOIN
BU3HAYCHHSI OCHOBHHX ITOKAa3HHKIB BIUIMBY «OCTpIBLIB TeIula» B Micbkux paioHax. ChopMyiaboBaHO Moau(ikoBaHUil iHIEKC
IITBHOCTI 3a0YI0BH, KUl € BUCOKOIH(GOPMATHBHUM, 1[0 BKIIIOYAE Take: (@) 3alpONOHOBAHHN 1HAEKC JOCITae EKCTPEMyMY, KOJIH
BifoMi iHAekcu minpHOCTI 3a0ynoBu BDI ta NDVI BupiBHIOIOTECS, (b) KOMM AOCATaeThbCcA 3alaHUN MaKCUMyM, IIe Halae
MOXJIUBICTD JIETKO po3paxyBaTd HokazHHK LST, BHKOpHCTOBYrouHM Bimomi perpeciiini 3anexxHocti BDI ta NDVI Bix LST.
Po3po6iieHO MeToJ pO3paxyHKy IUIOII «OCTpIBILIB TEIUIa» Ha OCHOBI PO3PAaXyHKY €KBIBaJECHTHOTO pajiycy 3 BUKOPHCTAHHIM
BiJoMOi (yHKII{ 3aJI€)KHOCTI MIUTHHOCTI 3a0yJOBH BiJl BiJICTaHi 10 IEHTPY MickKoi Tepuropii. Hamie mociimkeHHs OKa3ye, mo
posnoxin OyxiBens i HaxXui penbedy BIUIMBAaIOTh Ha Temnepatypy moBepxHi (LST), kpim toro, cmiBBimHOmeHHs pizHux LST
PI3HATBCS B MicTax pi3HOro po3Mipy, i KOJKHE MicTo Mae pi3HuIto Temneparyp B LST, Tomy € mickki octpoBa omaneHHs. [yt
3MEHIIICHHS BIUTUBY B)XIMBO BH3HAYMTH XapaKTEPUCTUKH TEILIOBOTO CEPEOBHINA B MIiCTaX pi3HOTO po3Mipy. Micta B ychoMy
CBITi Bce Oijblie I[iHYIOTh O3€NEHEHHs MicTa SK e(pEeKTHBHHUH 3aXiJ A8 3MEHIICHHsS HEraTHBHOTO BIUIMBY MICBKHX OCTPOBIB
OTIaJIEHHS 3 Pi3HOIO KUIBKICTIO Ta TUIIaMH JIAHIIA(THUX PO3MIpiB, PI3HUMHU CTATUCTUYHUMH METOAAMH, [0 BUKOPHCTOBYIOTHCS
B PI3HUX JOCIiKEHHSX, 8 TAKOX 3aJISKHICTIO Bl METPHYHOTO MacITady Ta KOHTEKCTY. PO301KHOCTI MiXK MiCTaMH Ta HAMH, MOXKE
HOJI0NATH Li IPOOIIEeMH, TPOBO/ISYHU MOPIBHSUIBHI JOCIIPKEHHS Yacy Ta IPOCTOPY 3 BUKOPUCTAHHSM MOCIiJOBHOI METOIOJIOTII.

Kao4oBi cmoBa: ocTpiBLi Tema; Michbka TEPUTOPIs; TEMIEpaTypa MOBEPXHi; iHPOPMATHBHICTh; METO.

Pa3padoTka MeTOIUK pacuyeTa OCHOBHBIX NOKa3aTe/Ieii TeNI0BbIX OCTPOBOB B FOPOJICKOIl TEPPUTOPHHU
Bexuposa Jlaxa, MamenoBa Dcmupa, ByrsatoBa DnsBupa

AHHoTanmmusi. CraTbs MOCBAIICHA pa3pa0OTaHHBIM METOAMKAM pacyeTa OCHOBHBIX IapaMeTPOB «OCTPOBOB TEILIay,
BO3HMKAIOUIUX B YCIOBHUSX IUIOTHOM TOPOJICKOM 3aCTPOMKHU. XOTS H300paKeHHUS UCTAHIIMOHHOTO 30HANPOBAHS HICABHO TTOIXOAIT
JUTSL OTCIISKMBAHKS M OOHAPY>KEHHS YaCThIX W3MEHEHHI! pPaCTUTENBHOTO NMOKPOBA B TOPOJAX M MPHIIETAIOMNX paiOHAX B pe3yibTaTe
YCTOWUMBOM ypOaHW3aIy, a TakkKe JUII pacueTa KIFOYEBBIX IapaMeTpoB «OCTPOBOB TEIUIa», HAONIONAEMBIX B T'yCTOHACETEHHBIX
TOPOJICKHUX paifoHaX, CITyTHHUKOBBIE CHIMKH BBOJATCS B IIM(POBOM BHJIE BPYIHYIO. PEBPAILECHHS TapaMETPHIECKOr0 H300pKEHHS B
KapTy 3eMHOTO TMOKPOBAa C HCIOJIB30BAaHUEM CYIIECTBYIOIINX METOJOB KIACCH(MKAIMH — JUIMTENBHBINA IIPOIECC, B CBS3H C 4YeM
MpeIaraloTCcss METOIbI ONPE/IEeNICHHs] OCHOBHBIX TTOKa3aTeNeil BINSHHS «OCTPOBOB TeIlIa» Ha ropojckue Teppuropur. ChopMympoBaH
MOM(UIMPOBAHHBINA HH/IEKC TUIOTHOCTH 3aCTPOIKH, 00J1aaloNHil BEICOKOH HH(OPMATHBHOCTHIO, BKIIFOYAIOIMIA: () IpeuiaraeMblid
MHJIEKC JOCTUraeT KCTpeMyMa MPH YPaBHHUBAHHU M3BECTHBIX MHCKCOB ILIOTHOCTH 3acTpoiiku BDI u NDVI, (0) npu moctrkennn
3aJaHHOTO MaKCHMyMa JIETKO paccuuTaTh mokaszatenb LST, ncmons3ys u3BecTHble perpeccronHble 3aBucuMocta BDI u NDVI or
LST. Pa3zpaboran MeToj pacuera IUIOMIAIN «OCTPOBOB TEIIA» HAa OCHOBE pacueTa SKBHBAJIEHTHOIO PaJiyca C HCHOIb30BaHUEM
M3BECTHOH (DYHKIMH 3aBHCHMOCTH IUIOTHOCTH 3aCTPOHKH OT PACCTOSHHMS IO LIEHTPa Topojickoi Teppuropuu. Hame nccienoBanue
MOKa3bIBaeT, 4To Ha Temmepatypy nosepxHoctr (TIIH) Biusier pasmernenue 30aHui 1 yKIOH penbeda, KpoMe TOro, COOTHOIIECHHS
pasubix TIIH pasmuuarorcss B ropojax pasHOrO pasMepa, M Kaxiblil ropoj umeer pasHocTs Temneparyp TIIH, mosrtomy ectb
rOpoJICKHE OcTpoBa oborpesa. JlJist CHIKEHHUsI BO3JEHCTBHS BXKHO OIPEACIIUTh XapaKTePUCTHKH TEIIOBON CPEBI B TOPOIaX pa3HOTo
pasmepa. ['opozckoe o3eneHeHre Bee GOMbILe LIEHUTCS FOPOJaMU 110 BCeMy MUPY Kak 3()(eKTHBHAs Mepa CHIDKCHHS HETaTUBHOTO
BO3/ICHCTBUS TOPOJCKUX OCTPOBOB O00OrpeBa, C pPa3HbIM KOJIMYECTBOM M THUIAMH JIAHMAQTHBIX HM3MEPEHHMil, Pa3HBIMU
CTATUCTHYECKUMU METOJAMHM, HCTIONB3YEMBIMU B Pa3HBIX OOCIEIOBAaHMSX, a TAKXKE 3aBUCUMOCTBIO OT METPHUYECKON IIKaibl U
KOHTEKCTYaJIbHBIMH (paKTOpaMu. paznudmsi ME&XITy TOPOAaMHU M HaAMH, MOTYT IIPEOAOIETh 3TH MPOOIEMBI, TPOBOIS CPaBHUTEIHHEIE
HCCIIEC0BAaHKA BpEMEHU U IPOCTPAHCTBA C UCIONB30BaHUEM IIOCIIEIOBATEIIbHOM METONOIOTUH.

KarodeBble c1oBa: 0CTPOBA TEILIA; TOPOJICKAS TEPPUTOPHUS; TEMIIEPATYpa HOBEPXHOCTH; HHPOPMATHBHOCTh; METOL.
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[HCTHTYT TeNmekoMyHiKarii i rmobdanpHOTO iH(pOpMamiiHoTro npoctopy HAH VYkpainu, Kuis, Ykpaina

CUCTEMHMUA AHAJII3 IHOOPMAIINHO-AHAJIITUYHOI'O 3ABE3IIEYEHHS
OPI'AHIB AJIMIHICTPATUBHOI'O YIIPABJIIHHSA

AHoTanisi. AKTyansHicTh POGOTY NpUCBSIUEHO BUPINICHHIO aKTyaJIbHOI HAYKOBO-IPUKIAIHOT IPOOIEMH B raiy3i iH-
(dbopmaLiiiHAX TEXHONOTIH — aHami3y cHcTeM iH(pOpMAaIiiftHO-aHATITHYHOTO 3a0e3nedeHHs y cepi aqMiHiCTPaTHBHOTO
YOPaBIiHHA 3 YpaxyBaHHSAM BUMOI KOMIUIEKCHOCTI, MiATPUMKU NPUHHATTA yIPaBIiHCHKUX pillleHb Ha 0a3i 3HaHHA-0pie-
HTOBaHHX 3aC00iB, a TAKOXK iHTErpalii cucTeM iHPOPMALIfHO -aHATI THIHOTO 3a0€e3MeYeHHs 3 JOTPUMaHHIM iHTepoIepa-
oenpHOCTI. Pe3yabTaTu. [IpoBeneHa neramizarnis GyHKIIH OpraHiB aAMiHICTPaTUBHOTO YIPAaBIiHHS Ta 0COOIMBOCTEH [Ii-
SIIBHOCTI B CyJaCHHX YMOBAX, 5IKa ITOKa3ye, 10 K OCHOBHUIT 3aci0 B MIATOTOBIII pillIeHb PO3TISIA€THCS iHpOpMaIiifHIi
TIPOCTip, 110, Y CBOIO Yepry, morpedye CTBOPEHHS HalliOHAIBHOI CHCTEMH iH(GOpMaiiHIX pecypciB Ta BiAMOBITHOI elre-
KTpoHHOI iH(pacTpykTypu Kpainu. [1oOymoBaHO KOHIENTyalbHI CTPYKTYpH OpraHy YyIpaBIiHHSA Ta 3alpOIOHOBaHA
MoJenb iH(hopMaliiiHO-aHANITHYHOT AiSUIBHOCTI B OpraHi YHpaBIiHHS, IS 3a0e3ledeHHs po3B’s3yBaHHsS IpolieM
iH(popMatiitHo-aHamiTHYHOI AisuibHOCTI. HaykoBUME pe3yabTaTaMu JOCHIHKEHb € OCHOBH HOBOI TeOpil CUTyalliiHOTO
PETYJIIOBaHHS TEXHOJIOTIYHHUX MPOIECiB B OpraHi ympaBliHHA NPH aBTOMATH30BaHil 006poOIi iHpopMaliifHUX TOTOKIB,
3aCTOCYBaHHS TIOHATTS ,,BHKOHABYOI 000B’I3KOBOCTI” 3 peati3alli€ro BiAMOBIAHOT MOMITHKH, Teopiss 0O0poOku iHdopma-
LIHHUX TOKYMEHTAJIBHUX ITOTOKIB SIK CKJIaJI0Ba TEOpii TeJaeTpaduKy, MOJENi HOCTiKeHH cnenndiky iHpOopMamiiftHOTO
HaBaHTa)XKEHHS aBTOMaTH30BaHOI CHCTEMH B CTallioHapHOMY pexknMi. Ha migcraBi nux mapaaurM BU3Ha4€HO MOJKIIUBICTD
1mo0yJOBM KOMIUIEKCHHX KOPIOPAaTHBHUX CHUCTEM Ha 0a3i anmpoOoBaHMX pillleHb, IPU I[bOMY CKJIAJOBHMH 3arajbHOI Me-
TOJI0JIOTii BHKOPUCTAHHS iHYOPMAIIITHAX TEXHOJIOT1H MatoTh OyTH YNHHUKH, OTPHMaHI B Pe3yJIbTaTi HAIIUX JOCIIIKCHb.

KamouoBi ciioBa: aaMiHICTpaTUBHE YIIPaBIiHHS; iHOPMAaIiifHO-aHATIITHYHA NisUTBHICT; iHPOpMaIiiHO-aHATITHIHE 3a-
Oe3redeHHs; iHpOpMAaIliifHO-aHATITHYHA CUCTEMa; IHTETpallisi CHCTEM; IHTepoIepadebHICTh; iHpOpMaIliiiHi pecypcH; iHpO-

pMartiifHi TeXHOJIOTi.
Beryn

Ha cyyacHoMmy ertarti, OB’ s13aHOMY 3 PO3BHTKOM iH-
(hopmariitHoro cycmisibpcTBa Ta oro nuQpoBoo TpaHc-
(hopmartiero, CyTTEBO 3pOCTAIOTh BUMOTH JI0 piBHS iH(]O-
pMmarm3anii pisEux cdep nmisupHOCTI. [Ipn mpomy 0co0-
JIMBOTO 3HAa4Y€HHs HaOyBae BUKOPUCTaHHS HOBUX iH]op-
MAIifHAX TEXHOJOriH st 3abe3medycHHs iH(OpMa-
IIAHO-aHATITUYHOT JiSUTBHOCTI OpPraHiB aaMiHICTPATHB-
HOT'O YIpaBJIiHHSA, 0 B yMOBAX MPOBEJCHHS COLliAJIbHO-
E€KOHOMIYHUX pedopM, pPO3MIUPEHHS MDKHAPOTHOTO
CHIBpOOITHUIITBA, PO3BUTKY JIEMOKpaTH3alil CyCIiibe-
TBa CTa€ Oe3rmocepeIHiM YHHHIKOM €KOHOMIYHOTO 3pOc-
TaHHsI, 320€31eYCHHs 000POHO3JaTHOCTI KpaiHU Ta COIIi-
AIBHO-TIONIITHYHOT CTaOUIBHOCTI.

HasBHicTh 3Ha4HO1 yBaru 10 iHpopMaTH3aii opra-
HiB yIIPaBIiHHS, SIKa TPUAUISETHCS HE JIUIIE KePiBHUIIT-
BOM KpaiHH, ajie i 3 00Ky HayKOBIIB, (axiBIliB 3 iH(pOp-
MaTHKH Ta KOPUCTYBaviB — MPalLiBHUKIB OPraHiB yIpas-
JIHHS, TIITBEPIKYETHCS BIAMOBIAHUMH HOPMAaTUBHUMHU
Ta AMPEKTUBHUMH JTOKYMEHTaMH, 3HAYHOIO KUIBKICTIO
myOikariiid B 3aco06ax MacoBoi iH(opMarlii Ta B HayKo-
BUX BUJaHHSIX, BUCOKIM PiBHEM IpEJCTaBHUITBA Ha Ha-
YKOBO-TEXHIYHHMX Ta MPAaKTUYHUX KOH(]EpEeHIisx B Ha-
IIi{ KpaiHi Ta B pi3HUX KpaiHaX CBiTY, BBEAECHHSM BiJIIO-
BIZIHUX pYOpHK B HAyKOBHX JXypHaJlaX Ta IIporpaMax
KoH(epeHIiid. € Bci MiACTaBU CTBEPIKYBaTH, IO Ha-
npsiM iH(pOpMAaTH3aLlii OPTaHiB YIPABIiHHSI Ma€ BEIUKY
akTyanbHicTh. [Ipo 1e cBimunuTh ¥ MOCBI iHIINX KpaiH,
3okpema CIIA, Kanaau, ITiBnennoi Kopei, Himeuunnnu,
Ecronii, inimiatueu mono ¢opmyBaHHs iHpopMmaiii-
HOTO IIPOCTOPY YpPsIiB KpaiH €BpONEHCHKOI CHiBAPYK-
HOCTI. 32 OCTaHHI POKH HayKOBi OCHOBH iH(opmaTu3anii
30araTUIMCS BIAMOBIAHUMU PINICHHSAMH, MOJCIAMH Ta
NTOPUTMaMH, sIKi 3HAWIUIM BIANOBITHUKU B iH(pOpMa-
LifHUX cHCTeMax pi3HUX OpraHiB yNpaBJiHHS Ta Jiep-

*aBHO1 Braau [1]. Pa3oM i3 THM Ha TemepiliHbOMYy eTari,
OB’ 5I3aHOMY 3 BIJKPUTICTIO YNPaBIIHCHKOI AiSTIBHOCTI,
il inTeHcudikariero Ta TMHAMIYHICTIO, 3pOCTAHHAM POJIi
AHAIITUYHOI CKJIaJ0BOI, HA3pLUIOO € MoTpeda y HOBOMY
IX0A1 10 pO3B’sI3aHHA 33124 yIpaBJiHHA Ha iHPOpMa-
LifHO-aHATMITHYHIN OCHOBI, SKMii OW BpaxoByBaB Cy-
YyacHe ysSBJIICHHS PO iH(OPMAIIiO SK PO IHTEIEKTyalb-
HUH TPOIYKT — 3HAHHS, SIK BXIIUBUI pecypc CyCHiIbC-
TBa, 1 IKUH criupaBcs 0 Ha 3a0e3MmevdeHHs] KOMIUIEKCHOCTI
il iHTerpoBaHocTi pimens [2-8].

Meta poOoTH mojsirae B po3poOiri, aHami3i i CHH-
Te31 aBTOMAaTU30BaHUX CHCTEM 1H(OpMAaIliiTHO-aHATITHY-
Horo 3abe3neueHHs (ACIA3) opraniB agMiHICTpaTUB-
HOT'O YIpaBJIiHHS, 0 0a3yrOThCS HAa CydacHUX iH}op-
MAIliifHIX KOMIUIEKCaX , SIK TOJIOBHUX €JIEMEHTIB iH]pa-
CTPYKTYpH iH(GOPMAIIHHOTO IPOCTOpPY KpaiHu Ta cepu
YIpaBIiHHS.

Buxnag ocHoBHOro Mmarepiajy

CucreMy agMiHICTPaTHBHOTO YIIPaBIiHHS BH3HA-

YCHO SK MHOXKUHY CJICMCHTIB {Er(f’), E,(no)} , III0 3HAXO0-

IATHCS Y B3aeMoii oauH 3 ogauM. LIi B3aemomii ysiBiis-
10Th C00010 ()OPMH 1 TIPOLETYPH CYCIIIBHUX BiJJHOCHH,
3aBISIKM SIKMM PEaJli3yIOThCS MPsIMi 1 3BOPOTHI 3B’ S3KH
MK cy0’ekTamu i 00’ ekTamu ynpasiiHHs (puc. 1).

VY 3arajpHOMY BHpa3i CTPYKTYPY CUCTEMH aJIMiHic-
TPAaTHUBHOTO YNPABIIHHSA K CKJaJHOI AMHAMIYHOI CHC-
Temu S(t) MOXKHA OMUCATH MHOXXHUHOKO

s(={EQ.RD.Z(EV).FEV)  ©

ne E(t) — MHOXWHA elIeMeHTiB, 1110 YTBOPIOIOTH CHCTEMY;
R(t) — MHOXWHA BiJHOLICHD (3B’SI3KiB) M)XK €lIEMEHTAMU;
Z(E(t)) — muoxuna crauis eixementis; F(E(t)) — mHo-
*uHa (QyHKLIH, 1110 BUKOHYE CHCTEMA.

© TpucHiok B. M., Tpucurok T. B., Kypuino A. B., FO. M. I'onosan, [lamenxo €. 10., 2022 37



Advanced Information Systems. 2022. Vol. 6, No. 2

ISSN 2522-9052

CucTtema agmiHiCTpaTMBHOIO ynpaBrniHHA S

Cy6'eKkTn ynpaBniHHsA
E(S)n
(opraHm ynpaBriHHs)

Mpouecu ynpaBniHbCbLKOI AiANbHOCTI
P
06'eKkTH ynpaBniHHsA
E(O)m
(cchepu cycninbHoro
KUTTS)

Puc. 1. CucremHe ysiBieHHs chepH yIpaBIIiHHS

CTOCOBHO KOXXHOTO OpraHy sk Cy0’€KTy ympas-
JIHHS MOJKHA 3aCTOCYBATH TaKi rilOTe3H, IO CTPYKTypa
Ccy0’€KTy € HecTalioOHapHOIO, B CTPYKTYpi MalOTh MicIle
3HaYHa KiTBKICTh HEJIHIMHUX 3aJI€)KHOCTEH, YacTi 30BHi-
IITHI BIUTUBU PO30MBAIOTH PSIH BUXITHUX 3MIHHUX Ha KO-
POTKi CTAaTUCTUYHO HEOMHOPITHI TOCIiJOBHOCTI, IO
YTPYIHIOE KOPEKTHE PO3B’s3aHHS 331a4 NPUHHATTA pi-
meHb. B nux yMmoBax ()yHKIIOHYBaHHS OpTaHiB yIpaB-
JHHS Ma€ CIHMPATHCh Ha TEXHOJIOTIi aBTOMAaTH3amii iH-
¢dopmamiitHo-ananiTHaHOI AismbHOCTI (IAl). Busnaueno
mictie [AJ] B aAMiHICTPaTHBHOMY YIIpaBIiHHI (puc. 2).

EBpI/ICTI/I‘I;l —
npars

»| AHamiTH4yHA
ISTIBHICTD

|
| I
| I
| I
) ) | I Buxigauit
BxinHuii notik | | . MIOTIK
JTAaHUX Tngopmarina > AnMiHICTpaTHBHA JAHUX _
5 " JiTIEHICT ¢
/,/:,7/7 I' JUSUTBHICTB |
"
’/ I .
I OneparopHa | AnmiHiCTpaTHBHA
I mparts IAC mparist
e |

Puc. 2. Micne inpopMariitHo-aHATITHYHOT TiSUTFHOCTI B aIMiHICTPaTHUBHOMY YIpaBIJIiHHI

Kosxuuii ennemenT Ej Moske OyTH peICTaBICHUM SIK

Eo(xy.zuw,f,g), (2

qe X =X(t) — sxiguuii inpopmartiitauii motik, Yy = y(t)
— BUXiTHUH iHQOpMaIiifHAI TOTIK (peakilisi CHCTEMH Ha
BXifHuWi BImB), U=U(t) — ympasmsroua s, W=w(t) —
BILUIMB 30BHIIIHBOTO cepepoBuiia, Z =z(t) — BHyTpil-
Hill ctal cuctemu. Lli ckimamoBi momar0Thes y BUTIISAI Ki-
HIIeBOi MHOXHHH (yHKIIN dacy t. Yepes f i g BuzHava-
I0ThCS (DYHKITIOHANH, IO BiZOOpakaloTh MOTOYHE 3HA-
YeHHs BHYTPIIIHBOrO cTany Z(t) i BHXIZHOTO TOTOKY

y(t) . Opranu ynpaBiiHHS CJTiJ] BIIHECTH JI0 KJIaCy CKJIa-

JTHUX COIIaIbHIX HETPATUIIHHUX CHCTEM 3aBISKH CBOET
VHIKaJIBHOCTI, 3aTHOCTI €BOJIOI[IOHYBATH Y Yaci, 3Mi-
HIOIOYH CTPYKTYPY 1 PYHKIIT, pa30oM i3 IIIM 3MIiHIOIOUH i
cami mporecu ynpasiinss. [9] Takum unHOM Opras yr-
PaBJIIHHS Ma€ MiATH B YMOBaXx MOCTiiHOI amanTaitii. Ba-
JKIIMBUM €JIEMEHTOM TaKUX CUCTEeM € HasBHICTh OIIP —
ocobwu, 110 mpuiiMae pimeHHs (puc. 3).

l w(t)

cy
xt) | f g | vt
> %QI‘IP > >
v z(t)
u(t)
O6’ekT P
yNpasAiHHA [

Puc. 3. Ponp OIIP B cucremi ynpasninus (CY)

[Tepen OIIP mocrae cnovaTky mpoOiema Momyky
noJst (crparerii) 3a0BOJBHSAIOYNX i, a MOTIM — IIpo-
Osema BUOOpY Kpatioi Jii, ToOTO pilleHHs B IbOMY MOJi
(ctparerii).

Korxna i3 nmpoGieMHnX cuTyaniii notpedye ynpas-
JIHHS CUCTEMOIO, ITi/T SIKUM PO3YMI€ThCS 3MiHA SIKICHUX 1
KUTBKICHIX XapaKTEPUCTHK €IIEMEHTIB 1 BiHOIIEHB, IO
YTBOPIOIOTH CTPYKTYpy cuctemu. [IpobnemHor0 curya-
Ii€F0, CTOCOBHO SKOi Ma€ OyTH MPUHHSATE PIIIICHHS B IIPO-
1IeCl YIpPaBIiHHSA, € HEY3TOHKEHICTh

AZ:ZK—ZH,

ne ZiyTa Zg — cTaHu 00’ €KTa YIPaBJIiHHAS B IIOYaTKOBHH 1
KIHIIEBUH MOMEHTH 3aIaHOTO TIEPIOy YIIPABIIIHHS.

VY Takux cuctemax, sk OpraH yrpasiHHS, IPUHHSATI
pillieHHs € yrpaBisiouuMu BiuinBamu U y BU3HAUYEHHX
TOYKax TpaekTopii (yHKIIOHYBaHHA cHucTeMu. MHO-
KIHA TPHUITyCTUMUX pimeHs U 3amaeTbcs HA OCHOBI
3MICTOBHOTO aHaJIi3y KOHKpETHOI 3a1a4i, a BUOIp i3 mpu-
MyCTUMOI MHOXXWHHM e(QEeKTUBHOTO (HalWKpamioro) pi-

menns X° €U e sazauero onmumisarii.

O1iHIOBaHHS pillleHHsT TNependavyae HasIBHICTD Jie-
SIKOT MO/ICTTi OILIHFOBaHHSI HA MHOXKHHI KpuTepiiB K;(X) ,
TOOTO

C(x) = F[w;, ki (x)],

Ile Wi — KUTBKICHI IapaMeTpu Mozeli (Barosi Koedirie-
HTH), F — pyHKnionan mogemni. Kpim Toro, mpuitHATTS pi-
LIEHHsI HEOOX1IHO MPOBOAUTH LUISIXOM BUOOPY e(eKTu-
BHOI cTpaTerii 3 ypaXxyBaHHIM 4aCOBOI'O CIICHApPIIO [TOBe-
JUHKH 30BHIIIHBOTO CEPEJOBHIIA (f), KOKHOMY 3 SIKHX
Ma€ BiJIOBIIaTH Jesika TPAEKTOPis 3MIHH CTPYKTYDH,
napaMeTpiB, KEPOBAHUX 3MIHHHUX.
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B sxocti kputepito epeKTHBHOCTI NPUHHATTS pi-
IIeHb  JOLIIBHO  3acTOCYBaTH  COPMYIIbOBAHUM
B.M. 'y mkoBUM NPUHIMIT «CBOEYACHOCTI, ONITHMAJIb-
HOCTI 1 KOMIUICKCHOCTI PiILICHHS.

ToMy KilbKicHI apaMeTp Wi MO OIliHIOBAaHHS
OyneMo TOB’sI3yBaTH caMe 3 OI[IHKOK CBOEYACHOCTI
NPUAHATTS pilieHHs (TOOTO ONpAIFOBAHHS IIEBHOTO J0-
KyMEHTY).

IIpoBeneno anami3 GyHKIIOHATBFHOTO aCIEKTy Misi-
JBHOCTI OpraHiB YIpPaBIiHHA Ta PO3TIISHYTO OCHOBHI
KJIACH 3aJ1a4, 10 PO3B’A3YIOThCS ICHYIOUUMH METOIaMHU.
[Mpouecu ynpasiiHHs B LIJIOMY ITOB’s13aHi 3 ONpaIfOBaH-
HaM iHpopmanii (puc. 4), mo Hagxomuts (X) y BUIIISLAL
JIOKyMEHTIB Ta 30yprotounx BrumsiB W.

X, W le
OpraH Y '
ynpasniHHs | 36upaHHs iHopmadii,
il nepBuHHa obpobka 1
y3aranbHEeHHs
Ekcneptu *

AHani3 aaHux (M, z,k,¢, R)

AHaniTuyHi
[OCHioKEHHS

O

PospaxyHku

v

BupobneHHsa ynpaBnsitoumnx
piweHb U

O

one

N1
ﬂoeequHsh ﬁpMﬁHﬂTMX pilleHb

YJL
lMipnopsiakosaHi ocobu, yctaHosw,
nanpuemMmcTea

Puc. 4. OcHOBHI Ki1acu 3ajad,
III0 PO3B’SA3YIOTHCSI B OpraHi yIpaBJIiHHSA

LenTpanpHOIO YaCTHHOO € aHAJI3 TaHUX 1 BiIOBI-
ITHI pO3paxyHKH, 110 ITOB’3aHi 3 METOI0 cucTeMu M, i
CTaHOM Z, a TAKOXX y BiIMIOBITHOCTI 10 BUOpAHIX KPUTeE-
pii K, crpareriii ¢ i HasBHUX pecypciB R . Illo cTocy-
€THCS 3a/1a4 NPUHHATTA pillieHb, BOHHU 3a3BHYaii € Oara-
TOKpPHUTEpIaIbHIMH, B HUX HE ICHYE €IMHOTO aCHEKTy
a00 €MHOT BIACTUBOCTI, IO OILIHIOE AKICTh MPUIHITOTO
pimIeHHs.

OzHaveHo, IO Ha TepenHiil kKpail iHdopmariiiHo-
AHATITHYHOI JISUTHOCTI BHXOIUTH IONIYK 3HAHHS IS
MIITPUMKH pillieHb, 10 € KBIHTECEHIIE0 iHpOopMallii-
Horo mporecy[10].

Buxonsun 3 mpioputerHocTi iH(pOpMaLiitHOrO
MiZIXOTy HABEJCHO KOHIEMIIiI0 iH(QOpMAIIHOT B3aEMO-
Iii opraHy ynpaBJiHHS, TIOB’3aHy 3 PO3IJISIOM B3a€MO-
il cHCTeMH aJIMiHICTpaTMBHOTO ynpasiiHHA (AY)
(puc. 5) 3 HaBKOJIMIIHIM CEpeIOBHIIEM.

[pu nboMy MO’KHA 3a3HAYMTH, IO BOHA MA€ HA BH-
xoqi rBa iHpopmariiHi BeKTOPH (Pgux Ta Ngyy) BIDTHBY Ha
cycrinpHy cuctemy (CC) sk kepoBaHUI 00’€KT Ta Mif-
najgae mig giro aBox BekTopiB (G Tta 1) 3BOpoTHOrO
3B’513KYy — BiJI FPOMaJICBKOI [yMKH Ta 3ac00iB MacoBOi iH-
(hopmariii. OgaouacHo AY BimpainboBy€e 3aUTH Ha 00-
CJIyrOBYBaHHSI, 3BEPHEHHS Ta CKapTH Bij MiAPUEMCTB Ta

HacesieHHs (BeKTopH Py Ta Ny). Tpeba Takox BpaxoBy-
BaTH MD>KHAPO/HY JMiSUTbHICTB, SIKa BU3HAYA€ThCS 30ypIo-
109010 JIi€10 BIUTMBY MIKHApPOJHUX OpraHi3auii Ta BitHO-
IICHB 3 IHITUMH JepkaBaMu (M,y) Ta BEKTOpOM My, BiJl-
MOBITHUX JEP)KaBHUX PillICHb.

M o | M g
L Ay |<C
N o
PBX NBMX
PBVIX
CC

Puc. 5. [npopmaniiini moroku
y CHCTEeMIi aJIMiHICTPaTHBHOTO YHPaBIIiHHSI

Opranu aaMiHicTpaTtiuBHOTO ynpasiiHas (OAY) sk
Cy0’€KTH € €JeMEHTaMH CHCTEMH aJIMiHICTPaTUBHOTO
YIpaBIiHHSA 1 HA HUX TaKOX MOIIMPIOETHCS 3a3HAaYeHa
cxema B3aeMO/Iii.

AJte 3 MHOKHMHH BiJTHOIIIEHB, 10 OMHUCYIOTHCS BEK-
TopaMu P, Newr, G, |, Py, Nox, Moy, Meux, KOXKHOMY Op-
raHy yNpaBJiHHS Yy MeXax HOro KOMIETEeHIlil, BU3HAUe-
HOI JUI HBOTO BiJIOBIIHUMH HOPMAaTHBHO-NIPAaBOBUMH
aKkTamMn (HampuKiIaj, TMOJIOKEHHSIM MpO OpraH yIpas-
JIHHS), BIABOAATHCS MEBHI MiAMHOKUHK Py, N'gy, G,
I', Plox, N'oy Moy M (pI/IC. 6)

M' BX M' BUX
B ox O ex
—_— Z — l¢————
S —— \»OAY —
B BUX D ) BUX
> +— E | ———
' G'
C BX C' BUX
P’ BX P’ BUX N' BX N' BUX

Puc. 6. Cxema B3aemogii oprany ynpaBiTiHHSI
B CHCTEMi aJIMiHICTPaTUBHOTO YIPaBIIiHHSI

Kpim Toro, opranu ynpasiiHHsS B CTPYKTYypi aaMi-
HICTPaTUBHOT'O YIPABIIHHS MarOTh B3aEMOIIO 3 BHIIE
CTOSTYMIMHU OpraHaMu, (BEKTOPH By, Bgyx) Ta 3 IHIIIMMU Op-
ranamu ynpaBiiHHS (BeKTOPH Ogy, Ogyy), @ TAKOK 3 M-
BIZIOMUMMH MIJNPUEMCTBAMH 31 chepH yrpaBiiHHs (BEK-
TopH Cayy Coux)-

BesnocepenHb0 B CTPYKTYpl OpraHy yNpaBIiHHS
MUPKYITIOOTH TOXiAHI iH(OpMamiliHi IOTOKH SK Pe3yiIb-
TaT MPOTHO3HO-aHAMITHYHO]I AistmeHOCTI (F), mporpamHuo-
iH(popmariitHOoro MozgemoBaHHs (L), cayx060Boro moky-
MeHToo0iry (D), a Takox 3ax0/iB 111010 3aXUCTy iH}Op-
Martii (Z).
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3 ypaxyBaHHSM HaBeIEHOTO, PO3BHBAIOUU TeOpe-
TUKO-MHO>KMHHE BU3HAUEHHS CUCTEMH y3arajJbHEHY MO-
JIeJIb CUCTEMH S MOYKHA OMMCATH BUPA30M

S =<AE,R,P,P,,M >, 3)
e A — aKTHBHI €JIEMEHTH CUCTEMH,

E — macuBHI eneMeHTH CHCTEMH,

R — 3B’sI3KH MiX elIeMEHTaMH,

Ps — ninmicHuit nporec (GyHKIIOHYBaHHSI CHCTEMH SIK
Ha0ip mapayebHO B3a€MOJIIFOUUX MPOIECiB Pa.

Takum umHOM, ypaxoByrouu omuc (1) Ta mMomens,

1110 HaBeJIEHO Ha puc. 6 Tpornec GyHKIIOHYBaHHS iH)O-

pMariiinoi cucremu P pmesxoro oprady ynpaBiiHHS

MOYHA OIMHUCATH KOPTEIKOM MAPAIETbHO B3aEMOJII0UNX
TIPOIIECiB:

NGblx’G ’I !

Bsbleoex, )
F,D,L,Z

N

6x’?

B

PG‘X ! PGle !
Y
O C

P, =

(4)

B8bIX

C

6x’

6bIX T 6X ' T6blX’
Buxoasun 3 omucy, HaBemeHoro y Bupasi (4),
BPaxOBYIOYH BH3HAYEHI rpynu QyHKIIH, IO 3aal0ThCS

BiJIIOBITHUM TIOJIOKCHHSIMH, MOJIENb 1H(OpMAIiiiHO-

AQHAJITUYHOI JAISUTBHOCTI B OpraHi yNpaBIiliHHS MOXHa
BU3HAYUTH TAOJNHICI0 OCHOBHHUX HANpsAMIB  IIi€l
ISUTBHOCTI, B SKIM 30KpeMa MPHUBEICHI IO3HAYCHHS
iH(OpMAIIfHUX TIOTOKIB, IO € BHU3HAYAIBHUMHU IS
3a0e3nedeHHs HapsMiB JisUTEHOCTI.

3a pe3ynmpTaTaMu BU3HAUCHO 3a OUIJIBHE 3aCTOCY-
BaHHS JIOTIKO-TIHIBICTHYHHX iH(OpMAIIHHUX Mojeneit
(JUIM) Tta mertonoiorii 3pocTaroumx IipamimaabHUX
Mepex (3[IM), mo peami3yloTh TimoTesy Ipo
3aKOHOMIPHOCTI CTPYKTypyBaHHSA iH(popMmarii mpu ii
CHPUHHSATTI.

BucHoBxku

3anponoHOBaHO KOHIIETIIII0 CHCTEMH 1H(OpMAITiii-
HUX pecypciB cdepu aaMiHICTPATHBHOTO YIIPaBITiHHA,
sika 6a3yeThCsl HA BUMOTax:

CTBOPEHHS Ta OpraHi3amii BAKOPHCTAHHS B IepKaBi
CHCTEMH HalllOHAJHHUX iHQOPMAIIHUX pecypciB,

CTBOPEHHSI CHCTEMH 1H(pOPMAIIHHUX pecypciB op-
raHy yHpaBJIiHHA LUIIXOM IHTErpamii 3 MpOCTOPOBUMHU
(reoinpopMaliiHIMHU) pecypcamH;

3aCTOCYBaHHS Ul MATPUMKH iH(OpMaliiiHo-aHa-
JITHYHOI MisTTBHOCTI T€OiH(QOPMAIITHUX CHUCTEM, a Ta-
KOX JOTPUMaHHs cTparterii iHGOpMAaIiifHOTO MEHeIK-
MEHTY.

10.
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CucremMHbI aHaJIu3 HHGOPMAIHOHHO-AHATUTHYECKOT0 00ecneyeHns
OPraHoB aIMUHUCTPATUBHOIO YIIPaBJIEHUS

B. M. Tpsicuiok, T. B. TpeicHiok, A. B. Kypuio, 0. M. I'onosan, E. }O. ITamenko

AHHOTaMsA. AKTYaJIBHOCTB. PaboTa mocBsIIeHa PEIICHUIO aKTyalbHOH Hay4YHO-TIPUKJIAIHONW MPoOaeMbl B 00sacTu nHpOpMa-
[IMOHHBIX TEXHOJIOTUil — aHaJM3a CUCTEM HMH(OPMalOHHO-aHATUTHYECKOro obecriedeHns B cepe aIMUHUCTPATHBHOTO yIIpaB-
JICHHS C y4eTOM TpeOOBaHUH KOMIUIEKCHOCTH, TIOICPIKKH IIPUHATHS YIPABICHYCCKUX PEIICHUH Ha 6a3e 3HaHUiI-OpUEHTUPOBAH-
HBIX CPEJICTB, a TAK)Ke MHTETPAlH CUCTEM HH(POPMAIHOHHO-aHATUTHIECKOTO 00eCTIeueHus C COOI0IeHIeM HHTepoIepadenbHo-
ctu. Pesyasrarsl. [Iponssenena neranusanus GyHKIUI OPraHOB aIMHHICTPATUBHOTO YIIPAaBICHHS M 0COOCHHOCTEH IesITeIbHO-
CTH B COBPEMEHHBIX YCJIOBUSIX, TOKA3bIBAIOIIasl, YTO KaK OCHOBHOE CPEACTBO B IOArOTOBKE PEIICHUI paccMaTpuBaeTcsi HHGOP-
MaI[IOHHOE MTPOCTPAHCTBO, YTO, B CBOIO OUepe/ib, TPeOyeT CO3/1aHNs HAllMOHAJILHON CHCTEMbI MH()OPMAIIMOHHBIX PECYPCOB U CO-
OTBETCTBYIOIICH 3JIEKTPOHHON MHPPACTPYKTYPHI CTPaHbl. I10CTPOEHBI KOHLENTYAIbHBIE CTPYKTYPBI OpraHa yIpaBlIeHHs U TIpej-
JIO’KeHa MOJIeNb MH()OPMAIMOHHO-aHAIMTHYECKOMN JeSTEIbHOCTH B OpTaHe yIpaBJIeHUs )11 00eCIeUeHHUs PeLIeH s IPoOIeM HH-
(hopMaIMOHHO-aHATUTHYECKO# JesTebHOCTH. HaydyHBIMH pe3y/IbTaTaMU HCCIICIOBAHMIT SBISIFOTCS OCHOBBI HOBOIT TEOPHH CH-
TYaLMOHHOTO PETyIMPOBAHHUS TEXHOIOTHYECKHUX IPOLIECCOB B OpraHe yNpapJIeHUs IPH aBTOMAaTU3HUPOBaHHOIH 00paboTke HH(OP-
MaI[MOHHBIX [TOTOKOB, IPMMEHEHHE MOHATHS "HCTIONHUTEIFHON 0053aTeIbHOCTH" C pean3alieil COOTBETCTBYIOLIEH MONUTHKHY,
Teopusi 00paboTKH HHPOPMAIIOHHBIX JOKYMEHTAIBHBIX IOTOKOB KaK COCTaBIISIONIAsl TEOPHH TelleTpaduKa, MOJETIH HCCIeI0Ba-
HUA crienu$UKH nHGOPMAIMK HOW Harpy3KH aBTOMAaTH3HPOBAHHOH CHCTEMBI B CTallMOHAPHOM pexkuMe. Ha ocHoBaHMM 3THX Ha-
pagurM omnpeesieHa BO3MOKHOCTh MOCTPOCHUSI KOMIUIEKCHBIX KOPIOPAaTHBHBIX CUCTEM Ha 0a3e anpoOMpPOBaHHBIX PEIICHHUH, TIpH
9TOM COCTaBIISIIOIIMMH OOIIEi METOJONIOTHU HCIIOJIb30BaHUs HHPOPMALIMOHHBIX TEXHOJIOTHI TOJDKHBI OBITH (PaKTOPHI, MOTyYEH-
HbIE B Pe3yJIbTATEe HAIINX UCCIIEJOBAHMIA.

KoroueBble cjioBa: aIMUHICTPaTUBHOE yIpaBlieHHe; MHHOPMAIMOHHO-aHATUTHYECKAs IeSTeIbHOCTh; HH(OPMAaIIMOHHO-
aHanuTHYecKoe obecreyeHne; MHPOPMAMOHHO-aHATUTHYECKAasl CUCTEeMa; MHTETpalisi CUCTEM; HHTeporepadenbHOCTh; nHpOop-
MaI[OHHbBIE PECYPChl; NHPOPMAIIMOHHBIE TEXHOJIOTHH.

System analysis of information and analytical support
of administrative management

Vasyl Trysnyuk, Taras Trysnyuk, Anatolii Kurilo, Yurii Holovan, Yevhen Pashchenko

Abstract. Relevance. The work is devoted to solving a topical scientific and applied problem in the field of information
technology - analysis of information and analytical support systems in the field of administrative management, taking into account
the requirements of complexity, support management decisions based on knowledge-oriented tools, and integration of information
and analytical support systems. interoperability. Results. Conceptual structures of the governing body and ASIAS are constructed,
the model of information-analytical activity in the governing body is offered, ASIAS is structured with allocation of their basic
structural elements. The unified architecture of ASIAS is offered, the structure of the necessary components of ASIAS realizing
processes of collecting and transformation of the information (documents) is defined. The scientific results of research are the
basis of a new theory of situational regulation of technological processes in the governing body in the automated processing of
information flows, the application of the concept of "executive obligation" with the implementation of appropriate policies, theory
of information document flow processing as a component of tele-traffic theory, models of research of specificity of information
load of ASIAS in stationary mode, intensity of processing of document flows and interaction of processing processes, solving the
problem of structuring knowledge based on the methodology of growing pyramidal networks, based on the theory of logical-
linguistic information models, and ontological descriptions of information. Based on these paradigms the possibility of construction
of ASIAS as complex corporate systems on the basis of the tested decisions is defined. Thus, components of the general method-
ology of use of information technologies should be the factors received as a result of researches of the given work.

Keywords: administrative management; information-analytical activity; information-analytical support; information-ana-
lytical system; systems integration; interoperability; information resources.
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TEMPORAL REPRESENTATION OF THE ESSENCES OF THE SUBJECT AREA
FOR THE CONSTRUCTION OF EXPLANATIONS IN INTELLIGENT SYSTEMS

Abstract. The subject of research in the article is is the processes of constructing explanations in intelligent systems
using causal relationships. The aim is to develop a representation of the entities of the subject area, taking into account
the temporal aspect in order to represent the binary relations in time between the properties of the same entity. The
construction of temporal relations between the properties of entities makes it possible to determine the probabilistic causal
relationships between the states of these entities and use these dependencies to form explanations for the implemented
decision-making process in the intelligent system, taking into account possible alternatives. Tasks: structuring the objects
of the subject area, taking into account their essential properties for the decision-making process, including temporal;
definition of classes of essences of subject area; determination of equivalence classes of entities of the subject area taking
into account changes in the properties of these entities over time; development of a temporal model of representation of
essences of subject area for construction of explanations in intellectual systems on the basis of definition of dependences
in time between properties of essences. The approaches used are: set-theoretic approach, which is used to describe the
classes of entities and classes of equivalence of entities of the subject area; linear temporal logic, which provides a
representation of the relationship between entities in the temporal aspect. The following results were obtained. The
structuring of the objects of the subject area is performed taking into account their properties, which are used in the
decision-making process in the intellectual system; defined classes of entities; the classes of equivalence of entities of the
subject area are defined as a kind of class of entities with the same values of key attributes, which makes it possible to
take into account changes in these values over time; a temporal model of representation of the essences of the subject area
is developed, which takes into account their static, dynamic properties and properties of time. Conclusions. The scientific
novelty of the results is as follows. An equivalence class for entities is distinguished, which contains entities with the
same key static properties and different dynamic properties considering the time of their change, which allows to reflect
changes in the state of the entity in the decision-making process in the intelligent system. The temporal model of
representation of essences of subject area which contains classes of equivalence of essences, and also temporal
communications between properties of elements of these classes is offered. The selection of classes of equivalence of
entities makes it possible to present the decision-making process in the intellectual system in the form of a sequence of
temporal connections between the properties of entities of the subject area, and to form on this basis casual relationships

between states of entities.

Keywords: intellectual system; explanation; essence; causality; causation; temporality.

Introduction

Today, intelligent systems use sophisticated
decision-making algorithms that are not "transparent” to
users of such systems. The user usually uses only those
solutions that match his requirements and that he trusts.
Therefore, it is important to ensure user confidence in the
results of the intelligent system, making "transparent"
causal dependencies that justify the decision [1].

For example, the choice of items offered by the
recommendation system (goods, films, conferences, etc.)
largely depends on the user's trust in the proposals
received [2]. If the user believes that the proposed items
are not in his interests, but the interests of the owners of
the recommendation system, he will not take into account
the recommended items in his choice.

Explanations in the form of a sequence of causal
relationships that make the decision-making process
"transparent” and the intelligent system, allow the user to
understand why such a decision was made [3].
Presentation of the explanation in the form of a set of
causal dependencies makes it possible to compare the
obtained and alternative solutions. Decisions to be made
on the basis of counterfeits are considered as alternatives.
The latter are facts of possible actions that have not yet

been implemented in practice [4]. As a result, a
comparison of the solution obtained by the intelligent
system and alternative solutions can be used as an
explanation [5]. This comparison allows the user to make
sure that the solution is the most effective given the
requirements. Therefore, the use of explanations based
on causal relationships makes it possible to increase user
confidence in the results of the intelligent system.

To obtain causal dependencies that explain the
results of the intelligent system, it is necessary to take
into account the relationships between objects (entities)
of the subject area used in the decision-making process.
Dependencies between entities can be static or dynamic.
The first reflect the constant properties of the subject
area. They act as restrictions when performing actions in
the intelligent system. The second reflects changes in the
state of entities in the decision-making process and is
based on the temporal relationship between the properties
of such entities.

The relevance of the topic of this work is due to the
fact that the formal description of the essence of the
subject area, taking into account the temporal aspect
makes it possible to build temporal and then causal
relationships that reflect the relationship between input
and intelligent solutions. Such dependencies make it
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possible to explain the reasons for the decision and,
accordingly, increase user confidence [6, 7].

Modern approaches to building causal relationships
to obtain explanations are being developed according to
the XAl (Explanable Artificial Intelligence) program [8].
These approaches are based on a three-level hierarchy of
causality [9].

The first level reflects the existing statistical
patterns, the second - the impact of causal relationships
on new results, and the third is the level of explanation of
causal relationships [10].

In [11, 12] relational models of the set of entities of
the subject area are substantiated and proposed and the
importance of using such models to build causal
dependencies using d-separation for connections of
entities that are not identically distributed is
substantiated. However, this approach focuses mainly on
static relationships between entities and does not take
into account the change of such relationships over time
when performing the process of decision making in an
intelligent system.

Temporal relationships between the states of the
decision support process were considered in [13-15].
Such dependencies make it possible to order states that
occur directly after each other [14], or have intermediate
states [15]. The proposed approaches to the construction
of temporal dependences [16, 17] make it possible to
build statistical relationships between states. However, in
the selection of such states, insufficient attention is paid
to the relationship between the properties of the entities
of the subject area. These connections directly affect the
decision-making process, as well as reflect the results of
this process. Taking into account such relationships
makes it possible to justify the sequence of actions of the
decision-making process in the intelligent system.

Thus, the construction and use of the temporal
representation of entities makes it possible to build causal
relationships based on the relationships between the

properties of entities that change over time. Such
dynamic dependencies create conditions for adaptation of
the explanation in the decision-making process taking
into account current requirements of the user and external
influences.

The aim of the article is to develop a representation
of the entities of the subject area, considering the
temporal aspect in order to present binary relationships in
time between the properties of the same entity.

The construction of temporal relationships between
the properties of entities makes it possible to determine
the probabilistic causal relationships between the states
of these entities and use these relationships to form
explanations for the implemented decision-making
process in the intelligent system, taking into account
possible alternatives based on counterfeits.

To achieve this goal the following tasks are solved:

— structuring the essences of the subject area, taking
into account their essential properties for the decision-
making process, including temporal;

— definition of classes of entities of the subject area;

— determination of equivalence classes of entities of
the subject area, considering changes in the properties of
these entities over time;

—development of a temporal model of
representation of essences of subject area for
construction of explanations in intellectual systems on
the basis of definition of dependences in time between
properties of essences.

Temporal representation of the essences of the
subject area as objects of the decision-making
process in the intellectual system

The essences of the subject area used in the
decision-making process are characterized by many
properties.

A structured description of these properties is given
in the Table 1.

Table 1 — Structuring the properties of entities used in the decision-making process

Properties Differences Use in constructing explanations
Key (static) | Define the essence throughout the decision-making process Set limits on possible actions with entities
Dvhamic Determine the state of the entities in the decision-making Reflect the temporal relationships between the
y process actions of the decision-making process
. L Determine the periods of relevance of the
Temporal Moments of time or time intervals - - -
dynamic properties of the entity

Entity properties can be static or dynamic. The first
are key to the essence and characterize it throughout the
decision-making process. The second characterizes the
current state of the essence, i.e. changes over time. To
compare entities and select classes of similar entities, it
is necessary to take into account their static properties.
The sequence of actions of the decision-making process
in the intelligent system is reflected through the sequence
of states of entities in time. Therefore, the dynamic
properties of entities make it possible to reflect the
temporal relationships between the actions of the
decision-making process. Since temporal connections
reflect causal relationships between the actions of the
decision-making process, their generalization makes it

possible to build probabilistic causal relationships for the
decision-making process.

Formally define the essence of the subject area from
the standpoint of their use in the decision-making
process. Each entity e; is characterized by properties

(attributes) b}k) that are essential to the decision-making

process, forming a subset: Bj = B

Il 1Tk

B, _{bj },k_l,K. 1)

Properties (1) determine the differences of the

entity, its state, the operations performed by the entity,
the time intervals in which these properties are valid.
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For example, for the object "Contractor" such
properties may be:

bl(l) — role that determines the competencies of the
employee,
bl(z) — salary,

bl(s) — date from which the contractor receives this

salary.
The attributes of the "Goods" object in the
recommendation system, for example, are:

bél) — cost,
béz) — time for which the value was determined,

bf’),...,béK) — user properties that are of value to

the consumer and which were used in the construction of
recommendations.

A set of domain objects consists of subsets of
similar entities that have the same set of properties. Such
subsets represent classes of entities.

Definition 1. The entity class E; of the domain e is

a set of entities ; ; with the same finite set of properties
- attributes:

Ei Z{ei,j 1(Vi)3B; Z{bi(k)}}- )

Each of the attributes bi(k) has a finite set of values
Ci(k), and the values ¢(@  c®D of the different

attributes b(® ra b®) do not match:
ch = {c(k") (Va2 k) c@D c(k")}. 3)

According to (3), the set of attributes B; determines

the set of possible values of the properties of the entities
included in the class E; . That is, each class is defined by

a set of valid attribute values:

E, = {ei' i|(vivi)ekh e Ci(k)}' @)

Note that subsets Ci(k) differ for entities of different
classes, ie for classes E;, and E; with sets of values
k — attribute Cék) and Ci(k) accordingly the condition is
satisfied:

(vE)3h=i:c{) »c. (5)

For example, for the “Performer” and “Unit
Manager” classes, the possible values for the “Role”
attribute will be different.

According to (4) and (5), each instance ¢ ; of a

class entity E; s completely specified by a set of values

of its attributes {ci("‘j")} :

6 ={c§"). (6)

Information about the essence can be obtained at
different times in the formation of decisions in the

intelligent system. Therefore, elements of a class E; can
represent one entity in different states. Each state is
determined by the current attribute values bi(k) . The state

of the decision-making process in the intellectual system
contains a set of states of entities with which this process
operates.

Changing the state of entities is associated with the
implementation of actions in the decision-making
process.

Therefore, the study of transitions between states
makes it possible to identify causal links between these
actions.

According to the performed structuring, the set of
attributes B; of each entity ¢ ; contains subsets of key

attributes B{® |, attributes with variable values BYY"a™c

, and time attributes: B/™® :

B, = Bikey U Bidynamic U Bitime_ )

Key attributes distinguish between entities. These
attributes do not change in the decision-making process
in the intelligent system, they are static. Attributes with
variable values characterize the state of the entity and
change over time.

Time attributes define the time points or time
interval for which the values of the attributes in the subset

BYMAMIC are valid.

Selecting a subset of key properties B®Y makes it

possible to compare entities and combine identical
entities into equivalence classes. We consider entities to
be equivalent when they have the same values of key
attributes. That is, equivalent entities differ only in their
state.

Based on the definition of the set of attributes (7),
we introduce the equivalence relation of entities.

Definition 2. The equivalence relation of entities
& j ~ & m fromone class E; is a binary relation that is

satisfied in case of coincidence of values cik,*j' and c,kn']
of the key attributes of these entities:

& j ~&m:(Vkv)el =cfh ‘(VK)bi(k) B (8)

This relationship makes it possible to determine the
equivalence of instances of the same entity at different
times

Therefore, expression (8) considers only the

attributes of the subset Bf®Y and does not consider the

variable properties and attributes of time.

The equivalence relation has the properties of
symmetry, reflectivity and transitivity.

The first property specifies the equivalence of entity
& j and ¢ , from class E; instances if attribute values

were fixed at different times t, and t;:

(Vij)(ei’j ~ei|m):>(ei,m ~ei,j),tm ¢tj. (9)

The property of reflectivity determines the
equivalence of the same entity in different decision-
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making processes in an intelligent system that run
simultaneously:

(VJVI)(QLJ ~ei'j). (10)
The property of transitivity for entities of one class
is defined as follows:

(VjVQVm)(ei‘j ~ 8 g )/\ (ei'g ~&m )

In accordance with (11), the set of equivalent
entities can be supplemented at each implementation of
the decision-making process in the intelligent system. In
addition, information about new entities is compared
with known entities € ;.

(11)

Thus, it is possible to compare equivalent instances
of the entity that were involved in the decision-making
process at different points in time. Such entities
constitute a class of equivalence.

Definition 3. The equivalence class [e;] contains
instances of the entity ¢ j, that are related by the

equivalence relationship (ie have identical values of the
key attributes:

[ei]:{ei’j (Vi)e ~ei’j}.

Thus, an entity class E; is an equivalence class [ei ]

(12)

if its elements e, #¢€ j contain the same attribute
values cf; =ci'f'j' from the set: Bf® :
Ei =

(13)
= [ei ]‘(Vk :bi(k) S Bikey)(Vei'm e ei’j ) Clk'r'.:] = Ck’I

i)

The practical significance of expression (13) is the
ability to combine in one class of equivalence all records
of the use of essence ¢; ; in different implementations of
the decision-making process in the intelligent system.

For example, for a recommendation system,

information about the nature of the product "Painting"
may contain attributes of the name and author of the

painting. These attributes belong to the set B . The

attribute "Price” belongs to the set BY™@™C  The set

Bit'me contains the attribute “Date”, which indicates the

date the price changed.
The elements ¢; ; of each equivalence class differ

only in the values of the properties from the subset
BIYNAMIC indicating the time when this value was set.

This makes it possible to set binary temporal

relationships r,'JS (for a pair of elements) between an

attribute bif‘(j) and 8b{%) for an entity from class [g;] at
time points ty, >t;.

Temporal dependence is set by the temporal
operator O :

i,k k k

i =b5)on;) (13)

Equation (12) specifies the binary temporal

relationship between the elements of the class [e;] . This

relationship, depending on the temporal operator, sets the
following sequence of changes in the value of thek —
attribute of the ¢; entity:

—the value of the attribute changes to the next
discrete point in time t,, after the current moment ty;

the value of the attribute changes at one of the
following time points, ie there may be intermediate time
points between t; and ty, ;

— the value of the attribute changes when a certain
condition is met.

The temporal entity set model includes entity
equivalence classes and binary temporal relationships
between entity instance attributes within a single

equivalence class [g;]:

e ={lal{ra]}

Consider an example of the implementation of such
a model to describe the entities with which the
recommendation system operates when building a
recommended list of goods and services.

An example of recording five instances of the "4
PURPLE FLOCK DINNER CANDLES" entity is shown
in the Fig. 1.

(14)

StockCode Description Quantity InvoiceDate UnitPrice
728008 4 PURPLE FLOCK DINNER CANDLES 2 01.12.2010 12:49 2,55
728008 4 PURPLE FLOCK DINNER CANDLES 12 05.12.201010:52 2,55
728008 4 PURPLE FLOCK DINNER CANDLES 2 20.12.2010 13:43 5,06
728008 4 PURPLE FLOCK DINNER CANDLES 1 05.01.2011 15:56 2,55
Fig. 1. Description of instances of entities
Static properties are StockCode, Description. .
D : ; : ; Conclusions
ynamic properties are Quantity, InvoiceDate,

UnitPrice. Temporal dependencies, in particular, for the
attribute UnitPrice are

(UnitPrice = 2,55)O (UnitPrice = 5,06)
for the Quantity attribute are
(Quantity = 2)O(Quantity =12).

The structuring of the essences of the subject area is
performed taking into account their properties, which are
used in the decision-making process in the intellectual
system.

Structuring has shown that the construction of causal
dependencies on the decision-making process is based on
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the formation of temporal relationships between the
properties of these entities.

Binary temporal connections are typical of entity
equivalence classes. They reflect the change in the value
of one of the attributes of the entity over time.

The set of temporal connections reflects the decision-
making process in the intelligent system. Therefore, the
comparison of current, implemented dependencies with
possible alternatives provides an opportunity to build
explanations for this process.

An equivalence class for entities that contains
instances with the same key static properties and different
dynamic properties, taking into account the time of their

change, which allows to reflect changes in the state of the
entity in the decision-making process in the intelligent
system.

The temporal model of representation of essences of
subject area which contains classes of equivalence of
essences, and also temporal communications between
properties of elements of these classes is offered. The
selection of classes of equivalence of entities makes it
possible to present the decision-making process in the
intellectual system in the form of a sequence of temporal
connections between the properties of entities of the
subject area, to form on this basis casual relationships
between states of entities and construct explanations.

REFERENCES

1. Tintarev N., Masthoff J. (2007) A survey of explanations in recommender systems. _The 3rd international workshop on web
personalisation, recommender systems and intelligent user interfaces (WPRSIUI'07)._. P. 801-810.

2. Tintarev N., Masthoff J. (2012), “Evaluating the effectiveness of explanations for recommender systems”, User Model User-
Adap Inter., Vol. 22, pp. 399- 439, https://doi.org/10.1007/s11257-011-9117-5.

3. Halpern J. Y. and Pearl J. (2005), “Causes and explanations: A structural-model approach. Part I: Causes”, The British Journal
for the Philosophy of Science, Vol. 56 (4), pp. 843-887.

4. Yammii C. ®., Jlenmucekuit B. O., Jlemmnceka I. O. (2021) KorTpdaxryansHa TeMnopaibHa MOAENb IPUINHHO-HACTIIKOBHX
3B'SI3KIB [UTs MOOYIOBU MOSICHEHD B iHTENIEKTYaIbHUX cUcTeMax,/ BicHuk HamioHansHOro TexHiuHOTO yHiBepcurety "XIII".
Cep. : CucteMuuit anaiis, yrpasiinss Ta inpopmaniitni Texnosorii = Bulletin of the National Technical University "KhPI".
Ser. : System analysis, control and information technology : 36. Hayk. np. — Xapkis : HTY "XTII", Ne 2 (6), C. 41-46.

5. . Miller T. (2019), “Explanation in artificial intelligence: Insights from the social sciences”, Artificial Intelligence, vol. 267,
pp.1-38, DOI: https://doi.org/10.1016/j.artint.2018.07.007

6. JleBukin B. M., Hana O. B. (2018), [TinTprMKa IpHAHATTS pillIcHb B iHYOPMALIITHO-YIPABIITIOYHX CUCTEMaX 3 BHKOPUCTAHHIM
TeMnopaibHoi 6a3u 3HaHb. CydacHi iHdopmaiiini cucremu. Tom 2, Ne 4. C. 101-107. DOI: 10.20998/2522-9052.2018.4.17.

7. Castelvecchi D. (2016), “Can we open the black box of AI?” Nature, Vol. 538 (7623), pp. 20-23.

8. D. GunningiD. Aha, (2019) “DARPA’s Explainable Artificial Intelligence (XAI) Program”, Al Magazine, Vol. 40(2), pp.44-
58, doi: 10.1609/aimag.v40i2.2850.

9. Pearl J (2009) Causality: Models, Reasoning and Inference, 2nd ed. Cambridge University Press, USA.

10. Halpern J. Y., Pearl J. (2005), Causes and explanations: A structural-model approach. Part I1: Explanations. The British Journal
for the Philosophy of Science. VVol.56 (4). P. 889-911.

11. . Maier M, Marazopoulou K, Jensen D (2014) Reasoning about Independence in Probabilistic Models of Relational Data. arXiv

12. Marazopoulou, Katerina, Maier, Marc, and Jensen, David. Learning the structure of causal models with relational and temporal
dependence. In Proceedings of the Thirty-First Conference on Uncertainty in Articial Intelligence (2015).

13. Chalyi, S., & Leshchynskyi, V. (2020). Temporal representation of causality in the construction of explanations in intelligent
systems. Advanced Information Systems, 4(3), 113-117. https://doi.org/10.20998/2522-9052.2020.3.16

14. Chala O. (2018) Models of temporal dependencies for a probabilistic knowledge base. Econtechmod. An International
Quarterly Journal. Vol. 7, No. 3. P. 53 — 58.

15. Yana O. B. (2020) Mopgens y3araabHEHOTO TIPEACTAaBICHHS TEMIIOPAIbHUX 3HAHb IS 337ad IMJTPUMKH YIIPaBIiHCHKUX
pimens. Bicauk HamionansHoro texHiuHOoro yHiBepcutery «XIII». CucremHmil aHami3, ympaBiiHHSA Ta iH(opMariiHi
texnoJorii. Ne 1(3). C. 14-18. DOI: 10.20998/2079-0023.2020.01.03.

16. Chalyi S., Leshchynskyi V. and Leshchynska I. (2019), Modeling explanations for the recommended list of items based on the
temporal dimension of user choice. Control, navigation and communication systems, Vol. 6 (58), pp. 97-101.
doi:https://doi.org/10.26906/SUNZ.2019.6.097.

17. Chala O. (2019), Development of information technology for the automated construction and expansion of the temporal
knowledge base in the tasks of supporting management decisions. Technology audit and production reserves. Vol. 1/2(45). P.
9-14. DOI: 10.15587/2312-8372.2019.160205.

Received (Hapniiinuia) 22.02.2022
Accepted for publication ([Tpuitasrta 10 apyky) 28.04.2022

B1IOMOCTI ITPO ABTOPIB / ABOUT THE AUTHORS

Yanuii Cepriii ®eaopoBuY — JOKTOp TEXHIYHUX HayK, mpodecop, npodecop xadenpu iHGOPMALIHAX YIPABIAIOUNX CHCTEM,
XapKiBChKUH HAIlIOHAJILHAHN YHIBEPCHTET PaIioeeKTPOHIKY, XapKiB, YKpaiHa;
Serhii Chalyi — Doctor of Technical Sciences, Professor, Professor of Professor of Information Control Systems Department,
Kharkiv National University of Radio Electronics, Kharkiv, Ukraine;
e-mail: serhii.chalyi@nure.ua; ORCID ID: http://orcid.org/0000-0002-9982-9091.

JlemuHcskuii Bosoguvmup OsexcaHAPOBHY — KaHIUIAT TEXHIYHUX HAYK, JOLEHT, JOIEHT KadeapH IporpaMHOi iHKeHepil,
XapkiBChKHIT HalliOHAJIBEHUH YHIBEPCUTET PafioeNeKTPOHIKH, XapKiB, YKpaiHa;
Volodymyr Leshchynskyi — Candidate of Technical Sciences, Associate Professor, Associate Professor of Software
Engineering Department, Kharkiv National University of Radio Electronics, Kharkiv, Ukraine;
e-mail: volodymyr.leshchynskyi@nure.ua; ORCID 1D:_http://orcid.org/0000-0002-8690-5702.

46


https://doi.org/10.1016/j.artint.2018.07.007
https://doi.org/10.20998/2522-9052.2020.3.16
http://orcid.org/0000-0002-6446-5523

ISSN 2522-9052 CyuacHi iHopmariitai cuctemu. 2022. T. 6, Ne 2

TeMnopaJibHe MpeICTaBJIEHHSI CYTHOCTel nmpeaMeTHOi 00J1acTi 1J1s1 o0Y/10BH MOSICHEHb
B iHTeJIEKTYaJIbHUX CHCTEMaxX

C. ®. Yamuii, B. O. JlemuaChKHI

AHoranis. IlpexMeroM BHMBYEHHS B CTAaTTi € Mpouecd NoOyJOBH INOSCHEHb B IHTEICKTyalbHHUX CHCTEMax 3
BUKOPHUCTaHHAM NMPUYMHHO-HACIIIKOBHX 3aJeKHOCTEH. MeTo10 € po3poOKa MpeACTaBICHHS CYyTHOCTEH MpeAMETHOT 00IacTi
3 ypaxyBaHHSM TEMIIOPAJILHOTO aCleKTy 3 TUM, 100 MpencTaBUTH OiHAPHI BiIHOIIEHHS Yy Yaci MiXK BIIACTUBOCTSIMH OJIHi€l
i Tiel xk cyTHOCTi. [loOynoBa TeMIOpadbHUX BITHOIIEHb MiX BJIACTHBOCTSMH CYTHOCTEH J1a€ MOXKIIMBICTh BH3HAUHUTH
HMOBIpHICHI Kay3aJbHi 3aJIEXKHOCTI MI’K CTAHAMH IIUX CYTHOCTEH 1 BUKOPUCTATH IIi 3aJIEXKHOCTI I popMyBaHHS MOSICHEHb
IIOI0 Peai30BaHOTO MPOLECY NPUHHATTS PIilICHHS B IHTEJCKTYyaJbHIH CHCTEMi 3 ypaXyBaHHSIM MOXXJIHMBHX albTEPHATHB
TaKoro Imporecy. 3aBIaHHSI: CTPYKTypu3alisi 00'eKTiB mpeaMeTHOI o0nacTi 3 ypaxyBaHHSAM IX CYTTE€BUX UL IPOLECY
OPUHHATTS pPilIEeHb BJIACTHBOCTEH, B TOMY YHMCIII TEMIOpAJIbHHX; BU3HAUEHHS KIACIB CyTHOCTEH mMpeaMeTHOi o0iacTi;
BU3HAYEHHA KJAaciB €KBiBAJIEHTHOCTI CyTHOCTEH MpeAMETHO1 00s1acTi 3 ypaxyBaHHSAM 3MiH BIACTUBOCTEH IIUX CYTHOCTEH 3
4acoM; po3poOka TeMHOpajbHOI MOJENi NPEICTAaBICHHS CYTHOCTEH HpeAMeTHOI o6nacTi uis HmoOyAOBH MOSCHEHb B
IHTEJICKTyaJbHUX CHCTEMaX Ha OCHOBI BH3HAYCHHS 3QJIOKHOCTEH Yy dYaci MK BIaCTHBOCTSAMH CYTHOCTEH.
BukopHCTOBYBaHMMH MiAXOAAMHM €: TEOPETHUKO-MHOKXUHHAN MiAXIA, SKHH 3aCTOCOBYETHCS AJIS OIUCY KIIaciB CyTHOCTEH Ta
KJIaciB €KBIBAJIEHTHOCTI CyTHOCTEH IpeaMeTHOi oOuyacTi; JNiHilfHA TEeMIOpaJbHA JIOTiKa, sSKa 3a0e3ledye IpeaCTaBICHHS
BiTHOLICHb M)XK CYTHOCTSIMH y TEMIIOpajJbHOMY acmekTi. OTpuMaHi HACTyNHI pe3yJabTaTH. BUKOHAHO CTPyKTypH3alliio
00'eKTiB MpeIMETHOI 00JacTi 3 ypaxyBaHHSIM IX BJIACTHBOCTEH, SIKi BUKOPHCTOBYIOTBHCS y NMPOLECi MPUHUHATTS pPillieHb B
IHTeJIeKTyallbHIi CUCTEM]; BUSHAUEHO KJIACU CYTHOCTEH; BU3HAUCHO KJIacH €KBIBAaJCHTHOCTI CYTHOCTEH MpeAMETHOI 00nacTi
SIK PI3HOBHJ KJIaCy CYTHOCTEH 3 OJJHAKOBHMHM 3HAYEHHSAMU KIIOYOBHUX aTpUOYTIB, IO JAa€ MOXKIUBICTh BpaXyBaTH 3MIiHH LIUX
3HAYCHb 3 YacOM; PO3pOOJIEHO TEMIOPANbHY MOJENb MPEACTABICHHS CYTHOCTEH mpeaMeTHOi o0JyiacTi, sika BpPaxoBYeE ix
CTAaTHYHi, AMHAMIYHI BIACTHBOCTI Ta BIACTUBOCTI 4Yacy. BucHoBku. HaykoBa HOBH3HA OTPUMaHHUX PE3YJbTATIB IOJISTAE B
HacTyHmHOMY. BunineHo kiac eKBiBaJ€HTHOCTI JUIS CYTHOCTEH, SIKMH MICTHTh CYTHOCTI i3 OJHAKOBHMH KIIOUYOBHMH
CTaTHYHUMH BIACTHBOCTSAMH M Pi3HUMH JUHAMIYHUMHY BIACTHBOCTSIMHM 3 YPaxyBaHHSM Yacy IX 3MiHH, IO Ja€ MOXIJINBICTh
BioOpa3uTH 3MIHM CTaHy CYTHOCTI y Tpoleci NpHHHATTS pINICHHS B IHTENCKTyaJbHIH cHcTeMi. 3alponoHOBAaHO
TEMIOpPaIbHYy MOJENb MPEACTABICHHS CYTHOCTEH MpeaMeTHOI 00lacTi, sika MICTUTh KJIacH €KBiBaJCHTHOCTI CYyTHOCTEH, a
TaK0)X TeMITOpaJIbHi 3B'SI3KM MiXK BIAaCTUBOCTSIMH €JIEMEHTIB IIMX KJIaciB. BUIiNeHHS KiIaciB eKBIiBaJIGHTHOCTI CyTHOCTEH Ja€e
MOJKJIUBICTh IPEICTAaBUTH NPOIEC IPUUHATTA PIIICHHS B IHTENEKTYaNbHIl CHCTEMI Y BUTIIAI ITOCTIAOBHOCTI TEMIIOPAIBHUX
3B'I3KiB MK BIACTHBOCTSAMHU CYTHOCTEH MpeAMeTHOI 00nacTi, Ta chopMyBaTH Ha LIl OCHOBI Ka3yalbHi 3al€KHOCTI MiXk
CTaHaMHM CYTHOCTEIl 3 MOJaIbIIO0 T00YI0BOIO MOSCHEHB SIK JIAHIIOXKKA Kay3aJbHUX 3aJICKHOCTEH.

Kuaw4oBi ciaoBa: iHTeJICKTyallbHA CUCTEMA; TIOSCHEHHS; CYTHICTh; Kay3albHICTh; MPUYUHHO-HACTIAKOBUH 3B'30K;
TEMIIOPAIBHICTD.

TemmnopaJjbHOe MpecTaBJeHHe CYIHOCTEH NMpeAMeTHOH 00J1aCTH AJ15l TOCTPOEHHSI MOSICHEHH
B MHTEJIEKTYAIbHBIX CHCTEMaxX

C. ®@. Yansmi, B. A. Jlemuuckuit

AnHoTanusa. IIpeameroM wuccieqoBaHHA B CTaTbe SIBISIOTCA MPOLECCH MOCTPOEHHS OOBACHEHHH B
UHTEJIEKTyallbHbIX CHUCTEMax C BHEAPEHHWEM NPHUYHHHO-CIEICTBEHHBIX 3aBucuMocteil. lleablo sBisiercss pas3paboTka
MPEACTaBICHHS CYIIHOCTEH MPeIMETHOH 00JIacTH ¢ y4EeTOM TEMIOPAIBHOTO acleKTa ¢ TeM, YTOOBI MPEeACTaBUTh OMHAPHBIE
OTHOIIECHUS] BO BPEMEHH MEX]y CBOWCTBAMH OIHOW M TOH ke cymHocTH. [locTpoeHHe TeMIOpalbHBIX OTHONIEHUH MEXIy
CBOICTBaMU CYITHOCTEH MO3BOJISET ONPECIUTh BEPOSTHBIE Kay3aIbHblEe 3aBUCUMOCTU MEXAY COCTOSHUSAMU 3TUX CYIIHOCTEH
U HUCIOJB30BaTh TH 3aBHUCHUMOCTH sl ()OPMHUPOBAHUS OOBSCHEHHH OTHOCHTENIFHO PEATM30BAHHOTO ITIpolecca HMPUHSTHUSL
pelIeHUs] B MHTENJICKTYaJIbHOI CHCTEME ¢ y4eTOM BO3MOXHBIX aJbTEpHATHB TAKOIO Ipolecca. 3aJaHUs: CTPYKTypHU3aLus
00BEKTOB MPEIMETHONH O00JIACTH C YYeTOM HX CYLIECTBEHHBIX IS Tpoliecca MPUHSATHS PEIICHUH CBOWCTB, B TOM YHCIIE
TEMIIOpPaIBHBIX; OTpeIeNICHHE KIIACCOB CYIIHOCTEH MPeAMETHON 001aCTH; OIpeieNIeHHe KIIACCOB SKBUBAIEHTHOCTH CYIIHOCTEH
MPEeIMETHOI 00NacTH ¢ y4eToM KOH(QUTypaluuil mapaMeTpoB 3THX CYIIHOCTEH CO BpeMeHeM; pa3paboTka TeMIIOpalbHOM
MOJIETIH MIPEACTAaBICHUS CYIHOCTEH NpeaMeTHOI 00JacTH Ul IOCTPOCHUSI OOBSICHEHHH B MHTEIUICKTYaJIBHBIX CHCTEMaxX Ha
OCHOBE OIIpe/IeTICHUS 3aBHCUMOCTEI BO BPEMEHH MEX[y CBOICTBaAMH CYMIHOCTEH. VCHonb3yeMbIMH MOAXOAAMM SBIISIIOTCS:
TEOPETHUKO-MHOXKECTBEHHBIM IOJIXO0J, NPUMEHSEMBIH I ONUCAHMS KJIACCOB CYIIHOCTEH M KJIacCOB SKBUBAJICHTHOCTH
CYIIHOCTEH NpeaMeTHOI o0nacTy; JIMHelHHas TeMIIopalibHas JIOTHKa, 00ecleunBaronias MpecTaBIeHHe OTHOMIEHHH MEXIY
CYLIHOCTSIMH B TeMImopanbHOM acnekTe. [lomyueHsl cienyromue pe3yJbTaThl. BblnongHeHa cTpyKTypusauusi OOBEKTOB
npenmeTﬂoﬁ 00acTH ¢ Y4€TOM HX CBOﬁCTB, HUCIIOJIB3YEMBIX B IMPOLECCE NPUHATUA peLl_leHI/Il\/'I B I/IHTCJ'[J'IeKTyaJ'leOI\/'I CHCTEME,
ONpEJeNeHbl KIACChl CYIIHOCTEH; ONpeaeNeHbl KIacChl SKBHBAJIEHTHOCTH CYIIHOCTEH IpeaMeTHOil obmacTu Kak
Pa3sHOBUIHOCTH Kilacca CYIIHOCTEH C OAWHAKOBBIMH 3HAYEHUSIMU KIIOUEBBIX aTPHOYTOB, YTO MO3BOJISIET yUECTh H3MEHEHHS
STHX 3HAUYCHHWH CO BpeMeHeM; pa3paboTaHa TeMIOpanbHas MOAETb IPEACTABICHUS CYNIHOCTEH NpenMeTHOH obmacTH,
YUUTHIBAIONIAs UX CTAaTHYECKHe, TMHAMHUYECKHe CBOWCTBA M CBOWCTBAa BpeMeHH. BbIBoabl. HayuHas HOBH3HA IOJyYEHHBIX
pe3yIbTaTOB COCTOMT B CIEAyIOIeM. BBIeNneH Kiacc SKBHBAJIEHTHOCTH JUIS CYNIHOCTEH, COJEpKAIlUi CYNIHOCTH C
OJIMHAKOBBIMHU KIIIOYEBBIMHM CTaTUYECKMMU CBOMCTBAaMU U Pa3HbIMU AMHAMUYECKUMHU CBOMCTBaMHU C y4e€TOM BPEMEHM HX
HM3MEHEHHs], YTO M03BOJIIET OTPA3UTh U3MEHEHUS COCTOSIHUSA CYIIHOCTH B IIpOLeCCE MPUHATUS PELICHUs B MHTEJIEKTYaabHOU
cucreme. IIpeanoxena TemmopanbHash MOJIETb INPEJICTABICHHUsS CYIIHOCTEH MpeAMETHOH 00JacTH, cojepiKaias KIaccsl
SKBHBAJICHTHOCTH CYLIHOCTEH, a TakkKe TEMIIOpalbHBIE CBSI3M MEXIy CBOMCTBaMH 3JIEMEHTOB 3THX KJlacCOB. Brinenenue
KJIaCCOB SKBUBAJICHTHOCTH CYIIHOCTEH JaeT BO3MOXKHOCTH MPEJICTABUTH NMPOIECC MPHHATHS PEUICHUS B MHTEIUIEKTyalbHOU
CHCTEME MOCPEACTBOM ITOCIEJ0BATEIPHOCTH TEMIOPATBHBIX CBSI3eH MEXIY CBOMCTBAMH CYIIHOCTEH MpeAMETHOH obmacTH, n
c(OpMHpPOBATh HA ATOH OCHOBE Ka3yaJIbHBIC 3aBHUCHMOCTH MEXIY COCTOSHHUSIMU CYITHOCTEH C HOCIIEAYIONINM IIOCTPOCHHEM
00BSICHEHNH KaK [ETIOYKH Kay3aJIbHBIX 3aBUCHMOCTEH.

KiawueBble cjoBa: MHTCIJICKTYyalbHAasl CUCTEMA, OGLHCHCHI/IQ; CYIIHOCTbh, Kay3aJbHOCTh; HPUIYUHHO-CICICTBCHHAS
CBsI3b; TCMIIOPAJIBHOCTD.
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RESEARCH OF THE POSSIBILITIES OF THE C# PROGRAMMING LANGUAGE

FOR CREATING CYBERSECURITY ANALYSIS SOFTWARE IN COMPUTER
NETWORKS AND COMPUTER-INTEGRATED SYSTEMS

Abstract. The object of research in the article are the tools and capabilities of the C# programming language for the
implementation of cybersecurity analysis software in local computer networks and computer-integrated systems. The rele-
vance of the study is due to the importance of information security of computer and computer-integrated systems in govern-
ment, military-industrial complex, private business etc., and due to the importance of training cybersecurity professionals in
higher education to consider teaching examples in popular programming languages. The goal of the work is to research the
possibilities of the C# programming language for the development of software that analyzes cybersecurity in local computer
networks and computer-integrated systems. The tasks to be solved are: to develop software for scanning network device
ports in computer networks and computer-integrated systems for information security audit, using tools and libraries of the
C# programming language, to research the benefits and possibilities of using this programming language for this task. Re-
search methods: theory of computer networks, object-oriented programming, theory of algorithms and data structures, the-
ory of software testing. Conclusions. In this paper the possibilities and advantages of the C# programming language for
developing cybersecurity analysis software for computer and computer-integrated systems were explored. In the course of
work software that analyzes information security in local computer networks and computer-integrated systems was devel-
oped. This software can be used for educational purposes in learning the C# programming language and cybersecurity of
computer systems. The developed software has the potential to be further improved and applied in various fields to test the
cybersecurity of local computer networks and computer-integrated technologies.

Keywords: programming language; C#; cybersecurity; vulnerability analysis; port scanner; vulnerability scanner; com-

puter systems; computer-integrated systems; computer networks; information attacks; information security audit.

Introduction

Cybersecurity is important for any activity related
to the delimitation of access to information. Government
agencies and foreign ministries, the military-industrial
complex, private business, including Internet services —
this is a small part of the list of consumers interested in
keeping their information confidential from third parties.

Computer networks and computer-integrated tech-
nologies exist in almost all enterprises. There is a need to
analyze their security, because an attacker may appear on
the network, who will intercept important information
and have a harmful effect on the system, and without an-
alyzing the network, it will be very difficult to find his
presence.

The goal of this work is to research of the possibil-
ities of the C# programming language for the develop-
ment of software that analyzes information security in lo-
cal computer networks and computer-integrated systems.

The methods of computer network cybersecurity
analysis were studied and it was found that one of the
basic and mandatory methods of any security analysis is
the method based on scanning the ports of devices con-
nected to the local network. It is used both in computer
networks [1-3] and in computer-integrated systems, in
particular 10T systems [4-6] and smart home systems [7].

In this work, software was created to scan ports in
the C# programming language. This uses the Microsoft
Visual Studio development environment and Microsoft
.NET software technology. C# together with Microsoft

.NET software technology allows to most efficiently and
quickly develop software for Microsoft Windows operat-
ing systems.

The developed application allows to scan the net-
work, get MAC-addresses of devices, scan popular or
user-defined ports, store and analyze the received data.

Port scanning is a process that sends client requests
to a range of server ports on the host to find the active
port, can be used both to test system cybersecurity and to
find vulnerabilities with subsequent cyberattack [1]. Ad-
ministrators often use port scans to check the security
policies of their networks. Hackers also use it to identify
network services running on the host and search for vul-
nerabilities. There are two types of port scanning [1-3]:

Availability check. Before starting a comprehen-
sive scan, it will be useful to make sure that the working
device is located at the destination address. This task is
solved by sending ICMP echo messages using the ping
utility with a sequential search of all network IP-
addresses. Analyzing traffic and tracking Echo messages
sent over a short period of time to all hosts can detect scan
attempts.

SYN scan. The port scanner generates IP-packets
and monitors responses to them. This technique is called
scanning with semi-open connections, because a full
TCP/IP session is never fully opened. The port scanner
generates a SYN packet. If the port on the destination
host is open, the SYN-ACK packet will come from it. In
response, the scanner sends an RST packet, which closes
the connection before the session is complete.
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Port scanners are one of the components of vulnera-
bility scanners [2] — software or hardware for diagnosing
and monitoring network computers, which allows to scan
networks, computers and programs to identify possible se-
curity problems, assess and eliminate vulnerabilities.

The .NET platform and the C# programming lan-
guage provide all the necessary capabilities to create ap-
plications that can interact over a network and use differ-
ent network protocols [8].

In particular, in the .NET class system, the IP-
address is represented by the IPAddress class. Parse()
method of this class converts the string representation of
the address to IPAddress.

The IPHostEntry class is used to obtain an address
on the network. It contains information about a specific
host computer. The HostName property returns this host-
name, and the AddressList property returns all host IP-
addresses, as one computer can have multiple IP-
addresses on the network. The Dns class is used to inter-
act with the DNS server and obtain the IP-address. To

obtain information about the host computer and its ad-
dress, it has a method GetHostEntry().

Thus, the C# language contains ready-made tools for
working with network devices, which greatly facilitates
the creation of software for information security audit of
computer networks and computer-integrated systems.

Main material

In this work researching the possibilities of the C#
programming language for the development of software
that analyzes information security in computer and com-
puter-integrated systems. The purpose of the developing
software is checking the server or host for availability on
the network, checking its MAC-address and checking
open and standard socket ports (port scanning).

The software for cybersecurity analysis of local net-
works consists of three blocks (Fig. 1), namely: the block
of analysis of the local network, the block of analysis of
ports of network devices and the block of work with da-
tabases and graphical interface.

Software for cybersecurity analysis of
computer and computer-integrated systems

— s

%

LAN analysis unit

Network device port analysis
unit

-

Block of work with databases
and graphical interface

Scan function

Scan function

Data storage to database
function

Checking if a device is on
a network

Scanning a range of ports

Database opening function

Get the physical address
of a device

Scanning popular ports

Message deletion function

Data analysis function

Analysis of scan results

Function for deleting scan

results

Scan result output function

- |P address;
- status;
- MAC address.

Search function

Scan result output function

| Search function |

Fig. 1. Structural scheme of the developed software

SQLite is used to work with databases. The peculi-
arity of SQLite is that it does not use the client-server
paradigm, i.e. the SQL.ite engine is not a separate process
with which the application interacts, but provides a li-
brary with which the program is compiled and the engine
becomes part of the program. Thus, SQLite library func-
tion calls (APIs) are used as an exchange protocol. This
approach reduces overhead, response time and simplifies
the program. SQL.ite stores the entire database (including
definitions, tables, indexes, and data) in a single standard
file on the computer on which the application is running.
Ease of implementation is achieved due to the fact that

before the transaction, the entire file that stores the data-
base is blocked; ACID functions are achieved in particu-
lar by creating a log file. Multiple processes or threads
can read data from one database at the same time without
any problems. An entry in the database can be made only
if no other requests are currently being serviced; other-
wise the write attempt fails and the error code is returned
to the program. Due to the architecture of the SQlite en-
gine, it can be used both on embedded systems and on
dedicated machines with gigabyte data sets. A NetDevice
class is used to represent the device on the network. Con-
sider him implementation (Fig. 2):
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// List of devices
List <NetDevice> devList = new List <NetDevice> ();

public class NetDevice {

private string ip;
private string status;

private string mac;

// Initialization of properties by the constructor

public NetDevice (string [] row) {
ip = row [0];

status = row [1];

mac = row [2];

}

// Obtaining properties

public string [] GetInfo () {

return new string [] {ip, status, mac};
}

}

Fig. 2. Suggested source code of implementing a NetDevice class
for representing a device of computer network

Each class object is a device on the network. It has  method that allows to get its properties. All objects are
three properties, namely: network address (ip), status,  stored in the devList. A Port class is used to represent the

and physical address (mac). Also, each object has a port. Consider its implementation (Fig. 3):

// List of ports
List <Port> portList = new List <Port> ();

public class Port {

private string port;
private string status;
private string description;

// Dictionary with the description of popular ports

Dictionary <int, string> commonports = new Dictionary <int, string> ({
[20] = "File Transfer Protocol (FTP) Data Transfer",

[21] = "File Transfer Protocol (FTP) Command Control",

[22] = "Secure Shell (SSH) Secure Login",

[23] = "Telnet remote login service, unencrypted text messages",

[25] = "Simple Mail Transfer Protocol (SMTP) E-mail routing",

[53] = "Domain Name System (DNS) service",

[80] = "Hypertext Transfer Protocol (HTTP) used in the World Wide Web",
[110] = "Post Office Protocol (POP3)",

[119] = "Network News Transfer Protocol (NNTP)",

[123] = "Network Time Protocol (NTP)",

[143] = "Internet Message Access Protocol (IMAP) Management of digital mail",
[161] = "Simple Network Management Protocol (SNMP)",

[194] = "Internet Relay Chat (IRC)",

[443] = "HTTP Secure (HTTPS) HTTP over TLS / SSL"

}

// Initialization of properties by the designer

public Port (string [] row) {

port = row [O0];

status = row [1];

if (commonports.ContainsKey (Convert.ToInt32 (row [0]))))
description = commonports [Convert.ToInt32 (row [0])];

}

else {

description = "None";

}
}

// Obtaining properties

public string [] GetInfo () {

return new string [] {port, status, description};
}

}

Fig. 3. Suggested source code of implementing a Port class
to represent the port of a network device

Each this class object is a port. It has three proper-  port description is added when the object is initialized au-
ties, namely: port number, status, and description. The  tomatically. A description of the most popular ports is
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stored in the Commonports dictionary. Also, each object
has a method that allows to get its properties. All objects
are stored in the sorted portList.

As mentioned above, SQL.ite is used to work with
databases. Consider the function where data is saved to
the database (Fig. 4).

// Save the device list to the *
private void saveAsToolStripMenultem Click

var time = DateTime.Now;
string formattedTime = time.ToString

// Create a save file dialog

SaveFileDialog saveFile = new SaveFileDialog
saveFile.Title = "Save database as ...";
saveFile.FileName =
saveFile.Filter = "SQLite DB files (*
//savefile.InitialDirectory = @ "C: \";
if (saveFile.ShowDialog ()
try {

// Create a database file
SQLiteConnection.CreateFile

// Create a connection
SQLiteConnection m_dbConnection;

// Connect to the database

m_dbConnection.Open ();

// Create a table

string sqgl;

sgl = "create table iplist
SQLiteCommand command;
command = new SQLiteCommand
command.ExecuteNonQuery () ;

(ip varchar (20),

// Write device list data to the database
foreach (var item in devList) {

command = new SQLiteCommand
command.CommandText = "insert into iplist
command.CommandType = CommandType.Text;
command.Parameters.Add (new SQLiteParameter
command.Parameters.Add (new SQLiteParameter
command.Parameters.Add (new SQLiteParameter
command.ExecuteNonQuery () ;

}

// Close the database connection
m_dbConnection.Close ();

// Send a message to the user
writeMessage
}

catch (Exception ex) {
MessageBox.Show (Error:
}

}

}

.sqlite database file
(object sender,
// Generate a database file name using the current date and time

("ddMMyyyy hhmmss") ;

(O

"ScanResult " + formattedTime + ".sqglite";
.sqglite)

// Uncomment to use another default save dir,
== DialogResult.OK)

(saveFile.FileName) ;

m_dbConnection = new SQLiteConnection ("Data Source =" + saveFile.FileName + ";

(sgl, m dbConnection);

(m_dbConnection) ;
(ip,

status varchar (5), mac varchar (30))";
status, mac) values (Q@ip, @status, @mac)";

("@ ip", item.GetInfo (([0])));

("@ status"™, item.GetInfo (([11))):

("Q@ mac", item.GetInfo (([21)));

("\ r \ nDatabase successfully saved.");

Could not write file to disk. Original error:

EventArgs e) {

| * .sglite | All files (*. *)

| * * M.
. ’

ie C: \
{

Version = 3;");

"+ ex.Message," Error ");

Fig. 4. Suggested source code of implementing the function
of saving scan results to a SQL.ite database

The table of the created database contains three col-
umns, namely: “ip”, “status” and “mac”.

Consider the scanning function of the local net-
work, which uses multithreading to increase the scanning
speed (Fig. 5).

Multithreading is a property of an operating system
or application that means that the process generated in the
operating system can consist of several threads running
in parallel or even simultaneously on multiprocessor sys-
tems. For some tasks, this separation can lead to more
efficient use of computer resources. Such execution
threads are also called streams.

The essence of multithreading is quasi-multitasking
at the level of one executable process, i.e. all threads are
executed in the address space of the process. In addition,
all process threads have not only a common address
space, but also common file descriptors. The process be-
ing performed has at least one (main) thread.

To implement multithreading, we use the Paral-
lel.For loop built into Microsoft .NET software technol-
ogy, which automatically creates the maximum number
of threads to speed up certain actions.

The iphlpapi.dll library is used to obtain the device's
MAC-address (Fig. 6).
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// Scan IP addresses async
private void scanIP () {
string ipone firstAddrOctetOneTextBox.Text

string iptwo secondAddrOctetOneTextBox.Text

if (isValidIP (ipone) ==
Invoke (new Action ()
// Notify user,
writeMessage ("\ r \ nScanning LAN ..
1)

&& 1sValidIP
:>{

(iptwo)

"y

int start BitConverter.ToInt32
Convert.ToByte
Convert.ToByte
Convert.ToByte
Convert.ToByte
b 0)s

[new bytel]]

(firstAddrOctetTwoTextBox.Text)
(firstAddrOctetOneTextBox.Text)

int end BitConverter.ToInt32
Convert.ToByte
Convert.ToByte
Convert.ToByte
Convert.ToByte

}o 0)

[new byte]]

// Create and fill list of IP addresses
List <IPAddress> addresses
for (int i start; i <= end; 1 ++) {
byte [] bytes BitConverter.GetBytes
addresses.Add (new IPAddress (new

}

= (1)
[[{bytes

[3]

// Multithreading LAN scan

Parallel.For (0, addresses.Count,

System.Net.NetworkInformation.Ping p

System.Net.NetworkInformation.PingReply rep

if (rep.Status

NetDevice device new NetDevice
(addresses [1 [.ToString ())}));

devList.Add (device);

}

else {

if (showAllChkBox.Checked == true)

// Creating new device

NetDevice device new NetDevice

(new string

{

(new string []

// Adding new device to list
devList.Add (device);
}

}) i

Invoke (new Action
// Fill listView
fillListView ();

0

:>{

// Notify user,
writeMessage
P

}

else {
MessageBox.Show
}

}

that scanning process is done
("Done.");

("Error: Invaild IP address.",

firstAddrOctetThreeTextBox.Text + "." + firstAddrOctetFourTextBox.Text;

secondAddrOctetThreeTextBox.Text + "." + secondAddrOctetFourTextBox.Text;

that scanning process is starting

(firstAddrOctetFourTextBox.Text),
(firstAddrOctetThreeTextBox.Text),

(secondAddrOctetFourTextBox.Text),
(secondAddrOctetThreeTextBox.Text),
(secondAddrOctetTwoTextBox.Text),
(secondAddrOctetOneTextBox.Text)

new List <IPAddress>

new ParallelOptions
new System.Net.NetworkInformation.Ping

System.Net.NetworkInformation.IPStatus.Success)
[[{addresses

+ "." + firstAddrOctetTwoTextBox.Text + "."

+
+ "." 4+ secondAddrOctetTwoTextBox.Text + "." +

true)

{

’

()7

bytes [2], bytes [1], bytes [0]}));

’

(), (i, state) => {

()
(),

p.Send (addresses [i]
{
.ToString

.ToString 100);

[i] (), "online", getMAC

{addresses [i] .ToString (), "offline", "none"});

"Error");

Fig. 5. Suggested source code of the implementation of the LAN scanning function,
which uses multithreading to increase the scanning speed

This function by sending an ARP request to the ap-
propriate IP-address allows to get its physical address —
MAC-address. MAC Address is a communication proto-
col designed to convert IP-addresses to MAC-addresses
on TCP/IP networks.

Developed application allows to scan the network,
obtain MAC-addresses of devices, scan popular or user-
defined ports, store and analyze the received data.

Consider in more detail the interface of the devel-
oped application. The interface consists of two tabs —
“LAN Scan” and “Port Scan”, a text box in which user
messages, analysis results and user menus are displayed.

The tab “LAN Scan” (Fig. 7) consists of the table,
eight input fields for four octets of the initial and final IP-
address, respectively, input fields for search, one option
(checkbox) and three buttons.
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// Used this library to get the MAC address
[DllImport ("iphlpapi.dll",

// Sent ARP to obtain MAC address by IP-address

private string getMAC (string ip) {

IPAddress dst = IPAddress.Parse (ip);
byte [] macAddr = new byte [6];
uint macAddrLen = (uint) macAddr.Length;

if (SendARP (BitConverter.ToInt32
throw new InvalidOperationException

}

string [] str = new string [ (int) macAddrLen];
for (int i = 0; 1 <macAddrLen; i ++) {
str [i] = macAddr [i] .ToString ("x2");

}

return string.Join

}

(":", p.)i

ExactSpelling = true)]
public static extern int SendARP (int destIp, int srcIP, byte [] macAddr, ref uint physicalAddrlen) ;

// IP-address to scan

(dst.GetAddressBytes (), 0), 0, macAddr, ref macAddrLen)! = 0) {
("SendARP failed.");

Fig. 6. Suggested source code of implementing the function of obtaining the MAC-address
of devices using the library iphlpapi.dil

Output
Nettverismester 1.0.0.0

Search P Initializing application... Done.

Scanning LAN... Done.

" Databasze V:\DIPLOMA \Nettverksmester
\Mettverksmesteribin'x&4'Debug
‘subnet_testdb sqlte successfully loaded.
Cld database for analysis successfully
loaded.

Analisis result: found mismatches (1):
192.168.0.101;

Recommendation: check your network.
PC ot it's network card wasnt changed, it
may be spoofed or modified by intruder.
Scanning commeon ports... Done.

Port scan result: found default ports (3): 135;
139; 445;

Recommendation: change default ports, if it
used by important services, or close it to
improve security.

>

Mettverksmester
File Edit Help
| Port Scan
[] Show Non-Responded IP's
P Status MAC-address
1592.168.0.0 - none
1592.168.01 online 28:33:82:3311.dd
152.168.0.2 - none
152.168.0.2 - none
152.168.0.4 - none
152.168.0.5 - none
152.168.0.6 - none
192.168.0.7 - none
192.168.0.8 - none
192.168.0.9 - none
192.168.0.10 - none
192.168.0.11 - none
192.168.012 - none
152.168.0.13 - none
152.168.0.14 - none
152.168.0.15 - none
152.168.0.16 - none
152.168.0.17 - none
£
Fom: [192]. 18] [0 ][] 7o [122]. [ee]. [0,

Scan Analyze

Fig. 7. Application interface. The tab “LAN Scan”

The button “Scan” scans the network and displays
the result in the table (Fig. 7).

The result of the scan is a list of IP-addresses with
their status (whether the device is located at the address),
and MAC device addresses, if available on the network.

The button “Analyze” analyzes the network and re-
ports whether a device has been modified or replaced by
an attacker.

The button “Search IP” allows to search for the de-
vice by its address.

It will be displayed in the table (Fig. 8). Option
“Show Non-Responded IP’s” allows to hide or show IP-

addresses that do not belong to any device.

The tab “Scan Port” (Fig. 9) consists of the table,
two input fields of the port range for custom scan mode,
four input fields for four octets IP-addresses of the device
whose ports to be scanned, search input fields, drop-
down menu and two buttons.

The drop-down menu (Fig. 10) allows the user to
select the scan mode: scan popular ports, or scan a range
of ports (all default ports).

The range of ports to be scanned can be set by the
user. The button “Scan” scans the ports and displays the
result in the table (Fig. 9).
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Mettverksmester

File Edit Help

LAN Scan  Port Scan

— O >

Output
MNettverismester 1.0.0.0

] Show Non-Responded IP's 152.168.0.101

| I Search IP I Initializing application... Done.

Scanning LAM... Done.

MAC-address
14:dd:44.56:88:22

P Status

152.168.0.101 online

Database VADIPLOMANettverksmester
‘Mettverksmestertbin'wb4'\Debug
‘subnet_testdb sqglite successfully loaded.
Cld database for analysis successfully
loaded.

Analisis result: found mismatches (1):
192.168.0.101;

Recommendation: check your network.
PC ot it's network card wasnt changed. it
may be spoofed or modified by intruder.
Scanning common ports... Done.

Port scan result: found default ports (3): 135;
135; 445;

Recommendation: change default ports, if it
used by important services. or close it to
improve security.

Search resutt: device with IP 192.168.0.101
found!

Fig. 8. The tab “LAN Scan”. Search for a device on the network and messages

Mettverksmester

File Edit Help

LAN Scan Port Scan

Output
Mettverksmester 1.0.0.0

Port Range: |0 - (1023 Search Port Initializing application... Done.
Scanning LAN... Done.
- S Database V:\DIPLOMA!Nettverksmester

Port Status Description “Mettverksmestertbin'x64'Debug

closed Mone “subnet_testdb sqlite successfully loaded.
7 closed MNone g!gdgatabase for analysis successfully
20 closed File Transfer Protocol (FTF) Data Transfer Analisis result: found mismatches 1)
21 closed File Transfer Protocol {FTP) Command Control 192.168.0.107;
72 Josed 5 Shell (SSH) S Log Recommendation: check your network. ff
23 closed Telcure = {I ) ) ec!Jre — q PC ot it's network card wasnt changed, it

close elnet remote login service, unencrypted text messages may be spoofed or modfied by intruder.
25 closed Simple Mail Transfer Protocol (SMTPF) E-mail routing Scanning common ports... Done.
42 closed None Port scan result: found default ports (3): 135;
43 closed MNane 139: 445:

- - Recommendation: change default ports, if it

53 closed Domain Mame System (DNS) service used by important services, or close it to
2] closed Mone improve securty.
73 closed Mone
80 closed Hypertext Transfer Protocol (HTTP) used in the Wordd Wide Web
a3 closed Mone
106 closed None
110 closed Post Office Protocal (POP3)
m closed MNone
113 closed Mone W
£ >

P At 192 [18]. 0]

Scan Type: | Most Common Ports ~

Fig. 9. Application interface. The tab “Port Scan”

Scan Type:

Fig. 10. The tab “Port Scan”. Drop-down menu

The result of the scan is a list of ports with their
status (open or closed), and a description of the port, if
it is popular and used by a particular service.

The button “Search Port” allows to search for a port
by its number. It will be displayed in the table (Fig. 11).

Thus by means of the C# programming language
managed to create port scanner for cybersecurity audit of
computer and computer-integrated systems.

Conclusions

In this paper, the possibilities and advantages of the
C# programming language for the development of cyber-
security analysis software in computer and computer-in-
tegrated systems were researched.

In the course of work the software which analyzes
is developed information security in local computer net-
works and computer-integrated systems. This software
can be used for educational purposes in learning the C#
programming language and cybersecurity of computer
systems.

The developed software has the potential to be fur-
ther improved and applied in various fields to test the cy-
bersecurity of local computer networks and computer-in-
tegrated technologies.
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Mettverksmester - m} b4

File Edit Help

LAN Scan  Port Scan Cutput
Nettverksmester 1.0.0.0
Port Rangs: 0 - [1023 443 | [ Search Port | |Inttalizing application... Dane.

Scanning LAN... Dane.

. Database VADIPLOMA\Nettversmester
Port Status Description \Mettverksmester\bin'x64\Debug

443 closed HTTFP Secure (HTTPS) HTTP over TLS/S5L ‘subnet_testdb sqlite successfully loaded.
(Cld database for analysis successfully
loaded.

Analisis result: found mismatches (1):
152.168.0.107;

Recommendation: check your networl. If
PC ot it's network card wasnt changed. it
may be spoofed or modified by intruder.
Scanning common ports... Done.

Port scan result: found default ports (3): 135;
139; 445;

Recommendation: change default ports, f it
used by important services, or close it to
improve security.

Search result: device with 1P 152.168.0.101
found!

Search result: port 443 found!

IP Address: . . EI . Scan Type: | Most Common Ports  ~ Scan

Fig. 11. The tab “Port Scan”. P33ort search and location notification
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B. B. Ilamnucekux, €. B. Menemko, M. C. fxumenko, 1. B. bamenko, P. O. Tkauyk

AnoTtanis. O0’€KTOM BUBYCHHS y CTATTI € 3aCO0H Ta MOKIIMBOCTI MOBH IporpaMyBaHHs C# 1s pearizatiii mporpaMHOTO
3a0e3neueHHs aHalizy KibepOe3neKkH y JJOKAIBPHUX KOMIT IOTepHHX Meperkax Ta KOMIT IOTepHO-IHTEerpOBaHHUX CHCTeMax. AKTyalb-
HICTB JIOCIII/KEHHS 3yMOBJICHA BayKJIMBICTIO 3a0e31edeH s iH(GopMaiiHol Ge3rmeKy KOMIT' IOTEPHUX Ta KOMIT IOTepHO-1HTerpoBa-
HHUX CHCTEM y Jiep)KaBHUX OpraHax, BiiCHKOBO-IIPOMUCIOBOMY KOMIUIEKCI, TPUBAaTHOMY Oi3HECi TOIO, Ta BaXKJIUBICTIO MiJ 4ac
miArotoBku (axismiB 3 KibepOe3neKy y BUIIUX HaBYAIBHHUX 3aKJIaJaX PO3MIsAAy HaBYATbHHUX HPHKIAIIB Ha MOMYIIPHUX MOBaxX
nporpaMmyBaHHs. MeTo0 poOOTH € JOCIIIKEHHS MOKIMBOCTEH MOBHU IporpamyBaHHs C# ais po3poOKH IporpaMHOTo 3abe3rme-
YeHHSI, SKe aHaJli3ye Oe3NeKy Y JIOKAJbHUX KOMIT IOTEPHUX MEpeXkax Ta KOMIT IOTEPHO-IHTETPOBAHUX CHUCTEMax. 3aBAaHHSA: PO3-
pOOHTH MporpamMHe 3a0e3NeUeHHs ISl CKaHyBaHHs MOPTiB MEPEKEBHX MPHCTPOIB y KOMIT' IOTEPHUX MEpEeKax Ta KOMII FOTEpHO-
IHTETPOBAHUX CHCTEMaX JJIs ayIuTy iH(OpMaLiitHOT Oe3MeKH, BAKOPUCTOBYIOUH 3ac00H Ta 06i101i0TeKr MOBH IiporpamyBaHHsS C#,
JOCIIIINTH TIepeBard Ta MOXKIMBOCTI BUKOPHUCTaHHS caMe Li€l MOBH IIporpaMyBaHHS JUI AaHOI 3amadi. MeToau J0CTiIKeHb:
Teopist KOMI IOTEPHUX MepeX, 00 €KTHO-OpiEHTOBAaHE IIPOTPaMyBaHHsI, TEOPisl aITOPUTMIB Ta CTPYKTYP JaHUX, TEOPis TECTYBaHHS
nporpaMHoro 3abesnedeHHs. BucHoBKkH. Y 1iii poOoTi OyII0 TOCHIIKEHO MOXKIIMBOCTI Ta IIepeBark MOBH nporpamyBanHs C# s
PO3POOKH MPOTPaMHOro 3a0e3MeUeHHs 3 aHami3y KibepOe3nekn KOMIT IOTCPHHUX Ta KOMIT FOTEPHO-IHTETPOBAHUX CUCTEM. Y XO7i
poboTu po3pobieHo mporpamMHe 3a0e3MedeHH s, siKe aHalizye iHpopMalliiiHy Oe3meKy y JOKaJbHUX KOMIT IOTEPHHUX Mepexax Ta
KOMIT FOTEPHO-IHTErPOBaHUX cucTeMax. JaHe mporpamHe 3a0e3Ne4eHHs] MOXKHA BUKOPHCTOBYBATH Y HABYAIBHUX LUIAX TPU BH-
BUYCHHI MOBH mporpamyBaHHs C# Ta kibepOe3lekun KOMI IOTEpHUX CHCTeM. Po3pobieHe mporpamMHe 3a0e3NedeHHS Ma€ MOTCH-
LiiTHY MOXKJIMBICTB JJISI TIOJABIIOTO BIOCKOHAJICHHS 1 3aCTOCYBaHHS Y PI3HHUX Tally3sX JJIS IEePeBipKH KibepOe3neKn TOKaTbHUX
KOMIT'IOTEPHUX MEPEX Ta KOMIT I0TEPHO-IHTETPOBAaHUX TEXHOJIOTIH.

KawuoBi caoBa: moBa nporpamysanns; C#; kibepOesneka; aHaii3 Bpa3iuBOCTEil; CKaHep MOPTiB; CKaHEP BPa3IUBOC-
Teil; KOMIT'IOTePHI CHCTEMH, KOMII I0TEepHO-IHTETpOBaHi CHCTEMH; KOMII IOTepHI Mepexi; iHpopmaniiiHi aTaku; ayauT iHpopma-
LiiTHO1 Oe3MeKH.

HcciienoBanue BO3MOKHOCTE A3bIKA InporpaMmmMHupoOBaHuA C# naist co3nanus nporpaMmmHoOro obecrieyeHust
aHa/IM3a Knﬁepﬁesonacnocnd B KOMIIBIOTEPHBLIX CETAX U KOMIIBIOTEPHO-UHTEIrPUPOBAHHBIX CHCTEMAX

B. B. Ilamunckux, E. B. Menemnixo, H. C. Slkumenko, /1. B. bamenko, P. O. Tkauyk

AHHOTanusa. O0BbeKTOM H3y4eHHUs CTaThH SABISIOTCS CPEACTBA U BO3MOXKHOCTH S3bIKa IIporpammupoBanus C# s pe-
JIM3alUK IPOrPaMMHOT0 00ecIiedeH s aHaIN3a KHOepOe30IIaCHOCTH B JIOKAJIbHBIX KOMITBIOTEPHBIX CETSIX U KOMIBIOTEPHO-UHTE-
T'PUPOBAHHBIX CUCTEMaX. AKTYaJIBHOCTh HCCIEA0BAHNUS 00YCIIOBIIEHA BAXKHOCTHIO 00eCcTIeueH s HHPOPMAIHOHHON Oe3011acHo-
CTU KOMIIBIOTEPHBIX U KOMITBIOTEPHO-UHTEIPUPOBAHHBIX CUCTEM B I'OCYHAAPCTBEHHBIX OpraHax, BOCHHO-IIPOMBINIJIEHHOM KOM-
IUIeKCe, YaCTHOM OW3HECe U T.[., U BAKHOCTBIO P MOATOTOBKE CIICIUAIMCTOB MO KMOEpOE30MacHOCTH B BBICIIMX YISOHBIX 3aBe-
JCHHUSAX PAaCCMOTPEHMs YUeOHBIX IPUMEPOB Ha MOIMYJIAPHBIX A3bIKax mporpamMmupoBanus. [lesiblo paGoThl sSBISETCS HCCIIEI0Ba-
HHUE BO3MOYKHOCTEH 53bIKa mporpammupoBaHus C# s pa3paOOTKH HMPOrpaMMHOTO OOeCTedeHus], aHAIM3UPYIOLero Ge3omac-
HOCTB B JIOKQJIBbHBIX KOMITBIOTEPHBIX CETAX M KOMIIBIOTEPHO-MHTETPHPOBAHHBIX CHCTeMax. 3afaya: pa3paboTaTs MporpaMMHOE
obecrieueHne Ik CKAHUPOBAHHS TOPTOB CETEBBIX YCTPOWCTB B KOMIIBIOTEPHBIX CETAX M KOMIBIOTEPHO-HHTEIPUPOBAHHBIX CHCTE-
Max Julsl ayiuTa HHPOPMAMOHHON 0€301acHOCTH, NCTIONB3YsI CPEACTBa U OHOIMOTEKH sI3bIKa mporpamMmupoBanus C#, nccieno-
BaTh MPEHMYIIECTBA ¥ BO3MOXKHOCTH HCIIOJIB30BaHMUS 3TOTO SI3bIKa IPOrpaMMHUPOBAHUS JUTsl JaHHOW 3anaun. MeToabl Hecaeno-
BaHHUii: TEOPHsT KOMIBIOTEPHBIX CeTeil, 00bEKTHO-OPHEHTHPOBAHHOE IPOrPaMMHUPOBaHKE, TEOPHUsI aJITOPUTMOB U CTPYKTYP AaH-
HBIX, TEOPHS TECTHPOBAHHS IPOrpaMMHOro obecrieueHus. BeiBoabl. B 310ii paboTe ObLIN HCCIeI0BaHBI BO3MOXKHOCTH U ITPEHMY-
HIeCTBa s3bIKa mporpammupoBanus C# 11 pa3paboTKH MPOrpaMMHOT0 00ecIieUeHus aHan3a KHOepOe30acHOCTH KOMIBIOTEP-
HBIX U KOMITBIOTEPHO-UHTETPUPOBAHHBIX CHCTEM. B Xo/1e paboThl pa3paboTaHO MporpaMMHOE oOecTieYeHne, aHATU3UPYIOIIEee HH-
(opMaroHHYI0 6e301aCHOCTD B JIOKAIBHBIX KOMITBIOTEPHBIX CETSAX U KOMIBIOTEPHO-HHTEIPUPOBAHHBIX cHCTeMax. JlaHHoe mpo-
rpaMMHOE 00ecrieueHre MOXKHO HCIIOIB30BaTh B O0YYArOMMX LEJISX IIPU U3YYeHHH si3bIka IporpammupoBanus C# u kubepoes-
OIaCHOCTH KOMITBIOTEPHBIX cHcTeM. Pa3paboTaHHOE nporpaMMHOe 00ecriedeHHe NMEeT MTOTEHIAIBEHYI0 BO3MOXHOCTD JUTS ajlb-
HEWIIero COBEPIICHCTBOBAHMS M NPUMEHEHHs B Pa3iIMYHBIX OTPACIsX JUIsl MPOBEPKH KHOepOe30MacHOCTH JIOKAIBHBIX ceTeil n
KOMIIBIOTCPHO-MHTETPHPOBAHHBIX TEXHOJIOTHI.

KawueBbie caoBa: sA3bIK nporpaMmupoBanust; C#; kubepOe30nacHOCTh; aHAIN3 YA3BUMOCTEH; CKaHep MOPTOB; CKaHEP
YSI3BEMOCTEI1; KOMIBIOTEPHBIE CHCTEMbI; KOMIIBIOTEPHO-UHTETPUPOBAHHBIE CHCTEMBI; KOMITBIOTEPHBIE CETH; HH(OpPMaIMOHHbIE
aTakKy; ayauT HHQOPMAIIMOHHOH COXPAHHOCTH.
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DEVELOPMENT OF THE DOUBLE-CONTOUR PROTECTION CONCEPT
IN SOCIO-CYBERPHYSICAL SYSTEMS

Abstract. The rapid development of mobile Internet technologies LTE (Long-Term Evolution) not only predetermined
the further development of cyber-physical systems, which are based on the synthesis of technologies of classical computer
systems and LTE technologies, as well as integration with Internet-of-Things technologies. As a result, the emergence of
sociocyberphysical systems predetermines further development based on this integration. The creation of mesh- and sensor
networks also allows the development of smart technologies and systems based on their conglomeration. The development
and creation of a quantum computer, on the one hand, will make it possible to make a technical breakthrough in computing
resources, use artificial intelligence, and on the other hand, it can lead to “chaos” in ensuring the security of modern
technologies and systems. So, based on the algorithms of Shor and Grover quantum cryptography, symmetric
cryptosystems based on traditional cryptography algorithms, as well as asymmetric cryptosystems, including systems based
on elliptic curve cryptography, can be broken. The paper proposes to use a new approach to building security systems
based on the concept of internal and external security contours. At the same time, security contours of continuous business
processes are considered. This approach provides an objective assessment of the current state of security of the socio-cyber

system as a whole.

Keywords:
cyberattacks.

Introduction

Problem statement. The development of modern
LTE mobile Internet technologies makes it possible to
use modern standards of wireless networks IEEE802.16,
IEEE802.16e, IEEE802.15.4, IEEE802.11, Bluetooth 5,
6 to form not only mesh and sensor networks, but also
integration with cyber-physical systems based on smart
and Internet of things technologies. This approach
allows the formation of sociocyberphysical systems
(cyberphysical social system, CPSS) — a set of subjects
and objects of the cybernetic, physical and social worlds
that allow the formation of “smart” communities, on the
one hand, and intellectual space, on the other. In CPSS,
users are service consumers, and physical objects in the
form of various devices are service providers. [1, 2].

Analysis of recent research and publications. In
the context of the formation of a high-tech society, social
networks based on Internet services have become one of
the most effective and popular means of mass
communication. One of the directions of development of
CPSS is the impact on such communities, which are an
effective mechanism of influence in the context of hybrid
wars and color revolutions [1, 2]. Such a synthesis of
social Internet services (SSIS) with cyber-physical
systems makes it possible to form a sociocyberphysical
system [2-7]. CPSS allows to form the social, political,
economic "opinion” of the intellectual community
(integration of the cybernetic, physical and social
worlds), regulate and manage on the basis of SSIS,
provide users with proactive services. The nature of
CPSS data brings new requirements and challenges to the
various stages of data processing, including the
identification of data sources, the processing and
aggregation of data of various types and scales. Another
direction is the integration of cyberphysical systems with
new technologies of wireless networks based on a mobile
Internet resource. This approach forms not only the

double-contour Security concept; post-quantum period; quantum computer; synergy; hybridity of

directions of high-performance sociocyberphysical
systems based on smart technologies, but also makes it
possible to significantly simplify the possibility of
implementing targeted attacks based on the integration of
cyber threats with social engineering methods [2, 8-10].
In addition, in the context of the emergence of a full-scale
quantum computer, the stability of almost all algorithms
of symmetric and asymmetric cryptography is called into
question, and the rapid growth of IT computing resources
and “G” technologies contributes to an increase in the
growth of attacks on information and communication
(ICS) and cyberphysical systems (CPS), which are the
core of modern information-critical cybernetic systems
(CCIS). Under such conditions, the primary task of
maintaining the required level of security is the
classification of modern threats that are combined with
social engineering methods and acquire signs of synergy
and hybridity [8-10]. The performed analysis [11-16]
showed a change in the emphasis of CCIS (CPSS) from
the development of an optimization problem for these
computational components to the involved interaction
between the physical environments and the computational
elements with which they interact. In [11], a classification
is proposed, consisting of four dimensions, which allows
to combine the issues of building and modifying ICS with
ensuring the required level of security. The first
dimension of the classification covers the attack vector
and the main attack scenario. The second dimension of
classification identifies an attack by its primary target.
Vulnerabilities are classified in the third dimension of the
classification, and payloads in the fourth taxonomy. Paper
[13] presents an information security risk analysis
methodology that links assets, vulnerabilities, threats, and
organizational controls. This approach allows to identify
critical points in the network infrastructure, combine
them with the appropriate elements of the control system.
The approach uses a sequence of matrices that reflect the
correlation of various elements in risk analysis [13].
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In addition, [14] provides an example of how the
organization of the process of collecting information
about cyber incidents can be used by victims of cyber
attacks. In addition, an attempt is made to assist in
understanding the threat of cyber incidents for various
purposes, which can be useful for increasing
organizational focus in terms of a cyber incident. In
[15-16], a classification is proposed, in which the
following classes of entities are distinguished: an
attacker, a vulnerability, a tool, a goal, an action, goals
and an unauthorized result. Attackers use tools to
perform actions that exploit a vulnerability in a target.

In addition, the direction of smart technologies and
"Smart Home" technologies usually use security
mechanisms without a preliminary integrated approach in
the provision of security services. Basically, the
mechanisms of computer systems and technologies are
integrated with wireless network technologies, which does
not allow the formation of information protection systems
with the required level of security. The papers [17-24]
consider the main approaches to ensuring security in cyber-
physical systems and smart technologies. As a rule, the
KNX standard (ISO/IEC 14543) is used, which provides
security services — confidentiality and data integrity. Fig.
1 presents the basic principles of security based on the
use of the KNX standard.

&

©
I

ﬂ KNXner/IP router ﬂ
o tunnel server KNXner/IP router

j J or tunnel server

TP site
TP site

J Linear coupler

J j Linear coupler
2 tJ@_ &g £
- - o
o £
= gy ' i
End device End device = unsecured data
transfer

&  secure data transfer

Fig. 1. Ensuring security in mobile wireless channels
based on KNX

The KNX [IP Secure standard allows to
authenticate and encrypt KNX telegrams in IP networks.
In this case, tunneling is usually formed, which ensures
the confidentiality of information. KNX I[P Secure
mechanisms are an additional security shell (shell) that
protects all KNXnet/IP data traffic.

However, KNX IP Secure is not so secure, it is
possible to monitor the network, record sent packets and
easily repeat them, because there are no line connectors
with the “Security Proxy” function. In addition, the use
of the AES-128 algorithm in the formation of tunneling
in the post-quantum period will not provide the required
level of protection even for the inner contour.

However, a significant drawback of this approach
is the lack of an objective assessment of the current state

of system security. As a rule, such systems are built
from two main subsystems — cyberphysical, which
directly performs the functions of service, and socio-
management — a combination of a social component and
a control system that is deployed in the cloud. The use
of security mechanisms of the second subsystem, as a
rule, is not taken into account when assessing the
current state of security. Formally, “it is considered”
that cloud technologies provide the required level of
security. The main security threats in the cloud are: data
theft, data loss, account hacking, gaps in interfaces and
Application Programming Interface (API), DDos
attacks, insider actions, the possibility of penetration by
hackers, as well as downtime due to the fault of the
provider [25].

Thus, there is a need to form a CPSS security
approach based on the integration of threats, and the
formation of a dual-contour security concept, which will
ensure the objectivity of assessing not only the current
state of information security of such systems, but also
identify signs of synergy and hybridity of targeted
attacks on such systems.

The goal of the article is to develop the concept
of dual-contour protection of sociocyberphysical
systems, which will allow forming a new approach to
assessing the CPSS information security system, taking
into account its scalability and integration of various
technologies of wireless communication channels.

1. Development of the security concept for
wireless networks based on mobile technologies

To ensure the security of sociocyberphysical
systems and systems based on their infrastructure, it is
necessary to take into account not only the rapid
development of the computing capabilities of mobile
technologies (wireless communication channels) with
their ability to provide information transfer from 1 Tb/s
and above, the growth of service capabilities and
functionality of cloud technologies, but also the
integration of modern threats based on the synthesis of
social engineering mechanisms, cyber threats (with
signs of hybridity and synergy), as well as the ability of
special services to control a significant part of cloud
technology resources. To implement this approach, it is
proposed to divide CPSS into two subsystems of
security and infrastructure — the inner contour, the
cyber-physical system (cyber-physical system, CPS),
which provides the required set of services and
functionality, and the outer contour — the socio-
managerial system (socio-managerial system, SMS)
based on the synthesis of social networks and systems
(messengers) of cloud technologies.

This approach provides a synthesis of internal and
external contours, takes into account efficiency, energy
intensity and relative safety (each contour builds
security on its own mechanisms and principles), on the
one hand. On the other hand, it allows to objectively
assess the threats of each of the contours, taking into
account the computing resources and financial
capabilities of intruders. Fig. 2 presents a block diagram
of the concept of dual-contour security of
sociocyberphysical systems.
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Fig. 2. Block diagram of the concept of dual-contour security of sociocyberphysical systems

To ensure the security of such systems, two
classes of threats must be considered. The first class is
threats and their integration with the methods of social
engineering of the internal infrastructure (internal
security contour). The second class is threats of the
external contour (cloud technologies that provide not
only the management of sociocyberphysical systems
and networks, but also the storage/duplication of the
database).

The works [10, 26] propose methodological
foundations for building security systems, taking into
account the synergy and hybridity of modern targeted
attacks on critical infrastructure objects, which makes it
possible to ensure security in the inner contour.

To ensure the safety of the entire protection
system, it is necessary to take into account the threats of
the internal and external contours:

— internal contour threats considering hybridity
and synergism [26]:

CPSS ISL _\wCPSS ISLC
Whybrid C,I,A,Au,Af Synerg _Wsynerg ﬂ
CPSS ISLI CPSS ISLA
mWsynerg N Wsynerg N (1)

CPSS ISLAu CPSS ISLInv
r]Wsynerg mWs,ynerg )

where ngﬁgrsg'sw synergy of threats on
confidentiality service, ngr',:esr% ISL1_ synergy of threats
on integrity service, ngﬁfr% ISLA _ synergy of threats
on availability service, Wssﬁfr% ISLAU_ synergy of
threats to the authenticity service, ngﬁ(frsg's"'“" -

synergy of threats to involvement service.
— outer contour threats considering hybridity and
synergy [26]:

SCPS ESL

_\wCPSS ESLC
Whybrid C,1,4,Au,Af synerg =W, N

synerg
ST S S A
n\Ns(;r?esrsg ESLAu ﬂngr'?eSr% ESLInv.
where  Wghao B¢ synergy of threats on
confidentiality service, ng,'?esr% BSLI synergy of
threats on integrity service, Wssﬁesr% ESLA _ synergy of
threats on availability service, Wghay 5> — synergy
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CPSS ESLInv
Wsynerg -

of threats to the authenticity service,
synergy of threats to involvement service.

The analysis [10, 25, 26] showed that in the outer
contour the main security services are integrity,
confidentiality and availability, so the services of
authenticity and involvement can be neglected. Then the
threats of the outer contour can be written in the form:

CPSS ESL _\ CPSS ESLC
Whybrid C.1,4, u, 47 synerg = Wsynerg N

CPSS ESLI CPSS ESLA
mWsynerg nWsynerg J

®)

Each element of information resources |, € {1a}
can be described by a vector

=1 A A AL A A ),

where Type; — information asset type, described by a set
of basic values: Typei={Cli, PD;, CDj, TSi, StR;, Publ;,
Contl;, PIi}, where CI; — confidential information, PD; —
payment documents, CD; — loan documents, TS; —
commercial secret, StR; — statistical reports, Publ; —
public information, Contl; — control information, Pl —

personal Information. AC, Al AR, AM A — security
services (A,—C — confidentiality, Ai' — integrity, A,-A -

availability, A™ — authenticity, A™ — involvement);

fi — a metric of the ratio of time and degree of
confidentiality of information for an asset (critical — 1,0;
high — 0,75; medium —0,5; low — 0,25; very low — 0,01).
Then the general (current) level of security of
sociocyberphysical systems based on wireless mobile
technologies is described by the expression [26]:
— for additive convolution

> (1ax5)+

CPSs =
security CPSS ISL i=1
hybrid C,1,4, Au, Af Synerg
4
A (4)
LD DY PV}
\W.CPSS ESL i=
hybrid C,1,4,5ynerg
— for multiplicative convolution
cpss =1-
security
8
—1- (lA‘XﬂI)X (5)
CPSS ISL i-1

Whybrid C,7, 4, Au, 4 synerg

8

x| 1- (14 x4)]
WCPSS ESL i=1
hybrid C,1,4,synerg

In (4), (5) index i refers to the corresponding type of
information asset, and external summation is performed
over all threats of the internal and external contours.

Thus, the proposed concept takes into account the
level of security not only of the CPS, which directly
provides services for the operation of smart and Internet of
things systems, but also of the SMS, which directly
provides the subsystem of the internal security contour.

2. Wireless network security assessment
based on the dual-contour security concept

To determine the current security state of the inner
contour, we use the approach proposed in [9], the main
difference is the expert assessment of the distribution of
threats, taking into account their hybridity and synergy
based on a synergistic threat model. The main stages are
shown in Fig. 3.

To form an expert assessment, we use a modification
of the threat classifier, which is proposed in [8, 9] and
shown in Fig. 4. For the objectivity of expert judgments,
we use the weight coefficients of expert competence (ki),
presented in Tabl. 1.

Table 1 — Expert competence weight coefficient

R Weight

Ne Expert qualification value (ki)

1 International expert in the field of IS, 1,0
CS, Sl

2 | National expert in the field of IS, CS, 0,95
Sl

3 Certified international specialist in 0,9
the field of IS, CS, Sl

4 Full doctorate in the field of IS, CS, 0,9
Sl

5 | Head of security 0,85

6 Phd in the field of IS, CS, SI 0,8

7 Security officer 0,7

8 System administrator 0,6

9 | Security engineer 0,5

10 | Postgraduate student in the specialty 04
in the field of IS, CS, SI

Summary score of i-th threat is determined by the
number of experts according to the expression:

Xizikakk/K’ (6)
k=1

where xx — evaluation of k-th expert for i-th threat
influence; ki — expert competence level; K — number of
experts.

A measure of the consistency of expert
assessments is the dispersion, which is determined by
the expression:

1 & ?
O')%:—Zkk(xk—xi) . (7)
Kk:1

Statistical probability of the received results 1 — o,
will be: [x —A,%+A], where value x distributed

according to the normal law with the center in x; and

dispersion 0)2( Then A is determined by the expression:

A=toZ /N, (8)

where t — Student's t-distribution value for K-1 degrees
of freedom.

To determine the economic costs of preventing an
attack, we use an algorithm based on the cost indicators
of threats. This approach makes it possible to estimate
the economic costs of deliberate protection
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mechanisms, taking into account the ranking of
potential threats and the importance of information
resources to be protected [8]. Both sides of the attack
are determined by the importance (ranking) of attacks
that are economically feasible to carry out.

1-st step. Identification of attacks, the effect of
which exceeds the cost of their implementation;

™o = {Trj I(RP-cP)> o} vTrjeTr,  (10)

where TrcD — set of threats against which it is

economically feasible to build protection; PlD -
estimate of the cost of i-th information resource loss for
the defending side; CiD — protection cost for i-th

Tr = {Tri | (P,A —CiA) > 0} vTr eTr, (9)  information resource for the defense side;
3-th step. Determination of importance coefficients
where TrF? — set of potential threats, the  for attackers. Defined as the share of winnings from the

implementation of which is effective for the attacker;
Tr, — threat for the i-th information resource; P,A -

assessment of the cost of successful implementation of
an attack on i-th resource from the side of the attacker;

C - the cost of attacking the i-th resource from the

side of the attacker.

2-nd step. Determination of the direction of
protection, which provides an effect higher than the
cost of their provision.

total winnings, which can potentially be obtained from the
implementation of the entire complex of attackers™ threats:

A ~A
A__ R"-G

_igﬁzaﬂ

where KiA — rating coefficient (importance) of the

threat realization for i-th information resource;
M — the power of the set of selected potentially
effective threats for the attacking side.

i , VTE eTrid\ M

=‘Tr§“, (11)

Vs

K — number of experts.

Step 1. Formation of classifier metrics

=—ZZM
j i=1 k=1
W ;. — the value of the coefficient metric set by k-th Expert for i-th threat j-th security service; N — number of threats;

—1 L

Step 2. Generation of a digital code of a threat identifier

[ R —

Step 3. Choice of weight coefficients «;, defining conditions for manifestation of i-th threat

[ R —

Step 4. Determining the implementation of each i-th threat taking into account the probability of an attack

WiniJ =ipijzwj
K i3

s I —

c _C |
synerg ZW Q; Wsynerg synerg

M
Z\Nil ail
i=1

Step 5. Determination of the implementation of the occurrence of several threats for the selected service:

ZW

M M
A A Au Au _ Au A Inv__ Inv
Wsynerg zvvl ai Wsynnevrg Zwi ai
i=1 i=1

{}

Wipery = ZN:(WiC Nw Nw W Nw'™ e, +

i=1

Step 6. Determination of the overall threat by security components:

i=1

N
Sl C | A A |
Wsynerg = Z(WI ﬂvvl mWi ﬂvvl ’ mVvinv)ai

i=1

R
Step 7. Determination of a generalized synergistic threat to an information resource:
IS,CS,SI 1S Cs Sl

Wsynerg Wsynerg U Wsynerg UWsynerg

N N
Step 8. Definition of a generalized synergistic threat, taking into account its hybridity:
Whybrid C,],A,Au,lnv mwl ﬂwA mwAu ﬂwlnv

synerg synerg synerg synerg synerg synerg *

Fig. 3. Determining the probability of threats based on the synergistic threat model
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FL — physical level (01), NL — network level (02), OSL — operating system (OS) level (03), DBL — database management system level (04), BL
— level of banking technological applications and services (05)
PLATFORM 5 - INFRASTRUCTURE LEVEL 1SO/OSI

determined by expert assessments of 1S and/or CS specialists/

<

STEP 1. FORMATION OF METRIC THREAT COEFFICIENTS FOR CPSS ISL AND CPSS ESL

N K _
i
z z Wepss isLik

i=1 k=1

x|+

LS . .

W, ) = W J W, J -

CPSSESL K CPSS ESLik * CPSS ISL
i=1 k=1

STEP 2. FORMATION OF WEIGHT COEFFICIENTS OF THE CONDITIONS OF MANIFESTATION OF THREATS FOR CPSS ISL
AND CPSS ESL

o i €[0,067;0,133,0,2;0,267;0,333], ™=, i € [0,067;0,133;0,2;0,267;0,333]
STEP 3. DEFINING THE IMPLEMENTATION OF EACH THREATS FOR CPSS ISL \and CPSS ESL

WCPSS ISLi

j i_ = j j j CPSS ISL
PCPSS IsLi ™ K PcPss s ~ W'cPss isik? rae P € {ai }’

cpssisL i

CPSi

1 N . .
j i j j j CPSS ESL
Wepsi Pepsi = K Pepss esti chpss Estikr T€ Popss i € {ai }

STEP 4. DEFINITION OF THE IMPLEMENTATION OF MULTIPLE THREATS TO A SECURITY SERVICE

C CPSS IS'LC C CPSS I:S'LC
CPSS ISLsynerg Z WCPSS ISL| U WCPSS ESLsynerg z WCPSl
CPSS ISLC U CPSS ESLC
CPSS ISLsynerg CPSS ISLl CPsS ESLsynerg CPSl i
A CPSS ISLC UW A CPSS ESLC
cpss ISLsynerg Wepss 1sLi @ cPss ESLsynerg Wepsi & i

M
Aff _ Aff _ CPSS ISLAff . Inv__ CPSS IS Inv
WCPSS ISLsynerg ZWCPSS s a i WCPSS ISLsynerg ZWCPSS ISLi a i
i=1 i=1

STEP 5. DETERMINATION OF THE TOTAL THREATS TO THE SAFETY COMPONENT
N
IS C CPSS ISL
Wsynerg = Z(WCPSS ISLi m WCPSS ISLi m WCPSS ISLi m WCPSS ISLi ﬂ WCPSS ISLi )al U

i=1

N
C I A') . CPSS ESL
U Z(WCPSS ESLi ﬂ WCPSS ESLi m WCPSS ESLi )ai

i=1

(STEP 6. DETERMINING THE ECONOMIC COST OF ATTACK PREVENTION
Thopssih = {T6 1(R* —C/) > 0} VT eTr = T/ =arg max K?-K}

VT eTr®

Trepss esLa ={Tri I(R*-C )>O} VTR eTr=>Tr™ =arg max KP-K?*

VT eTr®

L determined automatically based on mathematical expressions/

Fig. 4. Modification of the threat classifier
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4-th step. Determination of coefficients of
importance for defenders. Defined as the share of the
gain from the total amount of the gain, which can
potentially be obtained from the implementation of the
entire complex of protective measures:

D ~D
kp__ A" -G
b T

N

> (R°-cP) (12)
=

vTr eTid,N :‘TrCD‘,

where KJ-D — rating coefficient (importance) of building

defense for j-th information resource.

5-th step. The selection of critical threats based on
the evaluation of the product of the coefficients of
importance, the attacker and the attacker is the
maximum:

T =arg max _KP-K/A. (13)
vTheTi®

Thus, the use of this classifier, as well as the
introduction of economic indicators of the cost of
carrying out an attack and the cost of measures to
counter it, make it possible to obtain an integral
assessment of the security of the system.

To obtain an assessment of the current state of
information security based on the proposed concept of a
two-contour information security system CPSS, let's
assume that "1" will correspond to the maximum level
of security that is provided by the security system as a
whole, and "0" — corresponds to the absence of the
required level of information protection.

To determine the probability of a threat being
realized under the limiting possibilities of defense A
and the limiting possibilities of attack B, we will use the
probability density function of a random variable x —
F(x).

The specified probability is determined by the
difference

F(B) - F(A),

where A — marginal level of protection side capabilities,
B — the limiting level of the attacking side's ability to
implement an attack.

We define the security level as the share of those
resources that are protected from cyberattacks. It is easy
to see that this quantity can be defined as follows:

;(t;ﬂjz
1 2l & dt —

e
o2

A l(t;ﬂjz
—J' el o) gt
o2z

To assess the category of an attacker and
determine his capabilities (computing and financial
resources, economic interest), we use the attacker
model and the method for determining the attacker
category on CPSS applied in the work [9].

S:F(B)—F(A)z.?
e (14)

—00

An analysis of the classification of intruders
allows to form a set {H;}cpssisL, determining the levels
of influence on the CPSS of the internal contour [9]:

—technical channels level (Ho);

— protocol stack physical level TCP/IP(Hy);

— protocol stack link level TCP/IP (H);

— network level protocol stack TCP/IP (H3);

— protocol stack transport level TCP/IP (Has);

— level of harmful impact (Hs);

— embedded device level (Hs);

— protocol stack application-level TCP/IP (H7);
— information security system level (Hs).

In Table 2, the ratio of the categories of the
intruder and the levels of their impact on the internal
loop security system is determined.

Table 2 — The ratio of the categories of the violator
and the levels of their impact

Impact levels
Category,
Ho | Hi |H: | Hs | Hs | Hs | Hs | H7 | Hs

e fojojojofo|o|0]|1]1
g 1 ]1]ofjofoflo|1]|1]1
8 lojojojofo|o|0o]|1]1
¢ |ofojo|lo|o|o]o|1]1
@ 11|11 1|lo]1|o0]1
* |ofojoflojo|o]|1|1]o0O
g 11|11 fjofl1|1]0]oO
@ b1 211 1]1]o
15 T T T A I IO
@ o111 1]1]1
@ 11|11 lof1]1]0]0O
@ 111211 |1]0]1
o111 rlof1]1]0]0O
% |1 lojoflojo|1]1|0]o0O
® l1]ofjofofo|1|0]0]oO

Elements of the set of categories of intruders

Ltijel c {Lcijel } :

LS _ users of CPSS;

LS8 — management of CPSS,

del

Li; —employee of CPSS,
LS8 users “at risk”;

L%e' — operating personnel;
19! technical support staff;

Lﬂe' — persons who are not employees of CPSS,
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Lge' external intruders:
Ll _ cyberterrorists,
LY _ special services,
L' hackers,

L _ cybercriminals,
L competitors,

L% criminality,

L€ _ vandals.

Let's form a set {Hj}cpsses., determining the
levels of influence on the CPSS of the external contour:

—the level of technical channels of cloud
technologies (Ho);

— database management system level (H1);

— service application layer (H>);

— Azure Active Directory Domain Services level
(H3);

—the level of harmful
Development Lifecycle (Hy);

— SQL Databases (Hs);

— information security system level (Hs).

In Table 3, the ratio of the categories of the
intruder and the levels of influence of the external
contour of the protection system is determined.

The weight coefficient of the "danger" of the
attacker is determined by the formula [9]:

N
cps _ 1 CPS
Yics =WZ7ICS i

=

effects on Security

(15)

CcPs ICS | | 4CPS
where YICS i Z(ﬂi Us )X Prj X fmotiv »
CPSS ISL _ 1, CPSS ISL ~yyp/ CPSS ISL ~CPSS ISL
i _WCD ﬂWcash nT J
CPSS ESL _\,,CPSS ESL 1y CPSS ESL ~-CPSS ESL
B :WCP r-chash nT -

weighting coefficients of the intruder capabilities for
CPSS ISL and CPSS ESL (respectively),

WC%PSS ISL (WC%PSS ES") — computing resources of the
intruder (1 — unlimited resources of cyberterrorists,
0,75 — state resources (special services), 0,5 — resources
of cybercriminals, 0,25 — resources of criminality,
competitors, hackers, 0,001 — vandal resources);
TCPSSISL (TCPSSESLY _ time to carry out the threat (1 —the

Table 3 — The ratio of the categories of the violator
and the levels of their impact

impact levels
category

Ho H1 H> Hs3 H; Hs Hs
et olo]o|o0o|o0o]o0]oO
Lt 1|10 o0 ] o0]1
Ll olo] o] o | o] o0]oO
Ll olo] o] o | o] 0] oO
L get 11| 1|11 o0]1
LGl oo o] o0 ] oO0]1
gt 11| 1|10 | 1]1
L el 11| 1|11 |11
L8l 1|11 1] 1] 1|1
L% 1|1 |11 1] 1|1
L3 11|11 |0 |1]1
1o 11 1|1 | 1|11
1! 111|100 | 1]1
L% 1o oo |0 | 1]1
L et 1| oflo|o0o|o0|1]o0

threat is realized daily, 0,75 — the threat is realized
within a week, 0,5 — the threat is realized within a
month, 0,25 — the threat is realized within a year, 0,001

— unlimited time); \W CPSS IsL (WCPSS ESL

cash cash ) — economic

opportunities of attackers (1 — unlimited resources of
cyberterrorists, 0,75 — state resources (special services),
0,5 — resources of cybercriminals, 0,25 — resources of
criminality, competitors, hackers, 0,001 - vandal
resources).

Table 4 shows the initial data of the criteria and
indicators of the expert assessment of its location.

Analysis of tables 24 takes into account that the
attack is determined by a complex criterion that includes
account the cost of conducting and the computational
capabilities available to the attacker. This approach
ensures timely response to computer incidents depending
on the category of intruder and ensures the required level
of security.

Table 4 — Initial data of criteria and indicators of expert evaluation of the weight coefficient of the “danger” of the violator

Weighting indicators
ICS ICS cPS CPS

Category Pi~ e {Bi } Bi" e {ﬁi }

Pri I'motiv

CPSS ISL CPSS ISL CPSS ISL CPSS ESL CPSS ESL CPSS ESL
WCP T Wcash WCP T Wcash

critical 1 1 1 1 1 1 1 1
high 0,75 0,75 0,75 0,75 0,75 0,75 0,75 0,75
median 05 05 05 05 05 05 05 05
low 0,25 0,25 0,25 0,25 0,25 0,25 0,25 0,25
very low 0,001 0,001 0,001 0,001 0,001 0,001 0,001 0,001
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Conclusions

In the context of the rapid growth of computing
resources of wireless networks, their integration with the
technologies of the mobile Internet and the Internet of
Things allows to form an expansion of the range of
services based on smart technologies and wireless
networks. This approach ensures further integration and
formation of sociocyberphysical networks, on the one
hand. On the other hand, the emergence of new targeted
attacks on the rapidly developing areas of the IT industry.
In addition, the emergence of a quantum computer
significantly increases the capabilities of cyber-intruders
and cyber-terrorists. Under such conditions, the proposed

approach to the formation of the security system of
sociocyberphysical systems based on the two-contour
Security Concept provides an objective assessment of the
current state of the CPSS security level.

The paper proposes a scheme of a unified classifier,
taking into account the synergetic model of threats and
economic costs to ensure the required level of security,
including the construction of a security system consisting
of two subsystems — the CPS protection system (internal
security contour) and the SMS protection system
(external security contour). This approach not only takes
into account targeted attacks on individual elements of the
CPSS, but also ensures the objectivity of the obtained
results of assessing the security level.
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Po3po0ka KoHuenuii JBOKOHTYPHOI'0 3aXUCTY cOLioKiOepi3uUHUX cucTeM
C. C. loracii, C. B. Minescokuid, b. I1. Tomamescekuii, H. 1. Bopomait

AHorauisi. BypxnuBuii po3BuTOK MOOUIBHEX iHTepHeT-TexHonoriii LTE (Long-Term Evolution) He TiIbKH 3yMOBHB
MOJANBIINI PO3BUTOK KiOep(hi3WIHUX CHCTEM, IO TPYHTYIOThCS Ha CHHTE31 TEXHOJOTIH KIaCHYHUX KOMITIOTCPHHUX CHUCTEM Ta
texHonoriid Ta LTE, a Takox KOMIUIEKCYBaHHI 3 TEXHOJIOTISIMH iHTepHET-pedeii. BHacmigok doro mosiBa comiokidepdizmaanx
CHCTEM BH3HAYa€ MOJANIBIIMI PO3BUTOK HA OCHOBI TaHOTrO KoMIUIeKCyBaHHS. CTBOpeHHS meSh-, CEeHCOPHHX MEpex JO3BOJISE
TaKOXX PO3BUBATH CMApTTEXHOJOTII, 1 CHCTEeMH, 3acHOBaHI Ha iX KoHIJIoMepamii. Po3BHTOK Ta CTBOpEHHS KBaHTOBOTO
KOMIT'IoTepa 3 OJHOTO OOKY JO3BOJIUTH 3pOOUTH TEXHIUYHHI IPOPUB y OOUHCIIOBAIBHUX pecypcax, BAKOPHCTOBYBATH IITYYHUH
iHTENeKT, a 3 iHmoro OOKy MOXKe HPH3BECTH 10 “Xaocy” y 3abe3neueHHI Oe3NeKkd CydacHHX TEeXHOJIOTiIH Ta cucteM. Tak Ha
mizgcrasi anroputmiB kBaHToBo1 kpunrtorpadii llopa Ta I'poBepa MoKyTh OyTH 371aMaHi CUMETPHYHI KPHIITOCUCTEMH Ha OCHOBI
AITOPUTMIB TpaIuLiiHOI KpunTorpadii, a TAKOK HECUMETPHYHI KPUITOCUCTEMH, BKIIIOYAaIOYH CUCTEMHU Ha OCHOBI KpunTorpadii
Ha eJINTHYHUX KpUBUX. Y pOOOTI MPOMOHYETHCS BHKOPUCTOBYBATH HOBHU MiAXiJ OO MOOYIOBH CHCTEM O€3MEKH Ha OCHOBI
Konmenmii BHyTpIiITHBOTO Ta 30BHIITHHOTO KOHTYPIB Oe3MeKH. Y IbOMY pO3TIISAAIOTECS KOHTYpH Oe3neKkn Oe3nepepBHUX GizHec-
nporeciB. Takwii miaxin 3abe3neuye 00'€KTHBHY OIIHKY IOTOYHOTO CTaHy O€3MEKH COIIOKIOepCHCTEMH 3araioM.

KawouvoBi caoBa: nBokontypHa Konmemuis Oe3neKkH; MOCTKBAaHTOBHH Mepiof; KBAHTOBUI KOMIT'IOTEp; CHHEPTi3M;
ribpuanicTh KibepaTaxk.

Pa3paboTka KOHUeNUMHU IBYXKOHTYPHOM 3alIMThI COUMOKHOeppU3MIeCKUX CHCTEM
C. C. loracuii, C. B. Munesckutii, b. I1. Tomamesckuii, H. U. Bopomait

Annortanusa. bypHoe pasButne MoOwnbHBIX wuHTepHeT-TexHONornii LTE (Long-Term Evolution) He TONBKO
IPEIOIIPEICITUIIO AANIbHEH Iiee pa3BUTHE KHOep(U3MUECKUX CHUCTEM, KOTOpPhIE OCHOBAaHbI Ha CHHTE3€ TEXHOJIOTHH KIIACCHYECKHX
KOMITBIOTEPHBIX CUCTEM U TexHosorui u LTE, a Taxke KOMIJIEKCUPOBAaHUU € TEXHOJOIMAMHU UHTEpHET-Bellel. B cneacteun yero
MOSIBIIEHHE COIMO-KHOEPPU3NIECKUX CHCTEM MpEIONpeseseT AalbHelIee pa3BUTHE Ha OCHOBE JAHHOTO KOMIUIEKCHPOBAHMSI.
Coznanne mesh-, CEHCOPHBIX CeTell MO3BOIAET TaK K€ Pa3BUBATh M CMAPT-TEXHOJIOTWH, M CHCTEMBI, OCHOBAHHBIE Ha WX
KOHIJIOMepanuy. Pa3BuThe M co3aHMe KBAaHTOBOTO KOMIIBIOTEpA C OFHOHM CTOPOHBI NO3BOJNUT CHENATh TEXHWYECKUH NPOPHIB B
BBIYHCIIUTENIBHBIX pecypcax, HCHONIb30BaTh HWCKYCCTBEHHBIH WHTEIIEKT, a C JPYroil CTOPOHBI MOXKET INPUBECTH K “Xaocy” B
obecrieyeHNN OE301aCHOCTH COBPEMEHHBIX TEXHOJNOTHMI M chcTeM. Tak Ha OCHOBaHWM airOPUTMOB KBaHTOBOH Kpumnrorpaduu
ITopa u I'poBepa MOTyT OBITH B3IIOMaHBI CHMMETPHYHBIE KPHIITOCHCTEMbI Ha OCHOBE QJITOPUTMOB TPaUIIMOHHON KpUITOrpaduy, a
TaKKe HECUMMETPHYHBIC KPUITOCUCTEMBI, BKJIIOYAsi M CHCTEMbl Ha OCHOBE KpUNTOrpadMy Ha SJUIMITHYECKUX KPHUBBIX. B pabore
TpesIaraeTcsl HCIONIb30BaTh HOBBIN MO/IX0/] K TOCTPOCHHUIO CHCTEM 0e30MmacHOCTH Ha OCHOBe KOHIIENIMN BHYTPEHHETO U BHEIIHETO
KOHTypoB Oe3omacHoCTH. [Ipu 3TOM paccMaTpuBaroTCsi KOHTYPBI 0€30MaCHOCTH HEMPEPHIBHBIX OM3Hec-mporieccoB. Takoil moxxon
obecnieunBaeT OOBEKTHBHYIO OLIEHKY TEKYIIET0 COCTOSHHS O€30IMaCHOCTH COLMO-KHOEPCHCTEMBI B IIEJIOM.

KnaoueBble cioBa: aByxkoHTypHas KoHuenius 6€30mMacHOCTH; MOCTKBAHTOBBIM MEPHO/; KBAaHTOBBIH KOMITBIOTED;
CHHEPTU3M; THOPUAHOCTE KHOepaTak.
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METHODS OF COMPENSATION OF MICROBOLOMETER MATRICES
SELF-HEATING IN THE PROCESSING OF THERMAL IMAGES

Abstract. The sources of noise and artifacts arising during thermal imaging and the methods for thermal images
filtering, including methods specific for processing of images generated by infrared sensors, are considered. In particular,
distortions caused by the process of microbolometrer matrices self-heating due to internal and external heating sources and
the methods for compensating such distortions are studied. The purpose of the study is to create a mathematical model of
a bolometric matrix self-heating based on heat transfer equations and to develop an algorithm for suppressing of distortions
introduced into thermal images by self-heating. The exponential models describing the propagation of heat in the
microbolometer matrix are proposed and it is shown that the coefficients of the models after logarithming can be
determined by the least squares method. For real thermal images, the coefficients of the model are determined, and
situations are considered when the base temperature of the object is known and when it is necessary to restore it, and
modifications of the exponential model in the form of an exponent from a complete and incomplete square are proposed.
Computer simulation of the proposed distortion compensation algorithm has been carried out, a set of thermal images
before and after processing has been presented, and a quantitative estimation of the degree of noise suppression caused by
heating of bolometric arrays has been obtained. Based on the results of the work, it was determined that the exponential
model provides a sufficient degree of closeness of the experimental and theoretically predicted temperature data, and the
degree of difference between the data and the model was estimated. Recommendations are developed for the application of
the proposed methods at known and unknown base temperature of the matrix. Proposals have been developed for further
improving the mathematical model, including the situation of temperature changes over time, and for improving the
efficiency of self-heating noise suppression algorithms.

Keywords: thermal imaging; image processing; median filtering; microbolometric matrix; self-heating; mathematical

model; least squares method.

Introduction

The emergence of commercial thermal cameras
(thermal imagers), which are characterized by low price
and size parameters, has greatly expanded the
possibilities of remote non-contact temperature
measurement in cases where it is necessary to monitor
and control the thermal condition of objects with heat
fluxes. The process of heat energy transfer, evolution or
absorption of heat in the object leads to the fact that its
temperature changes relative to the environment. The
main parameter that carries information about the mode
of operation of the object and defects in thermal
monitoring is the temperature distribution over the
surface of the object.

Thermal imaging are widely used in power
engineering, construction and industry, as well as in the
military. To register the state and monitor objects
distributed over a large area (large industrial facilities
and networks, agriculture and forestry) methods of
automated monitoring using unmanned aerial vehicles
(UAVs) are used [1]. In the process of automatic
monitoring of power transmission lines, thermal
imagers are usually installed on robotic platforms
together with visible range cameras [2], and they allow
to identify potential problems on insulators or power
lines. In [3], it is noted that it is difficult to accurately
measure the temperature of small objects, such as power
line elements, even from a short distance.

Modern thermal imagers, as a rule, are made on
the basis of special matrix temperature sensors -
bolometers, while commercial bolometers are usually
made uncooled to reduce the cost and size of equipment.
The paper [4] shows the theoretical possibility of using
thermal imagers with uncooled bolometric matrices for
non-contact measurement of the temperature of power
line wires and presents a method for determining the
state of conductors by thermogram.

The mentioned papers emphasize that the methods
of using thermal imagers for thermal monitoring of
industrial infrastructure facilities are insufficiently
developed and need further improvement.

Thus, the development of algorithms to reduce the
influence of unfavorable external factors, to increase the
accuracy of measurements and the reliability of
identifying objects in thermal images is relevant.

Overview of noise and interference sources
in thermal images and existing methods
of their filtering

A significant number of works by domestic and
foreign scientists are devoted to the analysis of sources
of noise, interference and artifacts on thermal images
and methods of reducing these interferences. Thus, in
[5] possible noises arising at the analysis of thermal
images is analyzed. It is shown that, depending on the
type of sensors used and the experimental conditions, all
the main types of noise such as Gaussian, Poisson, salt
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and pepper, speckle noise are possible. In these cases,
the measurement process is affected by weather
conditions and interference on thermograms, which are
caused both by the properties of the materials of objects
and by the peculiarity of the functioning of thermal
imagers (self-heating, low resolution, various defects).

In [6], the issues of using thermal imaging
equipment to detect and control fires at industrial
enterprises are considered. The factors that complicate
the process of automated detection of objects are
indicated: noisiness of useful signals not only by
additive white Gaussian noise, but also by specific
multiplicative noise, insufficient image contrast in
comparison with visible range devices, high inertia of
microbolometer sensors causes the effect of distortion
of the shape of the object called "rolling shutter" [7].

To suppress noise, it is proposed in [6] to use the
adaptive Kalman filtering and the adaptive median
filtering. Thermal image processing, however, failed to
overcome their traditional disadvantages: sensitivity to
rounding errors for the Kalman filter, cutting corners on
graphic objects, and insufficient suppression of white
Gaussian and fluctuation noise for the median filter.
Linear filtering of biomedical images in the infrared
range, proposed in [8] to suppress additive noise and
highlight objects, can cause loss of sharpness and
blurring.

It is proposed in [9-12] to jointly solve the problem
of filtering impulse interference and increasing the
image contrast. In [9] the concept called Background
Thermal Compensation by Filtering, BTCF s
introduced, in [10] - the method of fast noise
suppression. These technologies are implemented by
dynamically selecting the size of the filtering window
and decimation of the filtered sequence.

In [11, 12], together with median filtering, it is
expected to use histogram equalization to increase the
contrast of thermal images. At the same time, in [12],
the histograms are equalized after an additive wavelet
transformation in each subband separately, which
allows to increase the contrast and to simplify the
procedure of Sobel edge detection.

The disadvantages of the methods developed in [9-
12] are typical for traditional median filtering - the
complexity of adapting the degree of noise suppression
to the level of noise in individual areas of the image and
significant computational complexity, which makes it
difficult to implement the developed algorithms in real
time.

Thus, the insufficient performance of widely used
microcontrollers required the authors of articles [13, 14]
to construct a module for processing thermal images
based on field-programmable gate arrays (FPGA)
ALTERA. The module proposed in [13] provides two-
dimensional FIR and median filtering, dynamic range
expansion and pixel operations, the module described in
[14] also implements affine transformations and
provides thermal image processing at a rate of 12 to 46
frames per second. FPGA implementation of the
proposed modules, however, complicates the dynamic
correction of the algorithm during operation.

[15-16] consider the problem that does not arise
when processing images in the visible part of the
spectrum - uneven heating of microbolometric matrices
caused by both external heat sources and heat fluxes
emitted by elements of thermal imaging equipment.
This phenomenon, called self-heating in [15-16], leads
to distortions in thermal images - areas of abnormal
brightness, usually at the edges and corners.

In order to reduce this problem in [15] it is
proposed to construct a polynomial model of matrix
heating, in [16] a model of heat distribution taking into
account the substrate temperature is proposed. The
values predicted on the basis of the constructed models
can be used to correct the thermal iimage. A similar
method of self-heating compensation distributed in
lenses and infrared detectors is given in [17]. In [18] a
model is proposed taking into account the electrical
parameters of the microbolometric matrix. However, the
results of the experiment presented in [15-18]
demonstrate that the constructed models do not provide
sufficient accuracy.

The aim of the article is to construct mathematical
models of self-heating of the bolometer matrix in
different conditions, to develop methods of correction of
thermal images taking into account additionally
introduced heat and to experimentally study the
proposed algorithms.

Construction of a mathematical model
of the self-healing process

Analysis of thermal images shows that the source
of self-heating is primarily the corners of the matrix,
that is, we assume that there is an instantaneous point
source of heat. As shown in [19], in this case, as a result
of solving the equation of thermal conductivity, we can
obtain expressions for the value of the temperature for
any point of a rectangular plate:

2
TR)=—2 o -2 i1y, @
% dat

- (4rat)

where T — is the temperature of the studied point of the
object y with coordinates x, y; To — is temperature of the
object at the initial moment of time; R — is the distance
from the studied point of the object y A to the point of
heat input O. If we assume that the origin of coordinates

is at the point of heat input, R :«/xz + y2 ; t—is the
time since the moment of heat input, with, s.; ¢ — is the
specific volume heat capacity, J/(m*K); Q — the
introduced amount of heat, J; o — is the coefficient of
thermal conductivity, m?/s.
We fix a moment of time t and enter the
coefficients
A = - Q 3 ) ﬂ‘ = _ﬁ'
C-(4TCO(t)A “

Then the dependence of the temperature at some
point of the plate from the distance of this point to the
corner (origin of coordinates) will look like:
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T(R) = A-exp(—,mz)ﬂ0 - exp(/lR2 +,u)+T0, @)

where = InA.

Using the obtained equation, we can try to
determine the coefficients of the model (1) by the values
of temperature at individual points, to calculate the
excess values of temperature introduced due to self-
heating and to compensate them.

Determining the required coefficients by the least
squares method can be difficult, and logarithmizing the
sum in (2) is impossible. The most successful option
may be to determine the base temperature To, for
example, by periodically measuring the temperature in
the center of the thermal image (point C) in the absence
of an object.

Then the temperature dependence takes form

T'(R)=T(R)-T, =exp(ﬂ.R2+y). 3)
After logarithmization (3) takes the form
O(R) =InT'(R) = AR? + . 4)

Using the least squares method, we can find the
unknown coefficients 4 and g in (3), obtain the probable
distribution of excess heat entering the matrix as a result
of self-heating, compensate it and reduce the level of
interference and artifacts in thermal images.

Figure 1 shows a thermal image of a uniformly
heated plate (temperature is displayed in arbitrary units
in the range from 0 to 1). In the absence of interference,
self-heating and other artifacts, the image should be
uniform, but the above mentioned factors lead to the
appearance of warmer (lighter in the image) areas at the
edges of the plate.

0.8

0.2

0

Fig. 1. Thermal image of a uniformly heated plate

To construct the model we take as the points of
heat input O the corners of the plate and draw from
each of the plate corners the rays towards the plate
center, point C. Temperature values measured at points

along the ray OC form the temperature dependence
from the distance from the plate corner in Fig.2). At the
same time, in order to suppress impulse noise that
complicate further processing, the thermal image is
subjected to median filtration [6].

Experimental research
of the developed method

By measuring the temperature at point C of the
plate and subtracting it from all values of the
temperature on the OC ray, we obtain a data set suitable
for constructing a model. According to the expressions
(2) - (4), we logarithm the sequence of samples and
reconstruct the unknown coefficients of the polynomial
model (4) by the least squares method.

For the considered upper left corner of the thermal
image in Fig. 1 the temperature in the center of the plate
will be To = 0,2631, the coefficients of the model (4):

=-1,6807-10"°, u=-2.5293.
Thus, according to (2), the temperature
dependence takes the form:

T(R) =exp(AR? + 1)+ Ty = exp(u) -exp( AR? | +
e )
+Ty =0,0797 -exp(~1,6807-10~° - R?) +0, 2631.

The dependence made according to the formula (5)
is shown by a dash-dotted line in Fig. 2.

—data | |
-= model (2)

0.36
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0.32

0_3 .......................................... -
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Fig. 2. Experimental and theoretical (2) dependences
of temperature on the distance to the corner of the plate

In this case, the input excess heat will be

T'(R)=T(R)-Ty = exp(}LR2 +y) -

5 o (6)
=o,0797-exp(—1,6807-1o— R )

Rays can be drawn in a similar way and and
models can be constructed for the other three corners of
the thermal image matrix.

By calculating similarly (6) for each of the corners
and a quarter of the adjacent image, the amount of
additional heating, we subtract the values obtained from
the temperature distribution matrix that forms the
thermal image. The processed image, on which the
distortions due to self-heating are partially
compensated, is shown in Fig. 3.
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Fig. 3. Thermal image of a uniformly heated plate
after processing

Comparing Fig. 1 and 3, it can be seen that the
distortions due to self-heating, which look like the
lighter areas adjacent to the corners, in Fig.3 are
significantly weakened.

The degree of suppression of distortions can be
quantified. In the absence of interference and artifacts,
the entire surface of the plate must have the same
temperature, that is, the temperature values at all points
of the image must coincide with the temperature in the
center of the matrix To. Then the relative mean square
error will be defined as:

- B8l fuwn) @
i=1j=1

where N, M — are the height and width of the image,
respectively, ajj — is relative value of temperature at the
point of the image.

For the analyzed image, the values of the relative
error will be: before processing €:=0,023, after
processing £,=0,016.

Thus, the degree of interference suppression will
be equal ki=&1/e,=1,4375.

If it is possible to measure the base temperature in
the center of the image, the described technique can be
used to process thermal images containing objects that
differ sharply in temperature from the background.

An example of such an image is shown in Fig. 4.
Obviously, it is difficult to determine the base
temperature. In this case, as in Fig. 1, in the corners and
edges of the image we can see the results of self-
heating, which are manifested as lighter areas.

Since the measurements were made under the
same conditions, the models (5) and (6) obtained above
and the coefficients can be used in this case as well. As
in the previous case, we calculate by formula (6) and the
values of the introduced heating by similar to it, and
compensate the distortions introduced due to self-
heating. The results of processing are shown in Fig. 5.

T FE I N GG T AT 1

0.8

0.6

/

0
Fig. 4. Thermal image containing a contrast object

1

0.8

F 104

0.2

Fig. 5. Processed image containing a contrast object

The figure shows that, as in the case of a uniformly
heated plate, the distortions introduced due to self-
heating are weakened.

However, it is not always possible to determine the
base temperature To.

In such cases, it is appropriate to modify the heat
distribution model.

We choose as a model the ratio

T(R)=exp ( AR*+R+p). (8)

As in the previous case, we logarithm (8) and
obtain a polynomial dependence

O(R) =InT(R) = AR? + VR + 1, (9)

for finding the coefficients of which we can use the least
squares method. Then it is still possible to get a picture
of the distribution of excess heat and compensate its
effect on the thermal image.
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As the basic value of temperature, the point in
which function (8) takes the minimum value, that is,

size can be chosen T (-v/(24)).

If it is difficult to construct model (8) in any of the
corners and the results predicted by the model deviate
significantly from the initial data (for example, the
lower right corner in Fig. 4), the model coefficients can
be taken from another corner where the best compliance
is provided.

According to the proposed algorithm, the image in
Fig. 4 was proccessed. Construction of the model (8) of
heat distribution in a rectangular plate for one of the
corners is shown in Fig. 6.

0.35

—data
i| === model (8)] |

0 20 40 60 80
R (pixel)

Fig. 6. Experimental and theoretical (8) dependences
of temperature on the distance to the corner of the plate

After logarithmization of the data and application
of the least squares method, the coefficients of the
model are determined:

A=3,471-10"% v=-0,0016; x= -1,0484.

T, =T (‘ﬁj ~T(230,478) = 0,3003,

For each of the corners, the coefficients of the
model (8) are calculated and the distortions introduced
due to self-heating are compensated. The results of
processing are shown in Fig. 7.

Visual analysis shows that image distortion caused
by heat is largely eliminated, although not as in Fig. 5.

a —original
=~ processed

0.36

0.3 M |
0.32 ~J
) /
03" PN
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0.28- ;-/ .......... _

0.26

400 600
X (pixel)

To assess the distortions introduced due to self-
heating and the degree of their suppression, it is
appropriate to analyze the temperature distribution
along a single row or column of the image. The
smoothed curves corresponding to the change in
temperature along the twentieth row and the tenth
column of the image (highlighted in Fig. 4) are shown
in Fig. 8. The figure shows that the temperature rise
towards the edges of the image, which is clearly visible
on the initial curves and caused by self self-heating, are
largely suppressed after processing.

- 10.6

0

Fig. 7. The image processed according to (8)

Visual analysis shows that image distortion caused
by heat is largely eliminated, although not as in Fig. 5.

To assess the distortions introduced due to self-
heating and the degree of their suppression, it is
appropriate to analyze the temperature distribution
along a single row or column of the image. The
smoothed curves corresponding to the change in
temperature along the twentieth row and the tenth
column of the image (highlighted in Fig. 4) are shown
in Fig. 8.

0.36 T

‘b .—origina\
=== processed

0.34

+ 0.32

200 600 800

400
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Fig. 8. Temperature distribution along the twentieth row (a) and the tenth column (b)
of the image before and after processing
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The figure shows that the temperature rises
towards the edges of the image, which is clearly visible
on the initial curves and caused by self-heating, are
largely suppressed after processing.

Conclusions

1. The process of self-heating of the
microbolometric matrix can cause distortions in thermal
images, which complicate the analysis and detection of
objects in the images.

2. Exponential mathematical models quite
accurately describe the process of self-heating of the
microbolometer matrix.

3. The use of constructed models allows to
compensate the distortions caused by the effect of self-
heating on thermal images and to reduce the
interference level by 44%. In this case, the efficiency of
the method increases if it is possible to determine the
base temperature in the center of the image.

4. 1t is possible to refine the model by taking
into account the input of excess heat not only from
the corners but also from the edges of the
microbolometric matrix. In addition, it would be
relevant to study the dynamics of the behavior of the
model coefficients over time in order to predict and
compensate distortions.
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MeToau komMneHcauii caMoOHArpiBy Mikpo0oJ0MeTpHYHUX MATPULb
npu o0podui TenoBiziliHUX 300paKkeHb

A. O. 3yes, A. B. Ipamiko, /1. O. JlyHin

AnoTtanisa. Po3raHyTo mKepena mrymiB Ta apredakTiB, 0 BHHUKAIOTH MPH MOOYAOBI TEIDIOBI3iHHUX 300pa)keHb Ta
Meroqu ix ¢uUIBTpamii, y TOMy 4YHCII MeToad, crenudiuai s oOpoOKu 300paxkeHb, MmO (OPMYIOTHCS JATYHKAMH
iH(ppayepBOHOTrO0  BUIPOMIHIOBaHHA. 30KpeMa, IOCII/UKEHO CIOTBOPEHHS, CHPUYMHEHI IPOLECOM  CaMOHAarpiBy
MIKpOOOJIOMETPHYHIX MaTpHIlh, 00yMOBIEHOT0 BHYTPINIHIMH Ta 30BHIIIHIMH JPKepeIaMH HarpiBaHHS Ta METOAW KOMIICHCAMil
TaKUX CIIOTBOpPEHb. MeTo10 KOCTiIzKeHHs € TT00yZI0Ba MaTeMaTHYHOI MOZENi caMOHAarpiBy 00OJIOMETpUYHOI MaTpHUIli Ha OCHOBI
pIBHSIHB TeIUIONepenadi Ta po3poOKa alropuTMy HPHIYIISHHS CIOTBOPEHb, IO BHOCATHCS CAMOHArpiBOM Y TEIUIOBI3iiiHI
300paXkeHHs. 3alpOIOHOBAHO EKCIIOHEHIIaJbHI MOJENI, IO OMUCYIOTh PO3MOBCIO/KEHHS TeIla B MIiKpOOOIOMETpHUYHIMN
MaTpHli, MOKa3aHO, L0 Koe(illieHTH Monened micis JorapupMyBaHHS MOXKYTh OyTH BH3HAYEHI METOIOM HalMEHIINX
kBagpaTiB. s pealbHHX TEIUIOBI3IHHUX 300pakeHh BH3HAYEHO KOCQIMI€HTH MOJETi, MPHUYOMY PO3TIISHYTI CHUTYAaIlii, KOJH
0a3oBa Temmeparypa 00'eKTa BioMa i KoM HEOOXiIHO il BiTHOBJICHHS, a TAKOXK 3aIPOITOHOBaHI MoAM(IKaIil eKCIOHSHIIHHOT
MOZEINi y BUIIISAMI €KCIIOHEHTH BiJ] IIOBHOTO Ta HENOBHOTO KBajpaTa. [IpoBeieHo KOMII'IOTepHE MOJICITIOBAHHS 3alIPOIIOHOBAHOTO
ITOPUTMY KOMIIEHCALil CIOTBOPEHb, IPEICTABICHO HA0Ip TEIUIOBI3IHMX 300pakeHb IO Ta MICIs OOpOOKHM Ta OTPUMAHO
KUIbKICHY OLIHKY CTYIEHS IpPUAYIICHHS IEPelKo]], 00yMOBICHHX HArpiBaHHAM OOJOMETPUYHMX MATpHUIb. 32 pe3yJbTaTaMH
PoOOTH BH3HAYEHO, 110 SKCIOHEHIlIaIbHa MOJETb 3a0e3Meuye JOCTaTHIO Mipy ONU3BKOCTI €KCIIEPUMEHTAIBHHUX Ta TEOPETUYIHO
nepeadadeHUK TeMIEepaTypHUX NaHUX Ta OLIHEHO Mipy po30LKHOCTEH MK JaHUMH Ta MOAEIUIIO. Po3pobieHo pekomeHmarii
[I0/I0 3aCTOCYBAHHS 3aIPOIIOHOBAHMX METO/IB 3a BiIOMO1 Ta HEBitoMoi 6a30Boi Temneparypu Matpulli. BupobieHo npomo3umii
II0/I0 TOJAJIBIIOr0 YTOYHEHHSI MaTeMaTHYHOI MOJIENI, Y TOMY YHCJIi B CHTYyallii 3MiHH TeMIIEpaTypu 3a 4acoM, Ta ITiJBHIICHHS
e(eKTUBHOCTI aTOPUTMIB IPHUIYLICHHS MEPEIIKO/, CIPUYHHEHHX CAMOHATPIBAHHSM.

KuamouoBi caoBa: Ttemnosizopu; oOpoOka 300paxkeHb;, MIKpOOOJOMETpHYHA MATpPHIlA, CaMOHArpiB; MaTeMaTH4Ha
MOJIeNTb; MeZiaHHa (iNbTpalis; MeTO HaiMEHIINX KBaIPAaTiB.

MeToabI KOMIEHCAUH CAMOHATPeBA MHKPO00JI0MeTPHYECKHX MATPHUIL
npu 00pabdoTKe TeNJIOBU3HOHHBIX H300pPaKeHUN

A. A. 3yes, A. B. UBamko, . A. Jlyaun

AHHOTanmmus. PaccMOTpeHBI HCTOYHHMKM IIYMOB M apTe(akToOB, BO3HHUKAIOIIUX IPH MOCTPOCHHH TEIUIOBU3HMOHHBIX
M300pakeHU ¥ METOABI UX (UIBTPALMH, B TOM YHCIIE METOJbI, creludHIHbIe I 00paboTKK H300pakeHni, (HOPMHUPYEMBIX
JAaTYMKaMHd HMHQPAKPACHOrO H3Iy4eHWs. B YacTHOCTH, HCCIEIOBaHBl HCKAKECHHs, BbI3BaHHBIC IPOLIECCOM CaMOHArpeBa
MHKPOOOJIOMETPUUECKUX MATPHILI, 00YCIOBICHHOIO BHYTPEHHIUMH U BHEUIHUMH HCTOYHUKAMH HAarpeBa U METOJbI KOMIICHCAIIMU
TakuxX HcKaxeHWi. Ileabl0 MccieqoBaHMsl SBISETCS MMOCTPOCHHE MAaTeMaTHYECKOW MOJENH CaMOHarpeBa 0OJIOMETPUYECKON
MaTpHIbI Ha OCHOBE YpaBHEHHH TeIUIoNepeaaut U pa3paboTKa alropuTMa MoJaBlIeHUs HCKaKEHHH, BHOCHMBIX CaMOHArpeBOM B
TEIJIOBM3MOHHbIE W300paxkeHus. I[IpeaiokeHbl HSKCIIOHEHIMANbHBIE MOJENH, OIHUCHIBAIOIINE pPAaclpoCTpaHEHHEe TeIla B
MHKPOOOJIOMETPHUYECKOH MaTpHIle, IOKa3aHO, 4YTO KOI(PQHIMEHTH MOJeNied Iocie JIorapu(MHUPOBAaHHS MOTYT OBITH
OIpe/IeNICHbl METOJJOM HaMMEHBIINX KBaapaToB. J{JIs peanbHbIX TEIMIOBH3HOHHBIX H300pa)keHHH ompeneiaeHbl KodpdUIneHTh
MOJIe/IM, TPHUYEM pAaCCMOTPEHbl CHTYyalMy, Korja Oa3oBas TeMmeparypa OObeKTa W3BECTHA M KOrJa HEOOXOIMMO ee
BOCCTaHOBJICHHE, @ TAaKKEe MPEATONKEHb MOIU(GHUKALNKM SKCIOHEHIHATPHOW MOJENH B BHJE OSKCIIOHEHTa OT MOJIHOTO WU
HEMOJIHOTO KBajpaTa. [IpoBEeEHO KOMIBIOTEPHOE MOJCIMPOBAHHE IMPETOKEHHOTO AIrOPUTMA KOMIICHCAIMH HCKaKeHUH,
Hpe/cTaBleH HabOp TEIUIOBU3HOHHBIX M300pakeHHH 10 M mocie o0pabOTKH M IMONy4YeHa KOJMHYECTBEHHAs OLCHKA CTENCHH
MOJIABJICHUS MTOMEX, OOYCJIOBJICHHBIX HarpeBaHHEM OOJOMETPHYCCKUX Marpuil. ITo pe3yiabTaraMm paGoThI ONpPEIEICHO, YTO
OKCIIOHCHIMANbHAs MOJeTb OOECIeunBaeT JOCTATOYHYIO CTEHEHb OJIM30CTH OJKCIHEPUMEHTAIBHBIX M TCOPETHYECKH
NpE/ICKa3aHHbIX TEMIIEPaTypHBIX IaHHBIX M OLCHEHa CTEIeHb PACXOXICHUH MEXIy INaHHBIMH M Mopenblo. PaspaboraHsl
pPEKOMEHAMK [0 IPHMEHEHHIO NPEJIOKEHHBIX METOJOB IPH W3BECTHOM M HEM3BECTHON 0a30BOM TemIepaType MaTpHIIbL.
BripaGoTanbl NpeayoKeHus MO AAIbHEHIIEMY YTOYHEHHIO MAaTeMaTHYeCKOW MOJENH, B TOM YHCJIE B CHTYallMd H3MEHEHHS
TEMIIEpaTypbl 110 BPEMEHH, U MOBBILICHHIO 3)()EKTHBHOCTH aJIrOPUTMOB I1OJABJICHHS IOMEX, BEI3BAHHBIX CAMOHATPEBAHUEM.

KiamoueBble cJIOBAa: TCIUIOBU30PH;, 00paboTKa H300pakeHHUM; MeAuaHHas (GUIbTPAIUs; MHKPOOOIOMETPpUYCCKAs
MaTpHIla, CAMOHATPEB; MaTEMATHUECKasi MOJICIb; METOJl HAMMEHBIIINX KBAIPATOB.
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! Hanionansuuit Texniunmiit yniBepcuteT “XapKiBchKuii IONiTeXHIUHMIA iHCTHTYT”, XapkiB, Ykpaina
2 IleHTpanbHu# HAYKOBO-IOCIiTHHU iHCTHTYT 036pPOECHHS Ta BiiChKOBOT TEXHIKH

36poitanx Cun Ykpainu, Kuis, Ykpaina

¥ JIboTHa akanemis HanionansHoro apianiiinoro ynisepcutery, KponuBHuipkui, Ykpaina
* XapkiBchbKke TpeICTABHUIITBO FeHEPATLHOTO 3aMOBHHKA — JlepikaBHe KOCMiuHe areHTCTBO YKpaiHH,

XapkiB, Ykpaina

® JlepskaBHUT HAYKOBO-AOCiHUI iHCTHTYT BUIIPOOYBaHb i cepTHdiKallii 036pocHHs

Ta BiCHKOBOI TexHikH, YepHIriB, YKpaina

METOJ KOHTPOJIIO YACTOTH BJJACHHUX KOJIUBAHb
JJIs1 BUBHAUYEHHSA BAT'M TIJIA KOCMOHABTA
1 MAJIOI BATU B YMOBAX HEBAT'OMOCTI

AHoTanis. B cTarTi npoBeaeHo aHalli3 iCHYIOUMX OCHOBHHMX METOJIIB BU3HAUCHHS Bard Tilla KOCMOHABTIB 1 00'€KTIB Ma-
JI01 BarW B yMOBaX HEBAaroMOCTi Ta PO3KPHUTO IX 0COOIMBOCTI 3acTocyBaHHs. HalfGimbmI 3pyIHUM 1 HEPCIIEKTUBHAM CIOCO-
060M BH3HAYEHHS IHEpIiaNbHOI BarW Tilla B yMOBaX HEBarOMOCTI BBA)KA€ThCSI BUKOPUCTAHHS PI3HOTO POy OCIIUIATOPIB Ta
HpHUIaIB, MO JO3BOJSIOTH BUMIPIOBATH IIApaMeTpPH Tijla KOCMOHABTa (00'€KTiB Maioi Barw NPHIAAiB TOIIO), sSIKe KOJIHMBa-
€ThCsI. MOJIIMBO BUKOPHCTOBYBATH 3aJIEXKHICTh II€pioy KOJINBaHb IPYKUHHU BiJl Bark 3aKpiluICHOro Ha Hil Tijla KOCMOHa-
BTa ToIO. Po3risHyTo BuMiptoBay Baru «VIM-01M»y, lioro TexHiuHi XapaKTepUCTUKH, CKJIaJx Ta npuHIMn nil. Takuil BuMi-
proBa4 MOXKJIMBO JOTIOBHUTH CHCTEMOIO 3Ba)KyBaHHSI KOCMOHABTIB (acTpoHaBTiB) 3a MeTogoM Kapmeno Benapro, skuit no-
3BOJISIE OTPUMATH JIaHHI PO TIIMOUHY 00'eKTy BUMiproBaHHSA (PopMy i po3Mipu KOCMOHABTa Ta ioro pyxu). O6'exkTom a0-
CJI/IUKeHHS € OCHWIATOPH Ta NPWJIAAHU, IO JO3BOJIIOTH BUMIPIOBAaTH MapaMeTpH Tijla KOCMOHABTA i 00'€KTiB Manoi Bary,
AKi KonmuBaioThcs. IIpeqMeToM AOCizkeHHSI € MaTeMaTHYHHH anapar 100 BH3HAYCHHS YaCTOTH BIIACHUX KOJHMBAaHb IH-
HaMi4HOI cucteMu. MeTol0 HayKoBoi po0oTH € po3poOKa METOIy KOHTPOJIO YaCTOTH BIACHUX KOJIMBAHb AT BU3HAUCHHS
Bard Tija KOCMOHABTa i 00'€KTiB Mayoi Barn B yMOBaxX HEBaroMocTi. BHCHOBKH. 3anipOIIOHOBAHO METO]] BU3HAUCHHS Baru
TiJIa KOCMOHABTIB 1 00'€KTIB MaJIOl BarW B yMOBaxX HEBaroMoCTi Ta HOro peaji3alito 3a 3MiHOIO YaCTOTH BIIACHUX KOJMBAHb.
[peacrariieHO aHANITHYHI BUpPa3H U PO3PAXYHKY YaCTOTH BJIACHUX KOJUBAaHb JAWMHAMIYHOT CHCTEMH Ta BiAMOBiAHI Tpadi-
ku. Po3pobneHo mpy»KHO-BaroBHid NMPUCTPiH Ul MPOBEACHHS BUMIpIOBaHb. [IpHBEICHO CXEMO-TEXHIUHE DIillleHHS MpH-
CTpOIO, PO3KPHUTO Horo ckian i mpuHmun Aii. [IpucTpiii cipoMoXHUIT BU3HAYUTH Bary 00'€kTa KOHTPOJIO Ta HOTO cTaH
(HEOTHOPI IHICTH, HASIBHICTH PiIKOr0 HATIOBHIOBAYA, YACTHH, II0 KOJHUBAIOTHCS TOIIO).

Kno4oBi ciroBa: HeBaromicTh, Bara Tija KOCMOHABTa; IMHAMIUHA CHCTEMa; YaCcTOTA BIACHHUX KOJMBAaHb; OJHOCTYIIE-

HEBUil OCIIMIIATOD; MPY)KHO-BAaroBHil MPUCTPIH.

Beryn

TTocriline BIOCKOHATIEHHS KOCMIYHOT TEXHIKH Bil-
KpUBAa€ HOBI HIMPOKI MEPCIEKTHBH MIOAO TOHAIBIIOTO
BUBYCHHS Ta BUKOPHCTAHHS KOCMIYHOTO MPOCTOPY Ha
KOpUCTh HayKh. POKM KOCMIYHOI epW mMiJATBEpIHIIH
BeJMKe Mail0yTHE y HampsMKy OCBOEHHS Ta BUKOPHC-
TaHHS KOCMOCY Ha KOPHUCTH JrojcTBa. HuHi y kocmoci
CHUCTEMaTHYHO TMpPALIOIOTh IITYYHI CYHMYTHHKH 3eMmii
pI3HMX Ccepiif, HECyTh BaXTH METEOPOJIOTIUHI CYIMyTHH-
KH, CYIyTHUKH 3B'SI3KY Ta psTyBajbHI CYNYTHHKH, a
TaKOXX IUTITHO TPAIIOIOTh JIOBTOTPHBAJ OpOiTaIbHI
cTaHmii. Yci poOOTH CyIyTHHKIB IOB'S3aHI 3 BEIUKUM
BaHTAKOIIOTOKOM Tpacoio 3emis-opOita-3emiss. CtBo-
PEHHS HOBHX KOCMIYHHX KOMIUIEKCIB Ta TPaHCIIOPTHHUX
3ac00iB € TOJIOBHUM 3aBIAaHHSAM JTOCTAaBKH Ha OpOiTy Ta
MOBEPHEHHS 3 HEl KOPUCHHUX BaHTAXIB MaJIOi Ta BEJIMKO]
Baru. Taki TPaHCIOPTHI 3aCO0U TO3BOJISIFOTH MIOBEPTATH
3 opOiTH Ha 3eMITI0 3 aBTOMAaTHYHMX arapaTiB Marepia-
JM HayKOBUX JOCII/DKEHb Ta €KCHEPHMEHTIB, y TOMY
yucai 0018 {HaHHS, [0 BUHUIUIO 3 JIaay. 3a HeoOXiaHic-
TIO MOX€ OyTH MOBEpPHEHHH Ha 3eMJIto I mpodinak-
THKH, PEMOHTY a00 MOJEpHi3alil i caM CyIMyTHHK, IO
JIACTh ICTOTHHUI EKOHOMIYHUH e(eKT.

TakuMm 9UHOM, pi3HOMAHITHI 3aBJaHHS, SKi ITOB'S-
3aHi 3 BU3HAYCHHSAM Baru 00'€KTiB (HAIIpHUKIAJa, BU3HA-

YEeHHsI BarW CyMyTHUKA, 1[0 IiArOTOBJICHUI 10 3aBaH-
Ta)XEHHsI y KOCMIYHUI amapar, 10 CIyCKaeThcs, HeoO-
XITHICTh Y BUPIMICHHI SKAX Ma€ iCTOTHE 3HAYCHHS IS
LEHTPYBaHHS CaMOro arapaTa, IO CIYyCKaeThCs, abo
KOHTPOJIb 32 3MIHOIO Bar KOCMOHABTIB IPH TPUBAJIOMY
opOiTaIBFHOMY IIOJIBOTI TOIIO), TO3BOJISIE CTBEPIKYBATH
PO AaKTYyaJbHICTh CTBOPECHHS BHCOKOTOYHOIO IIPH-
CTpPOIO [T BU3HAUCHHSI Bard Tijla KOCMOHABTIB 1 00'€K-
TiB MaJIol Bark B yMOBaxX HEBaroMocTi.

INocTanoBka npodaemMu

Bimomo, mo HeBaromicte — I CTaH Tijla, MPHU
SIKOMY BOHO PYXAETHCS TUIBKH MiJ TI€F0 CHIM TSDKIHHS.
Takox, HEBAroMmicTb — Il€ CTaH MEXaHIYHOI CHCTEMH,
IpH s[Kif [if0Yi Ha CHCTEeMy 30BHIIIHE TpaBiTaliifHe
MojJie HE BHUKJIMKA€ B3a€EMHOTO THCKY OJIHI€l YacTHHH
CHCTEeMHU Ha iHmry Ta ix medopmarii [1-7].

HeBaromicTte BUHHKA€E TOMI, KOJIM y TijaX, IO Bi-
JIBHO PYXalThCs, 3HUKAKOTHh MOAATKOBI Aedopmarrii i
B3a€EMHUIl TUCK, JIIOJIMHA (KOCMOHABT) TIepecTae Biady-
BaTH PyX 1 CBOIO Bary.

Ile BimOyBaeTbcs TOMI, KOJHM TIIO PYXaeThCS 3
MIPUCKOPEHHSIM, 110 CIIPSIMOBAHO BHU3 1 YHCENIBHO J0pi-
BHIOE IIPUCKOPEHHIO BUTBHOTO MaIiHHSL.

VY 3B'S3Ky 3 ICTOTHOIO BiIMIHHICTIO YMOB HEBaro-
MOCTI BiJl 3eMHHUX YMOB, Yy SIKHX CTBOPIOIOTBCA 1 BifJia-
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TO/KYIOThCSL IPUIIAIM 1 arperaT MTYYHUX CYIyTHHKIB
3emiti, KOCMIYHMX KOpaOJiB i1 X pakeT-HOCIiB, mpoOie-
Ma HEBaroMoCTi 3aiiMae BaXJIMBE MICIE Cepell IHIIMX
npobiieM KOCMOHABTUKH. [le HaWOUTBII BaXKIMBO JUIS
CHCTEM i3 BHYTpIIIHIMU 00'eMaMH, 9acTKOBO 3aIllOBHE-
HUMH PiIHHOIO.

Jlo Takux cucTeM BITHOCATBHCS PYyXOMi YCTaHOBKH
3 PIOMHHAMH PaKeTHUMH IBUTYHAMHU (PIOMHHI PeaKTH-
BHI JBUTYHH), 1[0 TIPU3HAUYEHI 17151 6araToKpaTHOI aKTH-
Ballii B yMOBaX KOCMIiYHOTO TIOJIbOTY, MEXaHi3MHU KOC-
MI4HOTO KOpabOist (Ui BiAKPHBaHHS COHSIYHHMX MaHe-
JIel, aHTeH, JUIsl CTUKYBAHHS TOILO), 110 IPU3HAYEHI /IS
poOOTH B yMOBaX HEBaroMOCTi.

KpiM 115010, HEBaroMiCTh MOXE OYTH BUKOPHCTA-
HA JUTS peatizallii JesIKuX TeXHOJIOTIYHUX TPOIIECiB, sIKi
Ba)XKO a00 HEMOXKJIMBO peajli3yBaTH B 3€MHHX YMOBax
(Ha TpWKIAA, OTPUMAaHHS KOMIIO3UTHHX MaTepialiB 3
OJTHOPIZTHOIO CTPYKTYPOIO 32 yCiM 00'€éMOM, OTpUMAaHHS
TiJ TOYHOI cheprudHoi HOpMU 3 PO3ILIABICHOTO MaTepi-
aJly 3a paXyHOK CHJI TIOBEPXHEBOTO HATATY TOIIIO).

Haii6inpir 3pyyHIM 1 MEPCIIEKTUBHUM CIIOCOO0M
BU3HAUEHHS IHEpIiaJbHOI BarW Tija B yMOBax HeBaro-
MOCTI BBa)KA€ThCS BUKOPUCTAHHS PI3HOTO POAY OCIH-
JTOPIB Ta TPWIALIB, L0 TO3BOJSIOTH BHUMIPIOBATH
mapaMeTpHu Tijia, 1o KomuBaeThes [1-7]. Ha mpukian,
TIO (IKCYETBCS MK JIBOMa MpY>KHHAMH, HOTO BiIXH-
JISIFOTH BiJl TOJIOXKEHHSI PIBHOBAru i BUMIPIOIOTH Xapak-
TEPUCTUKHU KOJIMBAHb IPYKHOI CHCTEMH 3 NPHETHAHOIO
IIo Hel Tia KocMoHaBTa (00’ €KkTa).

KonmBaHHs BinOyBaroThCs Mill TI€F0 BUHUKAIOUAX
cu npy>xHocTi. [Ipy BUMiproBaHHI Bar BUKOPHCTOBY-
I0Tb 3aKO0H ['yKy.

Hanpuknan, 1uis 3BaKyBaHHS Tijla KOCMOHAaBTa B
yMOBax HeBaromocrti Juisi cranmnii «Camor» i «Mup» ta
Mixuapoanoi kocmiunoi cranmii (MKC) pospobieno
crnermianizopanuii crinens «MIM-01M», y sikomy Bpaxo-
BYETbCS 3aJISKHICTh MEPiOJy KOJMBAHb INPYXXUHHU Bij
Bard 3aKpilieHOro Ha Hiif Tija kocMoHaBTa [8, 9, 11].

B Toit ke yac, BiIOMMI METOJ BU3HAUYEHHS Baru
TiJJa KOCMOHABTa B yMOBaxX HEBAaroMOCTI, SIKMH aHATI3ye
(dopMmy i po3mipu TrOIMHY, a Takox Horo pyxu [10]. 3a
OTPUMaHMMH TapaMETPaMH 3 BHKOPHUCTAHHSM CTaTHC-
THYHOI MOJETI, IO TMOOyZOBaHA Ha OCHOBI aHAIi3y
AHTPOTIOMETPUYHHUX JaHUX 28 THC. YOJIOBIK, BU3HAUa-
I0Th Bary Tija KOCMOHaBTa. TakUM YWHOM, JETalIbHE
BUBYCHHS HANpsIMKy BH3HA4Y€HHs Baru Tijla B yMOBax
HEBAroMOCTi yKe BayKJIHBE.

Cwin TSDKIHHSL JIFOTH Ha YCi YacTKH TiNa y CTaHi
HEBaroMoCTi, aJie Ha TIOBEPXHIO TiJia HE III0Th 30BHINIHI
cuiH (Ha MPHKJIAJ, peakiii ONopH TOIIO), SIKI MOTJIH O
BUKJIMKATH B3a€EMHUH THCK YacTOK ojHa Ha apyry. Ilo-
TIiOHE SBUIIE CIIOCTEPITaeThCs IS TUT, IO PO3TANIOBaHI
Ha IITYYHOMY CYIyTHHKY 3eMiIi (KOCMigHOMY Kopaoi).
Taxi Tima i yci IX 4acTKH, OTPHMABIIN BiAMIOBIAHY ITO-
YaTKOBY MIBUAKICTh Pa30OM i3 CYI[yTHHUKOM, PyXarOThCS
i Ji€F0 TpaBiTAliHHUX CHII 31 CBOIX OpOIT 3 PIBHUMH
NPUCKOPEHHAMH, HEHa4e BIJIbHI, HE YHHAYN B3a€MHOTO
THCKY OJJHA Ha OJHY, TOOTO BOHHM 3HaXOAATHCS y CTaHI
HeBaromocTi. [ToxibHO 10 Tina y nidTi, Ha HUX JIi€ cuIa
TSDKIHHSI, aJie Ha MOBEPXHI TLJT HEe IiI0Th 30BHILIHI CHIIH,
SKi MOTJM O BHKJIMKATH B3a€EMHHI THCK Ti abo X vac-
TOK OJlHa Ha JIpyTy.

OTxe, TUIO i BINIMBOM 30BHIIIHIX CHJI 3HAXOIH-
TUMETBCS y CTaHI HEBaroMoCTi, SIKIIIO:

— 30BHIIIHI CHJIN AiIOTH TUIBKM MacwBHO (TpaBi-
TaIliiiHi CHIIN);

— TOJIe IUX MacOBaHMX CHII JIOKAJIBHE W OJHOPI-
IHEe, TOOTO CHIIM TOJS HAAAlOTh yCIM YacTKaM Tila y
KOXKHOMY 3 HOT0 THOJIOXKEHb OIHAKOBY BEJIMYMHY 1 Ha-
IpSM IPUCKOPEHHS;

— TIOYaTKOBI IIBHAKOCTI yCiX YacTOK Tia OfHa-
KOBI 32 BEJIMYMHOIO 1 HATIPSIMOM (PYyXa€eThCs BIIEPEN).

TakuM YUHOM, Oy/Ib-SKE TLJIO, PO3MIPH SIKOTO MaJi
y TOpIBHIHHI 3 paaiycoM 3eml, 3IiHCHIOI0YN BiTbHUN
MOCTYNaJbHUI pyX y TpaBitamiiiHoMy momi 3emii, y
BiJICYTHOCTI 30BHIIIHIX CHJI, OyJie 3HAXOIUTHUCS y CTaHi
HeBaroMocTi. Pe3ynbprar Oyzie aHaAOTIYHUM JUISL PYyXY Y
TpaBITAIlIfHOMY TIOJi OYAb-SIKHUX 1HITIX HEOCCHUX Til.

VY TexHinmi i moOyTi IIMPOKO BUKOPHCTOBYETHCS
MTOHATTS BAarWl Tila — CyMapHa CHJIA MPYXKHOCTI, MO i€
MIpY HAsIBHOCTI CHJIM TSDKIHHSA Ha yCi OIOpPH Ta MiIBiCH.
Bara Tina, sx Bimomo, € Miporo ioro iHepmiitHOCTI. Y
36eMHUX YMOBAaxX IHEpIIHHICTH Tija TPOSBIAETHCA TPH
JiT IPUCKOPEHHsI BUIBHOTO MajiHHA §. Y pasi HeBaro-
MOCTI Bary Tija MOXJIHMBO BHM3HAUUTH MiJ{ 4Yac CTBO-
PEHHSI MITYYHOTO TNpHCKOpeHHsS. [Ipu mpoMy, MOXyTh
OyTH BHIKOpHCTaHI pi3HI CmocoOm Horo peamizarii
(uuIsIXOM CTBOpEHHS PiBHOMPUCKOPEHOTO 00epTanbHO-
ro pyxy).

Ha manwmit wac Ha 6opty MKC 115t 3Ba)kyBaHHS Ti-
Jla KOCMOHaBTa (aCTPOHABTA) BUKOPUCTOBYETHCS CIICIi-
ai30BaHUIl CTUIENh HA MPYXXUHAX, SIKAH PO3TOHAYIOTH
3a JIOTIOMOTOIO CTICI[IaIbHUX MOTOPIB 3 BHUBIPEHUM 3Y-
cwmsiM (puc. 1) [8, 9].

~

Puc. 1.30BHINIHINA BUIIA] BUMIpIOBa4ya Bard Tija
KOCMOHABTa 1 MaJioi Baru y HeBaromocti «MIM-01M»
(Fig. 1. Original Appearance of the astronaut's body weight
meter and small weight of cosmonaut
is in the weightlessness of «MIM-01M»)

YacToTa KONUBaHb CTLIBIA 3aJ€XKUTh BiJl Bark Ba-
HTaXy TaK, [I0 KOCMOHaBTYy (aCTPOHaBTY) IIOCHTbH 3pO-
OMTH JCKIIbKA KOJIMBaHb, 1100 Yepe3 MiBXBIIIUHH €JICK-
TPOHIKa IHOpaxyBaja i BHaJa pPe3yJIbTaT 3Ba)KyBaHHS.
IMpn 1pOMy, BUKOPHCTOBYETHCS 3alISKHICTh IEPIONy
KOJIMBaHb NPY>KMHU Bijl BarW 3aKpillJIeHOr0 Ha Hil Tina.
BuMiproBau Baru Tijla i Maimoi Barm y HEBaroMocTi
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«IM-01M» mae BracHy Bary, mo ckiagae 11 kr. Mo-
JICPHI30BaHMUI BapiaHT JAHOTO BHUMIpIOBada, IO BHKO-

pHCTOBY€EThCS 1 3HaxoaAuThes 3apa3 Ha MKC, npencras-
JIEHO Ha pHC. 2.

"W oER

Puc. 2. BukopucranHs MojiepHi3oBaHoro Bapianta « IM-01M» na 6opty MKC
(Fig. 2. There is the use of the modernized variant of «IIM-01M» on board International space station)

BumiproBau moOymoBaHHH 3a CXEMOIO TapMOHIN-
HOTO ocIisiTopa. SIK BiZOMO, Mepioj BUIbHUX KOJH-
BaHb BaHTa)Xy Ha IPY>KUHI 3aJI€XKUTh B HOTro Baru.

Takum 4MHOM, CHCTEMa OCLIIATOpPA IePEePaxoBye
Ha Bary mnepiof KOJHMBaHb CIELiabHOI IUIaThopMu 3
po3MilleHMM Ha Hii KOcMOHaBTOM (abo OyJb-IKUM
iHIUM mpeaMeToM (mpuctpoem)). Tino, Bary sKoro
MOTPiIOHO BUMIPSITH, 3aKPIIUIIOIOTh HA TPYXKHUHI TaKUM
YHUHOM, 1100 BOHO MOIJIO 3J1MCHIOBATH BiJIbHI KOJIHUBaH-
Hs Y3I0BX Bici npyxunu [11].

BuMmiproBad BUIJIAIAE K «CTUICLb» Ta CKIAIA€Th-
Cs1 3 YOTHPHOX OCHOBHHX YACTHH:

— TIaTgopMH, Ha SKil PO3MINIYETHCA KOCMOHABT
(BepxHs YacTHHA);

— OCHOBH, sSIKa KDIITUTBCS JO «ITJJIOTH» CTaHI]
(HWOKHS YaCTHHA);

—  CTIMKM Ta MEXaHIYHOI Cepe/IHbOT YaCTUHH;

—  €JIeKTPOHHOTO OJIOKY BUMIPIOBaHHS [TOKa3aHb.

Y HWXHIN YacThHI CTIWKK 3aKpiIyieHnii MarHiroe-
JEKTPUYHMN JaT4uK, Mo (iKCye Tepiox KOJIMBAHHS
pyxomoi cucrteMH. JlaT4nk aBTOMATHYHO BPaXOBYE
TPHBANICTH NEPiOAy KOJUBAHB 3 TOYHICTIO A0 THUCAYHOI
YacTKH CeKyHAu. OTXKe, 4acTOTa KOJMBAHb «CTLIBIID)
3aJIe)KATH BiJI BaTrW BaHTaXy (KOCMOHABTA).

Takox, iCHye MeToJ BH3HAUEHHS Bard Tijla KOC-
MOHABTIB, SIKM TPAIOE MIBUIKO Ta HE BUMarae BilBe-
puennst yBaru jronuau [10]. Kapmeno Benapmo 3 in-
ctutyty Eurecom po3poOuB He3BHUAliHYy CHCTEMY 3Ba-
JKYBaHHsI aCTPOHABTIB 1 KOCMOHABTIB TaM, Jie BJacHe
Baru TO il HEMae Ta 3BUYaliHI BarW MpalfoBaTH HE MO-
JKyTh. BueHMi BUPIIIMB 3aiITH MOXJIHMBOCTI KaMepH
Kinect.

Heit npunan BiguyBae rimOuHy 00'€KTiB, CIEHH 1
BUKOPHCTOBYETHCS SIK IrPOBUI KOHTPOJIEP.

VY cucremi Benmapgo Ttaka kamepa momomarae Oy-
IyBaTH TPUBHMIpHY LU(POBY MOJEIb Tija JIIOAWHH, LI0
HoTpanuia y mnoiue 3opy ob'extuy. [Ipunymanuii Buna-
X1THUKOM 1 ¥ioro cmiBaBTOopamu copTBep aHamizye ¢op-
MY 1 pO3MIpH JIIOJIMHH, a TaKOX #oro pyxu. Jlaii, otpu-
MaHi MapaMeTpy BU3HAYAIOThCA Y Bary 3 BUKOPHCTaH-
HSM CTaTHCTUYHOI MOJIENi, [0 MO0y 0BaHAa Ha OCHOBI
aHaJIi3y aHTPOIOMETPHUYHHX JaHUX 28 THC. YOJIOBIK.

3a 3asBOIO aBTOPA, TOYHICTH BU3HAYCHHS Bard Tijia
KOCMOHABTa 3a Horo merojoM ckmamatume 97 %, mo
BimnoBigae moxu6mi y 2,5-3 kr. Ile He Tak BxKe MOTaHo,
OCKUTBKH y XOZi KOCMIYHOTO TOJIBOTY WIEHH eKiltaxxa
CTaHIii MOXYTh BTpadaTi 1o 15 % Baru Tina.

Cucrema 3BaKyBaHHS Benapno 3Moxe JTONMOBHHUTH
BumiproBau Baru «MIM-01My. Piu He jnuie y Tomy, 1110
JUIsl 3BKYBaHHS JIIOAMHI JOCUTh Oy/ie MPOCTO MpOILIU-
ctu nepen o0'ektuBoM. Kamepa He 3aiime Oarato Micus
Ha CTaHIl 1 He BUMarae 0arato eHeprii ajs 1 poOoTu.
Takiif cucremi MOXXHa JOBIpHTH Oe3nepepBHHI KOHT-
PO 32 Barok0 yChOTo eKirma)xa KOCMIYHOI CTaHIIii.

®axiBIli, TPOTE, BKA3YIOTh, IO MIKpOTpaBiTaIlis
NPUBOIUTE JI0 ACAKOrO IEpepo3NoJiny BOOM B Tilax
acTpoHaBTiB. Tak, O U1 BU3HAYEHHS iX Bard Ha OKO
HeoOXigHO BpaxoByBaTu meil edexrt. Bemapmo, BTiMm,
3MOK€ TiIKOPUTYBaTH CBilf anroputM. JlocmigHuk 30u-
paeThCsl MPOBECTH BUIIPOOYBAHHS TEXHOJIOTIT Y HEBaro-
MOCTI — Ha OOpTY JTiTaka, 1o JIETHTH 10 mapadodi.

Posrisinaroun 0e3iiy 00'ekTiB, ki OynyTh mimaa-
BaTHCsl KOHTPOJIIO, CJIil 3a3HAYUTH, 110 BOHU € KOHC-
TPYKTHBHO CYUUILHUMH. Y 00'€KTIB, IO FOTYIOTHCS JIO
BiZNpaBku 3 opOiTH Ha 3eMIII0, € Pi3HI OPOKHHUHHU, 110
3aroBHEHI a00 piIKMM HaNoOBHIOBadeM, ab0 PyXOMHUMH
eneMeHTamu. [Ipy KoJIMBaHHIX 00'€KTa TaKi «HECYLib-
HOCTI» BUKJIMKAaTUMYTh AUCHIATHBHI CHJIH, SIKi, Y CBOO
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4yepry, OyayThb nemrdyBaTH KOJMBAaHHS JWHAMIYHOL
chucteMd. Y TakOMy BHIIQJIKy, IOXHOKa y peasIbHIN
YaCcTOTI BJIACHUX KOJIMBaHb OyJie MOCHUTH 3HAYHOIO, IO
MO3HAYUTHCSL Ha TOYHOCTI 3yMOBJIEHHX BaroBHX Xapak-
TEPUCTHUK 00'€KTa KOHTPOIIO.

BupiieHHs 1aHOTO 3aBJaHHS MOXJIMBO Ha BUIIPO-
OyBaJIbHMX YCTaHOBKaX, Y KOHCTPYKLIT SKUX BPaXOBaHO
cnenuiky BUIPOOYBaHb.

Tak, Ha NpuKIaa, CKOHCTPYHMOBAaHO YCTaHOBKY, Y
SIKiF TIOPSIZ 3 BEPTUKATBHUMH IUKITIYHAMH TTePEMIIIeH-
HAMH 00'€KT KOHTPOJIIO 00epTaEThCs HABKOJIO BiCi py-
XOMOTO sIKOpsi AMHaMi4HOi cuctemu. OCHOBHA BHMOTa,
SKIi MaroTh 33J0BOJIBHATH MOJI0OHI YCTaHOBKH, TTOJISTAE
y TOMY, IIO 3 JAOTPHUMAaHHS «YUCTOTH» EKCIEPUMEHTY,
MOPYIIEHHS MHAMIYHOT CHCTEMH y CBOIX 4acTOTax Mae
Oyt 0E3KOHTAKTHUM.

Haii6impmr mpocTo MOXKHa BHU3HAYHTH 1HEPIHiii-
HICTb TiNa, BKIFOYMBIIN HOr0 Y KOJIMBAJIBHUIA MpoLec, a
SIK KUTbKICHHI 3axiJ BUKOPHUCTOBYBATH 3MiHY YacCTOTH
BIIACHUX KOJIMBaHb. Bary Tija KocMOHaBTa, IIpH LEOMY,
MOJKJIMBO BHM3HAYHTH MICJS BiINOBITHOTO TapyBaHHSI
MPUIJIAY B 3MHUX YMOBaX.

Po3po6iieHo 1 3amponoHOBaHO HPHUCTPIH AL BH-
3HA4YEHHs Baru Tijlla KOCMOHABTIB 1 00'€KTiB MaJioi Baru
B YMOBax HEBaroMoCTi, IO TPEICTABICHUHY BHIJISAIL
NPY>KHO-BAaroBOi CXEMH, IO 300pakeHa Ha PHCYHKY 1,
ne: Fo — cuia momepenHboi 3aTspkku npyxuHu; C —
JKOPCTKICTh TPYXuH; M — Mmaca tina; P(t) — cuna, 1o
30ymkye; X — BeIMYMHA BIOXWICHHS Bill TTOJIOKEHHS
piBHOBArH.

P(t) -

Fo Fo

Puc. 3. IIpyxHO-Barosa cxema IpHCTPOIO
JUTSI BU3HAYCHHS Bark Tijla KOCMOHABTIB 1 00'€KTIB
MaJioi Baru B yMOBaX HEBaroMocCTi
(Fig. 3. A Resiliently-gravimetric chart of device
is for determining the weight of body of cosmonauts and
objects small weight in the conditions of weightlessness)

[TpuHMn 1ii JaHOTO MPHUCTPOIO 3aCHOBAHUN HA
3MiHI YaCTOTH BJIACHUX KOJIMBAHb JUHAMIYHOI CHCTEMU

BiJl HASIBHOCTI MIPUEHAHOI Bark Tijia KOcMOHaBTa (00'e-
kTa Majoi Baru). YacToTa BIacHHX KOJNWBaHb, 0OpaHa
SIK OCHOBHMH J[IarHOCTUYHHN MapameTp, 110 J03BOJISE 3
BHCOKOIO TOYHICTIO BHM3HA4aTH Bary INPHEIHAHOTO JI0
JMHAMIYHOI CHCTEMH BaHTAXY, 10 KOJIUBAETHCS.

3a yMOBH, SKIIO 3 JOCTaTHHOIO TOYHICTIO Oyze
BCTaHOBJICHWII B3a€MO3B'A30K Barn 00'€ekTa BUIPOOY-
BaHHS 3 apaMeTpaMH TWHAMIYHOI CHCTEMH, SKi BU3HA-
YeHi MPH TapyBaJIbHUX BUMIPOOYBaHHAX IMPUCTPOIO, TOI1
BHIIIE3a3HAYCHI T OYIyTh TOCATHYTI.

KoHCTpyKiliss ITHHAMIYHOI CHCTEMH, OCHOBHHUMHU
€JIEMEHTaMU SIKOi € MPY>KHI €JIeMEHTH Yy BHIJISII MeTa-
JIEBHX TIPY>KUH, JJ03BOJISIE TPOBOANUTH BUIIPOOYBaHHS HE
JIMIIE y HEBaroMoCTi, a H y 3eMHHX yMOBaXx.

TapyBaHHS TPHCTPOIO MPOBOAMTHCA y 3EMHHX
YMOBax.

KoHcTpyKTHBHE BHKOHAHHS TPHCTPOIO JO3BOJISIE
BU3HAYaTH Bary NPHETHAHOTO 00'€KTa KOHTPOIIO Yy
OyIp-IKOMY TIOJIOKEHHI MPHCTPOIO SK «y BEPTHKAIb-
HOMY», TaK 1 y TIOJIOXKEHHI «Ha 001Ii».

[IpyxHO-BaroBa cxema € OJHOCTYIICHEBHM OCIIH-
JISITOPOM, BIJIHOCHO SIKOTO MOXYTh OyTH 3amlHCaHi BiJ-
MOBiJHI PIBHAHHA JUHAMIKH PyXy TiJla KOCMOHaBTa
Baroro m.

Ineamizamiss TPUCTPOIO  OIHOCTYIIEHEBOIO  MO-
JIEJUTI0 MOXKJIBA Yy TOMY BHIaJKy, KOJM HE BPaxoBY-
€THCS BIUIMB Bard IPYXXHMH Ta IHIIUX PYXOMHX JeTalleH
(me Mae ceHc, SIKIIO Bara MpPYXKHH 1 PyXOMHX JAeTajel
Ha0araTo MeHIIa 3a Bary M) Ta BBAXAaTHMETHCS, IO
TiJIO M € aOCOMOTHO >KOPCTKUM (KOJH TiTO M 3HAYHO
YKOPCTKIIIe TPY>KUH), a TAKOX CYIUIBHUM, IO HE MicC-
TUTh YCepEANHI PyXOMHX €JICMEHTIB.

Kpim Toro, pyx Tina HEOOXiTHO OOMENKHUTH TUIBKH
Y BEepTHKaJIbHOMY HAIIPSMKY, OCKUIbKH 116 HE BUKIINKAE
PO3roiyBaHHS.

HecnipusiTiiuei po3roiiiyBaHHs y JAaHid cucTeMi
BUKIJIIOYAIOTh PaXyHOK BEJIMKOi 3rMHAIBHOT dKOPCTKOCTI
pyxomoro mtoka [2]. JlaHl nmpumylieHHs y peajibHid
cHUCTeMi, 3BUYAHO, HE MOXYTh OyTH CyBOpO AOTpHMa-
Hi.

Hacmipasni, npy>kusn 1 pyxomi feTani MaioTh Ba-
Ty, a TUIO M Mae TIPYXHICTh. AJie, 32 YMOBH SIKIIO, 3
onHOTO OOKY, TLIO M MOCHTH JKOPCTKE i Bara ¥oro Oi-
JBIIa 3a Bary pyXOMHX JeTained, a, 3 iHIIOro OOKy,
MOYaTKOBI YMOBH CYMICHI 3 HaBEJICHUMHU BHIIE MPUILY-
LICHHSIMHU, & caMe — y MOYaTKOBHH MOMEHT 4acy cama
Bara M BiJIXWJICHA BiJ MOJOXKEHHS PIBHOBArW y BEPTHU-
KaJbHOMY HanpsMKy abo ili mpukiajeHa Jesika rmovar-
KOBa MIBUAKICTB (TUIBKH Y BEPTUKAILHOMY HAIPSMKY),
TOMI, TPU JOMYIICHIN imeamizaiii 3aBIaHHs, MOXJIHBO
3aJI0BUIFHO BIJIIOBICTM Ha IHWTAHHS PyXy yci€l Baru y
UTOMY.

3a yMOBH, SKIIO OOHWABI NPYXHHU TOIEPEIHHO
HaTIpy>KeHi.

Toxi, Ko’KHa 13 TIPYXWH BIUIMBAE HA Bary M Bij-
MTOBI/THO 13 HACTYIHOIO CHJIO0 (puc. 3):

FCl=F0+CX,FC2=FO—CX. (1)

Cumu F, ta F, CIpAMOBaHI MPOTHIIEKHO TaKUM
YMHOM, IO Ha Bary i€ iX pi3HULL:

FC = FCZ + FCI = —2cx. (2)
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PiBHSHHS pyXy Takoro MpoCTOTO OCLMJISTOPA BHU-
XOZMTH i3 YMOBHM PIBHOBaru CHJI, IO NPHKIAJICHI N0
Bard m:

mx + 2cx = P(t) — Fy, (3)

ne F; — nemngyroya cuia.
BukopucToBytoun cxemy 3 MO3MTUBHHAM 3BOPOT-
HUM 3B'SI3KOM Ta NPU peajizaiii yMOBH:

P(t) — Fq =0,

MOJXJIMBO OTPUMATH PiBHSAHHA BUTPHHX KOJUBAaHb JIi-
HIHOTO OCITMIIATOpA:

mX+ 2cx = 0. 4

Toni, ymoBy piBHoBaru Y, F = 0 [1], mpu Bimomiit
F=mQ, MOXTHBO 3amucaTd y TAKOMY BHTJISIL

mX + 2cx —mg = 0. (5)

OcranHiii wien pisustaus (5) 3anexuts Big X. Ho-
T'0 MO)KHA BHKJIFOUHTH MTEPETBOPEHHAM KOOPAUHAT:

%= ¢ (6)

mg . . .
Jie Xo = - ~ — NEPEeMilleHHs Baru Ml Jlieio g.

OTKe, PIBHSHHS PYXY 3BOAWTHCS JI0 HACTYITHOTO
BUTJIIY:

x = &+ x,,

£42c8=0. @)

Takum unHOM, piBHsHHSA (7), 10 OMHCY€E PyX OC-
MWIATOpPA y TMOJII TSDKIHHSA 3€MHOTO, aHAJOTIYHO PiB-
HstHHIO (4). Hamanmi, neit pe3ynbrar Mo>KkHa BUKOPHCTATH
JUIl OOTpyHTYBaHHS TapyBaHHS IPWIAAy y 3€MHHX
yMOBax.

3 Teopil MEXaHIYHUX KOJHMBaHb BiIOMO, IO Yac-
TOTa BJIACHUX KOJMBaHb 4 MOB's3aHa 3 wopcTkicTio C
MPY’KUH Ta Baroro M HACTYITHOIO 3aJISKHICTIO!

w = J; (®)

XKoperkicts C npyKMH MOMJIMBO BH3HAYUTH 3a
BHKOPUCTAHHAM CTAaTUYHOI XapaKTEPHCTHKH C = tga
sanexxnocti F = f(x) (puc. 4).

ha

e

an

a a

Puc. 4. T'padik BU3HAUCHHS HKOPCTKOCTI MPYKUHH
(Fig. 4. Graph of determination of inflexibility of spring)

IIpu Bimomux >xopctkocti C HPYXKHUH 1 4acTOTax
BJIACHMX KOJIMBaHb W Bary Tijia M MOXIIMBO BU3HAYNTH
3a HACTYITHOIO (hOPMYIIOIO:

2c

I'padiuno (9) npu pisaux C Mae BUMIAL, SKUHA

MIPEICTAaBICHO Ha PHC. 5.

m
m.
4 \ Gy
A
17 Wy W

Puc. 5. I'padix BU3HaUEHHs Baru Tina
(Fig. 5. Graph of determining the weight of body)

TakuM YMHOM, 32 YMOBH, SIKIIIO HA KOHTPOJIBHOMY
mpuiani s gaHoi M; 3adikcoBaHa 9acToTa 4w TIPH
BimoMill xopctkocti C, TOAI BeIWYMHA Bark Tijla M
MoOKe OyTH BU3HAUCHA 32 MOHOTPAaMOIO (puc. 5).

OpHak, puiaa MOBHHEH OYTH TOMEPEIHbO BiATa-
pOBaHMi y 3eMHHX YMOBaX BiJOMOIO Baroro Mi,ms, ...
Mi, ... mnTIpH BigoMil sxopcTrocTi C.

3a OTpIMaHUMH JaHUMHU OyIy€eThCS 3alIeKHICTh

m = f(w,c),

XapakTep SIKOi IPUBEJEHO Ha puC. 6.

Puc. 6. I'padik BU3HAUSHHS Bary Tina
(Fig. 6. Graph of determining the weight of body)

JaHni TapyBaibHI KpHBi, 10 OTPHMaHi B yMOBax
3eMHOr0 TSDKIHHS, MOXKYTh Hajajli BUKOPHUCTOBYBATHCS
0e3 3MiHM JUIsl IPaKTUYHUX 1iIel BU3HAYEHHS Bary Tija
KOCMOHABTa B YMOBaX HEBaroMocTi.

[TigBUIIMTH TOYHICTH BU3HAYCHHS Baru M MOXKHa
3a paxyHOK 3MiHH opctkocTi C. BukopucroByroun
HaBeJlleHy 3anexHicte m = f(w, c) (puc. 7), MOXKHa AK
BU3HAYATH Bary Tijla KOCMOHABTa, TaK i KOHTPOJIIOBATH
foro cTaH (HEOIXHOPIAHICTE).

Puc. 7. I'padik BU3HaYCHHS Bary Tijia
(Fig. 7. Graph of determining the weight of body)
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VY upoMy BHIIAJKy, BapilOO4M >KOPCTKICTIO IpY-
JKMH, MOXIIMBO OTPUMAaTH EKCIIEPUMEHTaJIbHI TOYKH
1, 2, 3, ..., M0 BIiANOBIZAIOTh YacTOTaM, Wi , Wiz,
Wiz 5 eeen s

3a yMOBH, AKIIO €KCIIEPUMEHTAIBHI TOYKH JICKATh
y OnHIi€l BepTUKaNi, TO, II¢ BIAMOBiAaTUME Basi m;,
NIPUYOMY, Bara m; € CyIUIbHOIO — HE MICTHTh yCepeau-
Hi pYXOMHX €JIEMEHTIB.

3a yMOBH, SIKIIO TiI0 KOCMOHaBTa (00'€KT KOHT-
pOJII0) MICTUTH SIKICH pYyXOMi elleMeHTH (piuHa), TOJl
nei Qakt Moxke OyTH BCTAHOBJIEHHH THUM, IO TOYKH
11, 2\, 3\, ... He GyayTh NeXaTu HA €IMHIM BEpTHKAMI, a
OTPUMAIOTH SIKICh BIAXWMIICHHS Bif Hel (puc. 7).

HasBHicTh maHoro (axTy MiATBEpPIXKYy€e HEBiIIO-
BiHICTP MPHITYIEHHS PO CYIUTBHICTH Bard M Ta po3r-
JISA 11 SIK OTHOCTYIIEHEBOA.

VY TakoMy BHIIaJKy IIPUBEIEHHS Bard M 10 OJHO-
CTYIIEHEBOI MOJKJIMBO 32 YMOBH, SIKILO NPHYNHOIO CHC-
Temu (i3 3aKpilJICHOIO Ha Hiif Baror M) € obepTaHHS
HaBKOJIO BIClI PyXOMOTO CTEpXKHs 3 OJHOYACHUM 30Y-
JOKEHHSIM BIIACHUX KOJIMBaHb.

Toni, TUCHIIATUBHI CHJIH PYXOMHX CIIEMEHTIB Oy-
JIyTh BUKJIIOYEHI 32 PaxyHOK BiJIIIEHTPOBHX CHJI, a 4ac-
TOTA BIIACHWX (ABTOPE30HAHCHHX) KOJHMBaHb U; Oyme
HaOMDKeHa [0 pealbHOl, sKa BIAMIOBiIAaTHME Basi
m; [1—15].

3a pe3ynbTaTaMy IMPOBEISHUX TOCTIIHKEHb PO3pO-
OJICHO eKCIepPUMEHTANIbHY YCTAHOBKY IUISI BH3HAUCHHS
Bard TiJla KOCMOHABTIB 1 00'€KTiB MaJioi Baru B yMOBax
HEBaroMoCTi, IIO OCHOBaHa Ha 30yKEHHI KOJIHMBaHb
JIMHAMIYHOI CHCTEMH 3 BJIACHOIO YaCTOTOIO.

3a3HaueHa eKCliepUMEHTAa bHA YCTAHOBKA IPHU3HA-
YyeHa /I BU3HAUCHHS! BarW 00'€KTa B yMOBax HeBaro-
MOCTI 32 3MIHOIO YaCTOTH BJIACHUX KOJIMBaHb JHHAMIU-
HOI CHCTEMH 3aJIe)KHO BiJl Baru NPHEIHAHOTO BAHTAXKY
Ta 3MIHM JKOPCTKICHHMX ITapaMeTpiB NPYXHUX EJIEMEH-
TiB.

VYcraHoBka BUKOHAHA HAa OCHOBI OCTAaHHIX JIOCST-
HEHb HAYKOBOI TyMKH Ta MOXKE YCIIIIHO 3aCTOCOBYBa-
THCS Ha OpOITANFHUX KOCMIYHUX CTaHIIAX IS IfiTeit
EKCIUTyaTalliiHUX Ta HAYKOBUX JIOCIIKEHb.

Po3pobniena auHamiyHa cUCTeMa Ma€ HACTYIHI
nepeBaru. BoHa 103Bosnsie HAOMM3UTH YMOBHU €KCIEpPH-
MEHTY JI0 YMOB, 10 OJIM3BKI IO eKcIuTyaTaniiHux. Ma-
CHITOAMHAMIYHA CUCTEMA KOJMBAHEL € 0€3KOHTAKTHOIO 1,
TaKUM YMHOM, BHKIIIOYA€ BIUIMB CHUCTEMH BIUIMBY Ha
YacTOTY BJIACHUX KOJMBAaHb IUHAMIYHOI CHCTEMH, 3
SIKOIO YKOPCTKO MOB'si3aHNH 00'eKT KoHTporo. e ocoo-
JIMBO BAXJTUBO JUISL IUCTOTH» EKCIIEPHMEHTY.

JluHaMidHI TTapaMeTpu PeecTPYIOTHCS CHCTEMOIO
peecTpallii 9acTOTH BIIACHUX (aBTOPE30HAHCHHX) KOJH-
BaHb, II0 BHKOHAaHAa 3 IOEIHAHHAM EJICKTPOHHO-
PaxyHKOBOTO YacTOTOMipa Ta OOpPTOBOI EIEKTPOHHO-
00YHCITIOBAIBHOT MAIIMHU.

3acToCyBaHHS JIOJATKOBHX IPHUCTPOIB Ta 3ac00iB
KOHTPOJIIO JIO3BOJISIE PEECTPYBATH aMILIITY Iy KOJIHMBAHb
1 €Heprilo IMIyJbCIiB, SIKI MOAAIOTHCS Ha OJIOKU €JIeKT-
POMarHiriB, IO € A0JATKOBUMH JIIarHOCTUYHUMH T1apa-
METpaMH.

Just 3anmcy KOHTPOJILOBAaHUX IapaMeTpiB Ta Xa-
PaKTEpUCTHK LMKIIYHOTO HABAaHTAXKCHHS BHUKOPHCTO-
BYIOTBCSI CepiifHI ManorabapuTHI TpWIagd Ta OJIIOKU
(HampuKIaa, MICHITIOBaY CTPYMY HU3BKOI YaCTOTH).

OTxe, ycTaHOBKa J03BOJISIE BU3HAYaTH HE TITBKH
Bary o0'ekTa, aje ¥ craH 00'ekTa KOHTpoOJItO (Horo He-
OJTHOPIHICTh, HASBHICTH PIIKOTO HAIOBHIOBaYa, dac-
THH, 10 KOJMBAIOTHCS TOLIO).

BucHoBku

TakuMm 4nHOM, JUIs BU3HAYCHHS 1HEPLIiaIbHOT Baru
TiJJa KOCMOHaBTa B YMOBaX HEBaroMoCTi aKTHBHO BHKO-
PHCTOBYIOTHCSI PI3HOTO POy OCHWIATOPH Ta HPHIIANH,
IO [JO3BOJISIIOTH BUMIPIOBATH IapaMeTpu Tijla, sKe
KOJIMBAETHCS.

BumiproBau Baru «MIM-01M» BHKOpHCTOBYE 3a-
JIEKHICTHh TEePioy KOJTMBAHD MPYKXIHU BiJl BarW 3aKpill-
JICHOTO Ha Hill Ti)Ja KOCMOHABTa (aCTPOHABTA).

Jaruii BuMiproBad Moke OyTH JOTIOBHEHHWH CHC-
TEMOI0 3B@XYBAaHHSI KOCMOHABTiB (aCTpPOHABTIB) 3a
meronoMm Kapmeno Bemappo, sikuii 7103BOJsIE OTpUMATH
JMaHHI Tpo TIHOMHY O0'€eKTy BUMIpIOBaHHA ((hopMmy,
PO3MipH KOCMOHABTa 1 pyXH).

3anpornoHOBaHO METOJI BU3HAYEHHs Barw Tijla KO-
CMOHABTIB (acTpOHaBTIB) 1 00'€KTIB Majoi Baru B yMo-
Bax HEBAroMOCTI Ta croci0d Horo peaizaliii 3a 3MiHOKO
YAaCTOTH BJIACHUX KOJMBaHb JAWHAMIYHOI CHCTEMH, /0O
SIKOT SKOPCTKO 3aKPIIIEHO 00'€KT KOHTPOJTIO.

Po3pobnieHo mpyKHO-BaroBHH MPHUCTPINA IS TIPO-
BEJICHHS BUMIpIOBaHb Bard 00'ekta KoHTpomo. IIpuse-
JIEHO CXEMO-TEXHIYHE PIlIeHHS MPUCTPOIO, SIK OJTHOCTY-
MEHEBOTO OCIHIISTOPA, CTOCOBHO SIKOTO MOXYThb OYyTH
3arMcaHi BiAMOBIAHI PIBHSHHS JWHAMIKH 3MIiHH Bard
TiJJa KOCMOHABTA 32 4acoM.

Po3kpuTo npuHIMN JIiT TPUCTPOIO.

[MpuBeneni aHamiTHYHI BHpa3W i BU3HAUCHHS
Bary TiJla KOCMOHaBTa 3 ypaxyBaHHSM YacTOTH BIIACHUX
KOJIUBAaHb Ta KOPCTKOCTI MPY>KUH.

ITpencraBneno orpumani rpadikn 3a NMPOBEICHHU-
MU PO3paxyHKaMH.

P03p0o0i1eHO eKCIepUMEHTAIBHY YCTaHOBKY IS
BHU3HAUCHHS Barum Tijla KOCMOHABTIB 1 00'ekTa Mayoi
Barm B yMOBaX HEBaroMoOCTI, IO 3aCTOCOBYE K JiarHO-
CTHYHUH MapaMeTp 4acTOTy BJIACHUX KOJIMBAHb.

YcTaHoBKa J03BOJISIE BU3HAYATH Bary 00'€KTa KO-
HTPOJIIO 1 HOr0 CTaH (HEOAHOPIHICTh, HASBHICTD PiAKO-
r'0 HallOBHIOBaYa, YaCTHH, 110 KOJUBAIOTHCS TOIIO).

Jlana ycTaHOBKa MOXKe OyTH 3aCTOCOBaHA Ha opOi-
TaJbHAX KOCMIYHUX CTAHIISX.
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Method for controlling the frequency of eigentones
for determination of the astronaut’s body weight
and small weight in weightlessness

Oleksii Kolomiitsev, Volodumyr Komarov, Oleh Dmitriiev, Volodumyr Pustovarov, Ruslan Oliinyk

Abstract. In the article the analysis of existent basic methods of determining the weight of body of cosmonauts and
objects small weight is conducted in the conditions of weightlessness, and their features of application are similarly ex-
posed. The most comfortable and perspective method of determining the inertial weight of body in the conditions of
weightlessness the use of different sort of oscillators and devices, that allow to measure the parameters of body of cosmo-
naut (small weight of devices and others like that), that hesitates, is considered. It is possible to use dependence of period
of vibrations of spring on b.w. of cosmonaut envisaged on her and others like that. The measuring device of weight of
«IM-01M», his technical descriptions, composition and principle of action, is considered. Such measuring device it may-
be to complement the system of weighing of astronauts and cosmonauts on the method of Karmelo Velardo, that allows to
get measuring (form and sizes of cosmonaut and his motions) given about the depth of object. The object of research is
oscillators and devices, that allow to measure parameters bodies of cosmonaut and objects small weight, that hesitate. The
subject of research is a mathematical vehicle on determination of frequency of eigentones dynamic system. The research
aims is development of method of control of frequency of eigentones for determining the weight of body of cosmonaut
and objects small weight in the conditions of weightlessness. Conclusions. The method of determining the weight of body
of cosmonauts and objects small weight in the conditions of weightlessness and method of his realization are offered on
the change of frequency of eigentones dynamic system devices. Analytical expressions for the calculation of frequency of
eigentones dynamic system devices and corresponding charts are presented. A spring-gravimetric device is worked out for
realization of measuring. A chart technical decision over of device is brought, his composition and principle of action are
exposed. A device is able to define weight of control object, his state (his heterogeneity, presence of liquid filler, parts that
hesitate and others like that).

Keywords: weightlessness; bodyweight of cosmonaut; dynamic system, frequency of eigentones; onesedate oscillator;
spring-gravimetric device.

MeToa KOHTPOJISl HACTOTHI COOCTBEHHBIX KOJIe0aHMit
IJIs1 ompe/iesIeHUsI MacChl TeJla KOCMOHABTA
H MaJIbIX MACC B YCJI0BHSAX HEBECOMOCTH

A. B. Konowmwiinies, B. A. Komapos, O. H. Imurpues, B. B. ITycroBapos, P. M. Onetinnx

AHHOTanus. B cTaThe mpoBeeH aHAIN3 CYIECTBYIOMINX OCHOBHBIX METOAOB ONPEIEIICHUsI MAacChl Tela KOCMO-
HaBTOB M O0BEKTOB MallbIX Macc B YCIOBHSIX HEBECOMOCTH, a TaKXKe PACKPBITHI HX 0COOCHHOCTH mpuMeHeHus. Hanbo-
jee yIoOHBIM M MEPCIEKTUBHEIM CIIOCOOOM OIpeAeNeHUs] HHePIIHAIbHOH MacChl Tela B YCIOBUSIX HEBECOMOCTH CUHTA-
€TCsl UCIIOJIE30BAHHME PA3HOTO POJia OCHMIUIATOPOB M NMPHUOOPOB, MO3BOISAIOIUX H3MEPATh MapaMeTpsl KOJIeOIIomerocs
Tejla KOCMOHaBTa (Majnoil Macchl MprOOPOB ¥ T.A.). MOXKHO HCIOJIB30BATh 3aBUCUMOCTH MepuoJia KojeGaHui MpYKUHBI
OT MAaccChl Tejla KOCMOHAaBTa, 3aKpeIUIEHHOro Ha Hel u T.h. Paccmorpen usmepurens Maccsl «MAM-01M», ero texHude-
CKHE XapaKTepUCTHKHU, COCTaB M MPHHIUI AeHcTBUS. Takoi H3MepUTeIh, BO3MOXKHO, MOXKET OBITH TOIOJIHEH CHCTEMOM
B3BC€IIMBAHUA aCTPOHABTOB U KOCMOHABTOB IO METOAY KapMeno Benap;lo, KOTOprl\/'I IIO3BOJIACT IMOJYUYHUTh HAaHHBIE O
rnyouHe o6bekTa u3MepeHus (GopMy U pa3Mepsl KOCMOHABTa U ero ABMKeHUs). O0beKTOM HCCIeI0BAHUS SBISIOTCS
OCHHMJUISATOPH! M MPUOOPHI, KOTOPHIE MO3BOSIOT M3MEPATh IMapaMeTPhl KOJIEOIIONErocs Tela KOCMOHAaBTa U 00BEKTOB
Manbix Macc. IlpeqMeTom HMcciael0BaHUs SBISETCS MaTeMaTHYECKHI ammapar OMpeaeleHUs] YacTOTHI COOCTBEHHBIX
koneOaHnit nuHaMH4Yeckoil cucteMsl. Llejibi0 HayYHO#i padoThI sBIsIeTCS pa3paboTKa METoMa KOHTPOJSI YaCTOTHl cO0-
CTBEHHBEIX KOJEOaHMH ISl ONpeneNeHus] MacChl Tela KOCMOHaBTa M 00BEKTOB MaJIbIX MacC B YCIOBHUSIX HEBECOMOCTH.
BeiBoarbl. [Ipemioxken METO ONpe/IeIeHHs MacChl Tejla KOCMOHAaBTOB M 0OBEKTOB MaJIoif MacChl B yCIOBUSIX HEBECOMO-
CTH M CIIOCO0 ero peanu3alyy 10 H3MEHEHHIO 9acTOThl COOCTBEHHBIX KOJEOAHUH TMHAMHUYECKOH CHCTEMBI yCTpPOICTBa.
npe)lCTaBIleHbI AHAJIMTUYCCKUEC BBIPAXCHUA IJIsI pacyeTa 4aCTOTBI COOCTBEHHBIX KOJIeOaHUM }II/IHaMI/I'-leCKOﬁ CHCTCMBbI
YCTPOMCTBA M COOTBETCTBYIOUIME rpaduku. PazpaboTaHo NpyXKHMHHO-BECOBOE YCTPOWCTBO [JIsl MPOBEACHHUS U3MEpEHHI.
[IpuBeeHO cXeMO-TEXHMYECKOE pEIlIeHUE YCTPONUCTBA, PACKPBIT €ro COCTAaB M MPUHUHUI AeHCTBUA. YCTPOUCTBO cmo-
coOHO ompenennuTs Maccy 00BEKTa KOHTPOJISA, €r0 COCTOSHUE (HEOJHOPOAHOCTH, HANMUYNE KHMJKOTO HAMOJHUTENS, da-
cTel, KOTOpbIe KOJIEOIIOTCS U T.1.).

KnwueBblie clloBa: HEBECOMOCTh, BEC Tela KOCMOHABTA, JUHAMUUYECKAs! CHCTEMA; 4acTOTa COOCTBEHHBIX KOJIEOaHHIA;
OJIHOCTENEHHON OCHMIIISATOP; NPYKUHHO-BECOBOE YCTPOMCTBO.
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METO/ 3ABE3NNIEYEHHS1 HAJIIMHOCTI HIAKJTIOYEHHS BY3J11B
10 IHOOPMALHIMHO-KOMYHIKALHIMHOI CUCTEMU
INIAITPUEMCTBA HA BA3I 5G

AnoTtanisa. O0’eKkTOM T0CTiIZKEHHS € TIpoIiec TOOYI0BH XMapHOI iH)OpMaLifHO-KOMYHIKAIIifHOT CHCTEMH aBTOMAaTH3a-
il BupoOHM4HX npouecis. [IpeqveTom gocaixkeHHsI € MeTOx 3a0e3NedeHHs HaIfHOCTI MiAKIIOYEHHs BY3IIiB 10 iH(Op-
MaIliifHO-KOMYHIKAaIlifHOT CUCTEeMH TiAnmpueMcTBa Ha 6a3i 5SG. MeTorw 1aHOi po6GOTH € MiIBUINCHHS HAIIIHOCTI ITiJIKITI0-
YeHHs By3JIiB 10 iHpOpMaLiifHO-KOMYHIKaI[IifHOT cHCTeMH MiJnpueMcTBa Ha 6a3i SG. i onTUMizalii BUPOOHUYHX MPOLie-
ciB. Y pe3yJbTaTi A0CTizKeHHs OYJIH PO3TIISIHYTI IOHATTS, 10 XapaKTepU3yIOTh HAAiHHICTh PO3NOALICHHX iH(pOpMamiiiHo-
KOoMyHikaniiHux mMepex 5G. Byno ¢opmanizoBana mocraHoBka cHHTe3y (QYHKI[IOHAIBHO CTiHKOT CTPYKTYpHU PO3MOIiICHOT
iHpopMaIiiiHO-KoMyHiKaniliHOT Mepexi 5SG mianpueMmcTBa Takox Oyiio po3pobiIeHO MeTOo[ MIaHyBaHHS Mepexi 5SG mis
aBTOMaTH3alil BUPOOHMYMX IPOLECIB MiANPHEMCTBA, 110 TOJIATAE B IOCHIIOBHOMY 3a0e3MeUeHH] IPOCKTYBAHHS TOKPUTTS
panmioMepexi i3 BU3SHAUEHHsI MiCIIsl pO3TalIyBaHHS KOXKHOI 0a30BOi CTaHIIi 3 BAKOPUCTaHHIM ONTHMi30BaHOT MOZIETI OLIHKA
BTparT IOTY>KHOCTI paioCHTHAY Ha IUIIXY PO3IOBCIODKEHHS 3 ypaxyBaHHIM OOMEKEeHb 110 MiHIMAJIbHIH NPOMYCKHIH 3/1a-
THOCTI, KUTBKOCTI IiJKJIFOUCHB Ta HaJiIHHOCTI Ta MO0y JOBM KOMYHIKAIifHOTO TPaHCIIOPTHOT'O CETMEHTY i3 BU3HAYEHHSM OIl-
THUMAJIFHOTO MiCIIe3HaXODKEHHS KPOCOBUX MpuUMilieHb. BucHoBKH. Po3pobienuii MeTo ] Hafiae 3MOTY MPOBOJHUTH ILIaHY-
BaHHS ONTUMAJIBHOI CTPYKTYPH CTUIBHUKOBOI Mepexi SG 1yt onTiMizanii BUpOOHUYHX MPOLIECIB, OLIHIOBATH Ta 3MEHIIIY-
BaTH CYKYIHI BUTpaTH Ha MOOYZIOBY MEpeXi, IPU oMY 3a0e3redyioun HeoOXiIHi MOKa3HUKH SIKOCTI 00CITyrOByBaHHS BY-

371iB Mepexi Ta ii HaaiiHOCTI.

KawuoBi ciaoBa: HagiliHicTh; iHpOpMarifiHO-KOMyHIKaIii{Ha cucTeMa; 5G.

Beryn

IMocranoBka npo6siemu. CyuacHi aBTOMaTH30BaHi
CHCTEeMHU KepyBaHHSI Ha BAPOOHHUIITBI BKJIIOYAIOTH B ce0e
TEXHOJIOTIi Ha 0a3i Oe3MPOBOIOBUX MEPEK Ta XMAPHI Te-
xuoJorii [1-3].

Sk mokazaB aHaii3 QYHKIIIOHYBAaHHS PO3MOIIICHUX
0e3MpoOBOZIOBUX MEPEXkK, Y TOMY YHCII M CTITbHUKOBUX
Mepex 5G, eNeMEeHTH CUCTEM, JI0 SIKUX BITHOCATHCS BY-
37T KOMYTamii Ta JiHil 3B'SI3Ky MK HAMH, CXWJIBHI JIO
Oe3miui BHYTpIIHIX (BiAMOBH, 3001, MOMHIKH 00CITyTO-
BYIOYOTO ITIEPCOHANTY) Ta 30BHIMIHIX (TIOMIKOKEHHS, TIe-
PELIKO/IM, HECAHKI[IOHOBAaHUH AOCTYII) AECTA0UTI3yHOUHX
BIuMBIB. ToMy 3a0e3rnedeHHs] yHKIIOHAIBHOI CTIHKO-
CTi €JIEMEHTIB PO3MOIEHUX iH(pOPMaIiifHO-KOMYHIKa-
HiitHuX Mepex 5G € qyke akTyajabHOIO Miji3aaadero, sika
000B’513K0BO Mae OyTH BUpillIEHA.

AHaJi3 oCTaHHIX J0cTaiKeHb | nyOaikanii. /s
pPO3poOKH MeTOAy 3a0e3MEeUCHHS HAMIHHOCTI MiIKITIO-
YeHHS BY3JiB 10 iH(OpMaliifHO-KOMyHIKaIiifHoi cuc-
temu (IKC) mignmpuemctna Ha 6a3i 5G y naniii po6oTi OyB
MIPOBEICHUH aHalli3 OCTAHHIX IOCIiKEHb 1 MyOJiKarii
y chepi pearmizaii 6e31poTOBOTO 3B’513Ky. Y poboTi [4]
BU3HAUYECHO MOHATTSI ePeKTHBHOCTI iHpOpMaIiHHO-KOMY-
HiKaIiitHoi Mepexi. Onuc ICHYIOYHX TEXHOJOTIH 0e3/-
POTOBOTO 3B’5I3KY, SIKI MOXKJIMBO 3aCTOCYBATH Ul MOOY-
JIOBU XMapHOI iHQOpMaIiiHO-KOMYHIKaIIHHOI CHCTEMH
aBTOMaTH3AaIlil BUPOOHHYHX TPOIIECIB HABEIICHO Y POOO-
tax [5-13]. ¥V poborax [5, 6] posrisHyTa crerubikariis
LoRaWAN, y po6orti [7] po3risHyTa crenudikanis me-
pexi IEEE 802.15.4-2011, y po6ori [8] po3risnyTa crie-
uucdikauis IEEE 802.15 WPAN, y po6orax [9, 10] posr-
nsHyTa cnerdikanis Wi-Fi 6, y po6orax [11-13] posr-
nsHyTa crienudikamis 5G.

Metoaun pociigxkenHss. OCHOBHI TEOPETHYHI IIO-
JIOKCHHSI pOOOTH OTPHUMaHI 3 BUKOPHUCTAHHSAM METOIIB

Teopii onTUMIi3allii, Teopil CKIaIHINX CHCTEM, TEeOpii Te-
JIEKOMYHIKAIii, Teopii HaaifHOCTI.

006’exTOM H0CTiAAKEHHS € TIpoIiec MOOYJ0BH XMa-
pHOI iH(pOpManiHHO-KOMYHIKAI[iifHOI CHCTEMH aBTOMa-
TH3aIlii BUPOOHUYHUX MPOIIECIB.

Ipeamerom pocaimxenHs € Meros 3a0e3neyeHHs
HAJIHHOCTI MiJKITIOYCHHS BY3JIiB 110 iH()OpMAIIHHO-KO-
MYHIKaIIHHOI CHCTEMHU IiAnprueMcTBa Ha 0a3i 5G.

ToMy MeTOr0 aHOi poOOTH € TiABHUIICHHS Hail-
HOCTI HiIKJTIOYEHHS BY3JIiB 710 iH(OpMaIiifHO-KOMYHIKa-
[iHOT cCHCTeMH MiApreMcTBa Ha 0a3i 5SG. A onTuMi-
3a11ii BUpOOHUYMX IIPOIIECIB.

Y3aranbHeHa MoJeJib OiHKH epeKTUBHOCTI
iHpopManiiiHO-KOMYHIiKANIITHUX Mepex

EdextuBnicTs  iHpOpMaliiiHO-KOMyHIKaiHHOT
Mepexi — 11e i 3MaTHICTh AOCITaTH MOCTAaBICHOT METH
y 3aJaHUX yMOBaX (GyHKIIOHYBAaHHS 3 IEBHUM PiBHEM
SIKOCTi, TOOTO I XapaKTepUCTHKa, M0 BimoOpakae
CTYMIiHb BiJJIOBIIHOCTI MEPEkKi CBOEMY MPHU3HAUEHHIO,
TEXHIYHY JIOCKOHANICTh Ta EKOHOMIYHY JOLiJb-
HicTh [4].

[TousATTSI epeKTUBHOCTI MOB'A3aHi 3 OTPUMAHHIM
JISSIKOTO KOPUCHOTO pe3yJIbTaTy — epeKTy BHKOpPHC-
TaHHs iH(POPMaNiHHO-KOMYHIKAI[ITHUX Mepex, SIKUH
JIOCATAETHCS I[IHOIO BHUTPAT NEBHHX pPECYpCiB, TOMY
e(eKTHUBHICTh MEpPEeXi MOXKHA PO3TJLINATH SIK CITIBBi-
HOIIEHHS MiX e(peKToM (BUTpameM) i BUTpaTaMu.

IToka3Huk e(heKTHBHOCTI Mepexi — KiJIbKiCHa Xa-
pakTepucTHKa iHQOPMAIIHOT Mepexi, o po3riisiaa-
€TBHCSI CTOCOBHO MEBHUX YMOB 11 pyHKIIOHYBaHHS.

O1iHOI0YH ¢PEKTUBHICTE iHPOPMAILIIITHOT Mepexi
HEOOXIJJHO BpaxOBYBaTH XapaKTEPUCTUKU Mpalll Jo-
JIUHH, B3a€MOJIIIOYOTO 3 KOMII'IOTEPHOIO TEXHIKOIO Ta
IHIIIMM TEXHIYHUMH 3aco0amMu Mepexi (3acodaMu aBToO-
MaTH3allii).
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bynemo BH3Ha4aTH MOKa3HUK e(eKTUBHOCTI 1H]O-
pManiiiHoi Mepexi mpouecoMm ii (YHKIIOHYBaHHS Ta
BiJIIIOBIJTHO ()YHKI[IOHAJIOM BiJl I[bOTO IPOLIECY.
3aranom:

W = W(t, LK| LTH; LA: Lﬂl Ly)!

ne W — MHOXMHa TIOKa3HHKIB €()EeKTHBHOCTI MEpexKi;
t—uac; Ly, Lm, L4y Ly Ly—MHOXHHA mapamerpiB
BiJINIOBiTHO /IO BXIJTHHUX MOTOKIB 3alTUTIB HA OOCITyTrOBY-
BaHHs KopucTyBauiB (L,); TEXHIYHMX Ta MPOTPAMHHUX
3aco0iB Mepexi (Lyy); anroputmiB 06poOKku Ta nepeaadi
inpopmarii B mepexi (L4); MisIBHOCTI KOPHCTyBadiB
(Lz); ymoB ¢yukmionysanus mepexi (Ly).

B cBoro uepry:

—Lg={Lr, Lo, La}

ne Lz, Ly, Ly — MHOXMHA BUXIOHHUX ITOKA3HUKIB JisAiIb-
HOCTI By3JiB iH(opManiitHOT MepesKi BiANOBITHO 0 TO-
yHicHUX (L7), 4acoBux (Lry), Hapiiinicaux (Lg).

3HaueHHs KOMIIOHEHTIB MHOKUH L7, L7y, Ly BU3HA-
Yal0ThCS KOHKPETHUMH ITPOLIECaMU JisTIBHOCTI BY3JIB Y
PO3TISIHYTIH  iHPOPMALIHHO-KOMYHIKAIIIHHIA Mepexi,
3aco0amm, SKi € B IXHbOMY PO3IIOPSIKEHHI IS BUKO-
HaHHS CBOiX (YHKIIH Ta yMOBaMHU poOoTH. BiamosigHo
0 KOHKpeTH3aIlii MOHATTS €(eKTUBHOCTI, MMOKa3HUKU
MHOKMHH MO>KHA PO3JUTHTH Ha TPH TPYIIH:

W= {Wu, WT, WE},

ne Wy — moka3HHMKH HUTbOBOT e(eKTHBHOCTI iH(pOpMa-
LiITHO-KOMYHIKaIliifHOT Mepexi a00 epeKTUBHOCTI BUKO-
pucTanHs (IIUILOBOTO 3aCTOCYBaHHSI) 1Ii€T MEpexi, 11e Ki-
JIKICHUH ITOKa3HUK BiATIOBITHOCTI MEpPEXi CBOEMY IpH-
3HAYEHHIO;

W7 — moka3HUKH TeXHIYHOI e(heKTHBHOCTI iH(pOpMa-
LiIfHO-KOMYHIKaIliifHOT Mepexi, e KUIbKICHa Mipa, 110
BiZloOpaXkae TEXHIYHY JOCKOHATICTh MEPEXi;

Wg — moka3HHKH eKOHOMIYHOI e(h)eKTUBHOCTI iH(OP-
MaIliifHO-KOMYHIKaIiifHOI Mepexi, I1e KUTbKiCHUH MmoKa3-
HUK €KOHOMIYHOI AOIUIEHOCTI PO3TOPTaHHS MEPExKi.

B pamkax gaHOTO migpo3iny MpoBeAeMo O0araTok-
puTepianbHUi aHaji3 0e3MpOBOJIOBHX TEXHOJOTIH, SKI
MOXYTh OyTH BUKOPHCTaHI JJIsl MIATPUMKH aBTOMaTH3a-
i1 BUPOOHUYUX MPOIECIB BETMKHX IMiATPUEMCTB.

Jliis 1boro OyZIeMO KOPUCTYBATHCh MEPEIIiKOM T0-
ka3HUKiB 1inboBoi (ITpomyckna 3naTHicTh R, 3aTpumka
Gamp, €MHICTE Mepexi C, LL{inpHICT MiAKIIOYEHHS TIPHU-
cTpoiB V) Ta TexHiuHOi (EHeprerndna edexkTuBHICTSH €,
Besneka mepexi 1S) edexTuBHOCTI.

B nmanwmit yac icHye 6e31i4 6€3MpOBOAOBUX TEXHO-
JIoTi#, HalfuacTime BiIOMHUX KOPUCTyBadaM 3a iX Mapke-
THUHTOBHMH Ha3BaMH.

BukopucroBytoun 0e3npoBOJIOBI PIlLICHHS, € MOX-
JIMBICTh CTBOPIOBATH Ha/liifHI Ta BUCOKOMPOYKTUBHI KO-
pIIOpaTHBHI MepeXi, BUKOPUCTAHHS SIKMX 3HAYHO PO3-
MIMPIOE MOKIJIMBOCTI MiAMPUEMCTBA ISl IOCTYITY JIO Me-
pexi [HrepHeT, ekoHOMIYHOTO TenedoHHOro 3B's13Ky (IP-
TesiedoHiT), 0OXOPOHH NPUMIIIEHb Ta 00'€KTIB 3 BUKOPHC-
TaHHSM BiZICOCIIOCTEPEIKEHHS Ta IHIIHMX 3aC00iB OXOPOH-
HOI Ta MOXKE)XHOI CUI'HaNI3allil, CHCTEM KOHTPOJIIO Ta aB-
TOMAaTH3aIlil TEXHOJOTIYHMX MPOIECIB MPOMHUCIOBHX
MiATPHEMCTB, CHCTEM MOHITOPHHTY IIOKa3HUKIB JO-
BKULIA Ta iHIOIMX IUIeH, TOB'SI3aHAX 3 TEIEMETPUIHOIO
nepeaavyero JaHuXx.

CyuacHi pimeHHst uis 6e31pOBOJOBUX MEPEX 3a-
0e3reuyroTh BUCOKY KEPOBaHiCTh, aBTOMATH3AIIIIO Ta 3a-
xumeHicts IT-inppacTpykrypu. KoxHa TexHooris Mae
NIeBHI XapaKTEpUCTUKH, IKI BU3HA4YAIOTh 11 chepy 3acTo-
CYBaHHSL.

ByB nposenenwmii anai3 Ta 34iiCHEHO BiAIOBITHUI
BHOIp ONTHMANBHOI TEXHOJOTIi JIsi BUKOPHCTAHHS 11 3
METOI0 ONTHMIi3allii BUpOOHHYHX MporeciB. g mporo
Oy710 po3po0IeHO MOETh OaraToKpUTEpiaaIbHOI OITHMI-
3amii, BU3HAYEHO IMyJI KOMYHIKAI[iifHUX TE€XHOJOTiH, sKi
MOXYTh OyTH BHKOPHCTaHIi Ui ONTUMI3alii BUPOOHH-
YHX MPOLIECIB.

B pesynbrarti, nmpoBeaeHUi OaraToKpUTEpiaTbHUMA
aHaJi3 J103BOJIMB BIEBHUTHCH B JOIUIBHOCTI PO3rop-
TaHHS CTUTBHUKOBUX Mepex 5G i aBToMaTH3alii BU-
POOHIYHUX TIPOIIECIB.

IToHATTH, 110 XapaKTePU3yIOTh HAAIHHICTH
po3noaineHux inopmaniiiHo-KoMyHiKaiHHUX
Mepex SG

[Tix BimMOBOIO OynemMo po3yMiTH TOAIIO, I Yac
sxoi neBHu# eneMeHT IKC (Byzonm komyTamii 4m JiHIsA
3B'SI3Ky) BTpayvae 3IaTHICTh BUKOHYBAaTH (PYHKIIIT 3 00po-
6mi Ta mepenadi iHdopmarii [24]. Toxi, min BiZHOBIEH-
HAM OyIeMO PO3yMITH TMOZII0, IO HOJATaE B TOMY, IO
enemenT IKC, mo BiAMOBHB, OBHICTIO HA0YB 31aTHOCTI
BUKOHYBAaTH 33j1aHi (yHKLIT 3 00poOKH Ta nepenauyi iH-
¢dopmariii. IMoBipHicTh 6€3BiAMOBHOI poboTH r(t) Xapak-
TepusyeThes npoayktuBHicTio enemenTa IKC o(t) y 3a-
JIaHoMy npoMikky dacy (0,t):

rt)=P{vre[0,t) > w(r) =1},

e o(t) = 1, sxmo npu >0, enement IKC nepebysae y
Mparne3JaTHOMY CTaHi,
(1) = 0, sxmo npu >0, enement IKC mepebysae y
HETpAaIe31aTHOMY CTaHi.
ImoBipHicTiO BimHOBIeHHS enemenTa IKC, 1o Bia-
MOBHB, MOXe OyTH OI[iHEHa 3a JI0IIOMOTr0t0 (hOPMYJIH:

u(t) =1-P{Vvte[0,t) > w(t) = 0},

ne P{Vte[0,t) > o(r) = 0} — iiMmoBipHicT, TOTO, wIO
(TIp BUKOHAHHI BiIHOBIIOBAJILHUX POOIT) 111 KOXKHOTO
T, IO HANCKHUTHh NPOMiXKY vacy [0,t), mponykTHBHICTH
(T) 3TMIIAETHCS PIBHOIO HYIIIO 1 XapaKTepH3ye MOKIIH-
Bocti enemenTa IKC 1o mocsrHEHHIO 3a/1aHOi TPOIYK-
THUBHOCTI ITICJIS BIIMOBH.

Jlns xapaKTepUCTHKH MPOIYKTUBHOCTI ®(T) B MO-
MeHT 4acy t>0 (BKirouarouu t—o0) ciy»uTh QyHKIIis ro-
TOBHOCTI:

s(i,t) = pa(i,t) = P{i: o(t) = 1}, (1)
ne P{i: o(t) = 1} — iiMOBipHICTh TOTO, 1110 B yMOBaX MO-
TOKY BiZIMOB Ta BiTHOBJICHb CJICMEHT, SIKHIi M0YaB (yHK-
ioHyBaTH B craHi i€E'y, Mmatume mpu t>0 MPOIyKTHB-
HICTB, pIBHY NTOTEHIIHO MO>KIIMBOIO;

E'q={0, 1} — muoxuHa crauis enementa IKC;

i =0 — BizMoOBa;

i = 1 — mpare3aaTHUIA CTaH;

Pj(i,t) — iMOBIpHICTH 3HAXOMKEHHSI EIEMCHTa B MO-
MeHT t>0 y ctani je Eo 3a yMOBH, 1110 1l TOYaTKOBUM OYB
cran i€ky.
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®opMaJIi30BaHA OCTAHOBKA CHHTE3Y
(pyHKLiOHANBHO CTIHKOI CTPYKTYPH
po3noaineHoi ingopmaniiino-koMmyHikaniiiHoi
Mepe:xki SG mignpuemMcTBa

€ N By3xiB komyrauii IKC, po3ramnryBanHs sIKHX 3a-
JIaHO TTPOCTOPOBUMH KOOPANHATAMH.

OOMiH iH(}opMamiero MK By3JlaMH 3IiHCHIOETHCS
3rifHo 3 Marpuiero inreHcuBHocTedd H = ||hij|| po3mipy
NxN, ne hij —obcsr iHdopmariii, 0 MeperaeThes Bi
aboHeHTa | 10 abOHEHTA | B OMMHUIIO Yacy, | = 1,...,N,
j=1..,N,i#].

3ajaHi 0OMeKEHHSI.

Bigoma ¢ynkuis Baprocti IKC — C Ta Bu3HaueHO
JIONTYCTHMI BUTpaTH Ha i CTBOPEHHS Ta €KCILTyaTallifo
Cﬁog.

3agaHi TakoX HeOOXiHI WMOBIPHOCTI 3B'S3HOCTI
P co6x JITS1 KOYKHOT TTAPU BY3JIIB KOMYTAITil.

[Motpi6uo Bu3HAaunTH cTpYKTYpYy IKC, sika mae ma-
KCHMAJIEHUH piBeHb QYHKIIOHATBHOI CTIHKOCTI Fixc, 110
3aJIeXKHTh BiJl HMOBIPHOCTI 3B's13HOCTI Pjj, ipym 3amaHnx
O0OMEXEHHSX Ha BUTPATH Ul CTBOPESHHA Ta eKCIUTyaTa-
il Mepexi, a TAaKOXK 1HII mapaMeTpu (YHKIIOHYBaHHS
CHCTEMH.

MaremaTiyHa MOJIENb 3aB/IaHHS BUIJISIA€ HACTYII-
HUM YHHOM:

Fixe = f(Py)— max, )
i,j=1..,N, i=j;
C :ZZC” (lij'pij’hij)gcﬂaa. 3)
J
V7rij I:IIJ 2 Bueoor 4)
i Pij - ©)
Tcp <Tmax - (6)

ne N —uncio By3niB komyranii IKC, mo cunaTesyerscs.
V 3araneHoMy Bunajaky N = var;
Fixc — GyHKIIOHAT SIKOCTI, IO MaKCHMIi3YEThCS;
Pij — fiMmoBipHiCTb 3B’513KiB Mix maporo (i,j) aboHeH-
TiB MEpexi;
lij — moBxwuHa niHii 383Ky Mik aborentamu (i, J);
Top — CEPEHil Yac 3aTPUMKH MOBIIOMIICHHS, 1O

MEePECHIIAETHCS BiJl OZIHOTO aOOHEHTa JI0 1HIIOTO.

BBenemMo mnokazHUKHM (DYHKIIOHAJIBHOI CTIHKOCTI
TaKi, SK:

— CTyIiHb BepIMHHO] 3B's13HOCTI ¥(G);

— cTyniab pebepHoi 3B'si3HOCTI A(G) Tpada cTpyk-
Typu IKC.

JlochmikeHHsT TOKa3yloTh, IO (yHKIIOHAJTBHA
crifikicte IKC Moxe OyTH oXxapaKTepr3oBaHa i HU3KOO
iHmMx nokasuukis [15, 16]:

— HasiBHICTIO y 3a1anux aonomocHux IKC nurxis
3B'SI3KY;

— MaTeMaTHYHUM CHOZIBaHHIM YMCIIa UX [UISXIB;

— BIJIHOIIIGHHSIM 4YHMCJIa CIIPaBHUX pebep 10 3araiib-
HOTO 1X YMCHa;

— IIOTY’KHICTIO MiHIMaJIbHOI NPOCTOI CiKy40i MHO-
KHHH;

— MIMOBIpHICTIO 3B'I3HOCTI Pjj Ta iH.

3a nokasHukamu x(G) ta A(G) MOXXHa BU3HAUYUTH,
YM HaJISKUTD cHcTeMa o0JacTi (yHKIIOHAJIBHOT CTiKO-
cTi 4m obisacti pyHKIioHanbpHOT HecTilikocTi (HOY).

3a WMOBIPHICTIO 3B'I3KiB MOJKHA BPaXyBaTH TaKOXK
iHIIi TapameTpu kocTi pyHkionysanns IKC.

ITepeBaru mpu BUKOPUCTaHHI HMOBIPHOCTI 3B'sI3HO-
CTi AK mokasHuKa DY MOIAraroTh y TOMY, IO 3'SBJIS-
€THCSI MOXKIIUBICTH BpaxyBaTH:

— HaIHICTh KOMYTaliHOTO 00T THAHHS;

— BUJ (pi3MYHOTO KaHATy nepeaadi iHpopmarrii;

— HasIBHICTh PE3ePBHUX KAHAJIB Ta MapIIPYTIB TIe-
penadi iHdopMartii;

— CTYIIiHb 3B'I3HOCTI PO3IOJIICHOT CTPYKTYpPH.

[t BU3HaYeHHS NMOKa3HUKa (yHKIIOHANBHO CTiH-
KOl CTpyKTypn Mepexi 5G CKOpHCTaEMOCS METOAO0M
MPSIMOTO TIepe0Opy CTAHIB EIEMEHTIB.

Amnanizyroun mofii 3B's13HOCTI Eyy Ta HE3B'SI3HOCTI

Ex,y y IKC [14], Mmo>xHa ©6a4nTH, 110 MIEPIIOMY BiAIIOBI-

Jla€ MOJIist iCHYBaHHs X04a O 0JTHOTO MPOCTOTO JIaHIora
(TLJT), a npyromy — xo4a 6 omHiei mpocToi Cikyuoi MHO-
skuau (IICM).

[Tpn upoMy enemeHTH rpada, o He BXOAATH Hi 10
I1J1, ui go IICM, MoxyTh OyTH B OyIb-IKOMY 3 TPHOX
CTaHiB: CIPaBHOMY, HECIIPABHOMY Ta HeliTpasHOMY. Lle
TIOJIOXKECHHS 3aIUCY€ThCS TAKHM YHHOM:

Ex,y =34 eMX’y[,ui/Vdj € D[dj vdj vdjﬂ, ()

Ex,y :>E|Si (S SX,y|:§i /VdJ (S D|:§J Vaj Vdj}:| . (8)

3 HaBeaeHHUX (HOPMYIT BHIHO, IO Ti UM IHIIN CTAHH
BCIX eJeMeHTIB rpad)a OAHO3HAYHO BIAMOBIAAIOTH MOMIT
abo 3B's13H0CTI 200 He3B's3HOCTI B IKC.

KinpkicTh MOXIMBHX CTaHIB €JIEMEHTIB rpada
10710 Vx Ta Vy JOPIBHIOE 21, 1Ie 1| = Mp-2.

Ha puc. 1 npencrasnennii rpad IKC i3 mp =7, Ha
sikomy 3azana IKC Buxy Vy_y Ta Vy_y4.

2

Puc. 1. I'pad enemenrapnoi crpykrypu PIC
(Fig. 1. Graph of the elementary structure of PIC)

[Mpunycrumo, 1o By3idu KOMyTalii B HaBeAeHIH
IKC 6GessigmoBHi p(Vvi) = 1, a Hagiiinicts JI3 BU3HAuYa-
€ThCsl WMOBIpHICTIO Tepenaui iHdopmaillii (crpaBHOro
crany) p(l) = 1-q(h).

VY upomy BUMajKy rpad Matume My = 5 eJeMeHTiB,
a YUCIIO BCIX MOXKJIMBUX CTaHiB rpada JAopiBHIOBaTHME
2° =32, (tabum. 1).
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Tabauys 1 — KOHCTUTYeHTH 11010 eJIEMEHTIB

KoHcTHTYeHTH 1110110 eJieMEeHTIB —
Ne Ei4 E14
Is ls I7 lg lo

1 0 0 0 0 0 +
2 0 0 0 0 1 +
3 0 0 0 1 0 +
4 0 0 0 1 1 +
5 0 0 1 0 0 +
6 0 0 1 0 1 +
7 0 0 1 1 0 +
8 0 0 1 1 1 +
9 0 1 0 0 0 +
10 0 1 0 0 1 +

11 0 1 0 1 0 +
12 0 1 0 1 1 +

13 0 1 1 0 0 +
14 0 1 1 0 1

15 0 1 1 1 0

16 0 1 1 1 1

17 1 0 0 0 0 +
18 1 0 0 0 1 +
19 1 0 0 1 0

20 1 0 0 1 1

21 1 0 1 0 0 +
22 1 0 1 0 1

23 1 0 1 1 0

24 1 0 1 1 1 +

25 1 1 0 0 0 +
26 1 1 0 0 1

27 1 1 0 1 0

28 1 1 0 1 1

29 1 1 1 0 0 +
30 1 1 1 0 1 +

31 1 1 1 1 0

32 1 1 1 1 1

Busnauenna nokaznuka ¢ynxyionanvnoi cmiii-
Kocmi cmpykmypu, nageoenoi na puc. 1. CrnpaBHOMY
CTaHy eJIEMEHTa BiJNOBiJac 3HauUeHHs OyneBOl 3MiHHO]
1, a HecipaBHOMY — 0. CHMBOJIOM «+» Bi3HauCHI KOH-
CTUTYEHTH (TOOTO CTaHy eJeMeHTiB rpada), o BiINOBi-
JIAfOTh TIO/1isIM 3B'SI3HOCTI Ta HE3B'SI3HOCTI.

HeBasxko 6aunTw, 1m0 nofii 38's3H0CTi Eyy BIATIOBI-
nae 16 craHiB, a He3B's13HOCTI Eyy, Takox 16. Jloriuanit
n00yTOK OyJeBHX 3MIHHHX eJIeMEHTIB rpada € KOHCTH-
TyeHTol0. CyMa KOHCTHTYEHT € JOCKOHAIOK HOpMallb-
HOIO IH3'TOHKTHBHOIO (Gopmoro (AH/ID) moriuamx Bu-
CIIOBJTIOBaHb TPO CTaHM eJeMeHTIB rpada. MHOXHHa
KOHCTUTYEHT mo3HavyaeThest cumBosioM Kyy = {ki}, 11 mo-
TYXHICTh — CHMBOJIOM M. SIKIIO 3aMiHUTH Y KOHCTH-
TyeHTax i-10 OyneBy 3MiHHY, piBHY | uyu 0, Ha Pi uu 0
BiJIMIOBiTHO, BUKOPUCTOBYIOuW yactuny JH/D, mo mo-
3HAYaETHCS CUMBOJIOM Ky y, KOHCTHTYEHTH SIKOT BiIIOBI-
naroth nopii Eyy, MOXXHa OOYMCIMTH TOYHE 3HAYEHHS
HMOBIPHOCTI 3B'SI3HOCTI Vy 1 Vy., & BUKOPHCTOBYIOUH Yac-
THHY, 1110 TTo3Ha4daeThes Kyy, — TOuHE 3HaYECHHS HMOBIp-
HOCTI1 HE3B'SI3HOCTI IUX XK€ BEPIINH.

Hanami ymoBuMOCs 3amicTh 3HaueHb i-1 OyseBoi
3MiHHOI 1 Ta () BUKOPHCTOBYBATH CHMBOJ CaMoOro i-ro

eneMeHTa BianoBigHo sk d; (a6o d; ) i di.

3a HasBHOCTI MPOHYMEPOBAHOTO rpada ajs i€l kK
METH BUKOPUCTOBYETHCS 1 HOMEp i-TO esieMeHTa, To0TO i
(um 1 ) Ta i. Hanpukiaz, koHcTHTYeHTA 4 3 Tab. 1 Moxe
OyTH 3ammcaHa y BATIIAII:

ka={ 5 6 7-89}.
3HaveHHs HMOBIPHOCTI I1i€7 KOHCTUTYEHTH:
P(ks) = 05Gs*q7°Ps-Po.

Heaxxko 6auuty, 1110 Oy 1b-sIKa KOHCTUTYEHTA 3 ITi-
nmuoxuan Kyy = {ki} mictuts y cobi xoua 6 omus I1J1, a
3 migmHoxuud — Kyy = {ki} xoua 6 ogne TICM.

Hanpuknan, B Ttab6m.l, Ky wmicturs III] Bumy
i = {6, 9}, a ki — IICM Buny si = {5, 7, 9}.

BuzHaunty 3HaYeHHS WMOBIPHOCTI 3B'SI3HOCTI MO-
JKITHBO TAKHM YHHOM :

n
Py= 2 IIrn 1=

ikieKyy J-L aj, npu kij =0.

pj’ npu k'J =1 (9)

AHaNOriYHMM YMHOM MOXHA OOYHMCIMTH 3Ha-
4eHHS Pxy, TICYMOBYIOYM KOHCTHUTYEHTH, IO Haje-
xatpb O6e3miui  Kyy.

Just criponieHHs1 00YMCIIeHh MOYKHA CKOPUCTATUCS
meronamu MiHiMizanii CJJH®, y skux orpuMaemMo cymy
CKJICEHUX KOHCTUTYEHT.

3acrocoBytoun (9) ms CAH® y tabmn. 1, 3 ypaxy-
BaHHSAM Pj = P, (i = {, MicJIs HePeTBOPEHb OTPUMAEMO:
A4=p®(1+0%)+2p° (a+07).

(10)

Jlo ocobnuBoCTEH OMMCAaHOTO METOAY BU3HAYCHHS
MMOKa3HMKa (PyHKIIOHAIBHOI CTIKOCTI CIIijT 3apaxyBaTu:

— METOJ He Ma€ aHAJITHYHOTO PIllICHHS B KBaJpa-
Typax i JOCHTH CKIAIHO alTOPUTMI3y€ThCS, HE TUBIII-
YUCh HA HOTO MPOCTOTY;

— obunCIIOBaNbHA CKIAAHICTH amroputMy 1(27),
IO JTO3BOJISIE BITHECTH MO0 0 KJIACy HEMOJIiHOMialb-
HUX 3aBJIaHb;

— METOJl IPUUHATHUH JUTS aHATITHYHUX PO3PaxyH-
KiB IPOCTHX CTPYKTYP, & TAKOXK JUIS MIATBEPILKEHHS 10-
CTOBIPHOCTI PillIeHb, OJICPKAHMUX 1HIIMMH METOJIaMH.

TakuM 4MHOM, MaTeMaTHYHHH arapat, po3TJIsTHY-
TUH B JNaHiil poOoTi, HEOOXiMTHO BHKOPHCTOBYBATH IS
OIIHKH (PYHKI[IOHAIBHOI CTIHKOCTI CTPYKTYypH Mepexi
5G, nobynoBaHoi ans minnpuemMcTBa. B pasi Hemocrtart-
HBOTO PiBHS JAHOTO MOKa3HWKA, HEOOXiTHO BUKOPUCTO-
BYBAaTH Pi3Hi BUAN HAJAMIPHOCTI: (QyHKIIOHAIBHOT, anro-
PHUTMIYHOI, TEXHIYHOT (amapaTHOI Ta MPOrpamHoi), TOHO-
JIOT1YHOT — Ta opraHizaiist i y BUIJIsII AyOIIOI0YUX YU
Ma)KOPUTaPHHUX CTPYKTYP 13 FOJIOCYBaHHSIM.

BucHoBxku

Byno po3pobneHo MeTon mimaHyBaHHS Mepexi 5SG
JUTST aBTOMATHU3allil BUPOOHMYUX IPOIECIB IMiJIPHUEMC-
TBa, IIO TIOJIATA€ B MOCIIIOBHOMY 3a0e3Me4eHH] MpoeK-
TyBaHHS MOKPUTTS PaJioOMEpexi i3 BH3HAYCHHSA MICII
po3TanryBaHHS KOXKHOT 0a30BOi CTaHIii 3 BUKOPHUCTAHHSIM
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OINTHUMI30BaHOI MOJIEJI1 OLIHKHM BTPAT NOTYKHOCTI pajio-
CUTHAJly Ha IUIAXY DPO3IOBCIOJDKEHHS 3 YpaxyBaHHSIM
00Me>KeHb 110 MiHIMaJIBHIHM IPOITYCKHill 3aTHOCTI, K1JIb-
KOCTI MiJKJIIOYEHb Ta HaJiifHOCTI Ta MOOY/MI0BH KOMYHi-
KalifHOTO TPaHCTIOPTHOTO CErMEHTY i3 BU3HAYEHHSIM OII-
TUMAaJIPHOTO MICIIE3HAXO/PKEHHSI KPOCOBUX IPUMIIICHB.

Po3poGnenuii MeTon Hazmae 3MOry MPOBOJUTH ILIaHY-
BaHHS OINTHMAJIBHOI CTPYKTYpH CTUIBHMKOBOI MeEpexi
5G s onTuMizanii BUpOOHMYMX MPOLECIB, OLIHIOBATH
Ta 3MEHIIYBaTH CYKYyIHi BUTPATH Ha MOOYAOBY MEpexi,
pH oMY 3a0e31edyrodr HeoOXiTHI TOKa3HUKA SIKOCT1
0o0cTyroByBaHHS BY3JIiB Mepexi Ta ii HagiiHOCTI.

10.
11.

12.

13.

14.

15.

16.

17.

o u

REFERENCES

Smirnova, T.V., Solovykh, Je.K., Smirnov, O.A. & Drjejev, O.M. (2019), “Pobudova khmarnykh informacijnykh tekhnologhij
optymizaciji tekhnologhichnogho procesu vidnovlennja ta zmicnennja poverkhonj detalej [Construction of cloud information
technologies to optimize the technological process of restoration and strengthening of surface surfaces]”,
Centraljnoukrajinsjkyj naukovyj visnyk. Tekhnichni nauky, No. 1(32), pp. 184-194.

Smirnova, T.V., Smirnov, S.A., Mynajlenko, R.M., Dorensjkyj, O.P. & Sysojenko, S.V. (2020), “Khmarna avtomatyzovana
systema intelektualjnoji pidtrymky pryjnjattja rishenj dlja tekhnologhichnykh procesiv». [Cloud automated system of
intelligent decision support for technological processes]”, Visnyk Cherkasjkogho derzhavnogho tekhnologhichnogho
universytetu. Tekhnichni nauky. No, 4, pp. 84-92.

Smirnova, T.V., Stoljarenko, M.P., Jankov, M.O., Ghrudik, V.V., Motorin & Ju.Ju (2021), “Modelj realizaciji struktury
tekhnologhichnogho procesu u khmarnomu servisi». [Model of realization of structure of technological process in cloud
service]”, Zbirnyk naukovykh pracj Kharkivsjkogho nacionaljnogho universytetu Povitrjanykh Syl, No. 4(70), pp. 132-142.
Davydov A.V., Kuklin V.V. & Khaidarov K.A. (2021), Methods for evaluating the effectiveness of information networks,
available at: http://bourabai.ru/telecom/nets21.htm

(2022), AN1200.22 LoRa™ Modulation Basics, 2015 Semtech Corporation.

(2015), LoRaWANT™ Specification, N.Sornin (Semtech), M.Luis (Semtech), T.Eirich (IBM), T.Kramp (IBM), O.Hersent
(Actility), V1.0, 2015 January.

Standards (2011), IEEE 802.15.4-2011 — IEEE Standard for Local and metropolitan area networks--Part 15.4: Low-Rate
Wireless Personal Area Networks (LR-WPANSs), DOI: https://doi.org/10.1109/IEEESTD.2011.6012487

(2022), IEEE 802.15 WPAN™ Task Group 4zEnhanced Impulse Radio, available at:
https://www.ieee802.0rg/15/pub/TG4z.html

Ram Krishan (2019), “Wi-Fi 6 Technology-A Review”, International Journal of Modern Electronics and Communication
Engineering (IIMECE), Vol. 7, Issue 4, July 2019, pp. 11-13.

(2022), Intel Communities, available at: https://www.intel.ru/content/www/ru/ru/gaming/resources/wifi-6.html

ITU (2020), ITU towards “IMT for 2020 and beyond” — IMT-2020 standards for 5G, available at: https://www.itu.int/en/ITU-
R/study-groups/rsg5/rwp5d/imt-2020/Pages/default.aspx

Cisco public (2021), Reimagining the End-to-End Mobile Network in the 5G Era, White paper, available at:
https://www.cisco.com/c/dam/en/us/products/collateral/cloud-systems-management/elastic-services-controller-
esc/reimagining-mobile-network-white-paper.pdf

Stelmakh, S. (2022), How to configure an edge data center, available at:

https://www.itweek.ru/iot/article/detail.php?ID = 216820

Khoroshevskyj, V.Gh. (1987), Ynzhenernvij analyz funkcyonyrovanyja vuchyslyteljnkh mashyn y system [Engineering
analysis of the operation of computers and systems], Radyo y svjaz, Moscow, 156 p.

Barabash, O.V. &Mashkov, O.A. (2004), “Vyznachennja kryterijiv i zapasu funkcionaljnoji stijkosti rozpodilenoji
informacijnoji systemy [Determining the criteria and margin of functional stability of a distributed information system]”,
Aktualjni problemy stvorennja i zastosuvannja aviacijnykh ta kosmichnykh system: Zbirnyk naukovykh pracj NAOU, NAOU,
Kyiv, pp. 62 — 65.

Barabash, O.V. (2004), “Zabezpechennja funkcionaljnoji stijkosti rozpodilenoji informacijnoji kosmichnoji systemy
[Ensuring the functional stability of a distributed space information system]”, Systemy obrobky informaciji, Is. 1, KhVU,
Kharkiv, pp. 3 - 12.

Fylyn, B.P. (1988), Metody analyza strukturnoj nadezhnosty setej svjazy [Methods of analysis of structural reliability of
communication networks], Radyo y svjaz, Moscow, 204 p.

CITMCOK JIITEPATYPU

Cwuipaosa T.B., Conosux €.K., CmipnoB O.A., Ipee O.M. IloOynoBa xmapHHUX iHGOPMALIHHUX TEXHOJIOTIH onTUMi3amii
TEXHOJIOT1YHOTO MPOIIECy BiTHOBJICHHS Ta 3MIIIHEHHS MTOBEPXOHB NeTalel. [lenmpanvHoykpaincokuil Haykosull sicHuk. Tex-
niuni nayku. 2019, Ne 1(32). C. 184-194.

CwmipnoBa T.B., CmiproB C.A., Munaiinenko P.M., [lopencekuii O.I1., Cucoenko C.B. XmapHa aBTOMaTH30BaHa CHCTEMa
IHTENEKTYaJ bHOI MATPUMKH IPUHHATTS PIlISHb JUIs TEXHOJIOTYHHX IPOIEciB. Bicnux Yepkacbkozo depoicagnozo mexmono-
eiunoeo ynigepcumemy. Texniuni nayxu. 2020. Ne4. C. 84-92.

CwmipnoBa T.B., Croaspenko M.IL., SukoB M.O., I'pyzik B.B., Motopin }0.10. Moaens peanizauii CTpyKTypH TEXHOJIOT1Y-
HOTO TPOIECY Y XMapHOMY cepBici. 36ipnuk naykosux npayb Xapkiecvkozo nayionansnozo ynisepcumemy Ilosimpanux Cun.
2021. Ne 4(70). C. 132-142.

JasernoB A.B., Kyxmmua B.B., Xaiinapos K.A. Metons! onenku s¢dexruBHOCcTH HHpOopManuoHHbIx cereif. 2021. URL:
http://bourabai.ru/telecom/nets21.htm

AN1200.22 LoRa™ Modulation Basics, 2015 Semtech Corporation/

LoRaWAN™ Specification, N.Sornin (Semtech), M.Luis (Semtech), T.Eirich (IBM), T.Kramp (IBM), O.Hersent (Actility),
V1.0, 2015 January.

IEEE 802.15.4-2011 - IEEE Standard for Local and metropolitan area networks--Part 15.4: Low-Rate Wireless Personal Area
Networks (LR-WPANS): Standards, 2011, DOI: https://doi.org/10.1109/IEEESTD.2011.6012487

86


https://ieeexplore.ieee.org/browse/standards/collection/ieee
https://doi.org/10.1109/IEEESTD.2011.6012487
https://www.researchgate.net/profile/Ram-Krishan-5
http://bourabai.ru/subjects.htm
https://ieeexplore.ieee.org/browse/standards/collection/ieee
https://doi.org/10.1109/IEEESTD.2011.6012487

ISSN 2522-9052 CyuacHi inopmartiitnai cuctemu. 2022. T. 6, Ne 2

IEEE 802.15 WPAN™ Task Group 4zEnhanced Impulse Radio. 2022. URL: https://www.ieee802.0rg/15/pub/TG4z.html
Ram Krishan. Wi-Fi 6 Technology-A Review. International Journal of Modern Electronics and Communication Engineering
(NMECE), Vol. 7, Issue 4, July 2019. H. 11-13.

10. Intel Communities, 2022, URL: https://www.intel.ru/content/www/ru/ru/gaming/resources/wifi-6.html

11. ITU towards “IMT for 2020 and beyond” — IMT-2020 standards for 5G. URL: https://www.itu.int/en/ITU-R/study-
groups/rsg5/rwp5d/imt-2020/Pages/default.aspx

12. Reimagining the End-to-End Mobile Network in the 5G Era. White paper, Cisco public, 16 p., URL:
https://www.cisco.com/c/dam/en/us/products/collateral/cloud-systems-management/elastic-services-controller-
esc/reimagining-mobile-network-white-paper.pdf

13. Crensmax, C. (2022). Kak ckon¢urypuposats nepudepuitnsiii 1O/, 2022, URL:
https://www.itweek.ru/iot/article/detail.php?I1D = 216820

14. Xoporuesckuii B.I'. MmxeHepHbIil aHaTN3 QyHKIIHOHUPOBAHHS BBIYUCIUTEIBHBIX MAILIMH U cucteM. M.: Paguo u cBsi3b, 1987.
156 c.

15. Bapabam O.B., Mamkor O.A. Bu3HadeHHS KpUTEpiiB i 3anmacy QyHKIIOHATBHOI CTIMKOCTI po3moineHol iHGopManiitHoi cu-
cTeMH. Marepiaiay HayKOBO-IIPaKTHIHOI KOH(pEpeHIIIT «AKTyalIbHI Tpo0JIeMr CTBOPSHHS 1 3aCTOCYBAaHHS aBialliiHUX Ta KOC-
miunux cuctem». K.: HAOYVY, 2004. C. 62 — 65.

16. Bapabam O.B. 3a6e3neueHHs (QyHKIIOHAIBHOT CTIHKOCTI po3noaineHoi indopmaniiHoi kocMiuHOi cuctemu. CuctemMu oopo-
6ku inpopmartii. X.: XBY, 2004. Bumn. 1. C. 3 —12.

17. ®wmun b. I1. Metoap! aHamM3a CTPYKTYPHON HaISKHOCTH ceTeit csa3u. M.: Paauo u cBsi3b, 1988. 204 c.

8.
9.

Received (Haniiina) 23.02.2022
Accepted for publication (ITpuitasita 1o apyky) 27.04.2022

ABOUT THE AUTHORS / BIJIOMOCTI ITPO ABTOPIB

CwmipnoBa TersHa BirajiiBHa — kKaHIUAT TEXHIYHAX HAYK, JOICHT, AOIEHT Kadeapu KibepOe3nekn Ta mporpaMHOro 3a0e3me-
yeHHs, LleHTpanpHOYKpaiHChKII HalliOHATBHUH TeXHIYHUN YHiBepcuTeT, KponmuBHAIBKMA, YKpaiHa,
Tetiana Smirnova — candidate of technical sciences, associate professor, associate professor of cybersecurity and software
academic department, Central Ukrainian National Technical University, Kropivnitskiy, Ukraine;
e-mail: sm.tetyana@gmail.com; ORCID ID: http://orcid.org/0000-0001-6896-0612

Method of ensuring the reliability of connecting nodes
to the information and communication system of the enterprise based on 5G

Tetiana Smirnova

Abstract. The object of research is the process of building a cloud information and communication system for automation
of production processes. The subject of the research is the method of ensuring the reliability of connection of nodes to the infor-
mation and communication system of the enterprise on the basis of 5G. The purpose of this work is to increase the reliability of
connecting nodes to the information and communication system of the enterprise based on 5G. to optimize production processes.
As a result of the research, the concepts characterizing the reliability of distributed 5G information and communication networks
were considered. The synthesis of functionally stable structure of the distributed information and communication network of 5G
of the enterprise was formalized. The method of planning of 5G network for automation of production processes of the enterprise
was developed. on the way of distribution taking into account restrictions on the minimum throughput, number of connections and
reliability and construction of a communication transport segment with definition of an optimum location of cross premises. Con-
clusions. The developed method allows planning the optimal structure of the 5G cellular network to optimize production processes,
evaluate and reduce the total cost of building the network, while providing the necessary indicators of service quality of network
nodes and its reliability.

Keywords: reliability; information and communication system; 5G.

MeToa ob0ecneyeHUs HAe:KHOCTH MOAKIIOUEHHUS Y3/10B
K HH(OPMANHOHHO-KOMMYHHKAIIMOHHOI cHcTeMe NpeANpuaTUs Ha 6a3e SG

T. B. CmupHOBa

AHHoTanus. O0beKTOM HCCIeJOBAHMS SBIACTCS MPOLECC NOCTPOCHHS 001auHOH MH(POPMALMOHHO-KOMMYHHKAINOH-
HOHM CHCTEMbl aBTOMAaTH3allMH INPOU3BOJACTBEHHBIX mpoueccoB. IlpeameTroM HccieqoBaHHs sBIsIETCS Croco0d oOecreyeHus
Ha/ISKHOCTH MOAKITIOUCHHUS Y3/10B K HHYOPMAILIMOHHO-KOMMYHHUKAIMOHHON crcTeMe KoMaHuu Ha 0ase 5G. Llenblo naHHoii pa-
©OO0TBI SIBJISICTCS MOBBIIICHHE HaACKHOCTHU IMOAKIIOYCHHUSA Y3JIOB K I/IH(bOpMaL[I/lOHHO-KOMMyHI/IKaL[I/IOHHOi/'I CUCTEME NPEANIPUATUA
Ha 6aze 5G. A1 ONTHMM3ALMH IPOU3BOICTBEHHBIX JeiCTBHIL. B pe3ynbrate HcCleI0BaHHA OB PACCMOTPEHBI IIOHATHS, XapaK-
TEPU3YIOIIHEe HAaIEKHOCTh PacHpesieIeHHbIX HH(POPMAIMOHHO-KOMMYHHKAIMOHHBIX ceTeil 5G. Taxke ObLT pa3paOOTaH METOX
IaHupoBaHust cetd 5G 11 aBTOMATH3allMK [IPOU3BOJICTBEHHBIX MPOIIECCOB NPEANPHATHS, 3aKIIOYAIOIIHIACS B MOC/IE10BATENb-
HOM 00€CIeUeHHH IPOSKTHPOBAHMS IIOKPBITUS PAJHOCETH C OIPEIEICHUS MECTOIIONI0KEHNS KaXJOH 6a30BOMH CTAHIIUH C HCIIONb-
30BaHUEM ONTHMH3UPOBAHHOW MOJIEIIN OLEHKHU IIOTEPh MOIIHOCTH PaJUOCUTHAJIA. HA ITyTH PACHPOCTPAHEHUs C YU4ETOM OrpaHH-
YEHUH 110 MUHUMAJIbHOHM HPOITyCKHON CIIOCOOHOCTH, KOJIMYECTBY MOAKIIOUCHUN U HaJIXKHOCTH U IIOCTPOCHUIO KOMMYHHKAIIMOH-
HOTO TPAHCIIOPTHOTO CETMEHTA C ONpeJIEIeHHEM ONTUMAIbHOIO MECTOPACTIONOKEHNS KPOCCOBBIX TTOMeleHui. BeiBoabl. Paspa-
00TaHHBIA METOJ| MO3BOJIAET IUIAHUPOBATH ONTUMATBHYIO CTPYKTYPY COTOBOH ceTH 5G JUIsl ONTHMU3ALMK IIPOU3BOACTBEHHBIX
IPOLECCOB, OLIEHUBATh U YMEHBIIATh COBOKYIIHBIC 3aTPATHI HA IOCTPOCHUE CETH, IIPU STOM O0ecIeunBas He0OX0IUMbIe OKa3a-
TEJU KayecTBa 00CIIY>KHBAHHS y3JIOB CETH U €€ HaJeKHOCTH.
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