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APPLICATION OF THE STRUCTURAL-ALGORITHMIC ANALYSIS METHOD
FOR MODELING WORK DUTY SHIFT AREA CONTROL CENTERS

Development and implementation new service ways in the air traffic services system are connected with the solution of
complex tasks researching the features of familiar business models of duty shift and determination the direction of their
development. The purpose of the article is to analyze the existing business model of area control centers of air traffic
controllers and search areas for their improvements. It is shown that insufficiently addressed issues relating to the problems
of interaction between the air traffic controllers among themselves and with automation tools. In this regard, the
harmonization of the business models is needed in order to research, process information and training tasks, that takes into
consideration the requirements of visibility and accessibility, while maintaining the possibility of analytical and
experimental studies. To improve the business model of the area control center duty shift has been proposed to add other
elements into the situation detection scheme and classify the initiating situations. Conclusion. The article shows that it is
rational to complement existing methods of modeling activities of air traffic controllers by structurally-algorithmic analysis
method and method of generalized network models activity in order to address the research, information and training tasks.

Keywords: air traffic controller; area control center; duty shift; business model; network models.

Introduction

Statement of a problem. The problem of the
development and implementation new service ways in
the air traffic services system is connected with the
solution of the complex tasks researching the features of
known business models of duty shift, determination the
direction of their development, verification models in
the application and experience sharing.

Analysis of the known publications. Analysis of
the literature [1 — 4], dedicated to modeling activities of
area control centers of air traffic controllers and duty
shift in general showed, that issues relating to the
problems of interaction between the air traffic
controllers and with automation tools has been
insufficiently studied [5]. In this regard, it is needed the
harmonization of the business models in order to
conduct a research, information and training tasks, that
takes into consideration the requirements of visibility
and accessibility, while maintaining the possibility of
analytical and experimental studies [6].

Aim of the article. The aim of the article is to
analyze the existing business models of air traffic
controllers of area control centers and the search areas
for improvements.

Base material

To determine the degree of compliance with the
above requirements of the various combinations of
methods for constructing models, the need to identify
possible options for grouping methods, comparative
analysis and identification of the best. These stages are
characteristic for morphological analysis of systems. In
known pattern of morphological analysis the issue of
selection of the most successful combinations has not
been not sufficiently developed, so this scheme should
be supplemented with a multi-attribute utility evaluation

strategy, detailed disclosure in the utility theory (linear,
conjunctive, alternative and configuration). Since the
desired combination of methods should best meet the
requirements, which in the case of standardized models
can be considered equivalent.

To select the best option the conjunctive strategy is
applicable. According to this strategy, the result gains
positive usefulness, if all the measured values exceed
the limits.

As characteristics (morphological features) of
alternative activity modeling methods combinations
based on the tasks of the study were selected:

— the ability to model situation in the workstation
(X1);

— possibility of constructing and evaluating model
characteristics with variable structure ( X, );

— the ability to automate storage processes, search
and reproduction of information in the activities of area
control centers of air traffic controllers ( X3 );

— applicability during the educative process of area
control centers duty shift (X, ).

In this case, in the analysis type of value
characteristics matrix can be used [7]:

1 Ha2 --o Mg
R= 7’21 i’il rzn N (l)
Tml Tm2 -+ Tmn

where i — the index of the method;
j —index of morphological characters;

n —number of accounted characteristics;
m —number of considered methods;

~ {is 1 if i-th feature obtained by j-th method,

Tij o
: otherwiseis O.
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Possible options of the methods combinations are
defined by grouping the rows of the matrix R by one,
by two, by three, and so on up to m and characteristics
of the options - by selecting the maximum feature value
in the considered group of methods. The total number of
alternatives V' is contained in proportion:

< m! (T
V_kZ:l—k!(m_k)!, k_(l,m). )

This morphological analysis scheme has been used
to study the following well-known methods of modeling
activities of Air Traffic Controllers:

— semigraphical (M, );

— structural-algorithmic (M5 );

— method of network business models (M35 );

— method of reference operator (My).

Characteristic values obtained for this combination
of the methods shown in Table 1.

Analysis of the table shows that, except for the
trivial variants M M,M;M, , the dominant variants are

But option M;M;M, suggests the presence of

obviously trained air traffic controllers or the fullness of
reference materials on the duty shift area control center
in various situations, which is quite difficult to provide
in the context of a twenty-four-hour air traffic control.

For analytical methods, the rational is to
supplement the existing techniques by structural-
algorithmic analysis and method of network business
models — option MM, M5 .

Table 1. Characteristics of possible area control center methods of duty shift modeling and work combination options

No. Combination Rankings of the options
of version of methods X X, X3 Xy
1 M, 1 0 0 1
2 M, 0 0 1 1
3 M; 0 1 0 0
4 M, 0 0 0 0
5 MM, 1 0 1 1
6 MM 1 1 0 1
7 MM, 1 0 1 1
8 MoM; 0 1 1 1
9 MoM, 0 0 1 1
10 MiM, 0 1 1 1
11 MMM, 1 1 1 1
12 MoM3M, 0 1 1 1
13 MMM, 1 1 1 1
14 MMM, 1 0 1 1
15 M MMM 4 1 1 1 1

Application of the structurally-algorithmic
analysis method for modeling work duty shift area
control centers. In order to enhance the capabilities of
existing working model building methods for air traffic
controllers it is desirable to supplement it with
structural-algorithmic work analysis method.

The method is based on the use of algorithms
activity, representing a set of interrelated operational
and decisive elements. Each operation member
corresponds to the group of operations performed
successively in the implementation of the algorithm
(entering information into the automated management
system, command issuing, receiving reports, etc.). Each
decisive element corresponds to a choice of one of the
two or more further actions (analysis of visual and
verbal information, registration conditions, decision-
making, etc.). For systems with parallel processes are
additionally used expectations elements. The method of
structurally-algorithmic analysis allows describing not

only the physical action of the controller, but also his
mental activity, which makes it possible to deal with the
distribution of functions in the system and the design of
the activity structure. The advantages of the method
include the fact that if the characteristics of elementary
operations are known, similar characteristics of
algorithm in general can be found, and if it is necessary
to change the structure of the algorithm by changing the
composition and interrelations operations. As for
disadvantages of the model, it should be noted the lack
of consideration interactions between air traffic
controllers and in this regard, its applicability it mainly
describes the performance of individual air traffic
controllers. Suppose that in terms of structurally-
algorithmic analysis defined generalized m (typical)
situations that may occur during operation k-th
controller with a certain probability, and the
corresponding activity algorithms. The presence of the
decisive elements in the algorithm involves multivariate

6
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operations air traffic controller act in its
implementation, the total number of variants of the
algorithm »n can be determined from the proportion:

R
n=7V,U,-A(G), 3)
q=1

where R — number of types of the decisive elements;

U, - number of ¢ -type decisive elements;

V4 —number of g-fype decisive element alternateves;

A(G) — reducing the number of outcomes due to
the structure of the activity algorithm.

Selection of the j-th option of the algorithm of
(j=12,...,n) in the i-th
(i=1,2,...,m) is performed by air traffic controller
depending on the current operating conditions (the
current situation), which also can arise with a certain
probability. Thus, the problem is solved by the air
traffic controller according to the probabilistic
algorithm; every j -th embodiment is implemented with

activity situation

a probability of F; and represents the deterministic

finite sequence of some elementary operations. Then,
encoding operations of the & - th air traffic controllers
in the i -th situation in some alphabet of symbols, you
can build a general directed graph, whose vertices
correspond to the operations and arrows between nodes
— interrelation between operations. With such digraph is
isomorphic adjacency matrix 4;; , number of rows and
columns of which is equal to the number of operations

and elements of the matrix a,,, characterized repetition

rate operation immediately after the operation
(apq =0,1,2,...). Due to the fact that a change in
current conditions also changes the number of required
operations and connections there between, each j -th
option of the activity algorithm will match private
digraph and private matrix 4;; , whose number of rows
and columns depend on the specified current situations.
For the construction of the structurally-algorithmic
models of activity duty shift area control center (ACC),
as a whole is invited to take a set of matrices 4;; and

isomorphic to them graphs Gy (4, I") , which should be
compiled into a matrix D; or a graph Gy (4,I)

describing the activities of all the controllers on duty
shift. In this case we use the association operation of
graphs:

1

; “4)
UGy (A, 12 ). Gy (4,17 ).-

Now the vertices of the Gj;(4,1") graph shows

the combinations of air traffic controllers operations,
involved in the j -th variant of activity algorithm:

Mapping for each vertex of the graph G;; (4,1") is

obtained by the same vertex mappings combination for
the initial graphs
G (Al,Fl),G-,-z(Az,rz),...,Gl_-,,(A,,F,) )

1 1

When analyzing the business models of the area
control center duty shift, issues require special
attention — to identify the role of interactions in solving
problems in the automated control system (ACS) of air
traffic controllers group. In the known sources these
issues not been insufficiently studied. In particular,
considered only a part of the communication network
(interaction between air traffic controllers), and features
of communication systems. At the same time, the
presence of interaction is mainly associated with loss of
time as a result of expectation commands or messages
and the interaction of the organization largely depends
on the total time of solving problems in the ACS. Given
that the interaction of controllers in these systems differ
from other operations and are mainly in the
implementation of the agreed between the controllers
and the work of KSA pair of operations (such as "team -
the reception team,”" "Message - receiving messages",
etc.), it is proposed to allocate interaction operations in
general adjacency matrix. For this role in a matrix 4

must be grouped operations of each K - th air traffic
controller in the order of their execution. The matrix
elements analysis shows that the interaction must satisfy
the following conditions:

apg #0, P <P <Pist> U <9 <dks1>
— (6)
pila qilap;tpla qiqls kz(lsl)s

where p;,q; — the number of operations to be

performed £ -th air traffic controller.

The task of improving the algorithm of activity can
be associated with the identification of interactions,
minimizing their number and, respectively, with the
reduction of the number of wait elements. It is also not
fully considered in the method of structurally-
algorithmic analysis the issues of input events
classification and their recognition, although the type of
situation depends largely on the nature of the operators’
activities and the time required for solution of the
problem.

Considering the situation in the air traffic controllers
workplaces as a set of conditions, the processes of
development and consequences of their classification, can
be used certain features that characterize the environment
- dynamism, complexity and uncertainty.

In systems engineering familiar with the procedure
of recognition of the situation, which includes the
following steps (Fig. 1):

—extracting information about the situation
(atmosphere of the process and its development) from
the information stream (block 1);

—analysis of this data, dividing it into parts,
relating to different conditions and characteristics of the
process (block 2);
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l Information Flows

Selection of information about the[1]

situation

!

Information analysis

Resumption of the situation and its/3]
development process

Process simulation and possible [4
results identification

5
Definition of prediction reliability

A

.

Formation the situation description

!

Adoption information solutions

Fig. 1. known situations recognition scheme

Information Flows

Selection of information about the

situation

2

Information analysis

Resumption of the situation and its [3]
development process

Process simulation and possible results 4]
identification

v

Definition of prediction reliability

v

Formation the situation description

A J

Comparison of the current

— determining signs, i.e. recovery situation and its
development process based on the received information
(block 3);

— process prediction, the determination of possible
outcomes (block 4);

— determining the degree of the forecast reliability
(block 5);

— drawing describing the situation (block 6);

— adoption of information solutions (block 7).

In the procedure does not take into account this
feature of the air traffic controllers activities, as the
possibility of creativity in identifying the situation and
development of the required algorithm performance. To
overcome this drawback is proposed to include in the
situation detection scheme a number of additional
elements associated with comparing the signs of the
situation with signs of known situations and identifying
new situations (Fig. 2).

This addition allows us to pose the problem of
finding previously unknown situations and activity
algorithms and their inclusion in the future in a special
software ACS, i.e. the task of forming a tunable external
memory.

model signs with the signs of
familiar models

Development [9]
of the new activity
algorithms in
previously
unknown situation

Development[ 10 |
of the new activity
algorithm in
situation to this air
traffic controller

h

Selection the activity options in
the certain situation

Y

11
A familiar activify

algorithm
application in a
known situation

The use of the activi
algorithm developed by
the dispatcher in advance
for a known situation

Development of a
new activity
algorithm in progress

Fig. 2. Additional elements proposed for inclusion in a situation recognition circuit
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In the classification of initiating situations for
working models, standardized solutions for research,
information and tasks of training, in addition to the
degree of novelty it is advisable to consider the sources

of the situation, management techniques, possible in this
situation and the degree of development of the situation
recognition process by the area control center duty shift

(Fig. 3).

Attributes of the classification situations

. According to the
. By the managing .
According to the degree o i degree of mastering
— —1 By the situation source | — methods, possiblein | — L
of novelty Lo the situation
this situations ..
recognition process
Known (entered in the . . Copying known -
et manual) > Air facility 1 activity algorithm > Assimilated
Unknown for this air Automation Ly  Developing new . o
™ traffic controller equipment complex activity algorithm | Partially assimilated
New (previously not Area control center
™ unforeseen by superiors ™ duty shift > Untapped
> RLI Source
| Management facilities

Fig. 3. Options for the classification of the situation
in the air traffic controllers workplace at duty shift area control center

Conclusions

On the basis of morphological analysis of different
area control center duty shift operation modeling
methods combination variants, shows that in order to

address the research, information and tasks of training,
it is rational to complement existing methods of
modeling activities of air traffic controllers and the duty
shift ACC by structurally-algorithmic analysis and
method of generalized network models activity.
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3acTocyBaHHS METOAY CTPYKTYPHO-AJITOPUTMIYHHAX aHATI3Y
A5t TOOYI0BH MozieJIeii po60TH 4eproBoi 3MiHM PaiiOHHOI0 AMCIIETYEPCHKOr0 EHTPY

J. €. I'pumimanos, I'. A. ITyxaneceka, O. 1. SIpoxosuy, O. O. Ilncapuyk

Po3po0ka i BIIpoBa/KEHHS B CUCTEMY OOCIYrOBYBAaHHS IOBITPSIHOIO PyXy HOBUX CIIOCO0iB OOCIYrOBYBaHHS IIOB'SI3aHI 3
BUPIIICHHSIM KOMIUIEKCY 3aBJIaHb 3 JIOCHIDKEHHsS OCOOIMBOCTEH BIIOMHX MOZENEH IisUIBHOCTI 4eproBoi 3MiHH, BH3HAUCHHS
HanpsMiB IX BIOCKOHaJICHHS. MeTOI0 CTATTi € MPOBEJCHHS aHaji3y iCHYIOUMX MOJAENEH AisUIbHOCTI aBlalliifHUX AWCIIeTYepiB
palioHHMX THUCIETYEPChKUX LEHTPIB 1 MONTYK HAIPSIMKIB MO0 X BIocKoHaJIeHHs. [Toka3aHo, 1110 HEJOCTaTHRO IIOBHO BHPIMIEHi
IMUTaHHS, [0 CTOCYIOTBCS IMpoOJIeM B3aeMOJil JHCIETYepiB MDK Co0OI0 Ta 3 3acobaMu aBTOMAaTH3allii. Y 3BI3KY 3 UM
HeoOXxiqHa yHi(iKalis Mozeneil TisuTbHOCTI 3 METOI BHPILIEHHS JIOCTITHUIBKHX, iHQOpMaLiifHUX Ta TPEHaXXHUX 3aBJaHb, II0
nependadyae BpaXyBaHHA BHUMOI HAOYHOCTI Ta JOCTYHNHOCTI INPU 30€pEeKEHHI MOMJIMBOCTI IIPOBEICHHS AHAITHYHUX 1
€KCIIEPUMEHTAIBHUX JOCHipKeHb. [l BIOCKOHAJICHHS MOAENEH IisUIbHOCTI YeproBOi 3MiHM PalOHHOIO AWCIIETYEPCHKOIrO
LEHTPY IPONOHYETHCSI BHECTH IOJATKOBI €JIEMEHTH B CXEMY DO3Ili3HaBaHHA cUTyalli i kiacu(ikyBaTH iHiLiIOIOUl CHTYyaLii.
BucnoBok. Y craTTi 1MokasaHo, IO IS KOMIUIEKCHOTO BHPILIEHHS JOCIHITHULBKUX, iHQOpMAIiHHUX Ta TPEHaXXHUX 3aBIaHb
paluioHaJBHUM € JIOIIOBHEHHS ICHYIOWOI METOAMKH MOJICJIIOBAHHS JisUIBHOCTI aBlamiifHUX IHCIIETYEpiB METOAOM CTPYKTYPHO-
ITOPUTMIYHOTO aHANII3y Ta METOIOM Y3araJlbHEHHX MEPEXEBUX MOJIeIel isUIbHOCTI.

Kaw4yoBi caoBa: aBianiiiHmii nucrerdep; paiioHHHE IUCHETYEPCHKH IIEHTpP; Yeprosa 3MiHA; MOJEJb JISUTBHOCTI;
MEpPEKEBi MOJIEIII.

IIpumenenne MeTOAA CTPYKTYPHO-AJITOPHTMHYECKOT0 AHAJIN3A
JJIs1 TOCTPOEHUs MoJeJieli pa0oThl AeKYPHOl CMEHBI
PalioOHHOr0 IMCIETYEPCKOro HEeHTPa

J. E. I'pummvanos, I'. A. Ilyxansckas, A. . SIpoxosud, A. A. [Iucapuyk

Pa3paborka 1 BHeApeHUE B CUCTEMY OOCITY)KUBAHHS BO3YIIHOIO JABMXKEHHS HOBBIX CIIOCOOOB OOCITYXKMBAHUS CBSI3aHBI C
pEIIEHHEM KOMILIEKCAa 3a/ad IO HCCIIEJOBAHMI0 OCOOEHHOCTEH M3BECTHBIX Mojieell NesATeNbHOCTH AEKYPHOH CMEHBI,
OIpE/IETICHHIO HANIPaBJICHUH X CoBepLIEHCTBOBaHMU. 1le/IbIo CTaThM ABJISETCSA NPOBEAECHUE aHAIN3a CYLIECTBYIOIIMX MOJEIeN
JIESTEIbHOCTH ~ aBUALIMOHHBIX  JUCIETYEPOB  PAWOHHBIX JUCIETYEPCKUX ILEHTPOB W IIOMCK HAMpPaBIEHHMH IO HX
COBEpLIEHCTBOBaHMIO. [IoKa3aHO, YTO HENOCTATOYHO MOJHO PELIEHbl BONPOCHI, Kacarolluecs IMpoOneM B3auMOIEHCTBUS
JIUCIIETYEPOB MEXIy CO0OI U ¢ cpelicTBaMM aBTOMAaTH3aLMu. B cBsA3M ¢ 3TUM HeoOXxonuMa yHU(BHKALUS MOJIENICH IeATeIbHOCTH
B LEIAX PEILICHUS HCCIEN0BAaTENbCKUX, MH(QOPMALMOHHBIX M TPEHAXHBIX 3a/ad, YTO IpeAroyaraeT ydeT TpeOOBaHUH
HaIAHOCTH M JOCTYITHOCTH IIPU COXPAHEHWH BO3MOKHOCTH IIPOBEJCHHUS AHAINTUYECKHX M SKCIIEPUMEHTAIBbHBIX
uccrefiopanuid. JIsl COBEPUIEHCTBOBAHMS MOZENEH AEATENBHOCTH AEKYPHOH CMEHBI PAlOHHOIO MCIETYEPCKOro ILEHTpa
IpeJuIaraeTcst BHECTU JIOIOJIHUTEIIBHBIC JIEMEHTHI B CXEMy PAcHO3HaBaHUS CUTYALMH M KJIACCHU(HLMPOBATh MHULUMPYIOIIIE
curyaiu. BeiBoa. B crarbe 1oka3aHo, YTO Ul KOMIUIEKCHOTO PELICHUS UCCIIeI0BaTEeIbCKUX, HH)OPMAILIMOHHBIX U TPEHAKHBIX
3aJjad palUOHANBHBIM SBJIAETCS JIONOJIHEHHE CYIIECTBYIOIIEH METOJUKH MOJEIUPOBAHUS JIESTENBHOCTH aBHALMOHHBIX
JICIIETYEPOB METOJOM CTPYKTYPHO-aJIT'OPUTMHUYECKOr0 aHAIN3a U METOIOM O0OOIIEHHBIX CETEBbIX MOJIEIICH AeSTeIbHOCTH.

Kamo4ueBble ca0Ba: aBUAIMOHHBIN JAUCIIETYEP, paﬁOHHBIﬁ L[I/ICHGT‘-IepCKI/Iﬁ HCHTPp; ACXKYpHasd CMEHa; MOICIb
JACATCIIBHOCTH,; CETCBBIC MOACIIN.
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PA3PABOTKA CETEBOM MOJEJIA 115 ONTUMMU3ALINA
®YHKIIMOHUPOBAHUA JIOTUCTUYECKOHU LHEIIN IOCTABOK
CYXO®PPYKTOB B PEXXUME «JUST-IN-TIME»

Heas crarbu. PazpaboTka KOMIUIEKCHOH MH()OPMALMOHHOH MOJEIN MOJHON JOTUCTHYECKOH IeNH IOCTaBOK CyXO(ppyK-
TOB B YKpauHy. Pe3yabTaTel. PaccMoTpeHbI BOpOCH, CBsI3aHHBIE ¢ MOJEIMPOBAHUEM IPOLIECCOB CO3aHUsI, Pa3BepThIBa-
HUSL U TOIEPKKH () YHKIIMOHUPOBAHHS IOIHOM JIOTHCTHIECKOH nernu rnoctaBok cyxodpykros (LIIIC) B Ykpauny. [Ipose-
JieH aHanu3 OusHec nporeccoB, nmeromux mecro B LI1C, koTopelil mokasai, 4ro MO CpaBHEHUIO C APYTUMH CHCTEMaMU
kinacca SCM, coznanme LIIC mopoxmaeT psin cienuuueckux mpoOiieM, MOCKOJIBKY TaKHe LEeNy IPelCTaBIsIoT co0oi
CJIO)KHBIE COIIMO-TEXHHKO-DKOHOMHUYECKHE CHUCTEMBI, COCTOSIIIYI0 M3 MHOXXECTBA ITOCTABIIMKOB CHIPHS (CBEXKUX
(pYKTOB), MPENNPUATHI-U3TOTOBUTEIEH KOHEYHOIN NpOMyKIHH (CyIIKa, yHaKOBKa), CKIAJCKHUX TEPMHHAJIOB,
nuctpudsrotopoB, 3PL u 4PL-npoBalinepoB (pO3HUYHBIX TOPTOBLEB). B Xone aHanu3a 1OKa3aHO TakXKe, YTO
ynpasienue LIIIC HeBo3MOXKHO 0€3 IPOBEJeHNS NX aHAJIN3a Ha Pa3JIMYHBIX YPOBHSIX — CTPATErHYECKOM, TAKTHYECKOM H
OIEPaTHBHOM; JUIS MIPOBEACHHS TAKOr0 aHaIW3a MPEUIOKEHO HCIIONB30BaTh CETEBYIO MOJIENb, BKIIIOYAIOIIYIO OOBEKTHI
JIBYX THIIOB — LIEHTPAJILHOE 3BEHO, OTPajKaloIlee JesTEIbHOCTh (POKYCHOW KOMITaHHU IO IepepadoTKe MCXOMHOTO CHIPhS
(cyxopyKTOB), ¥ ps MOACETEH, MOJEIUPYIOMINX JESTEIFHOCTh MOCTABIIMKOB CHIPhSl U PEaIn3aTOPOB TOTOBOM HMPOIYK-
min. Paccmorpena monens nonaoit LITIC B ¢popme ceru [lerpu (CII) u npeioxkeHa MHTEpIIpeTaIysl OH3HEC ITPOLIECCOB B
nerm >nementamu CII. [Nepeuncnens! ocobennocty, otmmgaronme moaens L{IIC ot knaccnueckoit ceteBoit mopenu. [Ipu-
BeZleHa cozieprKkaTesbHas U (popMasbHas TOCTAHOBKY 3a/1a9d MUHUMH3AIHHU JIOTUCTUYECKUX U3/IepKeK IpH ()yHKINOHUPO-
Banuu L{I1C. Cuenan BeIBOJ 0 HEOOXOAMMOCTH pacimperus BpeMeneM ceteBoit Mopenu LIIC st cobnroneHust mpuHIina
‘just-in-time’ 1mpu MoAeNMpPOBaHUN OM3HEC MPOIIECCOB.

Kamo4ueBble cJoBa: IMOCTaBKH CyXO(l)pyKTOB; JIOrUCTUYECKas CUCTEMa; LCIIN IIOCTAaBOK; MOACINPOBAHUE OusHec Ipo-
ECCOB, CETh He’TpI/I; MUHUMUA3ALYS JIOTUCTUICCKUX U3JACPIKEK.

BBepeHue

B cOBpeMEHHBIX YCIOBHUSIX 3KOHOMHKA YKpaWHBI
OpPHEHTHPOBaHa, IPEUMYIIECTBEHHO, Ha YyBEIHYCHUE
o0beMa UMIIOPTa ¥ Pa3BUTUE PO3HUYHON TOPTOBIH. ITO
00CTOSATENLCTBO  ONpEeNsieT HeoOXOIUMOCTh COBEp-
LIEHCTBOBAHUS JIOTICTHYECKUX METOJIOB YIIPABJICHUS, B
TOM YHCJIE MOJICIMPOBAHUS U aHaJM3a Lenei 0CTaBOK
B cucreMax SCM NoCTaBOK MPOIYKTOB IMUTAHUS.

TunuuHbIM O0O0BEKTOM paccMaTPUBAEMOrO THIIA
SIBIISIETCS 1IENb TTOCTABOK CyXO(PYKTOB B YKpauHy
(I1C), xoropas mpencraBisieT COOOHW CIIOXKHYIO
COLIMO-TEXHUKO-DKOHOMHYECKYIO CUCTEMY, COCTO-
SIIYI0 U3 MHOJXKECTBa ITOCTABIIMKOB CHIPhs (CBe-
KX (DPYKTOB), MPEANPUATUH-U3TOTOBUTENEH KO-
HEYHOW NpOAyKIUU (CyIIKa, yHaKoBKa), CKJIaJ-
CKUX TEPMHUHAJIOB, TUCTpuOBIOTOpOB, 3PL 1 4PL-
npoBaiiiepoB (pPO3HUYHBIX TOPTOBIEB), KOTOPHIE
00nagaloT OmpeNeseHHBIMU pecypcamu. Bzaumo-
JIECTBAE yYaCTHUKOB Ou3Hec mporeccoB B IIIIC
OTpa)kaeTcsi MHOXKECTBOM MaTepHaJIbHBIX, (PMHAH-
COBBIX U MH(GOPMAIIMOHHBIX TOTOKOB, & TaK)Ke I10-
TOKOB YCIIYT' OT HICTOYHUKOB MCXOJHOTO CHIPbS 10
KOHEUHOTO TOTpeOuTesi. MHOrooOpa3sue peruoHoOB
MHUpa, U3 KOTOPBIX OCYIIECTBJISIFOTCS TOCTaBKA B YK-
pauHy CyXO(ppYyKTOB, IIMPOKask HOMEHKJIAaTypa MOCTaB-
JIAEMOH TIPOAYKIUH, YPOKaWHOCTh, KOJcOaHUE KYpCOB
BaJIOT, CE30HHOCThH SIBJISIFOTCS NMPUYMHAMH BO3HUKHO-
BEHHSI BHICOKOI'O YPOBHSI HEOIPE/IECICHHOCTH B ITPOIIEC-
cax (popMHpOBaHHUS W MPUHATUS PEUICHUH Y4YaCTHHKA-
mu LTIC.

s MozpenupoBaHus W aHanu3a (yHKIIMOHUPOBA-
uHus [IIC k HacrosmeMy BpeMEHH pa3padoTaHO MHO-
JKECTBO PaA3IMYHBIX MOJENEH W METOJOB, BHIOOpP KOH-

KPETHBIX CPEJICTB 3aBUCHT OT (DaKTOPOB, OITUCHIBAIOLINX
JTMHAMHYHOCTh (DYHKIIMOHMPOBAHUSI KOHKPETHOTO Ba-
puanTa peanuzanuu menu [1].

Konuemnmus SCM [2] npeanonaraer KOMIIEKCHOE
MPE/ICTaBJIEHUE TPOLIECCOB, HAYMHAS OT MPOM3BOJCTBA
CBIpbsl (CBEXKUX (PPYKTOB) M OXBATHIBAIOIIUX BCEX I10-
CTaBIIMKOB TOBapoB, yCIyr W WH(OpMalmu, ao0as-
JISFOIMX IIEHHOCTh ISl TIOTpeOuTeNeil U Jpyrux 3auH-
TEPECOBAHHBIX JIHII.

Takum oOpazom, 3¢ dekTuBHOE (QYHKIMOHHPOBA-
nue L{IIC mpenmonaraeT WHTETPAIUIO KITFOYEBBIX OH3-
HEC-TIPOLIECCOB: YIPABIICHUS! B3aWMOOTHOILIEHUSMH C
MOTPEOUTEIISIMK;, OOCTYKHUBAHUS TOTPEOUTEIICH; aHaAIU-
3a CHpoca; YIpaBiieHUS BBITIOJIHEHUEM 3aKa3oB; obec-
MEYEeHUs] TIPOU3BOJICTBEHHBIX IPOIECCOB; YIIPaBICHUS
CHa0XXeHHEM.

IIpu >TOM OCHOBHBIM MEXaHHW3MOM IOBBIIICHUS
a¢dexTrBHOCTH (PyHKIMOoHUpOoBanus 1IIIC sBisoTCS
MUHAMH3AIUST COBOKYITHBIX JIOTUCTUUECKHX H3EPIKEK,
JIOCTHKEHHUE MaKCUMAJIbHOM NMPHOBUTN MM MUHHMAaJIb-
HBIX 3aTpaT OTIENbHBIX 3BEHBEB NPH COONIIOACHUH
npuHOuna ‘just-in-time’ [3].

Leanb cTaTbu cOCTOUT B pa3pabOTKe KOMILIEKC-
HOH nH(pOpMaIMOHHOH Mozenu, B popMe ceTH, MOTHOM
JIOTUCTUYECKON LIETH ITOCTAaBOK CyXO(pPYKTOB B Y Kpau-
Hy, JUIsl pElIeHUs Ha €€ OCHOBE 3aJa4 ONTUMH3aIUH
¢ynximonupoanust L{IIC B pexume ‘just-in-time’.
[TpumeHeHne TakoW MOJIENH TIPH CO3JaHUH MIPUKIIATHOM
WH(OPMALIMOHHON TEXHOJIOTHU TOJIEPIKKH (YHKIHO-
nupoBanus [IIIC gact BO3MOXXHOCTB MOBBICUTH A deK-
TUBHOCTH OM3HEC MPOLIECCOB B LEIH 32 CUET CHIKECHHS
(DPMHAHCOBBIX M BPEMEHHBIX 3aTpaTt, B 4YaCTHOCTH, obec-
MIEYeHNs] CBOEBPEMEHHON JOCTABKU CYyXO(QPYKTOB ISt
peanu3anuy yKpanHCKUM ITOTPEOHUTEISIM.

© Paxumu 4., 2018
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OcHoBHas YacTb

VYrpasieHue NENsiIMA MOCTABOK HEBO3MOXKHO 0Oe3
MPOBEACHUSI MX aHajlu3a Ha Pa3NIUYHBIX YPOBHIX —
CTpPATErniecKoM, TAKTHYECKOM U OIIEPaTHBHOM.

Ha crpartermueckoMm ypoBHE peLIAlOTCS 3aladd
npoekTupoBanus L{IIC u onpeneneHue pa3MepoB 00b-
€KTOB OOCITY)KMBAaHUsI C y4€TOM MEXKIyHApOIHBIX, Ha-
LMOHAJIBHBIX U PETHOHAIBHBIX OCOOCHHOCTEH Pa3BHTHS
TpaHcnopTHbIX cucTeM. B coctaBe LIIIC onpenenstorcs
OCHOBHBIE TEPMHUHAIbI, PACIpENeTUTEbHbIE [EHTPBI,
KOHCOJIMJAIMOHHBIE CKIIAJIbl, MEXKy KOTOPBIMH OCYIIIE-
CTBIISIFOTCSL PETYISPHBIE TEPEBO3KU CHIPbS U T'OTOBOM
npoayKuuu (TJIaBHbIE MapiipyTtsl). J[pyrue oObeKTH B
HIIC obcmyXMBarOTCA ¢ TIOMOIIBIO PA3JIMYHBIX, [TOIHU-
HEHHBIX, MapIIPyTOB IEPEBO3OK.

Ha ocHOBe MpoOrHO3MpOBaHMs CHpPOCa PELIaroTCs
3aaud NPHOOPETEHUs M paclpesieneHs Ha ceTu 00-
CIIY)KMBaHUsI C YYETOM CPOYHOCTU IOCTaBOK, HOMEHK-
JIATYphI MOCTABJISIEMOTO CHIPbSl U PaclpeAesIeHus] TOTo-
BOW TPOJYKIMH, CE30HHOCTH IPOU3BOJCTBA U COBITA
TOBapoOB ITUIIEBOIM ITPOMBIIUICHHOCTH, YPOBHS TpaHC-
MOPTHBIX PAacXOMOB B IIEISIX MOCTaBOK. Ha ocHoBe mo-
CIIEIHUX pelnaercs 3ajadya omnpenesieHus TapuoB Ha
TPAHCIIOPTHBIE YCIYTH C YYETOM COOTHOIICHHS «IIe-
Ha/KauyecTBO» M JUHAMHKU UCIIOJIB30BaHHS ITOJBIKHO-
T'O COCTaBa.

Ha rtakTHyeckoM ypOBHE TPaHCIOPTHO-JOTUCTH-
YEeCKOro OOCITYXMBaHHS OCYILIECTBISIETCS KOPPEKTH-
POBKa IUIAHOB IEPEBO30K Ipy30B ¢ yueToMm Bullwhip-
a¢dexTa, HEPAaBHOMEPHOCTH CIIPOCA, HAJTHYUS TOABIIK-
HOT'O COCTaBa B y3Jax Iienel nocraBok. Ha nanHom ara-
Ie Ha OCHOBE BHIOPAHHOH CTpaTeruu pacrpeeieHus
MPOAYKIUH II0 KaHajlaM cObITa HMPOU3BOIUTCS KajeH-
JlapHOE IUTAHUPOBAaHHE [OCTaBKA MPOJAYKLIUH CYyXO-
(pYKTOB OCHOBHBIMHU U TIOAYMHEHHBIMU MapIIPYTaMH C
Y4ETOM MEPUOJUYHOCTH OOCITY)KHBAHUSI, BMECTUMOCTH
CKJIaJIOB U TEPMHHAJIOB, COBMECTUMOCTH IEPEBO3UMOI
MIPOIYKIIUH.

JIONIONTHUTENIEHO ONPEAENSeTCS MOJIUTHKA TEPMH-
HAJILHOT'O M CKJIAJICKOTO OOCITY)KUBaHUs, HAIpaBJIeHHAs
Ha ToBbIIeHnEe YP(PEKTUBHOCTH AaHHBIX MPOLECCOB, a
MMEHHO COKpAIllEHUs] BPEMEHH XPaHEHUs Ha CKIajie U
MOTPY3KH Ha TpaHCIOpT (pasrpy3ku C TpPaHCIIOPTa),
WCIIONIb30BaHMsI KPOCC-OKWHra, COBMEUICHHE TPaHC-
MIOPTHO-CKIIAICKKX onepauuii. Ha aTom ke ypoBHe pe-
m1aeTcsi KOMIUIEKC 3a/1a4, CBS3aHHBIX C IMPOTHO3MPOBa-
HHEM BO3MOXXHOTO H3MEHEHHsI CIpOCca, pacUIMpEeHHs
PBIHKA COBITA U T.II.

Ha omepatuBHOM YpOBHE pelnaroTcs 3agaddl Ha
oyepenHble CYTKH, CBSI3aHHbIE C Ha3HAYEHHEM ODKHIIa-
JKell BoauTesnel JUIsl BBHIOJHEHUS! MEPEBO30K IPY30B C
Y4ETOM TPOAOJDKUTENILHOCTH pelica, UCIONb30BaHUEM
TPAHCIIOPTHBIX CPEACTB PA3IMYHON TPY30HOABEMHOCTH
C 1EJTBI0 OCTaBKU MPOIYKUHUH MUILIEBOM IPOMBIIILICH-
HOCTH Pa3jIMYHOW Macchl, (POPMBI C MAKCUMAaJILHOU CO-
XPaHHOCTBIO, ONEPATUBHOCTHIO U MHHHMAaJIbHON CTOM-
MOCTBIO TIEPEBO30K.

Ha ocHoBe BBIOpaHHOH CTPYKTYpBHI ITOJBIXKHOTO
COCTaBa JJIsl OpraHU3aluK MEPEeBO30K IPY30B B paMKax
HIIC pa3pabatbiBatoTcss MapmpyThl U rpaduKi padboThI
TPaHCIIOPTHBIX CPEJICTB, YUYUTHIBAIOUINE OTPAHUYCHHS B

Mpoe3/ie B TOPOJICKUX YCIIOBHSIX, TpeOyemMoe BpeMs 10C-
TaBKH, CPOYHOCTh U NEPHOANYHOCTH ITOCTABOK, HEOO-
XOMMOCTh JTOCTaBKH TPOAYKIIMU OT HECKOJBKHX II0-
CTaBIIUKOB U T.1.

Ha 3aBepmatomem stane ¢opmupoBanus LIIC
MPOU3BOIUTCS  BBIOOP  CMOCOOOB  B3aUMOJIEHCTBUS
TPaHCIIOPTHBIX CPEACTB B Y3/1ax LN, TUHAMHYECKOE
pacrnpenenieHie pecypcoB, KOPPEeKTUPOBKAa MapIIPyTOB,
rpaguKoB, CHOCOOOB B3aMMOJICHCTBHSI B PEXUME pe-
aJBHOTO BPEMEHH C Y4eTOM HM3MEHEHWH BHEIIHEH cpe-
IIbl, TUHAMUKH 00pabOTKU JTaHHBIX, BEIOOpa PHUOpUTE-
TOB O0CIY)XKUBaHHUS 1 UHTepecoB yuacTHUKOB LITIC.

[Ipu mocTpoeHuu Mogpenel 1ened MoCTaBOK MOTYT
OBITh UCITOJIE30BaHBI METOIBI CETEBOrO yIpaBieHus [4, 5].

Ha puc. | mpencraBieHa CTpyKTypa THUIIUYHOM
HIIC. B Heli 1EeHTpaJIbHBIM 3JIEMEHTOM SIBIISIETCSI Tak
Ha3bIBaeMasi POKYCHasi KOMITaHUsL.

Puc. 1. Ceresas mogeins TunmuHoi LIIC

B mpuBeneHHON TMIIOTETHYSCKON HEnu (hOKYyCHas
kommanus (y3en Ne§) momywaer MaTepHalbHBIE pecyp-
chl OT Tpex mocTaBIUKOB (y3iel Ne 1, 3, 7). Ilpuuem
TIEpBBIN MOCTABIIMK PabOTaeT Yepe3 MOCPETHUKOB, Tpe-
TU TOCTaBUIMK PabOTaeT 4epe3 MOCPEAHUKOB U Ha-
MIPSIMYIO, CEAbMOM IOCTABIIUK OCYLIECTBISIET IMpPSIMbIE
noctaBku. J1ist cObiTa CyXo(ppyKTOB (hOKYCHAsi KOMIIa-
Hus (yzen Ne 8) ucronb3yeT Kak HpsIMOi, TaKk ¥ KOCBEH-
HbIe KaHabl. Y31bl NeNe 9, 10, 11 u 14 otpaxaroT cObI-
TOBBIX OCPETHUKOB, a y3ibl Ne 12, 13 u 15 — po3Huu-
HBIX POJABIIOB.

[Mpn ananmu3e (QYHKIMOHWUPOBAHHS IIETIe MOCTa-
BOK C TIOMOIIBIO CETEBBIX MOJIENIEi Oa30BBIMH SIBIISIFOTCSI
TIOHATHUSL «IEHTPAJIbHOE 3BEHO» CETH U «IOJCETHY.
Llenmpanvhoe 36eno cemu — 310 (POKyCHasi KOMIIAHUSI.
Iloocemb — 4YacThb CeTH, COBOKYIHOCTHb CBSI3aHHBIX
3BEHbEB. BblIenMM B ceTH JIEBYIO U NpPaBYIO IOJICETH.
JleByro moxcers 00pa3yloT LEHTpalbHOE 3BEHO U BCE
3BEHBS, KOTOpbIE YYacTBYIOT B IIOCTaBKaxX ChIpbs (B
MEPBYIO OYepe/b, CBEXUX (PPYKTOB) (DOKYCHOH KOMIIa-
nun. [IpaByro mozacerb 00pa3yloT LEHTPaIbHOE 3BEHO,
COBITOBBIE TIOCPETHUKH U PO3HUYHBIEC IPOIABIIBL.

B ominume OT Knmaccuueckoil ceTreBod Monenu
yrpasienus, cereBas mozens L{IIC umeer psx ocoben-
HOCTeil:

— OCHOBHBIMH 3JIEMEHTAaMHU IIE€NU IOCTaBOK SB-
JISIOTCS 3BEHbS U MaTepUalbHble IOTOKH;

— uenu nojacereit B coctase L{I1C paznuuarorcs;

— B cereBoit mojgenu L{IIC Bcerna mpucyrcTByer
LIEHTPAJILHOE 3BEHO U MO/ICETH;

— qst cereBoit mogenu L{IIC orcyrcTByeT moHs-
THE «KPUTHYECKUH MYTh»;
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— TOCTaBKHU OfHOW mojceTtn pamkax oanoit [{I1C
OTHOCUTEJIBHO HE3aBUCHMBI OT IIOCTaBOK JIPYroi moj-
CeTH.

IIpencraBnennas cereBas mozens LIIC sBnsercs
10 CBOEH CyTU JECKPUNTHUBHOM, UCXOII U3 ITOrO, Ipel-
CTaBIISIETCS LIeJIeCO00pa3HBIM PUMEHEHHE ISl aHaIn3a
¢ynxmonnposanus LIIC ee onmcanue B opme cetn
ITerpu.

B ob6mem cnyuae cets Iletpu (CII) [6] npencrag-
nsieT co0OW JIBYJNONIBHBIA OPUEHTHPOBAHHBIA MYJbTH-
rpad

S=(P, T, My, A', A°),

rae P — MHOXeCTBO BEpIIMH THIIA
«ITo3umusy;

T — MHOXECTBO BEpLIMH THUIIA
«Ilepexony;

M, — BEKTOp HayaJIbHOTO Map-
KHUPOBaHUS,

A', A° — MaTpMIEl MHIMIEHT-
HOCTH, 33JIalolle, COOTBETCTBEHHO,
BXO/IBI ¥ BBIXOJBI AYT W3 BEpIIUH
CIL

HawubGonee wacro mpu paspa-
00TKe MOJIeIICH peaNbHBIX 00BEKTOBR
B (opme CII, Bepmmnbl THna «Ilo-
3ULUS»  WHTEPHPETHPYIOTCS — Kak
YCIOBHs Hayaja JUOO OKOHYAHUS
Kakoro-nubo OusHec-mporecca, o
HAJIMYUM TaKUX YCIOBUH CBHIE-
TENILCTBYET MapKep B ITO3HLUH; I10-
sunn ke thna «llepexom» uHTEp-
NPETUPYIOTCS KaK Te WIA WHbIE
OuzHec-mponecchl. JluHamuka (yH-
KIMOHUPOBAHMS LIETH MOCTaBOK OT-
pakaercsl epeMeIrieHHeM MapKepoB
mo CII. Ha puc. 2 mpeacraBieHsl
pe3yNbTaThl MOJIEITHPOBAHUS TIPO-
necca  (OPMHPOBAaHUS  IMOJCETH
HIIC «IlocraBku CBEeXHX (PYKTOB
Ha TepepaboTKy» B BHIC ONHOU U
toii ke CII, orpakaromieid roros-
HOCTh K IIOCTaBKaM CBEXHX (pyK-
TOB Ha IepepaboTKy, B IEPBOM CITy-
yae (la), mepBbIM M YETBEPTHIM I10-
CTaBIIMKaMHU, O Y€M CBHJETEINbCT-
BYET HaJIMYhe MapKepoB B IO3HUIIH-
sx P1 u P4, B BO BTOpoM ciydae
(16) — TpeTbMM M 4YETBEPTHIM IO-
cTaBOIMKaMu. [Ipu 3TOM mepexobl
Tl — T4 wuHTEpHpeTHpYIOTCS Kak
MIPOLIECCHl TIEPEBO3KH CHIPBsS (CBe-
KHUX (PYKTOB) Ha CKJIJ OIHOTO M3
JIBYX mepepadaThIBAIONIMX IPea-
npuatuii, a nepexonsl TS u T6 or1-
PaXKaIOT MPOLECCHl CKJIaUPOBAHMSI.
Takum 00pa3oM, C MOMOLIBIO Ha-
yanpHON MapkupoBku CII nmeercs
BO3MOXXHOCTh MOJIETUPOBATH TIPO-
neccsl (hOPMHUPOBAHUSI MapUIPYTOB
JIOCTaBKH M JPYrHX OW3HEc-Ipo-
meccos LIIC.

I'maBHbIM HemocTaTkoM ammaparta CII kak Momenu
(hopMUpOBaHUS II€Nel MTOCTABOK SIBJISETCS M3HAYAIBHO
HU3Kash MOIIHOCTh NPEACTABICHUS KIACCHUECKHX,
«6e3omacHbix» CII (Safety Petri Nets) npu makcumans-
HOW MOIIHOCTH paspemieHus. [lox MOIHOCTBIO IMpen-
CTaBJICHUsI 3/leCh TIOHMMAETCsl HaJIW4He CPEACTB OTpa-
KEeHUst 0a30BBIX (IIPOCTPAHCTBO, BPEMS M IPUINHHOCTH )
W TIPOU3BOJIHBIX OT HUX KaTErOpHH OKPY)KAIOIIEro MH-
pa. MomHOCTh pa3penieHusi CBUIETENbCTBYET O BO3-
MoxHocTsix aHanmza CII kak rpadoBBIX CTPYKTyp Ha

HAJIMYME B HHUX aKTHBHOCTH, IOCTHXXHMOCTH, IOKPHI-
BaeMOCTH, a TaKKe TYNMKOB M 3armkiuBanuii (dead
locks) [6].

U T 6
Puc. 2. CII, monenupyromas noxacers LIIC

«[TocraBku cBexux GppykToB Ha nepepaboOTKy»
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IIpu monenupoBanuu cerbto Iletpu mnpouecca
¢byuknmonupoBanus 1IIC, ¢ coOnroneHrneM TPUHIHIA
«just-in-time», MPUHIMIHAIBHBIM MOMEHTOM SIBJISIETCS
OTpa)keHHE BPEMEHHBIX 3aBHCHMOCTEH MEXIy OTIelb-
HBIMH OM3HEC-TIPOIIECCAMHU.

OpHaKo Ha MpPaKTUKE, MOBBIIIEHHE MOIIHOCTH
npezcTaBieHus cetd [leTpu myTeM Tak Ha3bIBAEMOro
pacuupeHus (BpeMeHHbIE, pacKpallleHHbIE, CTOXaCTH-
yeckue cetH [leTpu) HeM30eKHO BEJET K CHIDKEHHIO X
MOIITHOCTH Pa3pelIeHHs], a CIeA0BaTeIbHO, U K OrpaHU-
YEHHI0O BO3MOXKHOCTEH MO OLIEHKe KadecTBa OW3Hec-
mporteccoB B LIIIC Ha mpeaMeT uX MOJHOTHI U HETIPOTHU-
BOPEYHBOCTH.

Coznanue ¢ ¢extuBnoi LIIC npennonaraer pe-
LIeHHE KOMIUIEKCa 3aJay, CBSI3aHHBIX C MUHUMU3AIHUEH
JIOTUCTUYECKUX HM3JEp)KeK Kak sl (OKYCHOW KoMIia-
HUM, TaK W ISl OPYTUX YYaCTHUKOB JIOTHCTHYECKOM
LeTIH.

Jis hopmanuzanyy paccMaTpuBaeMol 3aadu OT-
JIEIBHO PacCMOTPUM IUIAaHOBBIE ITOKAa3aTeNU 3aKYIIOK,
MPOJIaK, U3JAEPIKEK JJIsl JIEBOM U JJISl IPaBOM mojcereit
LEeNyd TI0CTaBOK. BennunmHy NpOW3BOJICTBEHHOH IIpO-
rpaMMbl (POKYCHOH KOMIIAaHWM TPHUPaBHIEM K IUIaHY
peanuzanuu Cyxo(ppyKTOB POZHHYHBIMHU IIPOAABLAMH.
Jonyctum, 4To chipbe (cBexHe QPYKTHI) 3aKyMaroTcs, a
peanuzyeMbie TOBapbl (CyXO(QPYKTbI), MPONAIOTCS IO
CTaOMJIBHBIM IICHAM.

[TnanoBass MoTpeOHOCTH (HOKYCHOH KOMIAHWH B
3aKyIIKax CBIPbS:

m

M=% (R Q).
i=1
rae Ry — HopMa pacxopa [-ro BHIa ChIpbsl Ha IPOU3-
BOJICTBO {-T'0 BU/Ia IPOAYKIIHH;

m — HOMEHKJIaTypa NpOayKIK (pOKYyCHON KOoMIIa-
HUH, TIepeMenIaeMoi B paMKax JJOTUCTHYECKOH LieTy;

O; — 00beM TPOAYKIIMU, HEOOXOMUMBIN IJIs BbI-
MOJHECHUS (DOKYCHOW KOMITAaHHWEH MPON3BOICTBCHHOM
MIPOrPaMMBL.

[TnaHOBBI 00BEM MPOAYKIWH, HPOU3BOIUMOM
(hoKyCHOI KOMIIAHUEH, ONpeeNseTcsi Ha OCHOBE IIaHa
MPOU3BOJICTBA (TIPOAAX) C YUETOM KOMIUIeKca (hakTo-
POB, ONpPEEISIOIINX TEKYIIUN 1 MEPCIIEKTHBHBIN CIIPOC
Ha MPOAYKIIHIO:

Q=§@y@)
J=

riae  Pj—uiaH nponsBoAcTBa (POJaX) j-TO H3ICIHS;

kjj — IPUMEHSEMOCTD i~/ ACTAH B j-M U3ICIAH;

n — KOJMYECTBO HOMEHKJIATYPHBIX MO3MIMI TOBa-
pOB.

JlorucTrieckue U3EPKKH, CBSI3AHHBIC C 3aKYIKa-
MU CBIPBsI (3aTPaThl JICBOH MOICETH IIETH TOCTABOK):

u t
ZFZZ% >
p=li=1

rae Zj, — U3IepKKU JOCTaBKH [-T0 BUAA CBEXHX (BPYK-
TOB OT p-TO MOCTABIIMKA; U — YUCIIO MOCTABIIUKOB;

{ — HOMEHKJIaTypa MOCTABJISIEMOTO ChIPbSI.

IInan mpomaxk ompenensieTcs Ha OCHOBE MapKe-
TUHTOBBIX UCCIIEOBAHUHN 1IE€JIEBBIX PHIHOUHBIX CETMEH-
TOB:

N
Pi=2 Py,
k=1

rae Pj — IUTaH Opojak j-ro U3Aemus k-My CETMEHTY;

§ — KOJIM4ECTBO CETMEHTOB.

Jloructuueckue U3AEPKKH, CBSI3aHHBIE C peain3a-
el cyxo(pyKToB (3aTpaThl B IPaBOH MOJCETH):

N n
Zy=2 27k s

k=1 j=1

rie Z jj —3aTpaThl I0CTABKH j-I0 TOBapa k-My cerMeHTy.

LeneBass ¢yHKIMs, Mpeanonararomas MUHAMH3a-
LU0 OOIIMX JIOTHCTHYECKUX H3JIEPKEK (POKYCHOH KOM-
MIAHUH, CBSI3AHHBIX C 3aKYIKaMHU U COBITOM:

Z=Z] +22 — min.

Pemennem 3Tol 3a7a4yu sBIsIETCS BBHIOOP ITOCTaB-
IIMKOB CHIPbsI (CBEKUX (PYKTOB) U 00BEMOB ITHX IIO-
CTaBOK, a TaKXe BHIOOP 3BEHBEB COBITOBOW CETH M pac-
Npe/ielIeHHe MEeX/1y HUMU TapTUi CyXOpPYKTOB.

PaccmoTpeHHast 3amaua MOXKET OBITH pelleHa ¢
npuMeHeHueM ceteBoit moaenu LIIC, mpencraBieHHOM
B ¢opme pacmmpennoir CII. ITpu sTom mnst cobirone-
HUS TPUHIMIA ‘just-in-time’ HPUHIMIIMAIBEHO BaXKHO
pacumpenue CII B acniekre ydera BpeMEHHBIX 3aBUCH-
MOCTeH.

BbiBOoAbI

AHanu3 0coOeHHOCTEH MOCTPOCHUS M (YHKIIHO-
HUPOBAHUSA TMOJHON JIOTUCTHYCCKON IICMH ITOCTaBOK
cyxo()pyKTOB B YKpauHy Hald BO3MOXKHOCTh OOOCHO-
BaTh BBHIOOP B KAa4yeCTBE CPEACTBA MOJACITMPOBAHUS Ma-
TeMaTH4eckuii ammapat cerei Ilerpu. Paspaboran Ba-
puanT ceteBoit monenu L{IIC u BBIMTONHEH CpaBHUTENb-
HBI aHamu3 STOW MOJENTU C TPATUIIMOHHOM CceTeBOoM
MoJieNiblo. B 00IeM Buje MpHBeIecHa MaTeMaTHYeCKas
MOJIENTb 3a/Ia4¥l MHUHUMU3AIUHA JIOTUCTUICCKUX H3Jep-
JKEK JUIS [IEHTPAILHOTO 3BEHA IeNH — (JOKYCHOTO MpeI-
npusatus. [loka3zaHa HEOOXOIMMOCTh PACIIMPEHUS all-
nmapara 6e3omacHbix CII, myreM BBEICHUS CPEICTB OT-
paXECHUS BPEMCHHBIX 3aBUCHMOCTEH MEXAy Ou3HEC
nponeccamu B pamkax LIIC, nyis onTuMu3anum enu c
coOJIrOIeHIEeM TIPUHIMMA ‘just-in-time’.
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Po3pobka mepeskeBoi Mogei 1 onTuMizanii GyHKIiOHYBaHHS JTOTiCTHYHOI Henn
TOCTABOK CyXOPYKTIiB B pexknmi «just-in-time»

S1. Paximi

Mera crarri. Po3poOka xomiuiekcHoi iH(pOpMariiiHOi Moziesi TOBHOI JIOTICTHYHOIO JIAHLIOTa I0CTaBOK CyXO(PYKTIB B
Vkpainy. Pe3dyabTaru. Po3risHyro nmurtaHHs, NOB'I3aHi 3 MOJEJIOBAHHAM IIPOLECIB CTBOPEHHS, PO3rOPTaHHS Ta IMiATPUMKH
(bYHKLIOHYBaHHS IIOBHOI JIONiCTUYHOrO JaHItora nocraBok cyxodpykris (JITIC) B Vkpaini. IIpoBeneno anaini3 6i3Hec mpouecis,
mo Maroth Micue B JITIC, axuii nokasas, 110 B NMOPiBHAHHI 3 iHIIMME cucteMaMu kiacy SCM, crsopenns JIIIC nopomkye psin
crienudivyHUX mpoOieM, OCKUIBKU TaKi JIAHIIOra € CKJIAJHI COLIO-TEXHIKO-eKOHOMIYHI CHCTEMH, 110 CKJIANAeThest 3 Oe3niul mo-
CTa4aJIbHUKIB CUPOBUHHU (CBIXKMX (PYKTIB ), MiANPHUEMCTB-BUPOOHMKIB KiHIIEBOI MPOAYKIIT (CYIIiHHS, YIaKyBaHHS), CKIaJIChKUX
TepMiHaniB, qucTpud'toropis, 3PL i 4PL-npoBaiinepis (po3apiOHUX TOpro.uiB). B xozi aHai3y MoKa3aHO TaKOX, 10 YIPABIiH-
nst JITIC HemozxxunBO Ge3 NMPOBENICHHS IX aHaJIi3y HA Pi3HHUX PIBHSX - CTPATEri4yHOMY, TAKTUYHOMY 1 ONEpPaTUBHOMY; JUIS IIPOBE-
JICHHS TaKOTrO aHalli3y 3allpOIIOHOBaHO BUKOPHCTOBYBATH MEPEXKEBY MOJIEIb, 110 BKJIOUA€ O0'€KTH [BOX THUIIIB - LIEHTPaJbHA
JIaHKa, 10 BifoOpakae MisUIbHICTH (POKYCHOI KOMIAHIi 3 IepepoOKH BUXiIHOI CUpOBMHH (CyXO(PYKTIB), 1 ps HmiaMepesxk, 110
MOJISITIOIOTh AisUTbHICTb MOCTaYaJIbHUKIB CHPOBHHH 1 pealtizaTopis rorosoi npoaykuii. Posrisayro monens nosHoi JITIC B dopmi
mepexi Ilerpi (CII) i 3anpononoBana iHTeprperanis 6i3Hec nporeciB B saHmio3i enemenramu CII. ITepepaxoBaHo ocoGnuBoCTi,
mo BinpizHsroTs Monens JITIC Bix kinacimynoi MepeskeBoi Mozeni. HaBeneHo 3micToBHa 1 popmanbHa MOCTAaHOBKH 3aavi MiHiMi-
3anii JiorictiyHuX BUTpar npu ¢yHkuionysansi JITIC. 3po6ieHO BUCHOBOK IIPO HEOOXiAHICTh PO3IIMPEHHS YacOM MEpEKeBH
mozeni JITIC w1 noTpuMaHHs npuHLIMITY just-in-time' mpy MozieIOBaHHI Oi3HeC MPOLECiB.

Kawuori cioBa: nocraBku cyXo(ppyKrTiB; JIOTiCTHYHA CUCTEMA; JIAHLIOTH I10CTABOK; MOJIEIIOBAHHS Oi3HEC MPOLECIB;
Mmepexa [lerpi; MiHIMI3aLis JTOriCTUYHUX BUTPAT.

Development of the network model for optimizing the dried fruit supply
chain in the "just-in-time" mode
Ya. Rahimi

Purpose of the article. Development of a comprehensive information model of the complete logistics chain of
supplies of dried fruits to Ukraine. Results. The paper deals with modeling of a complete supply chain of dried fruit
(DFSC) to Ukraine, with the focus on its creation, deployment and functioning. The analysis of the business proc-
esses running within the DFSC has shown that unlike other SCM systems, the creation of DFSC has a number of spe-
cific problems. This is due to the fact that these chains are complex socio-technical and economic systems consisting
of numerous suppliers of raw materials (fresh fruit), manufacturers of final products (drying, packaging), warehouse
terminals, distributors, 3PL and 4PL-providers (retailers). The research has shown that to manage the DFSC properly one
needs to analyze its various levels, namely the strategic, tactical and operational ones. An efficient solution for this purpose is a
network model that uses objects of two types. The first one includes a central link reflecting the activities of the focal company,
processing raw materials (dried fruit). The other one includes a number of sub-networks, modeling the activity of raw material
suppliers and finished product retailers. Thus, a model of a complete DFSC has been considered as a Petri net (PN), with its busi-
ness processes interpreted using the PN elements. The paper also specifies the features distinguishing the DFSC model from a
classical network model. The conceptual and formal challenge of the research conducted is to minimize the logistics costs of
DFSC functioning. To conclude, it is necessary to extend the time limit in the network model of the DFSC in order to comply
with the Yjust-in-time' principle, when modeling business processes.

Keywords: dried fruit supply chain; logistics system, supply chain; business process modeling; Petri net; logistics costs
minimization.
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CLUSTER PACKING
OF CONCAVE NON-ORIENTED POLYHEDRA IN A CUBOID

The subject matter of the article is the solution of the problem of optimal packing of concave polyhedra in a cuboid of
minimal volume. The goal is to construct a mathematical model of the problem under consideration and to develop a
solution method. The task to be solved are: to develop tools for mathematical modeling of the interaction of two concave
non-oriented polyhedra; to construct a mathematical model of the problem of packing concave non-oriented polyhedra in a
cuboid of minimal volume; to investigate the peculiarities of the mathematical model; to develop an effective method of
solution and implement its software. The methods used are: the phi-function technique, the internal point method. The
following results are obtained. Using the phi-function for two convex non-oriented polyhedra, a phi-function for two
concave non-oriented polyhedra is constructed. On the basis of the phi-function, an exact mathematical model of the
packing problem for concave polyhedra that allow simultaneous continuous translations and rotations is constructed. The
mathematical model is represented as a non-linear programming problem. The properties of the constructed mathematical
model are analyzed and a multi-stage approach based on them is proposed, which makes it possible to obtain a good locally
optimal solution of the problem posed. Since working with polyhedra is an important to determine the optimal clustering of
two objects, one of the stages of the proposed approach is to solve the problem of pairwise clustering of polyhedra. A
numerical example demonstrating the effectiveness of the proposed approach is given. Conclusions. The scientific novelty
of the obtained results consists in the following: an exact mathematical model of the packing problem of concave non-
oriented polyhedra is constructed in the form of a nonlinear optimization problem and a multi-stage approach is proposed
that allows obtain a good locally optimal solution of the problem.

Keywords: cluster packing; concave polyhedra; continuous rotation; nonlinear optimization.

Introduction

The 3D packing problems of concave polyhedra
have extensive engineering applications. For example,
as actual applications of the problems we can note the
following problems: the optimization of the 3D-printing
process in SLS technologies of additive production [1];
3D simulation of microstructures of different materials
(including nanomaterial’s) [2]. Also it has a wide
spectrum of applications in powder metallurgy, modern
biology, mineralogy, materials science, nanotechnology,
robotics, pattern recognition systems, control systems,
space apparatus control systems, aircraft construction,
civil engineering, etc.

It is well known that the 3D objects packing
problem is NP complex. Because of its NP complexity,
it is hard to be solved satisfactorily. So, to find their
approximate solution many research works use a wide
variety of techniques, including heuristics, traditional
optimization methods and different mixed approaches
which utilize heuristics and methods of non-linear
mathematical programming. The review of this methods
is given in [3].

In most works, orientation changes of 3D objects
either are not allowed or only discrete changes in the
orientation for given angles (45 or 90 degrees) are
permitted. In [4] authors propose HAPE3D algorithm
which can deal with arbitrarily shaped polyhedral which
may be rotated around each coordinate axis at four
different angles only.

Due to the difficulty of construction of adequate
mathematical models at present there are few works that
solve the 3D packing problems of concave provided that
continuous rotations of geometric objects are allowed.

The solutions of such problems are considered in
works [5-6].

This work is devoted to solving of the packing
problem of concave polytopes with continuous angles
rotations. Our approach is based on mathematical
modeling of relations between geometric objects
reducing the problem to a nonlinear programming one.
To this end we use the phi-function technique for
analytic description of objects interactions and objects
placements into a container taking into account
continuous rotations and translations.

Problem statement
and its mathematical model

Let there be concave
iel=1{1,2,..,n}, and a cuboid

polyhedra P,

1°

C:{X€R3,W] SXSWZ,Zl nglz,n] ngnz},

where wy,wy,l,[b,m; and m, are variables, i.e. a
vector £ = (w,wy,l,0h,m,M,) defines sizes of C.
The polyhedra P are a union of convex polyhedra
i

€
U Piel,
Pt ik

5
where polyhedra P, are given by vertices
— (] 2 3 . -
Pite = Piges Pk Pike)» 1€ 1, k€ Ky ={1,2,....8;5,
te Y}k = {1,2,...,pl-k} .

A location of polyhedra P in the Euclidean 3D

arithmetic space R® is defined by a translation vector
v; =(x;,¥;,z;) and rotation angles

0; =(¢;,v;,0;), iel.
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Thus, a motion vector
u; = (v,0,) = (%, 31,2, 4i, W, ©;)

gives the location of P, in R3.
Whence, a vector u = (uy,uy,...,uU,) € R®" defines

the location of P, iel, in R? and, consequently, a

complete set of variables makes up a vector
(u,C) = (uy,uy,....u,,C) € R™, where m=6n+6.

In what follows, polyhedra P translated by vector
v; and rotated by angles ¢;,y; and o, is denoted by
P(u;) and a cuboid C with variable sizes s is
designated as C().

Let Vi = Ny sVairsVair)s 7€ J; =11,2,..., 843, be
vertex coordinates of convex hull of 7. Then a location

of V. and py, in R® are defined by the relations
T
Vie i) = i () Vo (), Vi () = B Vige 915
iel,reJ;,
T .
Dit W) =R pys +vii,jel, keK; tely,

where R; is a rotation operator.
Then the following packing problem arises.

Basic problem. Find a vector ueR™ which
insures the arrangement F(y;), i</, without mutual

overlapping’s into a cuboid C({) so that the cuboid
volume H () will attain the minimal value.

Based on phi-functions (see [3,7]) a mathematical
model of the problem takes the form

HE ) =minH@G) st w,)eAcR™, (1)
where

A={u,l)eR" 1@ (uju;)20,i< jel,
®;(4;,0) > 0,i € 1, F(C) > 0};

H(C) = (wy —w)(lh =)y —my)s

F(Q) = min {w, —wy,l, —=f;,ny =y},

)

®; (u;,0) = min{¢;, (;,8),0 € 0, ={1,2,...,6},
reJ;},

0 (U, Q) = Vg (1) = Wi, 072 (7, §) = wy = P (),

073 (U7, §) = Vajp () = Iy, &4 (4, §) = Iy = Vo (),

brs (U7, 0) = Vaip () =M1 76 (1, 6) = My = V340 (1)
Here the inequality ®; (u;,u;)=0 insures non-

overlapping P,

; and P;, the inequality ®;(x;,C)=0
provides a containment of P into C({) i.e. ®;(y;,E) is

the phi-function for £ and

B(C) = R*\int C()

where int C(§) is the interior of C .

<

P=UP

lS]lS »

=, sek;, rek;. This

e
J
Since and Pj = L:Jl Pjp then

ENP =@ if B b,

means that
o (ui,uj) = min{@?lp (ui,uj),s ekK;,pe Kj} ,

where Q)iSIP (uj,u 1') is the phi-function for P, and

condition if fulfilled

Hence, if the following

min{d)flp(ui,uj),s €K;,pekK;}=>0.

Clustering of polyhedra

In order to obtain starting point for the problem
(1)-(2) the following step by steps procedure is offered.
Firstly polyhedra are in pair packed into clusters to be
cuboids and spheres of the minimal volumes. Next the
cuboids and spheres are placed into a cuboid of the
minimal volume. Then having taken the polyhedra
instead of cuboids and spheres packed into the cuboid
we pack the polyhedra into a cuboid of the minimal
volume.

Let P

1
which contains /;, identical polyhedra. We cluster in

iel, consists of k£ groups each from

pairs P,

y» i€l, into cuboids QO of the minimal

volumes le, i<jeK={l1,2,..k}. To this end we

solve the problems

DS = H;(%)=min H(G),

16 (3)
S.t. (ul-,uj,Q)er- cR?®, i<jel,
where
@, (1:,5) 2 0,8 ; (u;,8) > 0, F(£) > 0},
The inequality

insures inth; NintP; =& and ®;(u;,0) 20 guarantees
placement of £ within Cj;(C).

After that we cluster in pairs P, into

7, iel,

spheres  S;  of the minimal volumes Dg ,
i<jeK={1,2,..k}. Then we solve the problems
4 .

Dl-‘f- =—mmin Rl-31- R

16 . .
s.t.(ul-,uj,Rl-l-)ercR ,i<jel,
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where
_ 16 .
Dy (up,u ;) 20, D;(u, Ry;) 20, (6)
The inequality
insures
intF; NintP; =
and

; (u;,0) =

_ 2 2 2 52

= (N )™ + (V- ()™ + (V33 (1)) = Rjj 20,
guarantees placement of £ within S;;(R;) (10).

Note that local extrema of the problems (3)-(4) and
(5)-(6) are calculated in the same way as a local
minimum point of the problem (1)-(2). For local
optimization we  used the IPOPT  code
(https://projects.coin-or.org/Ipopt).

Let P, iel, consists of k& groups each from
which contains /; identical polyhedra. We construct
clusters pack in pairs P, i€/, into cuboids on of the

minimal volumes D;;, i< je K ={1,2,..k}.

ij>
Now we compute

C C
8 =(D; +D;)/ Dy

and
8y =(D;+D;)/ Dy,
i<jeK=1{1,2,.k},
and find
8y, = max{8;,57,i < j e K}.

If 8, = 85 then we generate identical cuboids

0; =0y i=1,2,kyy = min{ly, 1}

In addition, if kg, =/,
s(p)from K.
If kg, =I; =1, then we omit s and p from K. If

(ksp =] ») then we exclude

dp = 85 then we generate identical spheres

S; =S i=1,2,ky, = min{l,, 1}

In addition, if kg, =1, (kg =/, then we exclude
s(p)from K.
If kg, =I; =1, then we omit s and p from K.

After that we define
_ C S - .
8” = maX{5U . 81}’1 < J € K\{;\’Sp}} ,
where either A,
so on until K is exhausted.
As a result sets of cuboids C;, i=1,2,...,1, and

=s or Ay, =p or Ly, ={s,p} and

spheres  S; i=1+p,2+ 1, W=H +ly, are
formed. For the sake of convenience we rename

C.

1°

i=1,2,..,1,
and spheres
Spy =142+ fyses W= 1y + 1,
as Q;, ieM={1,2,..,u}.
Thus each cluster Q; contains pair of polyhedra

73 and £, with placement parameters u]fl and ullc

with respect to the local coordinate system of Q;. Next
we solve a packing problem of Q;, ieM, into a
cuboid C of the minimal volume. We suppose that a

location of cluster Q; in R is defined by a vector

_ _ 6 .
y/ _(UjsE.;j)_(x]jsy]jszljsa]jsajZSE.;j3)eR 5 JEM

Then a mathematical model of the packing
problem has the form

HE)=min HQ), s.t.(7,0)e QRO (7)
where

Q={(,0) e RO Dy (y,,y,)20,i<jeM,
®;(1;,0)20,i T, F(G)20}.

®)

The inequality

@;(v;,7;)20
insures

guarantees placement of O; within C({).

Searching for an approximation to a global
minimum point of the problem is realized by methods
which are presented in the papers [8, 9].

Let (YO,CO) e RS be an approximation to a
global minimum point of the problem (7)-(8). To the

point (yo,Qo) there corresponds the arrangement of
clusters O; (y?), ie M into the cuboid C(¢") and each
cluster contains a pair of polyhedra Pki and P’i with

Cx*

placement parameters u, " and ulc* . It permits to take
4 4

appropriate polyhedra P, i</, instead of clusters 0,

ieM, and form a starting point (uO,QO) = (uO,Q*) for
the problem (1)-(2).
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Construction of the point is executed by the special
problem that called “inverse rotation”.

Multistage solution approach

A solution strategy (3D MultiStage Approach (3D-
MSA)) can be described by the following stages.

1. Pack in pair polyhedra P, i<, into cuboids
Ci9 12{19299”’1}9
i=1+p,2+,..,u=1 +L,, of minimum volumes.

and spheres S;

1

For optimal clustering of two polyhedrons also we can
apply quasi phi-function technique. This approach
presented in [10].

2. Cover polyhedra P,

1

by spheres S;, with

centers v;, ie€l; cover convex polyhedra P, by

spheres  S;; of minimal radius p’ and centers

L
Vi = (. 0525) 5 iel, kek;.
3. Solve the packing problem of cluster 0,
ieM={1,2,..,u}. Wherein, if o,
ieM={1,2,..,u} is set of cuboids C; then we solve

packing problem of parallelepipeds with the feasibility
of changing their orthogonal orientation [8]. And if Q;,

ieM={1,2,..,u} isset of cuboids C; and spheres S;
then we solve packing problem of cuboids and spheres
using approach proposed in [9]. As a result we obtain
local minimum point (y°,£%) e ROV

4. Replace clusters Q;, i € M, with corresponding
polyhedra P, iel. In order to form a starting point
(uO,CO) for the problem (1)-(2) we solve n auxiliary
non-linear optimization problems (“inverse rotation”) to

define vector u° based on yo . As a result we derive a
point (u°,c%) e ROV
(YO,QO) c R6(}’l+1) .

on the ground of the point

5. Fix 6° and find a local minimum point X* of
the problem

HE")=minH() s.t. X €Qc RO )
where

0={X=(n0)eR" :d,(v,v,)20,i< el
®;(v;,0)20,i € [,F(§)>0}.

(10)

As a starting point of problem (9)-(10) we take
point (vO,CO). Since rotation angles are fixed then
inequality sysytem (10) is linear.

6. Form a starting point (uO,C0)=(v*,90,Q*),
and calculate a local minimum point (u(’*,qo*) of the
problem (1)-(2).

Numerical results

Here presented an example that demonstrates the
efficiency of proposed methodology.

We have run our experiments on an Intel Core IS5
750 computer and for local optimisation we used the
IPOPT code (https://projects.coin-or.org/Ipopt).

We consider the collection of polytopes of
example 1 given in [4]. In fig. 1 depicted five types of
polyhedrons that need to pack.

LAIX AN

Fig. 1. Five types of polyhedrons

Figure 2 presents clusters O; used for solving
problem (7)-(8).

"L

Fig. 2. Clusters Q;

Fig. 3 shows the results obtained on each stage of
3D-MSA of optimal placement of 36 polyhedrons. The

container has volume H" =10720 .

H=14005 l

Fig. 3. Solution stages of 3D-MSA
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As shown in table 1, the 3D-MSA allows us to  significantly improved by 14%. At the same time, the

reduce the container volume. The packing efficiency is  solution time is less by 60%.

Table 1. Comparison of HAPE3D and 3D-MSA

HAPE3D 3D-MSA
H* 12480 10720
Time (5) 9637 3789

layout
. local extrema and searching for of "approximations"
Conclusions to global extrema.
The paper presents an exact mathematical model Iterative processes being used to solve the problem
of packing optimization problem of concave polyhedra ~ can be easily parallelized.
which are allowed both translations and continuous Numerical results above have shown effectively of
rotations. solution approach offered when tackling optimization

The phi-functions enable us to apply state-of-the 3D packing problems.

art methods of nonlinear optimization on all solution Optimization approaches worked out in the paper
stages of the problem (1)-(2) including the can be used for solving other packing optimization
construction of starting points, the calculation of problems.

10.
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Kiacrepna ynmakoBka HeoNnyKJIMX HEOPi€HTOBAHUX 0araTOrpaHHMKIB y Ky0ois
A. M. Yyraij, 1O. €. Crosn

IIpeqveTom BUBYEHHS Y CTATTi € pO3B’s3aHHA 3aJa4i ONTUMAIBHOI YIaKOBKM HEOIYKIIMX 0araTOrpaHHUKIB y NPSAMUM
napasenenines MiHiManbHOro 00°’emy. MeTol € moOynoBa MaTeMaTHYHOI Mojeni HaHoi 3agadi i po3poOka MeTomy
po3p’si3aHHA. 3amadi: po3poOHTH 3aco0M MaTeMaTHYHOrO MOJETIOBAaHHS B3a€MOIil JIBOX HEONYKIUX HEOPi€HTOBAHUX
GaraTorpaHHUKIB; 1OOYJyBaTH MaTeMAaTHYHY MOJENb 3aj]adi yHaKyBaHHS HEONYKIMX HEOPIEHTOBAHHX OaraTOrpaHHUKIB B
Ky0oia MiHiMaJIbHOTO 00’€My; JOCTIJUTH OCOOIMBOCTI MAaTEeMAaTHYHOI MOJeNi; po3poOuTH e(heKTUBHUM METOM PO3B’A3aHHS 1
BUKOHATH HOro NpOorpamHy peaiisaiito. BukopucroByBanuMu merogamu €: Meto] phi-pyHKIiH, MeTo BHYTPILIHBOI TOYKH.
OtpumaHi HacTynHi pe3yJbTaTH. BukopucroByroun phi-QyHKIi0 I JBOX ONYKIMX HEOPI€EHTOBaHMX OaraTorpaHHHUKIB,
noOynoBana phi-QyHKIist Ul 1BOX HEONYKJIMX HEOpi€eHTOBaHMX OaraTorpaHHukiB. Ha ocHoBi wi€i phi-¢yHkuii noGynosana
TOYHA MaTEeMaTHYHAa MOJENb 3a/laui YNAaKOBKM HEOIYKJIMX OaraTOrpaHHMKIB, IO JONYCKalOTh OJHOYACHO Oe3IepepBHi
TpaHclALii Ta MOBOPOTH. MareMaTH4yHa MOJEIb IPEACTAaBI€Ha Yy BUIVIAAI 3ajadui  HENiHIHHONO HpOrpaMyBaHHS.
[IpoanaiizoBaHo BJIACTUBOCTI MOOYHOBaHOI MaTeMaTHYHOI MOJEJ i Ha IX OCHOBI 3alpONOHOBAHHN OaraToeTamHU IMiaXil,
IO AO3BONSE OTPHMATH TapHUI JIOKAJIBHO ONTHMAJIbHUH PpO3B’SA30K mocTaBieHol 3ajgadi. Ockinbku npu poboTi 3
GaraTorpaHHMKaMH Ba)KIMBOIO 3aJa4yel0 € BU3HAUYEHHs ONTUMAaIbHOI KiacTepu3auii IBOX 00'€KTiB, TO OJHHUM 3 €TaliB
3aIlpONIOHOBAHOTO IiXOLY € PO3B’sA3aHHA 3ajaui momnapHoi Kiacrepusanii OararorpaHHukiB. HaBopuTbes umcenbHHI
NpUKIA], SKUH JEMOHCTpYye e(EeKTHUBHICTb 3alpONOHOBAHOrO minaxoay. BucHoBku. HaykoBa HOBH3HA OTpHUMaHHMX
PE3yJbTaTiB MONArae B HACTYITHOMY: 100y10BaHA TOYHA MaTeMaTH4HA MOJIEJb 33/1aui YIaKOBKH HEOITYKJINX HEOPiEHTOBAHHX
OaraTorpaHHHKIB y BHIJII 3ajadi HeJNiHIMHOI onTHMizamii Ta 3amponOHOBaHMK OaraToeTalmHWi IiIXiJ, IO JO3BOJSE
OTPUMATH rapHe JIOKJIbHO ONTHMAJIbHUI PO3B’A30K OCTaBICHOI 3a1adi.

Karo4doBi ciaoBa: kiactepHa yriakoBKa; HEOIYKJIl OaraTorpaHHUKH; Oe3riepepBHe 00OepTaHHs; HelliHiHa OnTHMI3alLisL.

Knacrepnasi ynakoBKa HeBBIMYKJIBIX HEOPHEHTHPOBAHHBIX MHOTOTPAHHUKOB B Ky0oHn I
A. M. Yyraij, 1O. E. Crosn

IIpeameTomM u3ydeHHs B CTaThe SBIIACTCHA PEIICHHE 33Jaud ONTHMAJIbHOW YIAKOBKM HEBBIIMYKJIBIX MHOTOIDAaHHUKOB B
HpsIMOI MapajIeNenunesl MUHUMaibHOro oobema. Ilebio sBIIseTcsl MOCTPOSHHE MaTeMaTHIeCKO MOZIENIN paccMaTpHBaeMon
3a7aud U paszpaboTka MeToja peleHus. 3aga4ym: paszpaboraTb CpeicTBa MATEMATHYECKOr0 MOJEIUPOBAHUS B3aUMOICHCTBUS
JIBYX HEBBIIYKJIBIX HEOPUCHTHPOBAHHBIX MHOIOIPAHHUKOB; IIOCTPOMTH MATEMAaTHYECKyld MOJeNIb 3a/aud  YIaKOBKU
HEBBIIYKJIBIX HEOPUEHTHPOBAHHBIX MHOTOIDAHHHMKOB B KyOOMJ MHHHUMAJIBHOrO 00bEMa; HCCIeNoBaTh OCOOEHHOCTH
MaTeMaTHYeCKOH Mozenu; pa3padorarth 3(P(EKTUBHBIH METOJ PELICHHS M BBINOJIHUTH €ro IMPOrPAMMHYIO pPeall3aluio.
Hcnonb3yeMbIMU MeTOZAMU sBIISIOTCSA: MeTo[ phi-QyHKimit, MeTon BHyTpeHHel Touku. [TonydeHsl cienyrolye pe3yabTaThl.
Hcnonb3ys  phi-QyHKIMIO UL JBYX BBIMYKIBIX HEOPHEHTHPOBAHHBIX MHOTOIDAHHUKOB, IOCTpoeHa phi-QyHKIMS U IBYX
HEBBIITYKJIBIX HEOPUEHTHPOBAHHBIX MHOrOrpaHHukoB. Ha ocHoBaHuu 3T10# phi-yHKIMM ITOCTpOEHA TOYHAs MaTeMaTHyYecKas
MOJZieNIb 337]a4d YIAKOBKHM HEBBIINYKJIBIX MHOTOIPAHHUKOB, IOIMYCKAIOUIMX OJHOBPEMEHHO HENpPEpbIBHbIE TPAHCIALUM U
MOBOPOTHI. MaremaTuueckass MOJEIb INPEJCTaBIeHa B BHUIE 3a/a4d HEJIUHEHHOro NporpaMMupoBanus. IIpoaHaln3upoBaHbI
CBOWCTBA IOCTPOCHHONH MaTeMaTHYECKOI MOZICJIN U HA UX OCHOBE NPEJIOKEH MHOIO3TAITHBIN MO/IXO0/I, TI03BOJISIOLINIT OIYIUTh
XOpolllee JIOKAJIbHO ONTHMAlIbHOE pEIeHHEe IOCTAaBIEHHOH 3agauu. Ilockonbky mpu pabore ¢ MHOrOrpaHHMKaMU BajkKHOM
3aj1aueii SIBIACTCS ONpe/ieNICHHe ONTUMAIBHON KJIaCTepU3alluK JIBYX OOBEKTOB, TO OAHMM U3 3TAIOB IPEIJIOXKEHHOrO M0AX0/a
SBJISICTCS PEICHHUE 3a/1aukl [IOIaPHOK KIIacTepH3allii MHOIOIPAaHHUKOB. [IpUBOAMTCS YMCIIEHHBIH IpUMeED, AEMOHCTPHUPYIOLIMI
3} dexTuBHOCTh NpeaIoXKeHHOro noaxona. BeiBoabl. HayuHas HOBH3HA HOIMY4eHHBIX pE3YIBTATOB COCTOMT B CIICAYHOIIEM:
[OCTPOEHA TOYHAs MaTEeMaTH4ecKas MOJEJNb 3aJ[a4M YIAaKOBKH HEBBIIYKIIBIX HEOPHEHTHPOBAHHBIX MHOIOIDAHHHUKOB B BHJIE
3a7aud HEJIMHEHHOW ONTUMM3ALUM U MPEJIOKEH MHOIOITAIHBIM II0AXOJ, IO3BOIAIONIMI MHOIYYUTh XOpOLIEE JIOKAIBHO
ONTHMAJILHOE PEIEHUE TIOCTABIEHHOM 3a1aun.

KawueBnle cioBa: KJIaCT€pHas YIAKOBKa; HEBBIIYKJIbIE MHOIOIPAaHHUKHU; HEIPCPBIBHOC BPAILLCHHUEC, HEJIMHCHHAsI
OIITUMU3ALIUA.
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METOON CUHTE3Y IHOOPMALIMHOI TA TEXHIYHOI CTPYKTYP
CUCTEMU YMNPABJIHHA OB’€EKTOM KPUTUYHOI'O 3ACTOCYBAHHA

IIpeaqmerom BUBUYCHHS B CTAaTTi € MPOLIECH CHHTE3Y CTPYKTYp cucteMHu ynpasiiHHA (CY) 00’ €KTOM KPUTHYHOIO 3aCTOCY-
BaHHs (OK3). MeTor0 € po3pobka MeToniB cuHTe3y iH(popmariitHoi Ta Texniunoi ctpykryp CY OK3. 3aBmanns: 1) orpu-
Matd (opMali3oBaHi ONMKUCH 3a/iay, 110 BUHUKAIOTh IPY CHHTE31 opraHizamiitnoi crpykrypu CVY; 2) o0paTu onTUMalbHY
crpykrypy komit ' totepHoi cucremu (KC), mo 3a6e3neuye ¢pynxuionysanus CY OK3 ra if mixcucrem; 3) orpumaru Gpopma-
JI30BaHi ONMCIB 3a/a4, 10 BUHUKAIOTh NPpH cUHTE3l TexHiyHOI cTpykrypr KC CY OK3. [lnst 1b0ro BUKOPUCTOBYBAJINCH
METO/M Teopii MHOXKHUH Ta LUIOYUCEIIBHOTO POrpaMyBaHHs 3 OyineBuMH 3MiHHUMH. OTPUMAaHO Taki pe3yIbTaTu. 3anpo-
MIOHOBAHO METOAM CHUHTe3y iH(popMaliiiHOi Ta TexHiuHOi cTpykTyp CY OK3. V mepriomy 3 HUX BpaxoBYHOTbCS 3ajadi
yrnpaiiHHs komnoHeHTamu CVY, anropuTMu i METOAM pO3B’A3aHHA 3a/1ay, a TAKOXK PO3IMOJUI 3a/1ay 10 KOMIIOHEHTaX B
npoueci X po3B’s3aHHA. CHOpMynbOBaHO KPUTEPil AKOCTI i MOXKINBI 0OMexkeHHs. OKpeMOo MOPYLIEHO IUTaHHS CUHTE3Y
opranizauiiiHoi ctpykrypu CV, ke € OfHUM 3 OCHOBOIOJIOXKHUX. JIpyruil MeTos CKIaZiaeThesl 3 IBOX €TalliB, 110 BKJIIOYA-
I0Thb CHHTE3 HaliMEHIIIOI MOMJIMBOI CYKYITHOCTI KOMIIOHEHTIB st peainizauii CV, iX po3TalryBaHHS B paMKax BiJIIIOBiTHOI
KC, kinbkocTi 1 Xapakrepy B3a€MO3B’I3KiB M’k KOMIIOHEHTaMH, a TAKOXK CUHTE3 NPUHHATHUX BapiaHTiB peaizalii KOXHO-
r0o 3 KOMIIOHEHTIB 1 B3aeM03B'13KiB. BucHOBKM. HaykoBa HOBH3HA OTPUMAHHX PE3yNbTATiB MOJIATa€ B HACTYITHOMY: BIIEp-
e po3poOieHo MeToxu cuHte3y iHpopmaniinoi crpykrypu CY OK3 ta texniuHoi crpykrypH Bianosiguoi KC, mo ne-

JKWTH B ocHOBI Takoi CY.

Karo4doBi ciaoBa: cuHTe3; ynpaBiliHHA; CTPYKTYPa; CUCTEMA; MEPErKa; KOMIIOHEHT; (hopMaizalis; 3B'I30K.

BcTtyn

3amavya cuHTE3y CTPYKTYp cydacHux CY pi3HUMU
00'eKTaMH € KOMIUIEKCHOIO MPOO0JIEeMOI0, BUPILIEHHS
SIKOT HEMOXKITUBO 0€3 MOMepeIHLOl TEKOMITO3HIIil, CTPY-
KTypH3aliii i popmaizarii.

Jlo TemepimHBOro yacy OaraThbMa aBTOPAMH OIIH-
CaHO PsIJi MOXKJIMBUX MiIXOMIB 1 pillleHb SIK 0 CHHTE3Y
CTPYKTYp OOUYHCITIOBAJIbHUX MEPEK Ul lepapXidyHHX
CHCTEM YMPAaBIIiHHA, TaK 1 10 CHHTE3y CTPYKTYp iH(pOp-
MalIlifHO-TEJIEKOM yHIKaIliHHIX MEpeX, a TaKoX OaraTto-
piBHEBUX iH(QOpPMAUIWHUX CTPYKTYp IHTerpamiiHuxX
KOMIIOHCHTIB iX TeTeporeHHux ckiamoBux [1 — 8]. Jlo
OCHOBHUX eTamiB cuHTe3y CY MOXKHa BIJIHECTH TaKi:

— CHHTE3 OpraHi3aliiiHOi CTPYKTYpU CHCTEMH
YIIpaBJIiHHS Ta CHHTE3 (pa3oM 3 pillleHHSIM 3ajay cTpa-
tudikanii) iHpopmauiriHoi crpykrypu KC, mo 3abe3ne-
4ye (DyHKI[IOHYBaHHSI CUCTEMH YIIPaBIIiHHS;

— cuHTe3 TexHiuHoi cTpykTypu KC.

OCHOBHOIO ~ 33/1a4€l0 CHHTE3Yy OpraHizamiiHol
ctpykTypu CY 00'eKTOM € po3po0Ka JIOTIYHOI CTPYKTY-
pu opranizanii takoi CY, BKIouarouu ii OCHOBHI KOM-
TIOHEHTH 1 B3a€MO3B'SI3KM MK HUMH. Pe3ynbraTom cHH-
Te3y iH(opmamiiHOi cTpykTypu € crpykrypa KC, 3a
JIOTIOMOT'OI0 SIKOi peasli3yeTbCsl YIPaBIiHHS MPOLIECOM
(YHKI[IOHYBaHHSI CHCTEMH YIPAaBIiHHSA, CIPSIMOBAHOI
Ha pO3B’sI3aHHS 33/1a4 NEBHUX KIaciB. Taka cTpykTypa €
JIOTIYHOI0 CYKYITHICTIO HEOOXIAHHUX KOMIIOHEHTIB YII-
paBiiHHS, CTPATU(IKOBAHHUX 32 BIAIIOBITHUMH PiBHIMH,
a TakoX 3aB’SI3KIB MiXK KOMIIOHEHTaMH 1 PIiBHSMH, SIKi
3a0e3MneuyoTh OOMiH SIK CITY)KOOBOIO iH(pOpMaIIi€to, TaK
1 JaHMMH, 110 OCOOJIMBO BaXKJIMBO JJIsI CUCTEMH YIIPaB-
minns OK3.

Cunre3 texHiuHOI cTpykTypu KC Bitouae pospo-
OKy (i3UYHOI CTPYKTYpH Uil OTPUMAHOI Ha TOIe-
penHboMy ertami iH(GOPMAIHOI CTPYKTypH KOMI IO-
TEPHOI CUCTEMH.

Kpim Toro, B nponeci cunrezy CY, Ha KOXXKHOMY 3
€TaIliB, PO3IMOILT CYKYITHOCTI 3a/1a4, 10 PO3B’SI3YIOThCS,
32 CYKYIHICTIO BUKOPHUCTOBYBaHMX KoMmoHeHTIB KC
Ma€ MParHyTd J0 €KCTPEMYMY IO 3aJaHOMY KPHUTEpio
SIKOCTi 3 O0OB’SI3KOBHM YpaxyBaHHSIM YCiX OOMEXEHb,
110 32CTOCOBYIOTBCSL.

MeTorw cTaTTi € po3poOKa METONIB CHHTE3Y iH-
(opMariifHOi Ta TEXHIYHOI CTPYKTYp CHUCTEMH YIpaB-
ninnsg OK3, 1110 103BONSIOTH, BiAMOBIIHO:

— OTpuUMaTH (opMasTi3oBaHi ONKCH 3a7ad, IO BH-
HUKAIOTh TIPU CHHTE31 OpraHi3aIliifHOi CTPYKTYPH CHUCTE-
MU VYIpaBIiHHSA, a TaKOX 3alad BHOOPY ONTHUMAIBHOI
crpykrypu Ta soriku KC, mo 3abe3nedye (yHKIiOHY-
BaHHSI CUCTEMH YITPaBIiHHA (BKITFOYAI0YH ii MiJCUCTEMH),
B TOMY YHMCII THX, 5IKi MO)KHa 3acTocyBaTh 10 OK3;

— otpuMaTH (hopMalTi30BaHi OMMCIB 3a1ad, IO BHU-
HHUKAIOTh NpU CUHTE31 TexHiuHOI ctpykrypu KC cucre-
Mmu yrpasiiaas OK3.

MeToa cuHTe3y iHdopmauinHol
CTPYKTYpu cuctemm ynpasniHHa OK3

VY mporeci cuHTE3y CTPYKTYypH CHCTEMH YIpaB-
ninast OK3 OCHOBHUMM eTanaMu € Taki:

1) dpopmainizanisi CTpYKTypH 1 KOMIIOHEHTIB CHC-
TEMH YIIPABIIIHHS, BKIIOYAI0UH BU3HAYCHHS HEOOX1IHOT
KUIBKOCTI KOMIIOHEHTIB 1 HEOOXIAHOI KIJIBKOCTI PiBHIB,
3a SIKUMH BOHH NIOBHHHI OyTH PO3MOJLJIEHI;

2) dopmMaiizanisi B3a€EMO3B'SI3KIB MK KOMITOHEH-
tamu CY, BKIIOYAIOYM BH3HAYEHHS MPUHIUIIB yIpaB-
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JIHHS 1 BIATBOPEHHS HEOOXiTHHUX 3B’SI3KIB B 3arajbHii
iepapxii piBHIB YIIpaBIiHHS;

3) dbopmarizaliis 3a1a4, M0 PEATI3YIOTHCSA TAKUMU
CVY, BKIIIOYAIOYH iX ONTUMAJIBHUN PO3MOALI IO KOMIIO-
HEHTax.

Opranizaniiina ctpykrypa CY MOBHHHA JaBaTH
OJTHO3HAYHY BI/IMOBIZb HAa MUTAHHS PO3MOALITY IIPOIECIB
IO MiJICUCTEMaX PI3HUX PIBHIB, & TAKOXK PO3MOIITY BCi€i
CYKYITHOCTI MOXKJIMBUX (YHKIIH yIpaBJIiHHS 1 METO/IB
X peaizauii 10 HEOOXiTHUM ITiJICHCTEMaM.

[Ipu po3B’s3aHHI 3a/1a4i CHHTE3Yy OpraHizamiiHol
ctpykTypu CY noTpiOHO BU3HAUUTH:

- MHO)KMHH TIPUHIIUITIB 1 METOIB YIPABIiHHS, SIKi
moBHHHI peanizoByBatucs CVY, 110 CHHTE3YEThCS,

- IOCTaTHhOI MHOXKUHH B32€MOIIOB’SI3aHUX (DYHK-
1iH, mo peanizyroTbes CY;

- MHOXXHHHM KommoHeHTiB CVY, B3a€MOITOB’I3aHUX
MiX c00010 1 CTpaTn(hiKOBAaHUX 32 PIBHAMH;

- BIIOOpa)KeHHSI E€JIEMEHTIB MHOXHHH B33a€MO-
noB’si3aHuX (yHKWiH, mo peamizyrorbess CY, Ha MHO-
*uHy KoMIoHeHTiB CY.

BaxnuBoro 3a/a4el0 OYaTKOBOTO €Taly CHHTE3Y
€ BU3HaueHHs Ta Qopmaiizauis Bumor g0 CY. Peamniza-
i BUMOI' CUCTEMOIO YIPAaBJIiHHSI MOXJIMBO Oaratbma
criocobamu, 10 HaHOLIBII 3py4HO (hOopMai3yeThes 3a
JIOTIOMOT'OI0  MaTeMaTUYHOro amapaty Teopii rpadis.
TakuM 4MHOM, CTa€ MOXIIHBOIO (GopMai3allis B3aeMo-
3B’s13kiB 1t CY, 110 CHHTE3YEThCS, a TAKOXK OIMKC 300-
Py, lepeTBopeHHs1, 00poOKH 1 BUBEJCHHS iHpOpMaIlii.

ITpu moGynoBi rpadiB MOXIMBE PO3B’SI3aHHS 3a-
Jlad pO3MOALTY MEBHUX EIEMEHTIB 110 MHOXHHI JI0CTYTI-
HUX pecypciB. [Ipu BinoOpaskeHHI MHOXHHH B3a€MOIIO-
B's3aHuX (yHKIIH 1 3amad CY o6'ektom K3, sxi 3amaHi y
BHIVIAI BIAMOBIAHUX TpadiB, HA MHOKHHY KOMITOHCH-
TiB CY MOXHa OTpUMAaTH OPIEHTOBaHUN MYIbTHUTpaQ,
OKpEMi YaCTHHH SIKOTO BiANOBIJaI0OTh MOXKJIMBUM Bapi-
aHTaM po3noniity GyHkiii mo kommnonentax CY, a myru
BiJJOOpa)KaroTh B3a€EMO3B'SI3KM MK KOMIIOHEHTaMHU.

OnTuManbHUM BapiaHTOM peaiizamii oprasizarii-
Hoi cTpyktypu CY 006’extom K3 Oyne miarpad opien-
TOBaHOTO MYNbTHrpada, sIKMd OJHOYaCHO € JOIYCTH-
MHUM BapiaHTOM peaii3amii OpraHi3alliifHOlI CTPYKTypH
Cv.

Takum uyuHOM, Mozenb cTpykTypu CY moxe OyTH
MIPE/ICTaBJIeHa OPIEHTOBAHUM Tpadom

GS =(VD,RF,®),

ne Vp={vg d= % } — MHOXXMHa MOXXJIMBUX BapiaH-
TiB oprasizamii Janux; Rr= {r; f =m} — MHOXXHHA
MOXIIUBHX BapiaHTIiB peamizauii GpyHkuiil; @ = (Qdf) ,
d =%;f=m;dim® =dyx fy — MaTpui, 1o Bi-

Jo0pakye B3a€MO3B’ 30K JaHuX 1 GpyHKIiH. [Ipu upomy
Ogp = 1, sKIO Ju1st GOPMYBAHHS MHOKHHH JaHHX Vg
BUKopucToByeThCs QyHkuis RF a 6, = 0 iHakmue.

Ha takomy rpadi G MOxJIMBe 3aBIaHHS BapiaHTIB
peanizauii JaHuX 1 crocoOiB iX ¢opmyBaHHS, 3a JOIO-
Mororo (QyHKIH, 3 iHmMX ganux CY, mo 103BOJSE Bi-
JoOpakaTH BapiaHTU TEPETBOPEHHS BXIMHHUX JAHUX Y

BUXIiJHI JaHi 3 METOI0 BUOOPY ONTHUMAaJILHOI'O BapiaHTy
TIPY 33JJaHUX KPUTEPIsX ONTUMAIBHOCTI 1 OOMEXKEHHSIX,
10 ICHYIOTb.

Buxigny indopmanito st cuHTesy iHdopmariii-
Hoi ctpykTypu KC mpezcraBieHo BUMOraMu JI0 Xapak-
TepUCTHK i1 sikocTi. I10CITiIOBHICTh OKpEMUX 3a/1a4, 10
po3B’si3ytoThes ipu cuHTe3i CY 00’ekrom K3, Burnsgae
TAKUM YHHOM:

— po3pobka mMozeni indopmariiiaoi ctpykrypu KC
3 ONMCOM BXOMIB 1 BHXOJIB, a TaKOX BiIIOBiIHHUMU
poreIypaMu 0OpOOKH aHHX;

— aHaJli3 BapiaHTiB 0OpPOOKHM 1 MpenCcTaBIICHHS Ja-
HHUX CTOCOBHO peatizanii komnonentiB KC, mo BHKO-
PHUCTOBYETHCS, HA OCHOBI anaparty rpadis;

— IeTaNbHUH aHaji3, BKJIIOYAIOYM aHalli3 JoIyc-
TUMHX BapiaHTIB MOOYIOBH, CHHTE30BaHOro rpaga B
aCIeKTi peaiizallii BXOIIB-BUXOIIB 1 OOpOOKH HaHUX
KC;

— BU3HAYCHHS ONTHMAJLHOIO BapiaHTy iH(opMa-
uiitaoi crpykrypu KC.

OpHiero 3 HAaWOLIBII aKTyaJlbHUX HAYKOBHX 3ajad
erarty cuntesy CY e ¢opmarizaiiist 3aaa4ui BUOOpy oII-
TUMaJIbHOTO BapiaHTy iH(opmamiiiHoi cTpykTypu. Pos-
[JITHEMO 3arajlbHAN MiOXiZ, KOJIM MHOXHHY 3a/ad4
i= 11, mo MalOTh MHOXXUHY BapiaHTIB pPO3B’sSI3aHHSI
v;=L1V,, MOXINBO pO3OUTH Ha MHOXUHY €TaliB

givl- =1, Livl-

, SIKI MOXYTb BUKOHYBATHUCA MHOXHWHOIO

MOXJIUBUX BapiaHTiB v, =1,/, ~ Ha MHOXHHI H0-
wy i

CTYITHUX KOMIIOHEHTIB j = 1,J cHCTeMH, 10 Ma€ MHO-
’KUHY BapiaHTiB MOOYIOBH W, = I,Wj . Oxpim TOrO, 32

JOTIOMOTOI0  71;; TIO3HAYUMO MAaKCUMANbHY KiJIbKiCTh
eTamiB  oOpaHOro  BapiaHTy -0 3ajayi, IO
po3B’s3yeThest B j-My kommonenTi KC. Ilpu takiii HoTa-
mii crae MOXIUBUM CGHOPMYJIIOBATH 3a1ady CHHTE3Y
inpopmaniinoi crpykrypu KC takum yrnom [1]:

biv;

Pl'V/r. (xiv[ivi P xi[l-vl, 5 xiéivij’ xjwj ) —>opt,

ne P -

xiV/,'l'v. ’ xiZiV' ’ xiéivl'j ma ij]
1

MOKA3HUKHM SAKOCTi, IO ONTHMI3YIOThCS;
€ OYJIeBUMHU 3MiHHUMH,

[0 IPUHMAIOTh OAMHUYHI 3HAYCHHS TIJIHKU B pa3i BU-
0Opy BIAMOBIIHUX €TaIliB a00 BapiaHTIB.

TakcoHOMIIO BBEACHHUX HOTAIliii HABEICHO Ha
puc. 1.

OOMexeHHs Ha OJIHO3HAYHICTh BUOOpPY 3 Mpe/cTa-
BJICHOT'O YHUCJIa MOXIIMBUX BapiaHTIB PO3B’sI3aHHS 3a7a4
MOJKe OYTH MPEACTABJICHO Y BUIIISAI TaKoro Bupasy [1]:

V/,’l'vl'

; =1

V/,’l'vl' =1

ne i =1,/ —MHOXHHA 3a7ay.

OOMexeHHSI Ha BIiJICYTHICTh IYyOJIIOBAaHHS €TaliB
0e3mocepeIHLOr0 PO3B'A3aHHA 3ajadi, KOXKCH 3 SKUX
MOXe OyTH peali3oBaHUH TUIBKH OJJHUM TIEBHUM KOM-
TIOHEHTOM CHUCTEMH, MOXe OyTH ITpecTaBIieHo sk [1]:
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J
2 %5 =1
=

3amaul i
o ne i=1,1 — MHOXHHA 3a-
MarTh
. Jad; Zl-vi =1,Ll-vl, — JoImyc-
Bapiaatu .
THMa MHOXKHMHA  €TallB

PO3B'sI3aHHA| Vi
3a1a4

PO3B’s13aHHS KOXHOI 13 3a-
nmauy. OOMeXeHHs Ha Mak-
CHUMaJIbHY KUIBKICTh 3ajad

gt

PosbuBaroTbes

na M, ske pomyctiMoO peadi-
3aIi€l0 CHUCTEMHU, MAa€ BU-
, s [1]:
Etam | iy, a(l]
I V/’l'vl'
o X: <M .
MiCTATh Z Z W/,l'v.
i=lvy, =l !
‘lVl'
aplaHTH

OCKITbKH, B 3araib-
HOMY BHIIQJIKy, KO)KHa 3a-
Jlavya 3 MHOXKHMHH 3aJ1a4, 110

pleHHs | Vi,
cTamiB

FEg

PO3MOIi O THCA

1o peani3yloThcsl  CUCTEMOIO,
sIKa CHHTE3YETBHCS, MOXKE
KoMmoueHTH peanizoByBaTUCA  JIESIKOIO
CHCTEMH CYKYNHICTIO KOMIOHEHT Ta-
KO CHUCTEMH, € CIIPaBEIJIH-
o BUM oOMesxeHHs [1]:
MarTh
J
Z xi[ivi J =1
Wi J=1

Taxum 4YuHOM, CTa€
MOXIIUBHM 3aBJIaHHSI yMO-
BHU THITY JIOTTYHOTO «I» MiX
JIESIKUMHU KOMITOHEHTaMH j,

Puc. 1. TakcoHOoMiYHa cxeMa
B3a€MO3B 13Ky YTBOPIOIOUHMX
inpopmauiiinoi crpykrypu KC

0 peami3yloTh TMEeBHI 3agaui  abo eramu J

: '
Njwj (Nivé’ivi s Nifivl-.i) , 1 TIOB'I3aHUM 3 HUMHU MHOXU-
HOIO KOMIIOHEHTIB, 3a/1a4 abo eTamniB: AKIo x;, =1, To
7
_ : of !
X, =1 s ycix jw;eN jw; - Taka ymoBa Mae Ha-

cTynHui Burisa [1]:

Xas —1|x:  =0.
H-IWjGNjo ./WJ ./WJ

SIK CNiACTBO 3 BUINECHABEICHOI YMOBH, MOXIIMBA
yYMOBa THITY JoriqHoro «ABOy, sika hopMYITIO€ThCS IS
BHUIIAJKY, KOJIH HEOOXiJHO BHKOHAHHS PIBHOCTI

Xy, =1 TUIBKY IS €IUHOTO j'w',- 3 3aJaHOI MHOXH-

HU Mjwj pH X, =1[1]:

xiny —l|x:, =0.
2 X L X,

j'w}- eM wj

OOMEKEeHHSI Ha HEMOMYIIECHHS PO3B’sI3aHHSA B 0€3-
MOCEPETHHO HE MOB'sI3aHUX KOMIIOHCHTAX B3a€MOIIOB 'S~
3aHUX eTamiB (;, Ta Z;-V, omuiel 3amaui [1]:

1 1

_ )3 O i, ¥, =1
l,[ivl- 5

ne 91’1" =1 mpu HasgBHOCTI 0€3MOCEePEeIHBOrO 3B'A3KY

Mix koMmmoHeHTamu j ta j' KC.

MeTon cuHTe3y TeXHiYHOI
CTPYKTYPU KOMM’IOTEPHOI CUCTEMMU,
wo 3abe3neyye (PyHKUiOHYBaHHSA
cuctemu ynpasniHHa OK3

VY mnporeci cuntesy CY o6’ekrom K3 HeoOXimHO
BU3HAYUTU ONTUMAaJIbHE BilOOpa’KEHHS MHOXKHHU B3a€-
MOIIOB’sI3aHUX (YHKIIN YIIPaBIiHHS HA MHOXKUHY B3a€-
MOIIOB’si3aHuX KoMmmoHeHTiB KC, mpeicraBicHUX IeB-
HUMH TexHiyHuMH 3acobamu (T3). o takux T3 icHye
PSI BUMOT, IO MPeJ SBISIFOTHCS, BKIIOUAI0UH €KOHOMI-
YHI BUMOTH Ha IX CTBOPEHHS, €KCIUTyaTallil0 Ta MOJIH-
¢ikariiro, BAMOTH JI0 ONEPAaTUBHOCTI peamizaiii QyHK-
Ii#, a TAKOK BUMOTH [0 HaIIHHOCTI.

[Mix wac cunresy CVY o0’exkrom K3, kpiMm 3amau
posnoniny ¢yHkiin CY MikK MHOXXAHOIO KOMITOHCHTIB
CHUCTEMH BIJIITOBIIHO O BH3HAYCHUX KPUTEPIiB, BUHU-
KaroTh 3aaa4i BuOopy T3 i kaHaJiB 3B’ SI3KY B KOHTEKCTI
rapaHTyBaHHs MeBHUX xapakrepuctuk CVY.

B nanwit yac icHyrOTb pi3HI MiAXOMU 1 MOJEN, IO
BUKOPHCTOBYIOTBCS Ul PO3B’SI3aHHS 3a7ay CHUHTE3Y
CVY; BoHM mnependavaoTh MOCHIJOBHICTh XapaKTepHUX
eramis [9]:

— BU3HAYCHHS KiJIBKOCTI, PO3TAIlyBaHHA 1 CKIamy
kommoHeHTiB KC CVY 11 KOXKHOTO 3 MOXKJIMBHX KJIACiB
VIIPaBJIiHHSA, IO JO3BOJIsIE BUKOHATH MIHIMI3allil0 BHU-
TpaT Ha peai3allilo TAKMX KOMIIOHEHTIB;

— BU3HAUCHHS BapiaHTIB peaiizallii Ta CKIagy
KOMIIOHCHTIB 1 X B3a€MO3B'SI3KiB Ha OCHOBI BHMOT JI0
CVY, mo n03BOJsiE BUKOHATH MiHIMI3allil0 BUTpaT Ha
3a0e3rneueHHs HeoOXiJJTHOTO PiBHS HAAIHHOCTI TIPH IEB-
HHUX YMOBaX €KCIUTyaTallii;

— po3pobka Tomonoriynoi ctpykrypu CY Ha ocHo-
Bi pillIeHb JBOX TOIEPEIHIX €TaliB, BKIIOYAIOUX BH3HA-
YeHHsS (YHKI[IOHAJIBHOI CTPYKTYPHU, PO3NOALN (YHKINIH
CVY 1o MHOXMHI 11 KOMIIOHEHTIB 1 OIITUMI3Allii0 TAKOro
IpoIiecy, a TakoK Oe3rmocepenHiii Bubip xoMriekcy T3
s peanizaiii komnoneHtiB KC CVY, 1o 103Bossi€ BuU-
KOHATH MIiHIMI3allil0 BUTPAT Ha peai3allifo i eKCIuIya-
Tallil0 KOMIIOHEHTIB;

— aHaJi3 Tporecy (QYHKIIOHYBaHHS KOMITOHCHTIB
Uit obpanoro Bapianty peanizauii KC CY 3a monomo-
TOI0 IMITAI[IITHOTO MOJICITIOBAHHS.

HacrynHuii Martepian Oyae MOKpUBaTH MepIIi JBa
3 po3MIsIHYTHX erarmiB. [lepin 3a Bce, pU CUHTE31 TeX-
HiuHoi crpykrypu KC CVY 06’ekrom K3 Ha piBHI KOM-
ITOHEHTIB 1 BiMIOBITHUX 3B’SI3KiB, BUHUKAE PsI 3ajad,
10 HEYXMJIBHO IiIATaI0Th ONTUMI3allii.

[Ipouec cuHTE3y TEXHIUYHOI CTPYKTYpH MOXKHA
pO30HTH Ha JBa CKJIQJOBHX €TaIlH, SIKi MOXKHA 3aCTOCY-
BaTH a0 (opmalizalii 3a JONOMOror amapary rpadis
[10]:

1) cuHTE3 HAaWMEHIIIOi MOXKIIMBOI CYKYITHOCTI KOM-
moHeHTiB it peaizarii CVY, iX po3TaliyBaHHS B paM-
kax BimnoBigHoi KC, a Tako KiJIbKOCTI Ta XapaKTepy
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B3a€MO3B’SI3KIB MK KOMIIOHCHTaMH, BXiJHOI iH(Op-
MaIli€l0 IS TAKOTO €Taly € BUMOTH JTOCTYITHOCTI KOM-
nonentis CY;

2) cuHTe3 NPUHHATHUX BapiaHTIB peajti3amii Kox-
HOT'0 3 KOMITOHEHTIB 1 B3a€MO3B’S3KiB; BXIJHOIO iHGOp-
Mariero € Bumoru no HamiiHocTi CY o6’ektom K3, B
KOHTEKCTI SIK HaBKOJIMIIHBOT'O CEPEeIOBUINA, TaK 1 MOXK-
nuBuX BIUMBIB Ha CVY min yac ii pyHKIIOHyBaHHS.

CyTHICTB NEpIIOro 3 eTariB MoJIsArae y po3B’ si3aHH1
3a/a4i 3HaXOKEHHs MiHIMaJIbHOI KIJIbKOCTI KOMITOHEH-
tiB KC npu norprmansi Bumor 3acrocoBHocTi CY st
3a/1aHO0i MHOXKMHH 3aJ1au YIpaBJIiHHS, BKIIOYAIO4U, MO-
HKITUBO, TAKOXK crenudiuHi BUMOrH (HAIpUKIaJ, BUMO-
T'H MIOJ0 JWBEPCHOCTI KOMITOHEHTIB /ISl IEBHOI'O THITY
3ama4). Taky 3ajady MOXXKHA 3py4HO COPMYJIIOBATH Y
BUDJIAAI JIIHIAHOI HIJIOYHCEIBHOI 3a4a4l MATEMaTUYHOT O
nporpamyBaHHs [2].

Hexait i=1,/ — cykymHiCcTh 3ama4 yIpaBiliHH,
mo misirarote po3s’szanHio CY, j=1,J — cykyn-

HicTh koMmonenTiB KC CV, a ¢ =1,L — ¢}i3uuni obnac-
1i KC CYVY, B sikux peanizyeTbcsi yIpaBiIiHHS 32 IOIOMO-
TOI0 TIEBHUX KOMIIOHEHTIB B 3QJIEKHOCTI BiJl THITY 3a/1a4
yrpasiinns. Hexait L; € obnactamu KC, B siIKMX npoBo-
JIUTHCS PO3B’sI3aHHSA 3a]1a4 i-T0 THITy. 32 JOIOMOT'OIO 71
MO3HAYUMO CYKYMHICTh KoMmoHeHTiB KC, mocTymHux
JUIsl O3B’ sI3aHH 3a/1a4 i-TO THILY, a 3@ JOMOMOTOI0 T, —

yac, 3a SKUM MOTPIOHO PO3B’S3aTH 3a7adyy KOMITOHCH-
tamu KC B 1i /- obmacti. Kpim TOro, HeoOXiqHO BBEC-
TH TaKi OyJIeBi 3MiHHI, [0 BiJOOpa)KarOTh BUKOPUCTAH-
Hs KommoHeHTa 1 obmacti KC CY npu po3B’s3aHHI 3a-
Jla4 YIIpaBIIiHHS:

1, IKIIO BUKOPHCTOBYETHCS KOMIIOHEHT j,

xl' = .
: 0, iHaKIIe;

1, SIKIIO BUKOPUCTOBYETHCA 00JIaCTh /,
Yo = .
0, iHakie.

Tenep MoXXHa CTBEP/PKYBATH, 110 OCHOBHA 33/1a4a,
sIKa TAJIATae Po3B’s3aHHIO, MOJATae B MIHIMI3aIll BH-
TpaT Ha peatizallilo TAKUX KOMITOHCHTIB:

J

min Z ijj' N
J=1

JI€ ¢; — BUTPATH Ha CTBOpPeHH: j-ro koMnoHenTa KC CV.

Sxmio 3amaHi BuMorm a0 3actocyBaHHsa CY mis
3aJaH0i MHOXXMHHU 3aJ]ad YIpPaBIiHHS, TO HEOOXiJHO
BPaxoBYBaTH IO

ZéeLl-TW <7

Ie 7; — OOMEXEHHS Ha 4ac PO3B’s3aHHA 3ajadvi yHnpas-

JIHHS [-TO THIY i3 MIMHOXKWHH 3a1a4 L;; a Ipu HasB-
HOCTI IIle ¥ CrHeIlaJbHUX OOMEXCHb (HANpHKIAZ, IO
JIMBEPCHOCTI KOMITIOHEHTIB JUIs i-0i 3ajaui), BpaxyBaTH
BCI Taki OOMEXCHHS, HANPHKIIAI, SKIO I (-0l 3aaadi
HEOOXIAHO He MeHIIe k; KOMIIOHEHT, TO

>k
Zjeml- x;p 2k

KpiM TOro, HeoOXiqHO 3a7aTH B3aEMO3B’ 30K MiXk
BBEJICHUMHU 3MIHHUMH, BPAaXxOBYIOUH IO 1, — CyKYI-

HICTh KOMITOHEHT, SIKi MO)KHa 3aCTOCYBaTH Ul PO3B'si-
3aHHJA 3a7a4i BiAmoBigHoro Trumy B £ -i obnacti KC:

ijZyéZ ij.

_]‘G}’l/" |né|]€}’l/

1

B nporieci peamizarii 1pyroro erairy, Uit KOXXHOTO
3 moxuBuX y kKoHKpeTHid KC CY TnniB 3agay ynpas-
JIHHS 331a€ThCSl MiHIMalIbHA CYKYITHICTh KOMIIOHEHTIB 1
B3a€MO3B’SI3KIB MDDK HHUMH, 110 3a0e3redye KOpEKTHe
¢ynkuionyBanns KC CV.

MHOoXHHHY BapiaHTiB peaiizauii komnoneHtiB KC i
X B3a€MO3B'sI3KIB BU3HAYAIOTHCS K B KOHTEKCTI MiHIMi-
3aii BiJIIOBIAHUX BUTPAT, TaK 1 B KOHTEKCTI HaaiHHOC-
Ti, 1110 3a0e3MeuyeThcs. BBemeMo HaCTYIHI TO3HAYCHHS,
CTOCOBHO JI0 YacoBOro iHTepBany ¢yHkiionyBanus CY
00’ektoM K3, 1m0 posrisgaeTses, i HaSBHOCTI JOMYC-
TuMux BiuBiB Ha CY mix 4ac (QyHKIIOHYBaHHS:

Py, (k = l,Kl-) — WMOBIpHICTh 0€3BiIMOBHOTO (PYHKIIiO-
HyBaHHs dactHu KC, mo peanidye po3B’si3aHHs k-TO
BapiaHTy i-0i 3ajadyi ynpasiiHes; Py (k:l,K 1-) —

HMOBIpHICTh 0€3BiIMOBHOTO ()YHKI[IOHYBaHHS k-ro Ba-
pianty peamizamii j-ro kommoHenta KC CVY;

Pri (k = 1,K,) — WMOBIpHICTh 0€3BiIMOBHOTO (DyHKITI-

OHYBaHHS k-TO BapiaHTy peaiizamii R-TO MEpexeBOro
KOMIIOHEHTa, 110 3a0e3neuye GpyukuionyBanus KC CVY;
P, — i#MoBipHicTh 0€3BiIMOBHOrO ()yHKIIiOHYBaHHS

CKJIaZICHOTO KaHally 3B'SI3Ky, II0 Ma€ k-if BapiaHT peaJti-
3amii, i yrBoproe nesHuid Mapmpyt (d) 3’eqHaHHsA npH
po3B’si3aHHI 3ajadi YNPaBIIHHS  Cjt,Cjk,CRE-Cak  —

BUTpaTH Ha (Qi3UYHY 1 JIOTIUHY peai3amilo BiAOBIJHAX
KOMITOHEHTIB, BKJIIOYAIOYM BY3JIH OOpoOKHM 1 mepenadi
iH(dopMaIlil, a TaKOX KaHAIX 3B’s3KY (IO YTBOPIOIOTH
CKJaOBUH KaHal 3B’A3Ky MapupyrTy 3 €IHaHHA Ui
PO3B’sI3aHHI 3a1adi).

MoskHa BUIUINTH arperoBaHi BapiaHTH peajizaiii
NeBHUX oOJaacTel komm 1oTepHoi cucteMu CY 3 ypaxy-
BaHHSIM MHOXXHHU 1 XapaKTEPUCTUK HEOOX1THHX KOM-
MOHEHTIB [2].

BBenemo Taki OysieBi 3MiHHI, 1[0 IPUHMAIOTh O/IU-
HUYHI 3HAYeHHS TUIBKU B pa3l BUOOPY k-X BapiaHTIB
noOynosu: 6 - i-oi 3anadi, 6 - j-TO KOMIIOHCHTA

KC, 6p; - R-ro npomixknoro Bys3na mepexi KC, 6,4 -
KaHaJIiB 3B'SI3Ky Ha MapIIPyTi 3'€JHAHHS ISl PO3B’sI3aH-
Hs 3a7a4i. TakuM YMHOM, JUIsl 3HAXOPKEHHS ONITHMAaJIb-
HOTI'0 PO3MOJTY HEOOXiTHO 3HAWTH MaTpuio O, mpu
SIKIH BUTPATH MiHIMI3YIOTBCS.

Tenep MoXXHa CTBEP/KYBATH, II0 OCHOBHA 33/1a4a,
KOTpa MiIsIra€ po3B’sI3aHHIO HA JAPYroMy €Talli, Mmojis-
rae B MiHiMi3alii BUTpaT Ha MOOYIOBY KOMIIOHEHTIB,
sIKa OIHCYETHCS SIK

C =chak9ak +chﬂk9ﬂk — min
a k p k

npu OGMC)KCHHHX, 110 OMMHUCYIOTHCA TAKUM YWMHOM!

25



Advanced Information Systems. 2018. Vol. 2, No. 1 ISSN 2522-9052

IS

Pyo (O3 » 0ok ) % BUCHOBKM
Pri (HRkaeiRk )(1 ijk (H,IkﬁR,k,@ jk )) + N B crarTi 3anporoHOBaHO METOIIB CHHTE3Y iHGOp-
x 25, MaIlifHOT Ta TEXHIYHOI CTPYKTYp CHCTEMH YIIPABIIHHSI
+ (1 = Pric (ng > HiRk )) (1 - k 4 6)lk ) 00’€KTOM KPUTHYHOrO 3acTocyBanHs. [lepimuii 3 HUX Bpa-
XOBYe BHOIp 3aa4 ynpaBIiHHSI KOMIIOHCHTAMH CHCTE-
Zﬁak =1, a=1i,/,R, MU YOpPaBIiHHsI, peai3amii ajJropuTMiB 1 METOJIB

PO3B’sI3aHHS 3a]1a4 1 PO3MOLT 3a7a4 [0 KOMIIOHCHTaX B
T npoueci iX po3B’sizaHHA. CQOpMyIbOBaHO KpUTEPIH

Zgﬂk =1, B ={iR,ij, R, jO}, AKOCTI 1 MOKIIMBI BiJIOBiHI OOMEXEHHS.
k OKpeMO PO3IJISIHYTO MUTAHHS CHHTE3Yy OpraHiza-
IIAHOI CTPYKTYPU CHUCTEMH YIPABIIHHSI, SIKE € OJHUM 3

Pri (Ori-Oiric ) [ZPRkHRkJ[ZPRk J; OCHOBOIIOJIOKHHX.
Jpyruii MeToj CKJIagaeTbCs 3 JBOX €TaIliB, IO
BKIIIOYAIOTh CUHTE3 HAaWMEHINOi MOXJIUBOI CYKYITHOCTI
(gukﬁRik’@jk): KOMITOHEHTIB JUIs peaji3allii CHCTeM YIIpaBiiHHS, iX
po3TairyBaHHS B paMKax BiJIOBIJHOT KOMII IOTEPHOL
H Z 1- Z PO Z P60 cucremMy, KUTBKOCTI 1 Xapakrepy B3§€M03B’H3Ki]?: Mi?lc
1 /k Rjk”Rjk JKZJk | KOMITOHEHTaMH, 4 TAKOXK CUHTE3 IIPUMHATHUX BAPIaHTIB

peaitizaiiii KOXKHOTO 3 KOMIIOHCHTIB 1 B3a€MO3B'sI3KIB. Y

MpoIleCi CHHTE3Y BPaXxOBYIOThCS BUMOTH 3a JOCTYITHIC-

sz zkﬁOk [Z Py, lkJ[Z POksHOkJ , TIO KOMHOHCHTiB CUCTEMU ynpaBﬂiHHﬂ Ta mporec ii

(YHKIIIOHYBaHHS B KOHTEKCTI HaBKOJHIIHHOT'O CEpPeIo-
BHII[A 32 YMOBH MOKJIMBHUX BILTUBIB.

Hai#iOmmxduM HanpsIMKOM TTOAAJIBINNX JAOCIIN-

ij ( z;kﬁ/k) H (Z%jk@;k}[z ka 1k} . JKCHb € BUPOOJICHHS IiIXOMIB JO CHHTE3y TEXHIUHOL
J k CTPYKTYPH KOMIT IOTEPHOI CHCTEMU.
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MeToasl cuHTe32 HHGOPMANMOHHONW U TEXHHYECKOI CTPYKTYP
CHCTEMBI YIIPABJICHHSI 00bEKTOM KPUTHYIECKOT0 NPUMEHEHHUSI

A. A. KoBanenko, I'. A. Kyuyk

IIpeameTom u3yueHHs B CTAaThe ABISAIOTCS MPOLIECCHI CUHTE3a CTPYKTYp cucTeMsl yrnpasieHus (CY) o6bekToM Kpu-
tryeckoro npumenenus (OKII). Heasto sBusiercst pa3paboTka METOL0B CHHTE3a HH)OPMAIIMOHHON U TEXHUYECKOH CTPYyK-
typ CV OKIL 3agauu: 1) monyuuts GopManu3oBaHHbIE ONMCAHUS 3a]ad, BOSHUKAIONINX IPH CHHTE3€ OpraHH3allMOHHOM
cTpykrypsl CVY; 2) BbIOpaTh ONTHUMAJBHYIO CTPYKTYpY kommbroTepHoi cuctemsl (KC), obecneunBaromeil GyHKIMOHUPO-
Banue CY OKII u ee noxcucrem; 3) nosryduts GopManu30BaHHbIC ONMCAHUN 3a]ja4, BOSHUKAIOIUX IIPU CUHTE3€ TeXHHUYe-
ckoit crpykrypsl KC CY OKII. lns 5TOro HCnonb30Balich METOABI TEOPHUH MHOKECTB U LEIOUUCIEHHOTO TPOrpaMMHpPO-
BaHUs ¢ OyneBbIMH NepeMeHHbIMHU. [lomydeHsl cienyromue pe3yabTarsl. [IpeaoxeHsl MeTobl CHHTE3a HH(OpMaLHOH-
Holi u TexHuueckoi crpyktyp CY OKII. B nepBoM M3 HHX y4HTBIBAIOTCS 3a7a4yd ynpaBieHHs koMmrnoHeHTamu CVY, anro-
PUTMBI U METOZBI PEIICHHA 3aJiay, a TAaKXKe pacHpeesIeHue 3a1a4 110 KOMIOHEHTaM B npouecce ux pemeHus. Chopmymnu-
POBaH KpUTEpPHUH KayecTBa ¥ BO3MOXKHbIE orpaHndeHus. OT/IeJIbHO 3aTPOHYTHI BOIIPOCHI CHHTE3a OPraHU3allMOHHON CTPYK-
Typsl CVY, KOTOpbIE SBJAIOTCA OJHUMHU M3 OCHOBOIIOJAramolmuxX. BTopoil MeTOJ COCTOMT M3 JIByX 3TallOB, BKIIOYAIOIIUX
CHHTE3 HalMeHblIeH BO3MOXKHOI COBOKYITHOCTH KOMIIOHEHTOB Julsl peanu3anuu CY, UX paclojoXeHHe B paMKax COOTBET-
crBytomeit KC, konndecTBa u xapakrepa B3aMMOCBs3€il MEK1y KOMIIOHEHTAMH, a TAKXKE€ CHHTE3 NPUEMIICMbIX BapUaHTOB
peanu3alnny KaxKaoro U3 KOMIIOHEHTOB U B3aUMOCBsizell. BoiBoabl. HayuHas HOBH3HA IOy4€HHBIX PE3YJIbTATOB 3aKI0Ya-
eTCsl B CIICAYIOIIEM: BIEpBble pa3paboTaHbl MeTOAbl CHHTe3a MH(popMauuoHHOH cTpykTypsl CY OK3 n TexHHYecKoH
cTpyKTypsl cooTBeTcTBYromEN KC, nexameil B ocHose Takon CV.

KiroueBble c10Ba: CHHTE3; YIIPABIECHHUE; CTPYKTYPa; CeTh; KOMIIOHEHT; ()OpMaNn3aLHus; CBA3b.

Methods for synthesis of informational and technical structures
of critical application object’s control system

A. Kovalenko, H. Kuchuk

The subject matter of the paper is the processes of synthesis of the structures related to control system (CS) for
critical application object (CAO). The goal is to develop the methods for CAO CS’s informational and technical structures
synthesis. The tasks to be solved are: 1) derive formalized descriptions for the problems, which occur during the synthesis
of CS’s organizational structure; 2) choose the optimal structure of the computer system (CompS), which ensures the op-
eration of the CAO CS and its subsystems; 3) derive formalized descriptions for the problems, which occur during the
synthesis of the technical structure of the CAO CS CompsS. For this purpose, methods of the theory of sets and integer
programming with Boolean variables were used. The following results were obtained. The methods for CAO CS’s infor-
mational and technical structures synthesis are obtained. The first of them takes into account the problems of CS compo-
nents control, the algorithms and methods for solving problems, as well as the distribution of tasks among the components
during their solution. Formulated quality criteria and possible constraints. Separately raised the problem related to the
synthesis of the CS’s organizational structure, which is one of the fundamental. The second method consists of two steps,
which include the synthesis of the smallest possible set of components for the implementation of the CS, their location
within the corresponding CompS, the number and nature of the interconnections between the components, as well as the
synthesis of acceptable options for the implementation of each component and interconnections. Conclusions. The scien-
tific novelty of the obtained results is as follows: the methods for synthesis of the CAO CS’s informational structure and
the corresponding CompS’s technical structure, which underlies the CS, are first developed.

Keywords: synthesis; control; structure; system; network; component; formalization; connection.
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METO]I ABTOMATHU3AIII BUSABJIEHHS 3ACTAPLIOI IH®OPMAIIIT
HA OCHOBI IHOOPMAIIMHO-AHAJTITAYHOT' O AHAJII3Y JIAHUX CAUTY

ITpeaqmerom BUBYEHHS B CTAaTTi ABJIAIOTHCS IPOLECH 0OPOOKH TaHUX, 10 PO3MIILEHI Ha CAlTi 11 BUPIIICHHS IIPUKJIAJIHO-
ro 3aBJaHHS aBTOMaTHYHOIO BHABICHHA 3acTapinoi iHpopmanii. MeToro sBiseTbCs MiABUIIECHHSA e(eKTUBHOCTI poOOTH
CHCTEMHOI0 aJIMiHiCTpaTopa caiTy IULIXOM HaJaHHS HOMY TaKOro iHCTpyMEHTapito, sIKUil OM aBTOMATHYHO J03BOJISB BU-
SBJITU 3acTapiny iHpopMamiro Ha calfTi Ta MpUMaTH PilIeHHs MOAO0 11 NOANbIIOl 10Mi (BUOAIATH, apXiByBaTH, MepeMi-
IIyBaTH y CHeLialbHI PO3ALIH TOIO). 3aBAAHHS: PO3po0Ka METOy aBTOMAaTHYHOIO BHSIBJICHHS 3acTapiiiol inpopmarii Ha
OCHOBI iH(OpMaLiIHO-aHAIITUYHOrO aHAJII3Y JIAHUX CaiTy, sIKuil OM HaJlaB CUCTEMHOMY aJMIHICTPaTOPy MOXUIUBICTD I1O-
JIAJIBIIOro aBTOMaTUYHOIO ONPALOBAHHS JIaHUX caiiTy. BukopucroByBanuM MeToaoM €: iHpopMauiiiHO-aHAIITUYHUI Me-
TOJ aHAJII3y JAHUX CAUTY, L0 MPEJCTaBICHUH Yy BUIIISIAI MOzielIi TaOJIMYHOrO IIPEICTaBIICHHS! JIOTTYHOI CTPYKTYPH aIropH-
T™y SHOBa. OTpuMaHi Taki pe3yabTaTH. 3riJHO TaOIMYHOI MOyeli mpouecy oOpoOku iHdopmalii chopMyTboBaHO 3a-
BJIaHHS aBTOMAaTHYHOIO BUSBJICHHS 3acTapiioi iH(popMalii. B 0CHOBY mpoueaypy aBTOMaTHYHOrO BUSBIICHHS 3acTapiyiol
iH(opMaLii NOKIIaeHO JIOriuHy CTPYKTYpY aJiropuTMy SIHOBa. JlaHa CTpyKTYpa J03BOJISIE HAOUHO 30epiraTH LiliCHICTh all-
TOPUTMY IIPH JI0laBaHHI (PO3IIMPEHHI) IEBHUX MPOLEAYp. [HAMBiLyanbHICTh 00’ €KTa BPaXOBYETHCS 38 PaXyHOK HAassBHOCTI
a00 BiJICYTHOCTI NI€BHUX YMOB, IO J03BOJAE YHUKHYTH PeKypciid. B pe3ynbprari orpumano etanoHHi Mozei (11abioHn),
SIKi TIEPETBOPIOIOTH TEKCTOBI JIaHi 0 €UMHOTO YHi(ikoBaHOTro IpezcTaBieHHs. JJani Moneni po3pobieHo i popMaris, 1o
XapakTepHi U1t iHGOpMaLifHUX JHCTIB-TIOBIIOMIICHs Ta HOBMH. BucHoBKH. HaykoBa HOBM3HA OTpUMaHMX Pe3yIbTaTiB
TOJISIra€ B HACTYITHOMY: MU PO3POOMIIM METOJl aBTOMATHYHOTO BUSIBJIEHHS 3acTapiiol iHpopmanii Ha ocHOBI iHopMmariii-
HO-aHAJIITUYHOrO aHANi3y JaHUX CaWTy, IKMI BiAPI3HAETHCS Bijl ICHYFOUMX THM, 11O JUIS BUSBJICHHS 3acTapiyiol iHpopmanuii
aHaJII3yIOThCS HE JIMIIE YacoBi MOKa3HUKH Yacy CTBOPECHHS/OHOBIICHHS CTOPIHOK CalfTy, a O6e31ocepeiHbo 3MiCT TEKCTOBOI
cropiHkd. J{is aHanizy TeKcToBol iHpopMmanii noOymnoBaHi MaOIoHH, SIKi JO3BOJISIIOTH aBTOMATH3yBaTH MPOLEC BUSIBICHHS
3acrapiioi iHpopMallii Ta OHOBJIEHHSI CTOPIHOK CaiTy.

Karw4dosi caoBa: caiir; 3acrapina inpopmanis; inpopMariiiiHO-aHAITHYHUN aHaJi3 JaHUX; JIOT1YHA CTPYKTYpa alro-

putmy SHOBa.

BecTtyn
Ta NocTaHOBKa 3aBAaHHA

Pa3zoM i3 CTPIMKHM 3pOCTaHHSM KUTBKOCTiI CalTiB
30inbLIyeThCsl ¥ 0OcsAr Hakonmu4yBaHol iH(opMarii Ha
HUX, 110 NPUBOAUTH 10 NpobieM ix epekTuBHOro (yH-
KIIOHYBaHHA. 3 OfHOrO OOKy, A0 3MicTy iH(opmarlii,
10 MICTHTBCS Ha CalTi BUCYBAIOTHCS BUMOT'H JJOCTOBI-
PHOCTI, aKTyaJbHOCTI, HECYIIEPEWINBOCTI Ta I[1JIICHOCTI.
3 iHmoro 60Ky, 3 MOMEHTY CTBOPEHHSI CAliTy Ha HBOMY
30upaeThCs BeNUKUA o0car iHdopmarii, sika BTpavae
akTyanpHicTh [1. 2]. AKTyanbHIiCTh iHpOpMaIii — e
BIMOBITHICTH TeMU iH(pOpPMAIIi MOBIOMJICHHS MOTpe-
06aM KOpHCTYBauiB caiTy. TakuM YMHOM, aKTyalbHICTh
iHpopManii € NTUHAMIYHOI BIIACTHBICTIO iH(pOpMAIii,
sIka BU3HA4YaeThCsl HE 3MicToM iH(popMarlii, a yacom i
iCHYBaHHSI.

BiriacHe 3a sikicTh iH(oOpMarii BiAIOBiaE cucteM-
HUHA aaMiHiCTpaTop caiity. B Horo 00OB’SI3KM BXOIHUTH
nepeBipka iHopmarlii (1aHMX) Ha KOPEKTHICTB, CBOEYAC-
He OHOBJIEHHs iHQopMmarlii, BunajseHHs (abo apxiBarlis)
3actapinoi ingopmarii. B Toil ke wac, i3-3a BEITHKOI
KUIBKOCTI CTOpiHOK (0OCAT OOJIKOBYETHCS KiJbKOMA
COTHSIMH 200 THCSYaMH CTOPIHOK), 4aCTO CTA€ HEMOKIIH-
BUM TPOCIIAKYBATH, SIKi CTOPIHKM OHOBJIFOBAJIUCS, & SIKi
me Hi. [IpydMHAa 1BOrO KpUETHCA Yy J0JaBaHHI HOBOI
iHpopMariii abo kK KOperyBaHHi IMOMHJIOK Ha CTOpiHKax
TUM caMUM (OPMAaJBHO YHEMOXKJIMBIIIOIOUM BU3HAYECHHS
3actapiioi iHpopMaIli 3 BHUKOPUCTAHHSM IIONIB «JaTa
OCTaHHBOTO penaryBaHHs». Ha momiOHMX cTOpiHKax

MOXke OyTH MOBHICTIO BIJICYTHI TaKOX 4acOBI MapKepu
«IaTH», «IHUCTa», «POKy» Tomio. Kpim, Toro ckiamHicTh
MOJIsITae IIe B TOMY, IO (hiKCYBaHHS JaTh Oe3rmocepes-
HBO Y 3MICTi CTOPiHKH, SIKa MOKE BH3HAYaTH 3aCTapuIiCTh
iH(oOpMallii, BUPaKAETHCS MPUPOAHOMOBHUMH 3ac00aMu
i He Mae yHi(iKOBAaHOTO TOJAHHS, IO YCKIIAJHIOE MPO-
IIeC aBTOMATHU3AIlli BUSBJICHHS 3acTapiyioi iHdopmartii [3].

TakuM YMHOM, aKTyaJbHUM SIBJISIETHCS 3aBIAHHS
PO3pOOKH METOAYy aBTOMATHYHOIO BHUSIBJICHHS 3acTapi-
7101 iH(opMarlii Ha OCHOBI iHQOPMAIiIHO-aHATI THYHOTO
aHaJi3y AaHUX CalTy, SKUH OM HaJgaB CUCTEMHOMY aj-
MIHICTPaTOPy MOXITUBICTH ITOJAJIBIIOT0 ABTOMATHYHOTO
OITpaIfOBaHHS TaHHUX CaHTy.

MeTo10 po0OTH SIBISIETHCS MMiIBUIICHHS €(EKTHB-
HOCTi poOOTH CHCTEMHOrO aqMiHiCTpaTropa cailTy muis-
XOM HaJlaHHs HOMY TaKoro iHCTPYMEHTapilo, SKuil Ou
aBTOMATHUYHO JIO3BOJISIB BUSIBIISITU 3acTapiity iHpopMa-
IIif0 HAa CalTi Ta MpUHMATH PIlICHHS OO T1 MOAAIBIION
nomi (BHAAJSTH, apXiByBaTH, INEpeMilllyBaTH Y CHeLi-
aJbHI pyOpPHKH TOILO).

OcHOBHa YacTuHa

BignoBigHO 10 TOCTaBICHOI B POOOTI METH HEOO-
XiTHO PpO3pOOUTH METOA aBTOMATHYHOIO BHSIBIICHHS
3acTapiyoi iHpopMalli Ha OCHOBI iH(pOpMAIIiTHO-aHAi-
TUYHOTO aHATI3y JaHUX caiTy. MeTos npu3HaYeHuH s
CTBOPEHHSI TPOrPaMHOrO 3a0E3MEYCHHs, SKE MOXYTh
BHUKOPHCTOBYBATH CHCTEMHI a/IMIHICTPATOPH CauTy.

OOMe)keHHsI: MeETOJ] MO)KHa BHUKOPHCTOBYBATH
T OOpPOOKHM CTOPIHOK CalTy, /Ie 4acOBi XapaKTepPHCTH-
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KM TIOBHICTIO a00 OOMEXEHO HESIBHO IMPEICTABJICHI B
TEKCTi CTOPIHKH.

BxigHuMu 1aHuMH € Ge3M0CepPEIHBO TEKCTH CTO-
PIHOK caiiTy Ta 0a3a AaHUX eTaJOHHUX Mojenel Qop-
MaTiB MIPEICTABIICHHS YaCOBUX MOKA3HHUKIB Y TEKCTI.

BuxinHi 1aHi: OHOBJICHI CTOPIHKU CaMTYy.

Ipouec 06poOKM HaHUX Ga3yeThCs HA MPUHIUIAX
TabnuuHoi 00poOKu iHpopMartii [4, 5]. O6pobka iHbpO-
pMatii IpencTaBiIeHol y BUTIISAAl TaOUIb Ma€e psif Iie-
peBar, a came: HAOYHICThb, BIICYTHICTH PEKYpCiH, IO
BKJIMBO TpPU MOOYAOBI anroputMmy. TabiuvHe Ipen-

CTaBJICHHSI JIOTTYHOI CTPYKTYPH aJITOPUTMY B KIIaCHUUHIH
Teopii aNrOpUTMIB OTPUMAJIO Ha3BY JIOTIYHA CTPYKTYypa
anroputMy (JICA) SHoBa [6]. Jloriuna cTpykTypa ajiro-
putmy SlHOBa /03BOJISIE HAOYHO 30epiraTé IUTICHICTH
aITOPUTMY TIPH JI0AaBaHHi (PO3IIMPEHH]) MEBHHUX IIPO-
uenyp. @akTUYHO PSANOK B TAaOJUII BUKOHYE BCIO I10-
CIIJIOBHICTh [ BiAIIOBIMTHO JO 3aJaHOro o0’ekTa. IH-
JMUBIAYabHICTh 00’€KTa BPAXOBYEThCA 3a PaXyHOK
HasIBHOCTI 200 BiZICYyTHOCTI MEBHUX YMOB, L€ JJO3BOJISIE
YHUKHYTH pekypciid. CTpyKTypa alrOpUTMYy OIpallto-
BaHHA 3acTapiyioi iHdopmarii npeacrasieHa B Tad. 1.

Tabnuya 1. dparMeHT aJropuTMY ONPAILIOBAHHA 3acTapijiol iHopmanii
Ha caiiTi y ¢gopMmi JoriuHoi cTpyKTYpH ajropurmy SIHoBa

Ko cropinku 3a IKMMH 03HAKaMU 3 4YuM NOpiBHIOEMO YmoBa Tis
L, L, L; K, K K; if

1.7. + + + T(L3) <K, Pl

1.5.1.2. I T T(Ls) < Ky P

1.4.5. + + T(L]) <K1 Pl

1.8. I n T(Ls) <K 5

1.4.6.1. + T T(Ly) < Ky 15

B Tabn. 1 mepummii CTOBIMYMK BKIIIOYAE MEPENTIK BCIX
KOJIIB CTOPIHOK CaiiTy, sIKi MiyIsiratoth ananmizy. Koxna
CTOpiHKa Ma€ YHIKAIbHUM KITFOU (KOX) B MEXax Caury.
Cucrema KO/IyBaHHS MOOYZOBaHA Ha OCHOBI 1€papXiyHO-
ro Kiacudikatopa opraHizamii JaHUX CaWTy, sSKWi aeTa-
npHO onucanuii B [7]. Tak, kox 1.7. BinoBifae cToOpiHIli
«HoBunm»; 1.5.1.2. — «Cknan cryn. pagw»; 1.4.5. —
«Kondepeniin; 1.8. — «Dororanepes»; 1.4.6.1. — «Ac-
mipanrypa. [IpaBuna npuiiomy». HactynHi Tpu croBmii
(2-4) BU3HAYAIOTH MApaMeTpH, 32 SIKUMH IEPEBIPIETHCS
BimNoOBiHA cTopiHka. Tak mapamerp L; o03Hauae, 110
TMOIITYK 3acTapinoi iHpopMaii BinOyBaeTbcs Oesmocepe-
JHBO 3a TEeKCTOM cropinku. Ilapamerp L, — 3a Ha3BOINO
cropinku. Ilapamerp Lj — 32 YacoM CTBOpPEH-
Hs1/OHOBJICHH: CTOPiHKY. CTOBMII 5-7 BU3HAYAIOTH 3 UMM
MU TOpIBHIOEMO 4YacoBi Moka3HUKH Ly3. Tak mapamerp
K, — morouna nmata; K, — QikcoBaHa nata (HampuKiIan,
BapTICTh HABYAHHS, JJOKYMEHTH JI0 BCTYITy BU3HAYAIOTh-
csl 1aToro poboTH mpuiiManbHOi Kowmicii); K3 — koMOiHo-
BaHa Jarta (HaIpHKiIaJ, IOTOYHA /IaTa B TeKCTi + IMicsIIb,
TOWIO). 8-1 CTOBIUMK BH3HAYA€ YMOBH MOPIBHAHHA. 9-i
CTOBIMYMK BH3HAuae il (Tporenypu), SKi HEOOXiTHO
BHUKOHATH Yy pasi, SKIIO MPaBHIO O BiIIOBIAHOI CTOPiH-
Ku caifty crparoaio. [Ipouenypa P1 o3nauae Hamicia-
TH CTOPIHKY /10 apXiBy, P2 — BHIAINUTU TEKCT CTOPIHKH,
P3 — Harayjati po HEOOXiHICT OHOBJICHHS (SIK TIPaBU-
JI0, LIe BITHOCHUTBCS JI0 NAHMX, SKi MaloTh 30epiraTucs B
apxiBax 10 meBHOI (ikcoBaHoi natv. Hampuxnan, Bimo-
MOCTI PO KOH(epeHLlii, cCeMiHapH TOLIO.

Cuif 3a3Ha4YMTH, 110 YacoBl MOKa3sHuku L-L; He
MaloTh YHI()IKOBAaHOTO TPEJCTABICHHS, a 3BIACH IS
MPOrpaMHOl peai3allii ajlropuTMy IMOTPIOHO 3aaaTH
MeBHI eTayioHHI Mojeni (1a0dioHu), ki 6 mepeTBopro-
BaJIM TEKCTOBI JaHI J0 €IUHOTO YHi(piKOBAHOTO Ipe-
craBieHHd. SIk Bxke 3a3Havainocs, JICA fHosa go3Boise
0e3 MOpYIIEHHS 3arajJbHOI JIOTIYHOI CTPYKTYpH IeTai-
3yBaTH OKpeMi KOMIpKH TaOJIMYHOTO IIPENCTABICHHS
anroputMy. PosrisiHemo neranbHile npaBuiia yHigika-
i1 YaCOBHMX ITIOKa3HMKIB, NPU IIbOMY BCi YacOBi IOKa3-
HUKH TPUBOAATHCS A0 BHUIY INPEICTaBJICHHS MOTOYHOI

natu B KoM '1oTepi K. AHaili3 TEKCTOBUX JaHUX CalTy
(30kpema, caiity Jlep>kaBHOTO yHIBEPCUTETY TEIEKOMY-
HiKaIlii) oKa3aB, 110 YaCOBi MOKa3HUKU BU3HAYAIOTHCS
TaKUM YHHOM:

G1: = <gucno> + <micAip> + <pik>
(mampuknan: «11 kBiTHs 2018»);
G2: = <4UCII0;-YUCII0y> + <MiCsAIB> + <pik>
(manpuxnan: «12-13 kBiTHs 2018»);
G3: = <4yuCI0;-4YUCII0,> + <MICSIL>
(manpuknan: «4-8 KBIiTHSA 6i00yscs ..»);
G4: = <micsp>
(HanpUKIIaa: «y BepecHi 6i06y6cs ..»).
Tpumimia: 3HaK «+» 03HaYae, 110 JaTa HE PO3PH-
Ba€THCSI KOHTEKCTOM.
®opmatn G1 i G2 xapaktepHi Ui iHpOpMaIii-
HUX JIUCTIB-TIOBIIOMJICHb TPO KOH(EpEeHIli, ceMiHapu
tomo. OcOOJIMBICTIO TPENCTABJICHHS IMX TaHUX € Te
IO BOHU MOXYTh OYTH IIpEICTaBJCHI, SK IpaBHIO,
TpbOMa MOBaMH: YKPaiHCHKOIO, aHIJIIHCHKOIO, POCiiiCh-
KOI0, & TOMY <MICSAIL> TaKOX MOXE MICTUTU Ha3BH
3-ma moBamu. @opmatu G3 i G4, sK npaBUIIo, NpUTA-
MaHHI HOBMHAM 1 NPE/ICTaBIIeHI YKPaiHCHKOIO Ta pOCiii-
chKOI0 MoBaMH. [laii po3risiHeMO mnpaBuiia yHigikatii
JUIE KOXHOTO 3 BH3HA4YEHHX (OpPMaTiB TEKCTOBOTO
MIPE/ICTaBIJICHHS YaCOBHUX MOKA3HUKIB.
®opmar G1:

<{1/2/.../31}>+<{ciuns/sauBaps/January} >+
<201{6/7/8/9}>:=<X;.01.201.X5>;

<{1/2/.../129}>+<{mororo/peBpans/February} >+
<201{6/7/8/9}>=< X1.02.201X3>;

<{1/2/.../31}>+<{rpynus/nexabps/December } >+
<201{6/7/8/9}>=<X;.12.201.X3>.
Takum umnoM, i ¢opmary G1 BH3HAYAETHCS
12 mabioHiB  (€TaJIOHHUX MOJeNei) BiIIOBIAHO 10
KUIBKOCTI MICAIIIB B poOIli. B mabioHi Mo3HaYCHHS
«<...>» 03HAya€ 3amuc Ha SKOMY BiIIOYBa€THCS MOPIB-
HSHHS; (QITYpHI JY)KKH O3HAYalOTh MHOXHHY MOXKITH-
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BHX JaHMX; 3HAK «/» BIANOBiNA€ JIOTIYHINA omneparrii
«aboy»; IO3HAUEHHS «:=)» — ONepalii «IpuiMae 3HaYeH-
Hs»; X| — Pe3yabTaT oreparii NepeTUHAHHS MHOKHHH
YHCe 13 MEePIIoro KOPTEXKY 3 YHCIIOM, SIKE 3yCTpiiIocs y
TEKCTi; X3 — pe3yabTar ornepaiii MepeTHHAHHSI MHOXH-
HU YHCEN 13 TPEeThbOro HadOpy AaHUX 3 YHCIOM, SKE
3YCTPLIOCS Y TEKCTI.

Tax, ast pparMeHTy TEKCTOBOro iHdopmamiiHoro
nmucTa-moBigoMieHus:  «International ~— Conference
CoLInS 2017 Computational Linguistics and Intelligent
Systems 21 April, 2017, Kharkiv, Ukraine», pe3yabrat
HaKJIJIeHHs Ha MIa0JIOH Oy/ie TaKuil BUTIIS;

<L1>+<April>+<2017>:=< 21.04.2017>.
®opmar G2 takox Oyzae mMatu 12 madiIoHiB:

<{1/.../30}-{1/.../31}>+
<{ciuns/sHBaps/January} >+
<201{6/7/8/9}>:=<(-)X;.01.201.X5>;

<{1/.../28}-{1/.../29}>+
<{mororo/¢perpans/February}>+
<201{6/7/8/9}>=<(-)X;.02.201X5>;

<{1/.../30}-{1/.../31}>+
<{rpynHus/nexkabps/December } >+
<2014{6/7/8/9}>:=<(-)X;.12.201.X3>.

Y nanomy mabioHi mo3HayeHHsA «(-)X;» O3HaAyae,
10 B SIKOCTI Pe3y/IbTaTy oOlepallii mepeTuHaHHs 00upa-
€ThCS YUCIIO 13 MEPIIOro Habopy MaHUX, SIKE PO3TAIIO-
BaHE MiCJIA 3HAKY «-» B TEKCTI.

Hampuxnan: 12-13 keimua 2018 poxy 6 /lepoicas-
HOMY VHIgepcumemi meieKOMYHIKayill 6i00y0embcs
10-ma miscnapoona Hayko8o-npakmuiHa KoHgepenyis
"Ilpobnemu ingpopmamusayii”, npucesuena noavLomy
nepuioco kocmonasma ceimy I acapina IO.A.

®dopmar G3 xapakTepHUil JJIs1 BHYTPIIIHIX HOBUH,
BiH Ma€ TakoX 12 1ma0iIoHiB:
<{1/.../30}-{1/.../31 }>+<ciuns>= <(-)X;.01 . X,>;
<{1/.../28}-{1/.../29}>+<mororo>:= <(-)X1.02.X,>;

<{1/.../30}-{1/.../31 }>+<rpynas>:= <(-)X1.12.X,>.

BigMmiHHOIO 0COOJMBICTIO maHOTO (DOpMaTy € Te,
IO OCKUIBKHM PIK BiJCYTHIH a00 po3ipBaHHN KOHTEKC-
TOM 0e310cepeHbO Y TEKCTI, TOMY PiK BU3HAYAETHCS 32
MMOTOYHOIO JaTOK (BH3HAYCHOIO Y KOMIT'IOTepi abo 3a
YacoM CTBOPCHHS JOKYMEHTY) 1 BCTaBJISEThCA y pe-
3ynbTaT (MO3HAYCHHS «X,,» Y Ma0JIoHi.

[puknan: «Peecmpayis na eebinap 0608's13x06a i
6yoe giokpuma 0o 18 KeimHus 3a NOCUNLAHHAMY.

BigminHoo ocobnuBicTio hopmary G4 € BiacyT-
HICTh TPSAMOrO IMOCHJIAHHS B TEKCTI HA TaKi 4YacoBi
O3HAKH, SIK: YHCJIO 1 PIiK, BiJHOBIIIOIOTHCS 3 MOTOYHOL
JaTH abo JaTu CTBOPCHHS (ailny.

Januit hopmart sk i monepenHii TakoXK XapakTep-
HUH JUIA MPEICTABIICHHS TaK 3BAaHUX BHYTPIIIHIX MOMIIH
i Mae 12 mabioHiB:

<ciypi>:= <XX,.01.XXXX,>;
<moromy>:= < XX,,.02 XXXX,>;

<rpyasi>:= < XX,,.12. XXXX,>.

B m1aGioni Ha3Ba MicCsII CTAaBUTHCS TUTBKH Y Mic-
LIEBOMY BiIMIHKY (TOOTO Ma€ BiIIOBITaTH HA MUATAHHS
KO, 11 TIOTPIOHO ISt TOrO MI00 BiIOKPEMHUTH TEKCTH,
SIKI HE MalOTh BiJTHOIIIEHHS /10 aKTyaJIbHOCTI iH(popMarii
B TEKCTI.

BucHoBKMu

B craTTi 3anmponoHOBaHO METOJ aBTOMATHYHOTO
BUSIBJIEHHS 3acTapiyioi iHopmaii Ha ocHOBI iH(pOpMa-
Li{HO-aHAJTITUYHOTO aHaNi3y AaHUX CaWTy, KUl Biapi-
3HSETHCS THM, IO JUI BUSABJICHHS 3acTapiioi iHpopma-
Lii aHaNi3ylOThCS HE JIMIIE YacoBi IMOKa3HUKH 4Yacy
CTBOPCHHS/OHOBJICHHS CalTy, a 0e3MoCepeHbO 3MICT
TEKCTOBOI CTOpiHKH. J{J1st aHaui3y TeKCTOBOI iH(popMarii
noOyoBaHi MIa0JIOHU, SIKI JO3BOJISIOTH aBTOMAaTH3yBa-
TH TIpOIIEC BUSBIICHHS 3acTapiynoi iHpopMalii Ta OHOB-
JICHHSI CTOPIHOK CaiTy.
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Meron aBTOMAaTH3aIMKM 00HAPYKEHHSI ycTapeB el nH(opManun
HA 0CHOBE¢ HH()OPMANMOHHO-AHAIMTHYECKOI0 AHAJIN3A JAHHBIX CaiTa

A.A. Aponos, B.B. Bumnesckuii, 11.B. 3amapyesa

IIpenMeToM H3ydeHHS B CTaThe SIBISIOTCSA MPOIECCHl OOPaOOTKU NAHHBIX, Pa3MENICHHBIC HA caiTe Ui PEIICHUS
MTPUKJIATHON 3a/1a4M aBTOMAaTHUECKOTro OOHapyKeHus ycTapeniieii nHGopmarwn. Lleanlo sBisercs nmopbieHne 3G (HeKTHBHOCTH
PpaboThI CHCTEMHOT'0 aIMHHUCTPATOPA CaiiTa IMyTeM IPEIOCTABICHHS €My TAKOT0 HHCTPYMEHTAPHsI, KOTOPBIH ObI aBTOMATHYCCKH
MO3BOJISUT BBISABJIATH YCTApeBIIyI0 HMHMDOPMALMIO Ha caiiTe M NPUHUMATh DPEIICHHE O €€ JajbHelier cyapde (yHaaisaTh,
apXUBUPOBaTh, MEPEMEIIaTh B CHCIMAIBHBIC pa3feibl M T.1.). 3agada: pa3pa0boTka METOla aBTOMATHUECKOrO OOHApYKCHUS
ycrapeBlei HHGOpMAIMd Ha OCHOBE HH()OPMAIIMOHHO-aHAIMTHUYCCKOTO aHallk3a JAHHBIX caiTa, KOTOPBIA Obl MPEIOCTaBHII
CHCTEMHOMY aJMHHHUCTPATOPy BO3MOXKHOCTH JaJbHEUIIECH aBTOMATHYECKOW OOpa0OTKM MaHHBIX caifta. cmomb3yeMbiM
METOIOM SIBIIACTCSA: WH(DOPMAIMOHHO-aHAIUTHYCCKAN METOJ aHaJM3a JaHHBIX CcaifTa, NPEACTABJICHbIH B BHAC MOJCIH
TaOJMYHOr0 IPEJICTABICHUS JIOTHYECKOW CTPYKTypbl ainropurma SIHoBa. IlonydeHsl cienyiomuye pe3yabTaTthl. CorjiacHo
TaOJIMYHON MOJIENU TTporiecca 00paboTku HHMopMaIU ChOPMYIUPOBaHA 3a/1aua aBTOMAaTHYECKOTO OOHAPYKEHHS YCTapeBIei
uHpoOpMaK. B OCHOBY mpoleIypbl aBTOMAaTHYECKOro OOHAPY)KEHHUs YCTapeBINCH HHPOPMAIMH ITOJOKEHA JIOTHUYEeCKas
CcTpyKTypa anroputMma SlHoBa. J[aHHAsi CTPYKTypa MO3BOJIET HATJISIIHO COXPAHATH IEJIOCTHOCTh AJITOPUTMA MPH JTOOABJICHUH
(paciMpeHun) onpeAeacHHbIX MpoueAyp. WHAMBUIYyalbHOCTh OOBEKTAa YYUTHIBAETCS 3a CYET HAJUYMS WM OTCYTCTBHS
OIPEJICJICHHBIX YCIOBHSAX, YTO TO3BOJSIET M30ekaTh peKypcuil. B pesynpraTe MOMydeHBl 3TaJOHHBIC MOJICTH (IIa0JIOHBI),
KOTOPBIC MTPEBPAIIAIOT TCKCTOBBIC JAHHBIC K €IMHOMY YHHU(DHIIMPOBAHHOMY IpECTaBICHUIO. JIaHHBIE MOIEH pa3paboTaHbl IS
(hopMaToB, KOTOpPbIC XapaKTEPHBI IS HWH(POPMAIMOHHBIX MHCEM-COOOIICHHH W HoBocTeidl. BwiBombl. HaydyHas HoBU3HA
MOJYYEHHBIX PE3YJILTATOB 3aKJIIOUACTCS B CICAYIOIIEM: MBI pa3paboTalid METOJl aBTOMATHYECKOrO OOHAPY)KEHHS YCTapeBIICH
MHOPOPMAITUK HA OCHOBE MH()OPMAIIMOHHO-aHATUTHYCCKOTO aHajM3a JAaHHBIX CaiTa, KOTOPBIA OTIMYACTCS OT CYIIECTBYFOIIUX
TEM, YTO JUIS BBISIBICHHs yCTapeBled MH(GOPMAIMK aHAIM3UPYIOTCSA HE TOJbKO BPEMEHHBIE IOKA3aTEIM BPEMEHHU CO3JMaHMs /
OOHOBJICHUSI CTPAHUI CaiiTa, a HEMOCPEICTBCHHO COACPIKAHME TEKCTOBOWM CTpaHWIbL I aHaIM3a TEKCTOBOW WH(opMarmu
IIOCTPOEHBI IIA0JIOHBI, KOTOPHIE ITO3BOJSIIOT aBTOMATHU3UPOBATH IPOLECC BBIBICHUS ycTapeBlel HHpOpMalyu U 0OHOBJICHUS
CTpaHUI CaiTa.

Karoudesbie ciioBa: caiit; ycrapesias napopmarys; HHHOPMALMOHHO-aHAIUTHUECKUI aHaIN3 JaHHBIX; JOrMYecKas
CTPYKTYpa anropurmMa SIHoBa.

Method for automation of detecting detailed information
on the basis of information and analytical analysis of the site data

A. Aronov, V. Vyshnivsky, I. Zamarueva

The subject matter of the article is the data processing processes posted on the site for solving the applied problem of
automatic detection of outdated information. The goal is to increase the efficiency of the work of system administrator site by
providing him with a tool that automatically allows to identify outdated information on the site and decide its future fate (delete,
archive, move to special sections, etc.). The tasks to be solved are: to develop a method for automatically detecting outdated
information based on information analysis of site data that would provide the system administrator with the ability to further
automatically process site data. The method used is: an information-analytical method for analyzing site data, presented in the
form of a table representation model of the logical structure of the Yanov’s algorithm. The following results were obtained.
According to the tabular model of information processing, the task of automatic detection of outdated information was formu-
lated. The basis of the procedure for automatic detection of outdated information is the logical structure of the Yanov’s algo-
rithm. This structure allows visually to preserve the integrity of the algorithm when adding (expanding) certain procedures. The
individuality of the object is accounted for by the presence or absence of certain conditions, which avoids recursion. As a result,
we obtained a reference models (templates), which convert text data to a single unified representation. These models are designed
for formats that are typical for letters-messages and news. Conclusions. The scientific novelty of the results obtained is as fol-
lows: we have developed a method for automatically detecting outdated information based on information analysis of site data
that differs from existing ones in that not only time indicators for creating / updating pages of a site are analyzed, but the all
content of text page. For the analysis of text information templates were build, which allow to automate the process of revealing
outdated information and updating the pages of the site.

Keywords: web-site; outdated information; information analytical analysis of data; logical structure of Yanov’s algo-
rithm.
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THE ANALYSIS OF EXPERT SYSTEM FOR ADAPTING DECISIONS
FOR DETERMINING THE TYPE OF RADIO RESPONSE SOURCES

In this article, the authors of research described the sources of radio radiation and explained the complexity of identifying
sources of radioelectronic radiation under a priori uncertainty. Authors of the article state, that the source of radio-electron
radiation can be identified by a set of parameters of its signal. It is established that the informational nature of the signal
source of radio emission for the devices of radio monitoring depends on how reliable this signal is detected and how
accurately (precisely) its parameters are determined, which are useful days of radio monitoring of the message or value.
Because signal tracking always takes place against a background of different kinds of interference, the fact of detecting a
signal, as well as errors in measuring signal parameters and selecting messages are always random. The problem of
determining the type of signal, and therefore the source, which it emits, is partially solved by the preliminary analysis of the
ether on the hearing conducted by the operators of radiomonitoring. This makes it possible not to distract from non-
informative signals belonging to sources of radio-electronic radiation that are not showing interest to radio monitoring, to
shorten the search time for sources of radio-electronic radiation and to minimize the cost of depreciation of equipment. The
disadvantage of this method is the necessity to have a sufficient number of trained operators and to constantly increase their
training. Was given that the preparation of one operator to a professional level can last 6-12 months, it is very difficult to
provide data requirements. Therefore, in the given article it is suggested to analyze the parameters of sources of radio-
electronic radiation on a set of parameters of sources signals of radio-electron radiation with the help of expert decision
support system concerning determination of sources parameters of radio-electronic radiation. In the article, the authors
proposed an expert system for determining the parameters of sources of radio-electronic radiation using a database
management system. Unlike machine programs that use procedural analysis, expert systems solve problems in a narrow
subject area (specific field of expertise) based on deductive considerations. Such systems are often able to find solutions
that are unstructured and poorly defined. They cope with the lack of structuring by involving heuristics, that is, the rules
described in accordance with the experience of using the equipment, which may be useful in those situations where the lack

of necessary knowledge or time eliminates the possibility of complete analysis.

Keywords: radiomonitoring; expert system; decision support system; distributed computing.

Introduction

Based on the information provided in [1], the basis
of the functioning of passive devices of radio
monitoring is the detection of signals transmitting
messages (for example, the signal of air traffic control)
and the recognition of the parameters of high-power
signals of stationary, onboard, ship and ground radar
stations (RS). Informativity of the signal source of the
radio emission (SRE) for the devices of radio
monitoring depends on how reliable this signal is
detected and how accurately (accurately) are
determined its parameters, which are useful days of
radio monitoring message or value. Signal tracking
always takes place against a background of different
kinds of interference, the fact of detecting a signal, as
well as errors in measuring signal parameters and
selecting messages are always random.

In view of the above, the purpose of this article is
to develop an expert decision support system to
determine the type of radio emission sources.

Presentation of the main material

Useful information for radio monitoring is
obtained by analyzing electromagnetic fields u(t,r) on
the opening of the receiving antenna r € L during the
time te[-7/2;7/2] on the background of space-time
obstacles n(z,7). Assuming that signal and interference
are additive, then:

u(t,r,ocl-)zs(t,r,ocl-)+n(t,r), (1)

where s(z,7,0,) is the time dependent signal 7, spatial
r coordinates and parameters o, ; n(z,r) is the set of
obstacles depending on time ¢ and spatial » coordinate.

Spatial-temporal obstacles n(t,r) caused by the

joint action of the atmosphere and outer space, the
adjective noise of the antenna-feeder network, and other
noise of the reception apparatus of the radio monitoring
device.

Parameters o; and spatial parameters r bring

radio-monitoring useful information for it. Processing of
the signal from the receiving antenna of the
radiomonitoring station is almost always divided into
spatial and temporal. First of all, the processing of the
signal in space. This operation is performed by the
antenna system - a spatial filter that selects a signal
against obstacles in different areas of the space and
determines the spatial parameters of the signal
(direction to the SRE). The result of spatial processing
is, above all, the estimation of the parameters of the
spatial position and movement of the source of
radiation.

Then the signal processing is carried out by the
station receiver of the radiomonitoring in the time
domain. As a result of time processing, carrier
frequencies, radiation power, qualitative and
quantitative characteristics of modulating functions and
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other parameters of the signals of the SRE of
radiomonitoring objects are determined.

Complexity of the field structure (sometimes this
structure is called “complex signaling situation”) is
conditioned by the presence of many emitters of radio
signals and sources of indirect and unintentional
radiation, by changing the geometric, frequency and
time parameters of the emitted signals due to the
maneuvering of emitters in the space in which radio
monitoring facilities function (in the environment of
interests radiomonitoring).

Complex signaling situation is, on the one hand,
the subject of analysis for the devices of radio
monitoring, its creation involves the emission of radio-
electronic devices of radio-monitoring objects. But, on
the other hand, the complexity of the signaling situation
for the devices of radio monitoring provides the process
of detecting and defining the parameters of the signals
of radio monitoring objects against the background of
non-informative radiation. Many unnecessary radiation
is mainly and creates the background noise nlz,r),

which complicates the work of the operators of stations
of radiomonitoring. In addition, the task of monitoring
is to monitor the dynamics of changes in the signal
situation, that is, fixing signaling situations, consisting
of signals at each time in the interests of radio
monitoring.

The problem of determining the type of signal, and
therefore the source, which it emits, is partially solved
by the preliminary analysis of the ether on the hearing
conducted by the operators of radiomonitoring. This
allows you not to be distracted by uninformative signals
belonging to the SRE, that are not of interest to radio, to
reduce the search SRE and minimize the cost of
depreciation of equipment.

Disadvantage of this method can be the necessity
for a sufficient number of trained operators and a
constant increase in their training. Given the fact that
the training of one operator to a professional level can
last 6-12 months, it is very difficult to meet these
requirements.

In the case of a signal from the SRE, which is of
interest to radio operator conducts instrumental
measurements of radioequipment using radio stations
and defines the parameters of the signal, namely: F, is

the bearing frequency of the signal; 7; is the period of

pulse following; 1, is the pulse duration; 7, is the

1
period of following of signal repetition.

With the data value the operator must determine
the type of SRE using reference records or memory,
which slows down the decision-making process and
increases the probability of an error. For an operator
who has not acquired the necessary experience in
determining the type of RS, this operation is practically
impossible or very complicated and takes a long time.

In order to eliminate the above-mentioned,
negative factors and bring the speed of information
processing by the operators of radiomonitoring to the
real-time scale, for the first time an expert decision
making support system (DMSS) was developed for
determining the type of SRE for signal parameters.

In [2] states, that expert systems represent a class
of computer programs, that conduct analysis, perform a
classification, give advice and define types. They are
focused on solving problems, which usually require
expert examination by a specialist. Unlike machine
programs that use procedural analysis, expert systems
solve problems in a narrow subject area (specific field
of expertise) based on deductive considerations. Such
systems are often able to find solutions that are
unstructured and poorly defined.

They cope with the lack of structuring by
involving heuristics, that is, the rules described in
accordance with the experience of using the equipment,
which may be useful in those situations where the lack
of necessary knowledge or time eliminates the
possibility of complete analysis.

Selection of software for the implementation of
an expert system for determining the type of RS.
Software tools for the implementation of the expert
system were developed to provide the DMSS type
functions for the definition of the SRE type.

One of the effective approaches for creating a
“query-response” system is web services. Web service
or web office is a programmed system with standardized
interfaces identified by a web address.

Web services can interact with each other and with
third-party applications with messages based on specific
protocols (SOAP, XML-RPC, etc.) and transactions
(REST). Web service is unit of modularity when using
the service-oriented architecture of the application. The
basic principles of organizing systems based on web
services are described in [3].

Protocol of interaction between the software and
the web service selected SOAP protocol, as it allows
you to fully realize all the necessity of this expert
system. SOAP (Simple Object Access Protocol) is a
protocol for exchanging structured messages in a
distributed computing environment.

SOAP can be used with any application layer
protocol: SMTP, FTP, HTTP, HTTPS, etc. However, its
interaction with each of these protocols has its own
peculiarities, which should be defined separately. Often,
SOAP is used over HTTP.

It should be noted that this approach allows us to
switch to the concept of constructing a distributed
computing system and put it on a server that has high
computing capabilities and local access to databases,
difficult and time-consuming computing tasks.

Description of any web service is contained in the
XML document in WSDL (Web Services Description
Language). You can get a description of the WSDL
using a link that is indicated by an arrow.

Any expert system provides input, accumulation,
storage and analysis of expert knowledge. In order to
use them, the expert system user must have quick and
easy access to this knowledge. Aforementioned factors
led to the selection of a database as a data warehouse.
Among many database management systems
(hereinafter referred to DBMSs), the MySQL database
was selected (principles for constructing algorithms
using databases described in [6]) to provide software
compatibility.
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The implementation of the web service was
provided using the Delphi 7 programming system. This
system supports all the necessary technologies,
including SOAP and MySQL.

Architecture of an expert system for
determining the type of RS by parameters. General
architecture of the expert system for determining the
type of radar is shown in Fig. 1. It consists of the
following components:

main program - automated control system. It is a
key, organizing element in the work of the complex as a
whole;

web service - a service that is deployed on the

basis of a server personal computer (PC). Performs the
functions of receiving the request, access to the database
management system and providing a response to the
results;

MySQL DMSP - a database that provides the
input, accumulation, storage and delivery of information
that is necessary to the user.

Work of the expert system in conjunction with the
DMSS program consists of several stages, which are
indicated by the arrows with the numbers in fig. 1.

After a preliminary analysis of the ether, the
operator decides on the instrumental analysis of the
detected signal from the SRE.

2 y
1 .|  Parameter - Main v 4 N
Operator analysis program of ) Web zervice DMSP
program DMSS 6 5 MySOQL
1
| |
| !
: 8 Results of automatic determination of RS
Fem——— » type

Fig. 1. General architecture expert system determine the type of RS

In the first stage, the operator submits a command
to the program for measuring the parameters of the
signal to read, calculate and process the signal
parameters from the equipment. The result of the
staffing, combat program of the station is file with the
extension “.dat” (hereinafter - dat file), which contains
set of data on measurements for a certain period of time.

At the second stage of the work, the system loads
the newly created data file of the main program and
deduces from it all the signal parameters, namely: F},

(carrier frequency), 7; (pulse follow-up period) and t;

(pulse duration). Each of these parameters can have
several values, usually from two to five;

In the third stage, the system generates a request
for a web service as a function:

Param 7, RLC (SF,ST,STau), )

where SF' is the a set of specified carrier frequency
signals (up to five values) separated by a space
character; ST is the set of defined periods of follow-up
of pulses in a signal (up to five values) separated by a
space mark; STau is the set of specified pulse duration
in the signal (up to five values) separated by a space
mark.

At the fourth stage, the web service makes a set
SQL-request to DMSP MySQL by a certain algorithm.

At the fifth stage, after receiving data from the
MySQL database, the web service concludes, which
types of RS are suitable for the given parameters.

At the sixth stage, the web service delivers certain
types of RS in the order of decreasing the probability of
their determination and formulates the response to the
automated control system (ACS) “R” in the format:

N;;B;N,;P,;..N, P 3)

n’ n’

where N; is the name of the radar station defined by the

web service; P, is a probabilistic factor, that matters in

conditional clauses (the greater the value of the
coefficient, the more likely, that the station signal
corresponds to the calculated parameters).

At the seventh stage of the expert system, the
DMSS program creates an informational, interactive
display on the monitor displaying a response from the
web service in tabular form.

At the eighth stage of the expert system, the radio
monitoring operator must confirm the version of the
result of the system, that it considers most probable.
This function is necessary because sometimes the
probability P of two or more RS is approximately the
same. In this case, the operator makes his choice based
on other knowledge or a priori information.
Confirmation is performed by double-clicking the left
mouse button of the “mouse” type on the line with a
correctly defined RS. As a result of confirmation, the
bearings on the RS are applied to the map, in case, if the
RS is determined by the ground, then the information
about its work is entered in the table and schedule of the
stationary RS. In case of detection of on-board or ship
RS, information about it is entered in the monitoring
table of the air (marine) situation.

Algorithm of the expert system for determining the
type of radar is shown in Fig. 2. This algorithm is an
integral part of a web service located on a database
server in order to increase the speed of the web service
access to the database server, avoiding low-speed data
transmission channels.

At the first stage of the algorithm, reception and
downloading of parameters measured by the monitoring
station and transmitted through SOAP to the web
service is carried out.

34



ISSN 2522-9052

CyuacHi iHpopmariiiai cuctemu. 2018. T. 2, Ne 1

At the next stage, the
tolerances on the carrier
frequency F;, are determined

by the formulas:

F,
FHmm = FH +(_HJ s (4)

K

F
FHmin = FH _(KH J ? (5)
F

where K, 1is the admission

factor taking into account the
inaccuracy  of  frequency
determination by the station of
radio monitoring. Coefficient
K determined based on the

reasons for the error of
determining the carrier
frequency of the signal by
equipment of the radio
monitoring  station, namely

+£11 MHz and K.=2000;

F H,, F H,, is the maximum
and minimum carrier
frequency, taking into account
the coefficient of tolerance.
Next step in the database
is to select all possible radio
sources that correspond to the

range

FHmin SFHSFHmaX’

after which their names are
entered into an intermediate
array of types of SRE. Each
coincidence value £y with
reference adds to the total
probability of a weighted value
Pr =3.

At the end of the analysis
of the coincidence of the
measured values with values in
the database, taking into
account the coefficient of
admission K the SRE search
algorithm is launched for
Somin a0d f, .. tablertr_rls.
after which their names are

entered into an intermediate
array of types of SRE.

In this analysis, all
possible radio sources that

match the range are selected
from the database

Tt <Fu < fu,,. -

min

downlead values
SFijil, 5Ti[i], Standi

dowrload values
SFMax * Fri30a0
SFMin - Fri2000

fori=0io 4

SELECT tip WHERE fni «= SFMan AND fri ==5FMin

for it=0 ta TIp Count

MazaTipfl = Tig

SELECT b WHERE frmint <= Fi AND fimay ==F

far =0 o SO0
fof |'= o 100

MaseRLE[ =" or
{MazaRL3]]=MasaTielil

Tar iz=0 bo Tip Caunt

Wa=:=Tip[] = Tip

Magshl S[j|-=Mazs T
WAt Ark| 5] =
Mesether ALSE|+3;

J'_l

MazsKLi =massTiplil;
MassverHLA[]] =
MassyerRLs]|1+3;

ldentical procedures for
STIf]. Staufi]

Tor |:=0 to 100

MassherRLE{i|>MaxTipRLS

MaT aR L5 <MassWierALS|l];
b umbdasl;

h 4
and

Sart_Shell] MazsierRLs, MassALS), .

Fig. 2. Partial algorithm of the expert system
for determining the type of RS by signal parameters
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Since the inclining of the carrier frequency in a
certain area of values is less informative than the
correspondence with a specific value, then each finding
value F; within

mein

SFy < THpy
adds to the probability value the weight factor
Pr =1.

2

Similarly, two blocks are used to search for the
matching of measured values by reference to 7; (pulse
follow-up period) and t; (duration of impulses). At the
and T,

same time value T, " min

i max

7T+ () ©)

where K, is the tolerance factor, which takes into

are calculated by the
formulas:

account the inaccuracy of determining the period of
follow-up of pulses by the station of radiomonitoring.

Since the avarage square error of measurement 7;
(period of pulse following up) no more 0,1 mcs, and the
range for defining this parameter is significant 2-79999,
coefficient K, defined

K, =1000.

Y;max’nmin
of the pulse follow-up period, taking into account the
admission coefficient.

Value 1; .. and T; .

S +(%{) , (8)
=~ V) ©)

where K, is the tolerance factor, which takes into

is the maximum and minimum value

are calculated by the
formulas:

account the inaccuracy of determining the period of
follow-up of pulses by the station of radio monitoring.

The device square error of measurement T,

(duration of impulses) no more, than 0,1 microseconds,
coefficient K is defined and makes up K,= 2000;

T T is the maximum and minimum value of

i max’ ‘i min
pulse duration, taking into account the coefficient of
tolerance.

When weighing weight coefficients in cases with

T; and t; value of weight coefficients P =1 and
P =1.

After creating an array with a list of SRE and their
total probabilistic parameters whose parameters are
more or less consistent with the reference ones, the
algorithm of the expert system works by sorting the
array that places the SRE in the order of decreasing their
probabilistic values.

Last stage of the web service's work is to formulate
a response to the radiomonitoring program and transfer
it to the SOAP protocol.

After receiving a response from the web service,
the radiomonitoring program displays the values of the
SRE type table for confirmation by the operator of the
radio monitoring station.

Conclusion from this explosion

In order to solve the scientific problem of
automation of the process of detection and recognition
of radiation sources, for the first time an expert system
was supported for decision-making on determining the
type of SRE in terms of its signal parameters in the
interests of radio-monitoring. As the system advises the
operator of the radio monitoring station on the most
likely option, requirements for qualification of
operators can be reduced, which significantly reduces
the financial and time costs for their training, and the
process of work at the station becomes part of training
the operator.

Directions of further researches on the
improvement of the software algorithm of the expert
estimation of the signal, subject to the deep
modernization of the equipment, will allow the
transition to semi-automatic or fully automatic
operation of the radio monitoring station, which will
open new possibilities and significantly increase the
efficiency of radio monitoring through increased
efficiency and reliability of decision-making by
operators of radio monitoring stations.

CIIMCOK JIITEPATYPU

1. Kynpusnos A.W. Teoperuueckue 0CHOBBI 31eKTpoHHON BoitHbI / A.W. Kynpusunos, A.B. Caxapos. — M.: YHuBepcurerckas

kHura, 2007. — 355 c.

2. TayHCGHZ[ K. HpOGKTHaf{ H IIporpaMMHasl peajiu3alus SKCIICPTHBIX CUCTEM Ha IIEPCOHAJIBHOM KOMIIBIOTEPE / K. TayHCGHZ[,

J1. ®oxT. — M.: ®unHaHcel 1 ctatuctuka, 1990. — 320 c.

3. Ouzzani, M. Semantic Web Services for Web Databases / M. Ouzzani, A. Bouguettaya. — Springer Science + Business

Media, 2011. - 155 c.

. Feilner M. Beginning OpenVPN 2.0.9 / Markus Feilner, Norbert Graf. — Packt Publishing, 2009. — 345 c.
5. ®aponos B.B. [lensdu 5. PykoBozncTBo pa3paboruuka 0a3bl qaHHsax / B.B. ®aponos, I1.B. [llymakos. — M.: 3nanue, 2000. —

640 c.

REFERENCES

1. Kupriyanov, A.L and Saharov, A.V. (2007), Theoretical basis of electronic warfare, University Book, Moscow, 355 p.

36



ISSN 2522-9052 CyuacHi iHdopmaniiini cucremu. 2018. T. 2, Ne 1

2. Taunsend, K. and Foht, D. (1990), Design and software implementation of expert systems on personal computer, Finance and
Statistics, Moscow, 320 p.

3. Ouzzani, M. and Bouguettaya, A. (2011), Semantic Web Services for Web Databases, Springer Science+Business Media, 155 p.
Markus, Feilner and Norbert, Graf (2009), Beginning OpenVPN 2.0.9, Publisher : Packt Publishing, 345 p.
5. Faronov, V.V. and Shumakov, P.V (2000), Delphi 5. Database Developer's Guide, Knowledge, Moscow, 640 p.

Hapniitmna (received) 28.01.2018
IpuitasaTa no npyky (accepted for publication) 23.03.2018

AHaJIi3 eKCNIePTHOI CHCTEMH MATPUMKH NPHITHATTS pillieHb
10 BU3HAYEHHIO THITY JKepes pafioBHIIPOMIiHIOBaHb

C. C. T'auenko, 1O. A. ByunHcbknit

ABTOpaMu NpoaHali30BaHi JKepesa palioeNIeKTPOHHOIO BHIIPOMIHIOBAHHS 1 ONMCaHa CKIaAHICTh iX igeHTHdikanii npu
anpiopHiil HEBM3HA4YEHOCTi. 3asBJIEHO, IO JDKEPENO PajiOeIeKTPOHHOIO BUIIPOMIHIOBaHHA MO)Ke OyTH iJeHTU(IKOBaHUH
HabOpoOM napaMeTpiB Horo curnany. BeraHosieHo, 10 iHGOpMaliiiHui XapaKTep JpKepena CUrHally pajlioBUIIPOMIHIOBAHHS JUIS
HPHUCTPOIB PaJiOMOHITOPUHTY 3aJISKUTh BiJl TOrO, HACKUIBKM JIOCTOBIDHMI 1€l CHI'HAJI 1 HACKUIBKM TOYHO (IOCTOBIpHO)
BU3HAUCHI NapaMeTpu, sKi Horo ineHTH(iKytoTb. OCKUIBKM MOHITOPHHI CHIHAJIB 3aBXKIM BilOYBA€TbCA HA TIIi Pi3HUX BHIIB
neperkos, (Gakr BUSABICHHS CUTHaly, a TAaKOXX [TOMMWJIKM Y BUMIpi HapaMeTpiB CUrHaly Ta BHOIp IOBIJOMIICHb 3aBXKIU
BunakoBi. [IpoGiieMa BU3HAaUCHHS THITy CUTHAILY i, OTIKe, JUKepela, sIKUi BiH BUIIPOMiHIOE, YACTKOBO BUPILIYEThCS MOIEPEIHIM
aHaiizoM edipy Ha ClIyX, SKUH IPOBOJUTBCSA OlEpaTopaMu panioMoHiTOpuHry. lle n03BONse He BiJBONIKATHCS BiX
HEiHQOPMAaTUBHUX CHI'HAJIB, IO BIAHOCATHCA 10 JDKEPEI PalioelIeKTPOHHOIO BUIIPOMIHIOBAHHS, SIKI HE BHABILIOTH iHTEpecy
JUISL paJliOMOHITOPUHTY, CKOPOTHUTH 4ac IOIIYKY JUKEpes pajlioeIeKTPOHHOIO BUIIPOMIHIOBAHHS i 3BECTH 0 MiHIMyMYy BapTiCTh
amopTu3awii obnaaHanHs. HemomikoM boro MeToay € HeoOXiIHICTh MaTH JOCTATHIO KUTBKICTh HABYEHHX OIEPATOpiB 1 IMOCTiliHe
X HaB4aHHA. Bu3Ha4eHo, 110 MiIroToBKa OHOrO oneparopa J0 mpodeciiHoro piBHsI Moxke TpuBatH 6-12 Micsuis. ToMmy B naHii
CTaTTi NPOIOHYETHCS MPOAHAII3YBATH IIapaMETPHU [KEPEIT PalioeNeKTPOHHOIO BUIIPOMIHIOBAaHHS 110 HA00PY MapaMeTpiB IKepell
CUTHAJIIB PajliOeIEKTPOHHOIO BUIIPOMIHIOBAHHS 3a JIONIOMOTOI0 CHCTEMM HiJTPUMKH IIPUHHSATTA pIillCHb 110 BU3HAUYCHHIO
[apaMeTpiB JUKEpeN PajioeIeKTPOHHOTO BHUIIPOMIHIOBAHHSA. Y CTAaTTi aBTOPHM 3alpPONOHYBAIM EKCIEPTHY CHCTEMY [UIS
BU3HAUCHHS [1apaMEeTPiB JUKEPeN pajioesIeKTPOHHOI0 BUIIPOMiIHIOBaHHS 3 BUKOPUCTAHHAM CHUCTEMH YIPaBIIiHHS 0a3aMu JaHHX.
Ha BizMiHy Bil MalIMHHUX NpOrpaM, sIKi BAKOPUCTOBYIOTH IPOLIEAYPHUI aHAIIi3, €KCIEPTHI CHCTEMM BUPILIYIOTh IIPOOIEMH Y
BY3bKill TmpeaMeTHil obnacTi (creriajibHa raiy3b 3HaHb) HA OCHOBI JIEIYKTUBHUX MipKyBaHb. Taki CHCTEMH 4acTO MOXYTh
3HAWTH pIIICHHA, sIKi HECTPYKTYPOBaHICTb 1 IOraHO BHU3HAueHi. BOHM CIPaBISIOTBCA 3 BIACYTHICTIO CTPYKTYPYBaHH,
BHUKOPUCTOBYIOUH €BPHUCTHKY, TOOTO IpaBHiIa, ONKCAHI BIAMOBIAHO 10 AOCBiTY BUKOPHCTaHHS OOJIaJHAHHSA, SIKI MOXYTH OyTH
KOPHUCHI B THX CUTYallisIX, KOJIU BiZICYTHI HEOOXi/IHI 3HaHHSA a0 KUIbKICTh Yacy BUKIIFOYA€ MOMXJIUBICTh IOBHOTO aHAII3Y.

Karo4doBi ciaoBa: pajiOMOHITOPUHI; €KCIIEPTHA CHCTEMa; CHCTEMa IATPUMKM INPUHHATTS PILIEHHS; PO3MOJiICH]
00YHCIIEHHS.

AHaJIN3 IKCNIEPTHOM CHCTEMBbI NMOANEPKKH NPHHATAS PelIeHHii
IO ONpeeJIeHHI0 THIIA HCTOYHUKOB PAIHON3TydeHHIT

C. C. Tauenko, 1O. A. ByunHckuit

ABTOpaMH HCCIICOBaHBl MCTOYHUKU DPaJHOU3IYYCHUS] M ONMCAHA CIOKHOCTh MX HICHTH(DUKALMM IPH anpUOPHOH
HEOIPEICNICHHOCTH. 3asBJICHO, YTO MCTOYHHUK PAAHOICKTPOHHOIO M3IYYEHHs MOXKET ObITh MACHTU(GUIUPOBaH HAOOPOM
[IapaMeTPOB €ro CHrHaua. YCTaHOBJICHO, 4TO HMH()OPMALMOHHBIH XapakTep HCTOYHHKA CUTHAJA PaJUOU3IYYCHUS UL
YCTPOMCTB PaJMOMOHUTOPUHIA 3aBHCUT OT TOr'0, HACKOJIBKO JIOCTOBEPEH J3TOT CHTHANI U HACKOJIBKO TOYHO (ZOCTOBEPHO)
OIIpE/IeNICHBI NTapaMeTphl, KOTOpbIe ero UACHTUGHUIHPYIOT. [I0CKOIbKY MOHUTOPUHI CHTHAJIOB BCETAa NMPOUCXOIUT Ha (oHe
Pa3NUYHBIX BHUJOB IIOMeX, (akT OOHapyXeHHs CHIHaJla, a TAKke OMMOKM B H3MEPEHHM IapaMeTPOB CHTHAJa U BHIOOD
coobmeHuit Bcerna cydaidusl. [Ipo6iema onpeeneHus THIIA CHTHANIA |, CIIEJOBAaTEIbHO, HCTOYHNKA, KOTOPHI OH H3ITyYaeT,
YaCTHYHO PeIlaeTcsi IpeBapUTeIbHBIM aHAIN30M d(GUpa Ha CIIyX, KOTOPBIH IPOBOJUTCS ONEPATOPaMH PaJHOMOHUTOPHHTIA.
OTO0 NO3BOJSIET HE OTBIEKAaThCsS OT HEUH(POPMATUBHBIX CHUTHAJIOB, OTHOCSIIMXCS K MCTOYHHKAM DaJHO3IEKTPOHHOIO
M3IYYCHUs, KOTOpble He IPOSBISIOT HMHTEpeca Ul PaJUOMOHUTOPUHIA, COKPAaTUTh BpPEMsl IIOUCKA HCTOYHHKOB
PaANO3IEKTPOHHOI0 U3JIyYEHHS U CBECTH K MUHHIMYMY CTOMMOCTb aMOpTH3aLyu obopynoBanus. HenxocraTkoM Toro Merona
SBISIETCS. HEOOXOOMMOCTb HMETh JOCTaTOYHOE KOJIHMYECTBO OOYYEHHBIX OIEPaTopoB U IIOCTOSHHOE HX OOydeHUe.
OmnpezeneHo, 9To MOArOTOBKA OJHOrO oIiepaTopa 10 MpodecCHOHAIBHOTO YPOBHS MOXKET MIUThes 6-12 Mecsnes. [TosTomy B
JAHHOHM CTaThe MpeIUIaraeTcs IPOaHANM3MPOBATh HapaMeTPhl HCTOYHHMKOB PAAMOdNICKTPOHHOIO H3IYy4eHHsS IO Habopy
[apaMeTPOB HMCTOYHHUKOB CUTHAJIOB PaJHOIEKTPOHHOTO M3IYYCHHUS C IIOMOLIBIO CUCTEMbI NMOANEPIKKU MPUHATUS PEIeHHi
[0 ONpEeJeIeHNIO [TapaMeTPOB HCTOYHUKOB PAaJNOdIEKTPOHHOIO H3IydeHHs. B craThe aBTOPBI NPEUIOKUIH IKCIEPTHYIO
CHCTEeMY I OIPEICNCHUs [apaMeTPOB HCTOYHHMKOB DAaJHONICKTPOHHOTO H3IYYCHUS C WCIIOIb30BAaHUEM CHCTEMBI
yIpaBieHusi 0a3aMH JaHHBIX. B OTIHYMe OT MAIUIMHHBIX NIPOrpaMM, KOTOpbIE MCIIONB3YIOT NPOLENYPHBIH aHaIu3,
9KCIIEPTHBIC CHUCTEMbl PEIIAIOT NPOoONeMbl B Y3KOH NpeaMeTHOH obnactu (crenuanbHas oOJacTb 3HAaHMH) HA OCHOBE
JIEAYKTUBHBIX COOOpakeHWH. Takue CHCTEMBl 4acTO MOIYT HAaWTH PELICHUs, KOTOpble HECTPYKTYPHPOBAHHBI M IUIOXO
omnpeneneHsl. OHU CIPABISIOTCS C OTCYTCTBHEM CTPYKTYPUPOBAHHUS, MCIIONb3YS IBPHCTHKY, TO €CTh IIPAaBHIIA, OMHCAHHBIE B
COOTBETCTBUM C ONBITOM HCIIOJNB30BaHHUS OOOPYIOBAaHMs, KOTOpbIe MOIYT OBITh IIOJE€3HBI B TEX CUTYyalWsX, KOrza
OTCYTCTBYIOT HEOOXOANMBIC 3HAHUS WU KOJINYECTBO BPEMEHH UCKIII0YaeT BOZMOXKHOCTh ITOJHOTO aHAIN3A.

KawueBble cJioBa: PaIuOMOHUTOPUHI'; OKCIIEPTHAsA CUCTEMa; CUCTEMa IOAACPIKKH TIIPUHATHA PCLICHUA;
pacnpeacIC€HHbIC BBIUYHCICHUS.
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TABJIMYHBIN METOJ OBPABOTKH IIU®POBOM NH®OPMAIIUN
B CUCTEME OCTATOYHBIX KJIACCOB

IIpeaqmerom u3yueHUs B CTaThe SIBISAIOTCA MPOLECCH 00pabOTKH MHPOpPMAIMK B cucTeMax 00paboTku MH(pOpMAIMH, KO-
TOpBIE IOCTPOCHBI Ha OCHOBE HETIO3UIIMOHHON CHCTeMBI cuuciIeHHs B octarouHbix ki1accax (COK). Ilennlo cTaTby sBisier-
cs paspaborka TabauyHOro Merona o6padorTku 1uudposoi nHpopmanuu, npeacrapiaeHHoi B COK. 3agaum: uccnenosarhb
ocobeHHocTH npuMeHeHus TadmudHoi apupmernkn B COK; uccienoBars cymiecTByronye TabIMYHbIE METObI peaan3a-
LMY MOAY/IBHBIX apU(METHUECKHUX OIepalyii; pa3paboTaTh yCOBEPIICHCTBOBAHHBIN TaOJIMYHBII METO/ peann3auuu apud-
meruueckux oneparuii B COK, KOTOpbIif O3BOIUT COKPATUTh KOJIMYECTBO 00OPYHOBAaHUS MATPUYHBIX cxeM. Hcrnomnb3ye-
MBIMH METONAMH SIBIISFOTCS: METOZBI aHATIHM3a U CHHTE3a, a TAKXKE METObI TEOpUH dncel. IlomydeHsl cienyomue pesyib-
tarbl. [IpoaHanu3upoBaHa nudpoBas CTpyKTypa TaOJIMIl MOJYJIbHBIX OIEpalUi CIIOKEHUs, BBIYUTAHUS Y YMHOXKCHHUS, Ha
OCHOBaHHUM 4ero pa3paboTaH HOBBIH OPUTHMHAIIBHBIA TaONUYHBIN MeTol peann3auuu apupmerndeckux onepanuit B COK.
JlaHHBIN METOZl OCHOBAaH Ha HCIHOJIb30BAHMU KOZA TAOJIMYHOIO YMHOMKEHHs, KOTOPBIH IpHOOpeT HOBOE KayecTBO U CTall
YHHUBEPCAIbHBIM TaOJIMYHBIM KOJIOM [UISl BBIIIOJIHEHMS TpeX apu(pMeTHUecKHX onepauuid. JlaHHbIN MeTox HaéT BO3MOXK-
HOCTb CHHTE3HPOBaTh KOHCTPYKTHBHO IIPOCTOE U ObIcTpOAeiicTByIOIIee onepannonHoe ycrpoiictso B COK. BeiBoabl. Ha-
Y4YHasi HOBHM3HA IOJIyYCHHBIX PE3YJbTATOB COCTOUT B CIICIYIOIIEM: YCOBEPIICHCTBOBAH TAaOIMYHBIA MeTol oO0paboTKu
1 poBoil nHGOpMALHK, KOTOPBIH, HECMOTPS HA MHPOPMALMOHHOE Pa3Iniue CBOMCTB LU(POBBIX JaHHBIX CTPYKTYp Tab-
JIMLI, peanu3yronux MoxyiabHble onepanun B COK, noszsonster peanusoBars Beero 1o 0,25 4acTy MOJNHBIX TalJIuL, 4To pa-
Hee NPeANonaragock HEeBO3MOXKHBIM. Pe3ynbTaTel MccileJoBaHui 1e1eco00pa3HO UCIOIB30BaTh B CUCTEMAaX U yCTPOKCT-
Bax 00pabOTKH GOJIBIINX MaccuBOB LIU(PPOBOIl HHPOPMAIMH B PEaIbHOM BPEMEHH.

KioueBble cjioBa: cucreMa oOpabOTKU MH(GOPMALMK; CHCTEMa CUMCICHUS B OCTATOYHBIX Kiaccax; TabJim4Has apudme-

THKA; KJIacC BBIYETOB; MacCHB IIM(POBOI HHPOPMALIHH.

BBepeHue

3ajaya pelIeHHe TPYAOSMKUX BBIYUCIUTEIBHBIX
HAyYHO-TIPAKTUYECKUX 3a7ad COCTOMT B OCHOBHOM B
HEOOXOIMMOCTH TPOBEICHUSI 3HAYUTEIBHBIX 00hEMOB
BBIYHCIICHHI B peanbHOM BpeMeHH. TakuM 00pa3oM,
BaKHBI M AaKTyaJbHbl HCCIICIOBAHUS, OCBSIICHHBIC
COBEPIICHCTBOBAHUIO CYIIECTBYIOIIUX M pa3pabOTKH
HOBBIX METOJIOB M CPEICTB IOBBIIICHHS MPOU3BOMIU-
TENFHOCTU TepepaboTku nndpoBoii nHGopmanmu cuc-
TeM o0pabotku mHpopmaimu (CON) peanbHOro Bpe-
MEHH, B YaCTHOCTH, TaOIUYHBIX METOIOB OOpabOTKH
uudpoBoii HHPOPMALIUH.

Leanio cTaThu sBiseTCs pa3paboTKa TaOIUIHOTO
Merona 00paboTku nudpoBoil nHGOpMalUH, IpeICcTaB-
JICHHOW B HEIO3UIIMOHHOW CHUCTEME CUHCIIEHHS B OCTa-
TouHbIX Kiaccax (COK).

AHanus nocnegHuUx nccnenoBaHUm

Bce mosunmonnsie cucrembl cuncnenust (I1CC),
ncrnonb3yemsie B coBpeMeHHbIXx COM, B KOTOpPBIX Ipen-
CTaBJIsIeTCS M 00pabaThIBacTCs HHpOpMaIHs, 001aIal0T
CYIIECTBEHHBIM HEIOCTATKOM — HAIMYUEM MeEXpas3psi-
HBIX CBs3el B 00pabaThiBaeMbIX orepaHpax. ITo 00-
CTOSITENIECTBO OOYCJIaBIMBAET OCHOBHOE OIpaHUYCHUE
110 noBkImeHuto npouspogutensuoctu COU B TICC [1].

B coBpeMEHHBIX JHTEpaTypHBIX HCTOYHUKAX OT-
MEUaeTcs, 4YTO OAHUM W3 JAEHCTBEHHBIX MPAKTHYECKUX
HAIpaBJICHUI TOBBIINICHHUS MOJIF30BATENBCKON IPOM3-
BOJIUTENBHOCTH BBIYUCIUTEIBHBIX CPEICTB SBISIETCS
BHEJ[pEHHE HETPAJAUIMOHHBIX METOJIOB IIPEICTABICHHS
u 00pabOTKM WMH(pOPMAIIMKA B YHUCIOBBIX CHUCTEMax C
napaieIbHON CTPYKTYPOH, U B YaCTHOCTH, B TaK Ha3bl-
BaeMbIX MOJIYJISPHBIX CUCTEMax CUHCIIEHHS, 00Jaaaro-

IIMX MaKCHMaJbHBIM YPOBHEM BHYTPEHHErO mapaluie-
JU3Ma B OpraHM3alliy Ipolecca nepepaboTku nHpop-
Maruu. K TakuM cucTteMaMm CYHCIEHHS OTHOCUTCS |
HEMO3MIMOHHAs CHCTEMa CUHUCICHUS B OCTAaTOYHBIX
KJlaccax — Kjacce BbIeToB [2-4].

Opno u3 cBoiictB COK - Manopa3psaHOCTh OcTaT-
KOB, MPEACTABISIONIMX ornepan]. IMEHHO 3TO CBOMCTBO
MO3BOJISIET CYLIECTBEHHO MOBBICHUTH OBICTpO/CHCTBUE
BBINOJHEHHUSI apU(PMETHYECKUX Olepanuii c4eT BO3-
MOXxHOCTH npuMeHeHust (B otiauyuu ot [1ICC) tabmmy-
HOM apupMeTuku, rIe apupMeTHUECKHe OIepaluu
CIIOXKCHUS, BBIUUTAHHS W YMHOXKEHHS BBITOTHSIIOTCS
MPaKTUYECKH B OJWH TakT [5-8].

B oOmem ciyyae TabiuuHOE ONMEPAIIOHHOE YCT-
poiictBo CKCOU pmns peanuzanmu apupMeTHUECKHUX
orepanyii (KOTOpbIE peau3yeTcs B YHUTAPHOM KOJIE)
npezcTaBisier codoii iByxBxonosoe [13Y. /s kaxaoro
U3 BXOJIOB KOJIMUYECTBO BXOMHBIX HIMH JUIsi /-0aiiToBOI
(8! mBowmunbix paspsina) COU pasro 2*. ITpu sToM 06-
1iee KOJIMYECTBO JOTMYECKHX cXeM coBmajeHus “M” B
yznax I13Y (koTopoe B OCHOBHOM U ONpEaeiseT oomiee
KOJIMYECTBO OOOPYAOBAHUS TAOJUYHOTO ONEpanuoHHO-
ro ycrpoiictea CON) paBHO

Ninee =28 x 28 =16/,

B atoM cinydae N =216=65536, YTO SBIISIETCS
MIPUEMJIEMBIM KOJIMYECTBOM OOOPYAOBAHUS JJISI COBpE-
MEHHOTO pa3BUTHsl dJeMEHTHOW Oa3bl. OmHaKo, Kak
OTMEYaJIOCh BBINIE, TEHACHIINS Pa3BUTHS CPEACTB 00pa-
00TKM TUPPOBON MHPOPMAIMK HAIIpaBJeHA Ha YBEJH-
yeHue JUIMHBI paspsgHoit cetku COU. VYxe ceifuac
npeajaraercsi K npakTudeckoMmy ucroib3oBanuio COU
s [=2.

B aTtom cryyae

Nance= 932y 932 964 Narce = 9645 04— 5128
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OueBUIHO, YTO TAOJMYHBIA METOJ peau3aluu
apupmernueckux omneparmii B IICC mpaktuuecku He
npuMeHuM. [TOMCK IMyTel MOBBIIMICHHS TPOU3BOAUTEIb-
HOCTH 00pabOTKH MH(pOPMAIIMU PUBEN K HEOOX 0 TUMO-
CTH Pa3pabOTKH TAOJMYHOTO METO/A PeaU3alMud MO-
JyABHBIX OIlepaluii, MCIOIb30BaHUE KOTOPOro I03BO-
JIUT TTOBBICUTH A(P(PEKTUBHOCTh IPUMEHECHHUS TaOTMIHOMN
apudmeruxu B COK.

OTMeTHM OCHOBHBIE JOCTOMHCTBA TAaOJIMYHOTO Ba-
puanra nocrpoenust COU B COK:

- TaOJWYHBIC CXEMBI HMMEIOT BBICOKYIO HaleK-
HOCTb, TaK KaK pPeaqu3yloTcs B BUJie KOMIakTHbIX [13Y;
B 9TOM city4yae Bech TpakT COU crpourcs mo 0104HOMY
MIPUHIUITY, YTO yIy4llaeT peMoHTonpuroaHocts COU
(ymeHbIaeTcst BpeMsi BOCCTaHOBIIEHHS T);

- MpocToTa TaOJIMYHBIX CXeM M JemupaTopoB,
AMEIOIUX KOJUYECTBO BBIXOJOB, COOTBETCTBYIOIIMX
ocHoBanuto COK;

- BBICOKOE OBICTpOAEHCTBHUE; PE3YJBTAT ONEepaluy
MOJKET OBITh TIOJYYECH B MOMEHT MOCTYIUICHHS BXOTHBIX
OMepaHjioB, T.€. B OIWUH TaKT; BPEMS BBIMOJIHEHUS
apudmernueckux oneparuii B COK cpaBHUMO C TakToO-
BOM YacTOTOM BBIYHCIIUTENSA, YTO MPUHIMIHAIBHO He-
BO3MOYKHO JJIS TIO3UITUOHHBIX BBIYMCITUTEIILHBIX MAITUH
TIPY CYLIECTBYIOIIEH IEMEHTHOH 0a3ze.

W3BecTeH TaOMUYHBIA METOJ pead3alud orepa-
uuu MoayasHoro ymHoxkenusi B COK, xoTopblil peanu-
3yeTcsl MOCPEJICTBOM HCIIOIb30BaHUEM KOJla TaOIMYHO-
ro ymHoxenuss (KTVY). B artom ciyuae Tabmuma a,f3;
(mod m;) MOIYTbHOTO YMHO)KEHHUS VIS MTPOU3BOJIHHOTO
ocHoBanus m; COK cuMMeTpruHa OTHOCUTENBHO JIEBOH
(T71aBHOM) M MpaBoy JUAaroHaeH, a TakKe BEPTUKAIH U
ropuzoHTagd. CHUMMETPUYHOCTh OTHOCUTEIBHO JIEBOU
JIUaroOHaIM OINpenenseTcss KOMMYTaTHBHOCTBIO ollepa-
UK @;f; YMHOXEHUs, & CAMMETPUYHOCTh OTHOCHUTEIIb-
HO IPaBOM JUaroHaIM ONpENeNnseTcs TeM, YTO

(m; —a;)(m; = ;) = a;p;(mod m; ).

CI/IMMETpI/I‘IHOCTI) OTHOCUTCIIBHO BEPTHUKAJIU U T'0O-
PU3OHTAJIN OIPEACIIACTCA U3 YCIIOBHUA KPAaTHOCTU 3HA-
YCHUA MOAYJId CyMME CUMMCETPUYHBIX YHCEIT Ta6J'II/II_lI)I
YMHOXCHHUA

a; B; +a;(m; — 3;) = O(mod m; )
a; B; + B;(m; —a;) = O(mod m; )

HMcxons u3 BEIIEU3I0/KEHHOT0 04EBUIHO, YTO JUIS
TaOJIMYHOM peanu3alyy ONepalud MOIYILHOIO YMHO-
KeHus q;f;(modm;) NOCTaTOYHO HMETH YHCIOBYIO

nHpopmanuio Tonekko 00 ee BocbMol 4actu. OTcroga
BO3HHKAET BO3MOXKHOCTbH YIPOCTUTH TaOIUILy MOIYIb-
HOTO YMHOMEHHSI.

Jlnst HanOomnee A(PpQPEKTUBHON peamu3aliy orepa-
M a; f;(modm;) TPUMEHSIOTCS METOABI CIIEIUAIBHO-

r0 KOJMPOBAHUS, TIO3BOJIAIONINE B YETHIPE Pa3a yMeHb-
IIMTH TAOJIHMIly MOJYJIFHOrO YMHOXeHHs. Pemenue mo-
CTaBJIGHHOH 3a[1auyl BO3MOXXHO B Pe3y/bTaTe NMpHUMeHe-
HUS CTIELMATBHBIX KOJIOB.

PaccMOTpHM OZMH M3 BAapUaHTOB BHIIONHEHHS
Omepalyy MOIYJIbHOTO YMHOXEHHMS MOCPEACTBOM HC-
none3oBanud KTV (1abn. 1u 2 nna m; =5).

Tabauya 1. Kox Ta0JIMYHOT0 yMHOKEHHS

KTY KTY
a; a;
Ya a; g Ya a; g
1 0 1 3 1 2
2 0 2 4 1 1

Tabnuya 2. Tabanua MOAYJIbHOT0 YMHOKEHHS

5 i 0 1 2 3 4
0 0 0 0 0 0
1 0 1 2 3 4
2 0 2 4 1 3
3 0 3 1 4 2
4 0 4 3 2 1

ITycTh naHbl BXOAHBIE ONEPAHAbI ¢; U [5;. 3HaUEHUSA
a;(f;), nexamme B auanaszone [0,(m; —1)/2), moryr
OBbITh 3aKOIUPOBAHBI MPOU3BOJIBHBIM CIOCOOOM, a 3Ha-
qeHus a;(f};), nexamue B quanasone [(m; +1)/2,m; —1),

Koxupyercs, Kak m; —a;(m; — f§;) . J\na ornmauus quamna-
30HOB BBOJIUTCS CleAyrouil nuaekc (nmpusHak) KTY:
0, ecm 0<a; (B;)<(m;—1)/2,

Va (yﬂ)= 1, ecmm (m; +1)/2<a;(B;)<m;—1.

Meron ompeneneHusi pe3yabTaTa OIEPAIiM MO-
AynbHOrO yMHOXKeHus a;f3/(mod m;) B COK nocpen-
cTtBoM ucnonb3oBanust KTY cnemyronuit: ecnu 3a1aHbl
msa onepanta B KTY a; =(y,.4}),B; =(yﬂ,ﬂl-'), TO

JJI1 TOIO, YTOOBI NOJIYYUTh NPOU3BCACHHUEC 3THUX YHCEII
mo MoAayJjaro m;, AOCTATOYHO HaWTH IIPOU3BCACHUC

aj ﬂi’(mod ml-) U UHBEPTHPOBATH €ro OO0OOIIEHHBIN

MHJICKC ); B CJIydae, €CJId ), OTJIMYHO OT ), T.C.

a;f3; (mod m;) = ()/l-,alfﬂl-'(mod ml)) ,

e
Vi» €CHU ¥, # ¥,
}/:
yia €Ciin )/a =yﬂa
. |a;, ecmay, =0,
a; =

m; —a;, ecnu y, =1.

[Ipu UCIOIB30BaHUM TAHHOTO METOMA TAOJIMYHOE
[13Y, peanusyromiee omnepanuio MOAYILHOIO YMHOXeE-
HUS, KOHCTPYKTUBHO YMEHBIIIAIOTCS B YETHIPE pasa.

[Ipu BBINOJHEHUU OIEpalid TaOJMYHBIMU Me-
TOAAMHU B HEKOTOPBIX CIIy4asX BO3MOXHO JOMOITHH-
TEJIbHOE YMEHBIIEHHE O0OPYIZOBaHHUS 3a CYeT TOro,
YTO CTPOUTCSA HE eAuHas TaOJHma Ui MOJYJIbHBIX

omepanuii, a k 00Je MEIKHX TaOJIMII, TO3BOJISIONINX
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JIaTh OTBETHI IO KAXKJIOMY U3 k pa3psioB pe3yibTaTa,
rae k — paspsagHOCTh pPErucTpa, HeoOxomumas it
XpaHeHus IUdpP OCTaTKa MO paccCMaTPHUBAEMOMY OC-
HoBauuio m; COK.

OcCHOBHbIe MaTepuanbl nccnenoBaHUM

Jlo cux mop Bompockl d3QPEKTUBHON peannu3aniu
apu(METHUECKUX ONEpalrii CIOKEHNUs U BBIYUTAHUS C
ucnonp3oBanueM KTV B mureparype inbo He paccMar-
pHUBalKCh, JMOO Takas pealn3anys CYUTagach OOJb-
LIMHCTBOM HCCJIEIOBATENel TEOPETHYECKH U ITPaKTHYe-
CKH HEBO3MOYKHOH.

OCHOBHas! TIPaKTUYECKasi TPYIHOCTb 3aKJIIOUAETCs
B TOM, YTO JIOBOJIbHO CIIOKHO CHHTE3MPOBATh TaOIINY-
HBIE aJITOPUTMBI BBITIOTHEHUSI STHX MOJYJIBHBIX Ollepa-
LM, TaK KaK TaOIHIpBl pean3aliiid MOIYJIBHBIX Olepa-
LUK CJIOKEHHS Y BEIYMTAHUS PA3JIMUHbBI 110 CBOEH HHU-
POBOH CTPYKType BCJIEICTBHE YEr0 OHU HE O00JIalaloT
TEMH CBOWCTBAMU CHMMETPHH, KOTOPBIMH 00JIalaloT
TaOJHIBI MOTYJIBHOIO YMHOXeHHUs. OJTHAKO COBEpIICH-
HO MHBIE PE3YNIBTaThl MOXHO MOJIYYUTh, UCCIEAYS BO3-
MOXXHOCTH peajM3aluyl OJHON MOIYJIBHOW OIeparyy C
TIOMOIIIBIO TAOJIHI, PEATU3YIOINX 00paTHYIO el orepa-
U0, ¥ HA00OPOT.

IIpu wmccnenoBanuu IUGPOBBIX CBOMCTB TaOIMUIL
MOJIYJIBHBIX OTIEpaIMi CIOXKEHUsI U BhduTaHus (Tada. 1
U 2 and m; =5) BBIBEAEHO M JOKA3aHO Clepylolee

AHAJIMTHYCCKOC COOTHOUICHUEC

[(ya’al{) +(7/ﬂ :ﬂ{)} +

(1)
{[mi~(ra-a1)]~(7p-B7)} = O(mod m;),

rae a; = (ya,alf) , Bi= (;/ﬂ,ﬁl-') — BXOJHBIE ONEpaHIHI,

npencrasiaeHHsle B KTY.

Tabnuya 3. Tabauua MOTYJIbHOTO CJIOKEHHS

4 i 0 1 2 3 4
0 0 1 2 3 4
1 1 2 3 4 0
2 2 3 4 0 1
3 3 4 0 1 2
4 4 0 1 2 3

Tabauya 4. Tabanua MOAYJIbHOTO BEIYMTAHHS

ﬁ,-ai 0 1 2 3 4
0 0 1 2 3 4
1 4 0 1 2 3
2 3 4 0 1 2
3 2 3 4 0 1
4 1 2 3 4 0

3anumem Beipaxkenue (1) B Buze
(yaaal{)"'(?/ﬂsﬂi,) =
=m; _{[mi _(ya’al{)}_(yﬂaﬂi,)}-

W3 BeIpakeHust (2) ciemyer, uTo IS MOMydYSHUS
pe3ynbTara ornepainud MoAayiapHoro cioxeHus B KTY
JIOCTaTOYHO 3HATh PE3YAbTAaT OMNEpalil MOIYIHHOIO
BBIUMTAHMUSA, T.C. BO3HHUKACT BO3MOXKHOCTh 3(pdekTuBHO
(c TOYKM 3peHUs] YMCHBIICHHUS KOJIUYECTBA 000pYI0Ba-
uus [13Y) ucnons3oBath KTY omHOBpEeMEHHO IS TpEX
MOJYJIBHBIX OIEpaluii: YMHOXKEHHUS, CIOKEHUS U BBI-
yutanus. Ha oCHOBaHMHU BbIpakeHUs (2) pacCMOTPHUM
METO/I, IOCPEJICTBOM KOTOPOTrO MOXKHO OYZIET OCYIIEeCT-
BJISITh BBIMOJHCHUS JIIO0OH W3 TpeX apUPMETHUCCKUX
onepanuit B COK: ymMHOXEHHUE, CIIO)KEHHE W BBIYMTA-
Hue. Onepanys MOIYJIBHOI'O CIIOKEHHS OCYIIECTBIISET-
Csl TIOCPEICTBOM aJITOPUTMa, OMUCAHHOTO BBHIPAKEHUEM
(2). CocraBuM ajJropuT™M BBITOJHEHUS OIEpaIlMd MO-
JYJABHOTO CIIOKEHHSI ¢ TIOMOIIBIO TaOJIUIBI, JJIS BBIIOJI-
HEHUS OllepaIi MOAYJIHHOI'O BEIYUTAHUS

(al{ - ﬂl',)mod m; .

)

B cootBeTcTBUM € BRIpakeHHEM (2) pacCMOTPUM al-
TOPUTM peaT3alY OIlepaliii MOAYIBHOTO CIIOKEHHUS.

’

1. Ymensuaemoe a; =(7,,a;) MHBEPTHpYETCS 110
MOZYTIO Mm;, T.e. TOIY4HM CIEIYIOIIee BHIPAXKCHHE:
_— ’ !’

a; = ((ya +1)mod2,al-). Brrunraemoe (;//3,[31-) 0CTaB-
nisieM 0e3 U3MEHEHUIA.

2. Tlocpeacteom II3Y, peanusyromiero omneparuio
MOJYJIbHOI'O BBIYMTAHUS, 110 BXOAHEIM OLIEpaHAaM a; U

ﬁl! OINPCACIIACTCA PE3YIbTaT Oolicpalun
(al{ - ﬂl',)mod m; .

Kak u 1ns anropurmMa MOAYJIBHOTO YMHOMEHUS,
WHJIEKC J pe3yJbTaTa Ollepalydd MOIYJIFHOTO BBIUUTA-
HUSL (OPMHUPYETCSI B COOTBETCTBHU CO 3HAYECHHUSIMH WH-
JIEKCOB COOTBETCTBYIOIIUX ONEPAHMIOB, T.€. B COOTBET-
CTBHH €O 3HaueHusMu (y, +1)mod2 u yp, rue:

7, ecmn (7, +1)mod2 = ypg,
Vi=

y, ecm (7, +1)mod2 =yg.

CrenoBaTenbHO, Pe3yibTaT OMepanud MOJYIBHO-
I'0 BBIYUTAHHUS OYAET UMETh CIEAYIOMINI BUL:

(y/l-,(alf — B{)mod m; ) .

3. Tlomy4eHHbIN pe3ynbTaT MOAYJIHHOI'O BBIYUTA-
HUSI HHBEPTUPYEM I10 MOJYJIIO 71;:

((?/i +1)mod2,(a; _ﬂi’)modml-) .

Oro u OyOeT HMCKOMBIH pe3ylnbTaT MOAYJIBHOTO
CIIOXKEHUSI.

Takum 00pa3zoM, HECMOTpS Ha pasznuuue IUdpo-
BOW CTPYKTYpHI TaOIHI] MOAYJIBHBIX ONEpalfid CIoXKe-
HUSL, BEIYUTAHHUS U YMHOXKEHUsS, CO3JIaH HOBBIH OpHUTH-
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HaJbHBIN TaOMUYHBIA METOJ pean3alii apumMeTnye-
ckux onepanuit B COK.

Ha ocHoBaHMM NaHHOTO METO/a MOXXHO CHHTE3H-
pOBaTh KOHCTPYKTHBHO IIPOCTOE M BBICOKOHAJIEHKHOE
onepanuonHoe ycrpoiictBo COU B COK, ocHOBY KOTO-
pPOTO COCTaBJISIFOT TPH OT/AENBHBIX KOMMYTaropa, Kax-
JIBIA M3 KOTOPBIX peanusyeT Tonbko 0,25 wactu coort-
BETCTBYIONIEH ITOJHOM TaOJIMIIBI MOAYIBHBIX OMEpaLii
yMHOXeHHs (Tabin. 2) u Beruutanus (Tadiu. 4) (mepBblid
komMMmyTatop — Il-KBajpaHT TaONUIBI YMHOKCHHSI
(Tabi. 5); BTOpPOH M TPETHII KOMMYTAaTOPBI — COOTBETCT-
BeHHo | (Ta6u. 7) u 11 (Tadm. 6) kBaapaHThl Ta0d. 4 BBI-
YUTAHUS).

B sTOM mnaHe xon TaOIUYHOrO YMHOXKEHHS MpH-
o0pelt HOBOE KauecTBO U CTajl YHHBEPCAIbHBIM Ta0JIny-
HBIM KOJIOM [UISl BBIMONHEHHS TpeX apu(pMETHIECKHUX
onepanuii B COK.

Tabnuya 5. 2-it KBaAPAHT TAOJULBI 2

a; 1 2

B 4 3
1 4 1 2

2 3 2 4

Tabnuya 6. 2-it KBagPaHT Ta0JULBI 4

4 1 2
b 4 3
1 4 0 1
2 3 4 0

Tabnuya 7. 1-it kBagpaHT Ta0JMLBI 4

Tabnuya 8. 2-# kBagpaHT Tadaunbl 3

a;

Bi

Tabnuya 9. 1-i kBagpaHT Tadauns 3

a; 2 1

b 3 4
1 4 4 0

2 3 0 1

BbiBOoAabI

B craTbe nmpemiokeH MeToa 00padoTku nupoBOi
udpopmammn B COK, ocHOBaHHBII Ha TaOIMYHOM
MIPUHIIHIIC.

ITocpencTBOM JaHHOTO METO/A  PEATU3YIOTCS
apuMeTHUecKue onepanrdii MOIYIBHOTO CIIOKEHUS,
BBIUUTAHHS M YMHOXeHUs. [laHHBIN MeTox (B OTIMYUH
OT W3BECTHBIX) HECMOTpPS Ha MH()OPMAITMOHHOE Pa3Jiu-
Yyue CBONCTB IU(POBBIX NAaHHBIX CTPYKTYp TaOJuIL,
peamu3yonMX MOxyIbHbIE oneparuu (a; ® f;) mod m;
B COK nossonstor peannzosats Bcero mno 0,25 yactu
Ka)XJIOW M3 MOJHBIX TAOJIHII, YTO paHee Mpeanonarajoch
HEBO3MOYKHBIM.

OCHOBHOE NPENMYIIECTBO NPEATIOKEHHOTO METO-
Jla COCTOMT B BO3MOXXHOCTH JOCTH)KEHHS BBICOKOTO
ObICTpoJcHicTBUS 00paboTku wuH(popMaruu. Tak pe-
3yJAbTAT BBITIOJHEHUS! ApUPMETHYECKOH IEeTOYHCIICH-
HOH onepanyyu MOKET ObITh TOJIYYeH B MOMEHT IOCTY-
TUIeHHs1 Ha 00OpabOTKy BXOMHBIX ONEPaHIIOB, T.€. MpakK-
THUYECKH B OJIMH TaKT.

Takum oOpa3zoM, BpeMsi BBINOJHEHUs! apupmeTH-
ai 2 1 yeckux onepauuit B COK cpaBHUMO ¢ TaKTOBOMH yacTo-
Bi 3 4 TOW BBIYUCIHUTENS, YTO MPHUHIMIIHAIBHO HEBO3MOXXHO
s COU B IICC.
1 4 2 3 Pe3ysbpTaThl TpEIUIOKEHHBIX HCCIIEAOBAHUM 1Ieie-
COOOpa3HO HCIIONB30BAaTh B CHCTEMAaX U YCTPOMCTBAX
) 3 1 ) 00paboTKM OONBIINX MacCHBOB LU(POBOH HHPOpMa-
LMK B peaIbHOM BPEMEHHU.
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Ta0mmunnii Meron 00podkn nupposuii ingopmanii y cucTemi 3aJIMIIKOBUX KJIACiB
B. A. Kpacnobaes, C. O. Komman, B. O. Uecnok, A. C. SJHKo

IIpeaqmerom BUBUYCHHS B CTATTi € npolecu oOpoOky iHpopmallii B cucreMax o0poOku iHdopmalii, siki nodyaoBaHi Ha oc-
HOBI HETIO3MILIHOI cucTeMu YucieHHs B 3anumkoBux kiacax (C3K). Meroro crarti € po3podka TabIn4HOro MeToxy o0podku
m¢posoi inpopmanii, npencrasnenoi B C3K. 3aBgaHHs: nociiauTy 0COOIMBOCTI 3aCTOCYBaHHSA TaONMYHOI apu(METHKH B
C3K; pocniguTy icHyrodi TabiInMuHI METOIM peanizauii MOMYJIbHUX apu(pMETHYHUX OHepalii; po3poOUTH BIIOCKOHANICHHUH Ta0-
JIUYHUA MeTox peanizauil apudmerndnux onepauiit B C3K, skuii 103BONINTH CKOPOTUTH KUIBKICTb 00JIalHAHHSA MaTPUYHUX CXEM.
BuxopucraHuMu MeTOAAMH €: METO/IM aHANI3y 1 CHHTE3Y, a TaKoX MeToau Teopii uncen. OTpumaHi HacTynHi pesynbratu. I1po-
aHasi30BaHa U(PPOBA CTPYKTYpa TaOIMIb MOLYJIbHUX ONEpalliil 10/aBaHHs, BiTHIMaHHS | MHOXKEHHS, Ha MiJICTaBl 4Oro po3poo-
JICHO HOBUI OpHTiHAJILHUIA TaOIM4HUi MeTo] peanizauil apupmernunux onepaniid B C3K. Jlanuii MeTox 3aCHOBaHHI Ha BUKO-
PHUCTaHHI KOy TaOJIMYHOr0 MHOXKEHHSI, SIKMil NpUI0aB HOBY SIKICTb 1 CTaB yHIBEpCaJIbHUM TAOIUYHUM KOZOM ULl BUKOHAHHS
TpbOX apu(METUUHUX onepauiil. JlaHuii MeTox 1a€ MOXKIIMBICTh CHHTE3YBAaTH KOHCTPYKTHBHO IIPOCTHH 1 IBUAKOAIIOUMI onepa-
uiiiauit npuctpiit B C3K. BucnoBkn. HaykoBa HOBU3HA OTPUMAaHUX PE3YJbTATiB IOIATAE B HACTYIIHOMY: yIOCKOHAJIEHO Tabnu-
YHUH MeToJ 00poOKK 1MdpoBoi iHbOpMalii, AKUi, He3BaXkaroun Ha iH(POpPMaliiHy BIIMIHHICTb BJIaCTUBOCTEHl IM(PPOBUX AaHUX
CTPYKTYp TaOIHIIb, IO peatizyloTh MoayibHi onepauii B C3K, no3sonse peanizyBatu Bcboro no 0,25 4acTHHH OBHUX TaOIHIIb,
110 paHile Oy10 HeMOXIMBUM. Pe3ynbTaTi 10CHiPKeHb AOLUIBHO BUKOPUCTOBYBATH B CUCTEMaX 1 IPUCTPOSX 0OPOOKHU BEITMKUX
MacuBiB udpoBoi iHpopmallii B peabHOMY yaci.

Karw4dosi ciaoBa: cucrema oOpoOku iHpopMallii; cucTeMa YUCICHHS B 3AIUIIKOBUX KIIacax; TaOJIM4Ha apu(MeETHKa,
KJ1ac BUPaxyBaHb; MacuB LudpoBoi iHpopmariii.

Table method for processing digital information in the system of residual classes
V. A. Krasnobayev, S. A. Koshman, V. A. Chesnok, A. S. Yanko

In the article subject of the study is the data processing in the data processing systems, which are built on the basis of non-
positional number system in the residual classes (SRC). The purpose of the article is to develop a tabular method for digital data
processing presented in the SRC. Objectives: to investigate the features of using tabular arithmetic in SRC; to explore the exist-
ing tabular methods for implementing modular arithmetic operations; to develop an improved tabular method for implementing
arithmetic operations in SRC, which will reduce the number of hardware matrix schemes. The used methods are: methods of
analysis and synthesis, as well as methods of number theory. The following results were obtained. The digital structure of the
tables of modular operations of addition, subtraction and multiplication was analyzed, so a new original tabular method for im-
plementing arithmetic operations in the SRC was developed. This method is based on the use of the table multiplication code,
which acquired a new quality and became a universal table code for performing three arithmetic operations. This method makes
it possible to synthesize a constructively simple and fast operating device in the SRC. Conclusions. The scientific novelty of the
obtained results is: the table method for processing digital information has been improved, despite the information difference in
the properties of the digital data of table structures, implementing modular operations in the SRC, allows to implement only 0.25
parts of complete tables, which was previously supposed impossible. The results of the research should be used in systems and
devices for processing large arrays of digital data in real time.

Keywords: data processing system; number system in residual classes; tabular arithmetic; class of residues; array of
digital information.
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IMPACT ASSESSMENT OF DATA SET PROCESSING REFUSAL ON TIME
CHARACTERISTIC OF DATA PROCESSING BY AIR TRAFFIC IN ACS NETWORK

During transfer of information in automated control system network by air traffic is a high probability of durable spike
load. The purpose is to analyse influence of possible switching node faults on the basis of data transfer process time
characteristic in error-control mode by receiver. It is shown that the increase of discard probability on interconnection node
of communication reduce to increasing nondimensional average time of message delivery for wide parameter range and can
reduce to complete cessation of information exchange. A probabilistic and temporal characteristic of supply control method
of data set transfer in data-exchange network requires consideration of interconnection switching node. There is a necessity
to consider both the existence of several data flows from other sources and possibility of fault occurrence in operation on

each of switching nodes.

Keywords: data transfer; switching node; probabilistic and temporal characteristics; air traffic ACS; data set, time-out;

correlation; fixing errors.

Introduction

Research objective. Research of probabilistic and
temporal characteristic of supply control method of data
set transfer in data-exchange network (DEN) requires
consideration of interconnection switching node (SN).
In addition to the above, generally should be considered
both the existence of several data flows from other
sources and possibility of fault occurrence in operation
on each of SN.

Analysis of the well-known publications. The [1]
shows the possibility of data set loss on SN under
conditions of spike load.

The [2] shows a model which helps to research
main probabilistic and temporal characteristics of data
transfer process in air traffic ACS net for fixing errors
mode by receiver during data transfer through
interconnection switching node without denial of
service.

The [3] developed a model which helps to research
main probabilistic and temporal characteristics of data
transfer process in air traffic ACS net for fixing errors
mode by receiver with the additional information flow
from another sources and switching node problems.

Purpose of the article. Analysis of possible
switching node influence in air traffic ACS net on the
main probabilistic and temporal characteristics of data
transfer process in the fixing errors mode by receiver.

Main material

Message passing through interconnection SN with
checking data sets by receiver and reconstruction of lost
or distorted data sets (with encountered error) with the
help of retries is considered.

The source gives a message length in M bit which
divides into m bit data sets with information part. The
total number of data sets generated from the message is
M / m. Each data set is accompanied by k., service bit
and 7 check bit. The total length of the generated data
set is

n=m-+tk,+r

Assume that each of the switching nodes, number
of which is denoted by B, in the case of an overflow of
input buffers possible denial of service, i.e. data set loss

probability P, .

The duration of the retransmission time-out is
proportional to the data set delivery time:

TTA:ﬂTn.

Based on the obtained in the [3] for the calculation
formulas of the constraints it may be affirmed that loss
of data set on switching node does not affect the
accuracy of the transferred data inasmuch as such data
sets are retransferred. Thus, possible denial of service
on the switching nodes changes the time characteristics
of the data transfer process.

The timing based on the obtained in [3] for the
calculation formulas of the constraints and analyse the
effect of possible losses at switching nodes of the data
transfer should be analysed.

According to the nature of distribution, there are
two types of errors [4]: uncorrelated, correlated.

Error model. It is known that errors in real
computer networks (CN) can arise in groups (data sets).
Therefore, the evaluation of the pulse-frequency
characteristic on the basis of uncorrelated errors can be
used for approximate calculations, since it has an
approximate character [5].

For a channel with uncorrelated errors, the
simplest error model (the Poisson model) is often used.
Its properties of computer networks as a source of error
are given probability of error in the unit cell codeword —
P,. In this case, all errors are considered to be
independent. Let the probability of distortion of a single
data element in CN is. Then the probability of a correct
combination with n elements:

P, =(1-P, )" (1)

If the properties of error-correcting code applied
unknown proportion not found error depends on the
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number of parity bits r [9]. The probability of not
detecting an error is defined as:

O=(1—(1—Pp,)”j-2".

Analysis of time characteristics. Based on the
calculation formulas obtained in [7] for the accepted
restrictions, it can be asserted that the loss of packets on
the switching nodes does not affect the reliability of the
transmitted data, since such packets are retransmitted.
Thus, possible failures in the service at the switching
node change the time characteristics of the data transfer
process.

The time characteristics based on the calculation
formulas obtained in [4] for the adopted constraints and
the effect of possible losses on the switching nodes on
the data transfer process should be analysed:

r=28 k,= 8.

P

n

2

i

M=1000;n1=3;B=2

T, 35
M
3

2.5

100 200 300 400 500 m

a

Fig. 1 shows that the relative mean time to deliver
messages increases with the length of a package as in
any CN. Moreover, all of the curves have a distinct
minimum. This is due to the fact that for relatively small
packet lengths, there is a large redundancy due to
overhead and test bits. With a further increase in the
length of the packets the redundancy caused by
retransfers increases [10].

Increased probability of switching nodes in loss
leads to an increase of the relative mean time of
message delivery for a wide range of data set lengths.

The relative average message delivery time
increases with the degradation of the quality of the CN
(Fig. 2).

Increased probability of switching nodes loss also
leads to the relative increase of the average time of
message delivery for all values of the distortion
probability of the unit element in a CN [8].
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Fig. 1. Dependence of the relative average message delivery time on the data set length for:
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Fig. 2. Dependence of the relative average time of delivery

of messages on the probability of distortion of
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The increase in the probability of packet loss at
switching nodes leads to an earlier increase in the
relative average time of message delivery with a greater
number of switching nodes along the route of the packet
(Fig. 3).

M=1000;n=3;p=2
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Fig. 3. Dependence of the relative average time of delivery
of messages on the probability of data set loss on the switching nodes with:
1—m=200,P,=107;2— m=200, P,=10"*;3— m=500, P,=10";4— m=500, P,=107"*
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This statement more evident from the graph, the
relative ratio of the average time of delivery if there is
loss at the switching nodes relative to the average
delivery time without loss of switching nodes (Fig. 4).

M=1000;=10;p=9

Fig. 4. Dependence of the ratio of the relative average message delivery time,
taking into account the losses at the switching nodes to the relative average time of message delivery
in the absence of losses at the switching nodes from the probability of packet loss at the switching nodes with:

1—m=200,P,=10";2- m=200, P,=10"*;3 - m=500, P,=107;4— m=500, P, =10""

In addition, a significant increase in the probability
of service failures at intermediate switching nodes leads
to a sharp increase in the relative average packet
delivery time [6].

Conclusion

The analysis of discard probability impact at
interconnection switching nodes on temporary
characteristics of data transfer process suggests that the

increase of this probability leads to the increase of
average time of massage delivery for a wide parameters
range. Moreover, the impact of data sets loss at switching
nodes is inherent for networks with a large number of
retransmitting nodes. Special attention should be paid to
the fact that even using high quality data lines (with small
values of error probability of single element) the loss of
data sets at switching nods can lead to complete
termination of information exchange.
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Ouinka BIJIMBY BiAIMOB 00p00OKH NaKeTiB Ha YaCOBi XapaKTePHUCTHKH NMpoinecy 00po0KH JaHUX
B Mepexax ACY noBiTpssHEM pyxom

C. O. O6epemox, 0. C. dosruii, C. I. Xmenescekuii, C. O. Pynp

Ilpu nepenaui iHdopMmawii B Mepexax aBTOMaTU30BaHMX CHUCTEM YIPABIiHHS IOBITPSIHUM PYXOM BHCOKAa HMOBIpHICTBH
BUHUKHEHHS JOBIOTPUBAIMX IIKOBUX HaBaHTa)XeHb. MeTOI0 € NpPOBEICHHs aHali3y BIUIMBY MOXJIMBHX BIIIMOB Ha By3/ax
KOMyTallii Ha OCHOBHI 4acoOBl XapaKTEpPUCTHKU IPOLECY Nepeladi JaHUX B PEKHMI BHSABICHHSA IIOMMIIOK OIEPXKYBaueM.
IMokazano, mo 30iiblICHHS HMOBIPHOCTI BTpPaTH IAaKeTiB HAa MPOMDKHHUX By3JlaX KOMYyTalii NPU3BOAUTH 1O 3POCTAHHS
BIZIHOCHOT'O CEpEeIHbOr0 4acy JOCTaBKH IOBIJIOMJIEHb IUIsl IIMPOKOrO Jialna3oHy HapaMeTpiB Ta MOXKE IPU3BECTH JIO TIOBHOI'O
pUTHHEHAS iHdOpMALi#iHOro 06MiHy. MIMOBipHiCHO-4aCOBI XapAKTEPHCTHKM METOJIB YIPABJIiHHS MPOLECOM Tepeadi MakeTin
B Mepexkax OOMiHy JaHMMM BMMAararTh BpaXyBaHHS BIUIMBY IIPOMDKHHX BY3JiB Komyrauii. € HEOOXiZHICTb pO3MIANATH SIK
HasIBHICTH JAEKLIBKOX IMOTOKIB JaHHX BiJl IHIIMX JDKEPEN, TaK 1 MOXIIMBICTh BUHHUKHEHHS BiJ]MOB B 0OCIyroByBaHHI Ha KO)KHOMY
3 By31iB Komyrauii. OTpumajn HactynHi pe3yiabrard. IIpy BUKOpHCTaHHI BHCOKOSKICHMX KaHalliB 3B'S3KYy (3 MaluMH
3HAYECHHAMU HMOBIPHOCTI CIIOTBOPEHHS OJAMHUYHOIO €JIEMEHTY) BTPATH IIaKETiB Ha By3/aX KOMYyTallii MOXYTb IPUBECTH 10
MOBHOT'O IPUNUHEHHs iH(popMaliiiHoro ooMiny. BucHoBku. IIpoBeneHuii aHani3 BIUIMBY HMOBIPHOCTI BTpaTH IakeTiB Ha
MPOMIXHUX By3JlaX KOMYyTallii Ha THMYacoBl XapaKTEpPUCTHKHU IPOLIECy Mepesadi JaHUX CBIIUUTH IPO T, 10 30UIbIICHHS L€l
HMOBIPHOCTI NpPU3BOIUTH JIO 3POCTaHHSA BIJHOCHOI'O CEPEIHBOrO 4acy AOCTABKU IIOBIOMIICHb JUIS LIMPOKOTO Miala3oHy
apaMeTpis.

Kar4dosi ciaoBa: nepenaya JaHuX; By30JI KOMyTallii; iMOBIpHICHO-4acoBi xapakTepucTuku; ACY IOBITPSHUM PyXOM;
[IAKeT JaHUX; TAHM-ayT; KOPEJISLLisl; BUABJICHHS IIOMHIIOK.

Ounenka BINSIHUS 0TKA30B 00pa00TKH NaKeTOB HA BpEMEHHbIC XapaKTePHCTHKH Nponecca 00padoTKH JaHHBIX
B ceTaAX ACY BO3AYIIHBIM JBHKEHHEM

C. A. O6epemox, 0. C. Honruii, C. U. Xmenesckuid, C. A. Pynp

HpI/I nepeaavue I/IHq)OpMaLII/II/I B CCTAX aABTOMATU3UPOBAHHBIX CHUCTEM YIIPABJICHHUSA BO3AYIIHBIM JBH)KCHUEM BbICOKAs
BEPOATHOCTb BO3HUKHOBCHUS JOJITI'OBPEMCHHBIX IIMKOBBIX HAarpy3oK. He.]'lbl{) SBJISICTCS IIPOBCACHUC aHalli3a BJIMAHUA
BO3MOXHBIX OTKAa30B Ha Yy3JIaX KOMMYTallUl Ha OCHOBHBIC BPEMCHHBIC XapaKTCPUCTUKU ITpOLECCa Nepeaain JaHHbIX B PEKUME
O6Hapy>l(eHI/I5{ OIIHO0K IIOJTy4aTeJieM. HOKa3aHO, 9TO YBCJIMYCHUE BCEPOSITHOCTU IIOTCPHU INAKETOB HaA IPOMEKYTOUYHBIX Y3JIaX
KOMMYyTalyy IMIPUBOAUT K POCTY OTHOCHUTCJIIBHOI'O CPEAHEro BPEMEHH OCTAaBKH COO6HICHPH>1 JUI IIUPOKOro Jauaria3oHa
napamMe€TpoB MU MOXET IIPUBECTU K IIOJHOMY IIPEKpaliCHUIO I/IHq)OpMaLII/IOHHOFO obMmeHa. BepOHTHOCTHO-BpCMeHHHe
XapaKTE€PUCTUKU MCETOHOB YIIPABJICHUS IIPOLECCOM II€pe€aadu ITaKE€TOB B CETAX oOMeHa JaHHBIMH Tpe6y}OT ydu€Ta BIIMSAHUA
IIPOMEXKYTOUYHBIX Y3JIOB KOMMYTallUU. Ectb HGO6XOI[I/IMOCTL paccMaTpuBaTh KaK HaJIMYHUE HECKOJIBKUX IIOTOKOB JAaHHBIX OT
Apyrux MCTOYHUKOB, TaK U BO3MOXHOCTb BO3ZHUKHOBCHHS OTKa3OB B O6CJ'[y)KI/IBaHI/II/I Ha KaXJIOM U3 Y3JIOB KOMMYTalllH.
l'[o.ny‘m.lm cieayrmuye pe3dyiabTarbl. HpI/I HUCIIOJIb30BAHUN BBICOKOKAQYCCTBCHHBLIX KaHaJIOB CBA3HU (C MaJIbIMH 3Ha4YCHUIMU
BEPOATHOCTU HCKAXKCHUS C€AUHUYIHOI'O 3J'IeMeHTa) TIIOTEPpU IMAKETOB Ha Yy3JIaX KOMMYTallMd MOI'yT IPUBECTU K IIOJTHOMY
IIpEKpalCHUI0 I/IH(i)OpMaI_II/IOHHOFO oOMeHa. BI)IBOJII)I. HpOBeZ[CHHBIﬁ AHAJIN3 BJHAHHA BEPOATHOCTU IIOTEPU IIAKETOB Ha
TMIPOMEKXYTOUHBIX Yy3JIaX KOMMYTAllMU Ha BPEMEHHBIC XapaKTECPUCTUKHU IIpoLecca nepeaainu JaHHbIX CBUACTCIBCTBYET O TOM, YTO
YBEJIMYUCHUC 3TOM BEPOATHOCTU IIPUBOAUT K POCTY OTHOCHUTEJIIBHOI'O CPEAHEro0 BPEMEHU JTOCTAaBKU COO6H16HPII>1 JUI IIAPOKOro
Jraria3oHa rnapamMmeTpos.

KawoueBble cJioBa: nepeaadya MaHHBIX; Y3€JI KOMMYTallMH; BEPOITHOCTHO-BPEMCHHBIC XapaKTCPUCTUKHU, ACY
BO3AYIIHBIM ABMXCHUEM; ITAKET JaHHbBIX; TaﬁM-ayT; KOppesinus; BbISIBJICHUC OIIHOOK.
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HYBRID RESOURCE MANAGEMENT SYSTEM
FOR TELECOMMUNICATION NETWORK

The implementation of modern telecommunication technologies (SDN, NFV, SDR, CloudRAN) will lead to the full
dependence of the telecommunication network performance on the information and computing environment efficiency.
The purpose of the article is to develop the method for managing telecommunication network resources by choosing the
optimal interval for redistributing system resources. The proposed model of load management system allows presenting the
method of load forecasting, taking into account long-term accumulated data of statistics, and the latest tendencies, which
are observed in the network. So it becomes possible to achieve a rational ratio of management costs and the final value of
service quality. A new method of monitoring and measurement, using which it is possible to avoid overloading of network
functions was developed. Conclusion. Experiments to research the proposed methods were conducted in the Mathcad
system. The results showed that proposed methods could rationally distribute the system resources, especially under

transient conditions of overload.

Keywords: network resource management; load forecasting; dynamic allocation of resources; virtualization of network

resources.

Introduction

Today the mobile operator telecommunication
network is an organized system that includes the special
equipment being serviced, observed and guided by
operating data centers, which have installed computing
servers and corresponding software that serves
numerical information and service streams. Modern
technologies SDN, NFV, SDR, CloudRAN and other
are fast-growing. Their full-scale implementation will
lead to the full dependence of the telecommunication
network performance on the information and computing
environment efficiency.

Integration of telecommunication systems (TCS)
and distributed computing environment (CE) is
observed today. As a result, a single heterogeneous
service environment for telecommunications services, in
which it is possible to control the process of information
flow maintenance at each stage and to ensure
compliance with high quality standards is created. At
the same time, there is still no single concept, models
and methods for organizing interactions that take into
account the peculiarities of the CE functioning when
servicing a large number of queries generated during the
provision of telecommunication services. This leads to
inefficient use of resources that provide a heterogeneous
environment for telecommunication services.

Due to the lack of a methodological basis for
organizing the work of a heterogeneous telecommunications
system, system resources are chaotic, optimization
problems are solved partly or locally, which leads to
deterioration of control and QoS parameters for end
users.

In this article the method of managing the
resources of a telecommunication network by choosing
the optimal interval for redistribution of system
resources is proposed.

This method allows reducing the amount of
redundant service information transmitted over the
network and unloading the network nodes by dynamic
adjustment of the system.

Formulation of the problem

Formulate the problem of optimal resource
distribution when servicing the virtual network
functions of NFV. The purpose of the method of
providing resources is to allocate their sufficient number
for network functions, so that their SLA can be met
even in the periods of peak load. The algorithm involves
solving two main tasks: finding the required amount of
resources and the right time to provide them.

To solve the question of necessary amount of
resources for each network function, an analytical
model is constructed. The presented model adopts the
input data intensity of incoming requests and the
requirements of serving a separate request, and
calculates the amount of resources required by each
network functional block to meet requirements.

The decision on when to provide resources
depends on the dynamics of loads. Telecommunication
loads undergo long-term changes, such as daylight
hours or seasonal effects, as well as short-term
fluctuations such as crowd outbreaks. While long-term
fluctuations can be predicted in advance, observing
changes in the past, short-term fluctuations are less
predictable, and in some cases even unpredictable. The
proposed method uses two different approaches for
working in conditions of changes that are observed at
different time scales. Proactive resource management is
used to assess the load and appropriate management, as
well as reactive resource management to correct errors
in long-term forecasts or to respond to unexpected
outbreaks of the crowd.

Consider a network with several network
functions. It is assumed that each such network function
indicates the desired quality of service (QoS)
requirement; in this case, we assume that the QoS
requirements are defined in terms of the target response
time. The purpose of the system is to ensure that the
average response time (or some response time
percentile) observed by the network function requests
does not exceed the desired target response time. In
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general, several hardware and software resources on the
server, such as CPU, NIC, disk, etc, service each
incoming request. Assume that the given target response
time is divided into several response time values for
specific resources one for each such resource. Thus, if
each request on each resource does not spend more time
than the target value, then the overall target response
time for the server will be satisfied. For ease of
presentation, we assume that there is only one type of
resource in the system.

Formally, d; denotes the target time of the network
function response; i and 7; — the observed average
response time, then the network function needs to
allocate such amount of resources to satisfy the
condition 7; < d,.

We use this formulation of the problem to obtain a
mechanism for the dynamic allocation of resources,
which is described below.

Literature review

Although the NFV promises substantial cost
savings, flexibility and ease of deployment, potential
problems in implementing virtualized network elements
that can meet the demands of real-world performance
are still open issues, and the NFV is still in its early
stages of implementation.

Several research papers have focused on
developing adaptive systems that can respond to
changes in the load in the context of storage systems,
common operating systems, network services, web
servers, and Internet datacenters.

This article discusses the abstract model of the
server resource and presents the methods for
dynamically allocating resources. The proposed model
and resource allocation methods are applicable to many
scenarios where the system or resource can be
abstracted using a GPS server.

One of the key issues in the virtualization area of
the network is the allocation of physical resources to the
virtual network functions. Virtual Network Embedding
(VNE) is a well-studied task. Nevertheless, most
modern solutions offer a static resource allocation
scheme, in which, when a virtual network is displayed,
the redistribution of resources does not occur
throughout its life cycle. There is a limited number of
decentralized and dynamic VNE solutions (like [1] or
[2]). Moreover, even the approaches that offer solutions
for dynamic virtual network embedding still allocate a
fixed amount of resources for virtual nodes and
channels for the entire period of existence. As network
traffic is not static, this can lead to inefficient use of
shared network resources, especially if the physical
network rejects the requests for embedding new virtual
network functions, while reserving resources for virtual
network functions that are in low load conditions [3].

Most of the existing work on dynamic resource
management is based on three approaches: management
theory, modeling of work dynamics and load forecasting
[3]. Among adaptive systems using a method based on
the theory of control [4]). Among works based on the
dynamics of work - [5]. The authors [6] use prediction
of the load.

Summing up, the difference between the approach
proposed in this article and the described above is that
the resources reserved for use with virtual network
functions do not remain unchanged throughout the life
of the virtual network. The monitoring of virtual nodes
is carried out, and, resources are redistributed, based on
real resource needs. In this case, unused resources are
returned to the physical network for use by other virtual
networks.

The next problem that arises is how information is
obtained about the current situation on the network. In
this aspect, resource management in NFV networks is
similar to managing application programs in data
centers and clouds. Existing solutions of server resource
management can be classified as predictive and reactive
solutions. The prognostic allocation of resources
involves the presence of a predictable and stable
template in requirements and distributes volumes,
usually on a time scale of several hours or days based
on a template. However, large, unpredictable bursts of
requirements can cause serious SLA violations. On the
other hand, the reactive allocation of resources allocates
resources at short intervals (for example, every few
minutes) in response to load changes. Reactive policies
can quickly respond to changes in load, but problems
such as wunpredictability, instability and high
management costs limit their application in practice [7].

Therefore, predicting peak application load and
allocating resources based on the worst case scenario is
extremely difficult [8]. Given the difficulty in predicting
peak loads, an application program should use a
combination of predictive and reactive control. While
prognostic methods work well for online prediction in
large time intervals from a few minutes to several hours,
reactive methods can predict load for short time
intervals up to several minutes and respond quickly to
non-stationary overloads [9].

Several approaches combine prognostic and
reactive control [7, 8]. Although these approaches have
the common features with the hybrid approach proposed
in this article, they differ in several aspects. The offered
approach is directed on productivity optimization,
energy consumption and cost allocation of resources
simultaneously. Based on the hybrid system of resource
management, a dynamic monitoring method is
developed to effectively manage network resources and
reduce the amount of service information - resource
management intervals have variable lengths, while in
other management approaches, simple fixed intervals
are used. [7] similarly uses a wvariable length of
intervals, but in contrast to this approach, the approach
proposed in the article defines the length of the intervals
dynamically, depending on the actual situation on the
network.

The main objective is to develop a system that can
respond to transient load changes, while a theoretical
mass-service approach tries to plan queries based on
stationary load. The resource management method
based on the model that performs resource allocation
based on resource modeling to correlate QoS metrics
and resource particles allocated to the application was
proposed in [9]. This work is similar to the proposed
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approach, but in it the model of mass service in the time
domain is adapted to the task of virtualization of
network functions, and also supplemented by the
mechanism of measurement and prediction.

Description of the method

To perform a dynamic allocation of resources each
server will need to use three components:

1) a monitoring module that measures the load
and performance of each network function (such as the
intensity of receipt of requests, the average response
time, etc.);

2) a forecasting module that uses measurements
from the monitoring module to assess the load
characteristics in the near future;

3) a resource allocation module that uses these
estimates of load to determine the amount of resources
that should be allocated by network functions.

Fig. 1 shows these three components [9].

Fig. 1. Dynamic resource allocation system

Using traditional methods of monitoring the state
of network resources, excessive service information
increases significantly, which can negatively affect the
overall performance of the network due to the capacity
of the channels. Therefore, it is proposed to apply a
mechanism, the essence of which is to dynamically
change the intensity of the control of the network
element state, depending on the difference between the
predicted value of load and the actual. This equation
describes the principle of changing the frequency of
monitoring:

W(t)zlbase_
1 max(0;% 56 () =2 preq (1)) ()
B

where W — the control interval,

I, — the base value of the interval,

K — the normalization constant,

Aobs(t) — the real intensity of the load flow during
the interval ¢,

Aprea(t) - the provided intensity of the load receipt
at the interval ¢.

Fig. 2 shows the adaptation of the frequency of the
network element status control to the rejection of the
real load from the predicted on the network element.

== Expected load
== Actnal load

Intensity of requests admission

- E E ¥ 3 OB B

Fig. 2. Dynamic change of the adaptation frequency (a)
Load of the network element; (b) Change the intensity
of adaptation in accordance with the deviation
of the actual load from the expected

The resource allocation module is called
periodically (each window of adaptation or when
threshold is reached) to dynamically divide the resource
volume between different network functions that work
on common servers on the network.

As already mentioned, the algorithm of adaptation
is started every W time units. Let ¢”; is the length of the
queue at the beginning of the adaptation window; /; is
an estimate of the rate of receipt of applications, and g
denotes an assessment of the intensity of service in the
next window of adaptation (that is, the next W
timelines).

Then assuming that the values A; and u are
constant, the queue length at any time t within the next
adaptation window is given by equation:

q; (0 = max(0;¢°; +(A; —p;)0). 2)

As the resource is modeled as a GPS server, the
intensity of the network function request service is

ui = Ci/s;,

where C; is the number of resources of the network
function and s; is the average service time of the request
by one resource unit.

The average length of a queue in the window of
adaptation is determined by equation:

ai= ) . G)

The average response time 7; at the same time
interval is estimated by equation:
p_git!

i .

My

(4)
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Parameters of such a model depend on its
current characteristics, so this model is applicable in
the online scenario for responding to dynamic
changes in the load.

The network functions need to allocate the number
of resources, so that

T <d;,

then the amount of resources allocated by the network
function C; must satisfy the condition of equation:

+1
Cl-Zsl-qld .

1

)

A modified load factor predictor based on the
method proposed in [8] uses past load monitoring to
predict peak demand that will occur over time W.

Assume that 4,.q(t) — the predicted intensity of
receipt during a certain interval ¢, that is obtained from
the analysis of historical data for the past days. Let
Aprea(t) 1s the real intensity of the flow during this
interval.

The predicted value for the next interval is
corrected using the observed error in accordance with
equation :

[~ i

Tntensity of requests admission

0 oD Peprea )
M= pea () 3 ZO e

Conducting an experiment

(6)

Consider the problem in the Mathcad system. Let
us consider the work of one block in one day (1440
minutes).

We assume that basic component of the predicted
intensity of applications admission during each minute
is Apeq, and the average value of the service life of the
application be respected by one unit resource s; and it
does not change, we also assume the availability of a
resource of the same type .

Let the adaptation window dynamically determine
based on its base value and the last four values from the
monitoring history, where the base value of the
adaptation window is 5 minutes.

We do not introduce restrictions on the queue size,
but for calculations, we assume that at the end of the
adaptation interval, the theoretical value of the queue
size in the current conditions is 40 queries.

Fig. 3 shows a change in the value of the control
interval and the change in the predicted value of the
load intensity compared to the actual load received.

Load
— Actual

— Predicted with adaptation
Pradicted without adaptation

Time

Fig. 3. Results of system modeling with dynamic adaptation
of control interval and load forecasting and systems without them

The simulation results showed that the error in the
predicted value compared to the real one could be 16%,
while the "positive" error is 9% of the actual rate of
receipt of applications.

If you do not apply the dynamic adjustment
system for the size of the adaptation window and the
system for incorporating historical data into
forecasting, then the error will be 26%, and the
"positive" error will be 15%, which can further be
drawn from the conclusion that resources will be
extremely ineffective.

Conclusions

The article proposes a method of dynamic
allocation of resources of the telecommunication
network for increasing the efficiency of its work. A

system that combines online measurements with
forecasting and resource allocation methods was
presented. In particular, a new method of monitoring
and measurement, using which it is possible to reduce
the amount of service information circulating in the
network and to avoid negative phenomena of overload
of network functions has been developed. The
estimation of methods using modeling in the system
Mathcad was carried out.

The results showed that these methods could
rationally distribute the system resources, especially
under transient conditions of overload.

The system can be used to control the deployment
of virtualized network functions on the underlying
physical infrastructure to minimize operator costs and
improve customer service quality.
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I'iopuana cucreMa ynpasJliHHS pecypcaMu
TeJIEKOMYHIKaNiifHoI Mepeski
M. A. Ckynuu, C. B. Cynuma

BrposakeHnst cydacHux TejexkoMyHikamiiaux texuosorid (SDN, NFV, SDR, CloudRAN) npus3BoauTh 10 MOBHOL
3aJIEKHOCTI IIPOJYKTUBHOCTI TEJIEKOMYHIKAIIHHOI Mepexki BiJl eh)eKTUBHOCTI 1H(OPMALIIITHOI0 Ta 00UYHCIIOBAILHOI CEPEIOBHILA.
Metoro cTarTi € po3podKka Croco0y KepyBaHHS pPecypcaMy TEJIEKOMYHIKALIMHOT Mepexki MUIIXOM BHOOPY ONTHMAbHOIO
IHTEpBaTy Ui MEePEPO3MOIiITY CUCTEMHHMX PECYPCIB. 3alpoIIOHOBaHA MOJIEIb CHCTEMH YIIPABIIIHHS HABAHTAXKEHHSIM JI03BOJISIE
MPEJACTAaBUTH METOJ| ITPOrHO3YBAHHS HABAHTAKCHHS 3 ypaxXyBaHHSM JOBIOCTPOKOBMX JIAHUX CTATUCTHKH 1 OCTAHHIX TEHIEHIIIM,
SKi CIIOCTEPIraroThesi B Mepexi. Lle 703Bossie MOCATTH ONTHUMAJIBHOIO CIIBBIJHOIICHHS BHUTPAT Ha YIPABIIHHSA 1 SIKOCTI
oOciyroByBaHHs. ByB po3poOiieHHii HOBHII METOJ MOHITOPUHI'Y Ta BUMIPIOBAHHS, 3a JOMOMOI'OI0 SIKOFO MOYKHA YHUKHYTH
MePEeBAaHTAXKCHHS MepexkeBUX (yHKIi1. BUCHOBOK. ExcriepiMeHTaIbHI JOCIIIKCHHS 3aIPOIIOHOBAHUX METOJIIB OYJIM TIPOBECHI
B cucremi Mathcad. Pesynbrarn nokasanm, IO 3aIpOIOHOBAaHI METOAM [O3BOJSIOTH pAalliOHAIBHO PO3HOIUIATH CHCTEMHI
pecypcH, 0coOIHMBO TIPH MEPEXiTHUX yMOBAX IEPEBAHTAKEHHSI.

Karo4doBi caoBa: kepyBaHHS pecypcamH Mepei; NPOTHO3YBaHHS HABAHTAXKCHHS; JMHAMIUHUN PO3IOALN pecypciB;
BipTyasizallis MEepeKeBUX PECypCiB.

I'uOpuanas cucrema ynpasJieHUs pecypcamMu
Te.]'IeKOMMyHPlKaIH(IOHHOﬁ CceTHn

M. A. Cxynuu, C. B. Cynuma

Buenpenne coBpeMeHHbIX TelekoMMyHHKAOHHBIX TexHoiorui (SDN, NFV, SDR, CloudRAN) mpuBoauT K HOIHOM
3aBUCHMOCTH TIPOM3BOUTEIILHOCTH TEIEKOMMYHHUKAIMOHHON ceTH OT 3(h(heKTHBHOCTH WH(OPMALIIOHHOH W BBIYHCIUTEIEHOMH
cpenpl. Lle1blo cTaThl sABIIETCA pa3paboTka crocoda yIpaBlICHHs pecypcaMy TeJICKOMMYHUKAIMOHHONW CETH IIyTeM BblOOpa
ONTUMAJILHOIO HMHTEpBaja sl IepepaclpelesleHUs CUCTEMHbIX pecypcoB. lIpemnokeHHas MOJIeNb CUCTEMBI YIIPaBIICHUS
Harpy3koi MO3BOJSIET MPEICTABUTh METOJ IPOTrHO3UPOBAHMS HArpy3KH € YY4ETOM JOJITOCPOYHBIX JAHHBIX CTATUCTHKU U
MIOCTIETHAX TEHJCHIMH, KOTOpble HAOIIOMAIOTCS B CETH. DTO IMO3BOSIET JOCTHYH PALMIOHAILHOTO COOTHOIICHHWS 3aTpar Ha
yIpaBJeHHe W KadecTBa OOCIHyXMBaHUs. Bbul pa3paboTaH HOBBI METOJ MOHUTOPHHIA M M3MEPEHUs, C IIOMOIIBI0 KOTOPOro
MOYKHO H30€XKaTh IePerpy3KH CeTeBbIX (YHKIMHA. BbIBOA. DKCIieprMeHTABHBIE HCCIICI0BAHMS MIPE/UIOKEHHBIX METOJIOB OBUIH
npoBeneHbl B cucreme Mathcad. PesynbraThl Mokasaiy, 4To MPEUIOKCHHBIE METO/IbI ITO3BOJISIOT PALMOHAIBHO PACIIPEAEIIATH
CHCTEMHBIE PECYpChI, OCOOCHHO IIPH MEPEXOIHBIX YCIOBHSX HEPErPy3KH.

KnaodyeBble ci0Ba: yOpaBICHHE pecypcaMH CETH; IPOTHO3UPOBAHHE HArPy3KH; AMHAMHYECKOE paclpelescHHe
PECypCOB; BUPTyalIH3aLHsi CETEBBIX PECYPCOB.
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AUTOMATION OF VEHICLE PLATE NUMBERS IDENTIFICATION
ON ONE-ASPECT IMAGES

The subject matter of the article is the method of automating the identification of vehicle plate numbers based on the
processing of one-aspect images obtained using video recording means. The goal is to provide automation of the
process of identifying vehicle plate numbers within a wide range of changing the viewing angles and the levels of
illumination. The task is formulation of the method of automated identification of vehicle plate numbers on one-aspect
images, which are obtained by means of video fixation within wide limits of changing both the viewing angles and the
levels of illumination. Analysis of the problems of methods and algorithms of automated detection and recognition of
vehicle plate numbers has shown that it is most promising to use flexible algorithms that adapt to the changing
conditions of observation of traffic control devices. One of the promising technologies for implementing such
algorithms is the application of artificial neural networks. The solution of the problem of recognition of vehicle plate
numbers can be represented as a complex of image processing and analysis of algorithms, which includes the initial
preparation of the image, the discovery of the area of the vehicle plate on the image, the segmentation of symbols and
the recognition of symbols. Conclusions: an algorithmically implemented method of identifying vehicle plate numbers,
which makes possible searching the text areas under an arbitrary angle in different lighting conditions, is proposed. This
method allows automating the process of identification of vehicle plate numbers within a wide range of distances to the
car, as well as viewing the angles and levels of illumination. The purpose of further research is to improve the proposed
method for its implementation, using modern software and hardware.

Keywords: vehicle plate number identification; image processing; character recognition; neural network; convolutional

neural network.

Introduction

On the present stage of society development, the
problem of providing road safety has become a major
one [1]. In particular, the road safety is paid much to in
our country. The problem of improving the level of road
safety is to be solved, including through the introduction
of automated means of traffic control, as well as the
improvement of carrying out the analysis of causes of
road traffic accidents [2]. Automation of vehicle plate
numbers identification with the integration of video-
fixing systems of traffic rules violations will provide
reliable control over the transport routes.

Problem analysis
and task setting

Currently, there are quite a few systems for
automatic  vehicle plate numbers recognition.
A comparative analysis of the literature dealing with the
methods for recognizing symbols on the images [3, 4]
showed that a large number of methods can be used to
identify vehicle plate numbers. The definitions of the
most effective of them [5, 6] occur depending on the
conditions of general illumination, the shooting angle
and the presence of partial shading of license plate
images.

The solution of the problem of recognizing vehicle
plate numbers can be represented as a complex of
algorithms of processing and analysis of images, which
includes the initial preparation of the image, the
discovery area of the vehicle plate number on the image,

the segmentation of characters and the recognition of
symbols.

The purpose of this article is to develop methods
and algorithms for automated identification of vehicle
plate numbers based on the processing of one-aspect
images.

The necessity of developing such methods and
algorithms is related to the possibility of geometric
distortions of the vehicle plate number image, which is
due to various conditions for its obtaining.

One can use the images of identified vehicle plate
numbers in accordance with the known types as the
input data entering the vehicle plate number automated
identification algorithms being developed, [7]. Such
images may have certain deviations from the reference
vehicle plate number image having a zero rotation angle
in the image plane and uniform illumination: the angle
of the vehicle plate number in the image plane and the
reference ratio of the horizontal image size of the
vehicle plate number to the vertical one, due to changes
in the angle of the survey; different general background
on various images, as well as partial shading of license
plate images resulting from different lighting conditions
during shooting.

The main part

The main problem while identifying vehicle plate
numbers is its arbitrary orientation relative to the
horizon, which makes it difficult to use the existing
algorithms for segmentation of text information on
digital images [3, 5].
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Given this circumstance, an algorithmically
implemented method for identifying wvehicle plate
numbers, which allows searching for text areas at an
arbitrary angle and consisting of the following 8 steps,
is proposed.

Stage 1. Correction of the histogram of the original
image. The original image contains low informative
zones, so that one needs to perform the “trim” of the
histogram to the left and to the right of the measured
levels of brightness, depending on the maximum filling
of the histogram. The specified levels of the image
brightness reduction are due to the type of photodetector
used and the general level of illumination [3].

Stage 2. Localization of the plate number area on
the obtained image of the car is carried out with the help
of the algorithm presented in the specified literature

(Fig. 1) [6, 8].

Fig. 1. Localization of the plate number area

Stage 3. Binarization of image. It consists in
viewing the entire image by rows and columns. For each
pixel of the input image, when the binary condition is
fulfilled, the unit is written into the output image and
zero if this condition is not met.

Stage 4. Morphological operations of compression
and expansion. It is proposed to use morphological
operations to isolate the connected regions of pixels,
corresponding texts to the alphanumeric areas of plate
numbers in the image of the car. Morphological
compression is used to eliminate small objects and lines
of 1 pixel width. Then, the separation of connected
regions is performed by means of a morphological
expansion [3, 9].

Step 5. Search for connected areas in the image
corresponding to the vehicle plate number. To find
common areas, it is suggested to use a wave algorithm
in the given work . The essence of using the wave
algorithm is as follows: for each single pixel of the
image the wave propagates in 4 directions per unit
pixels. At each step of the wave algorithm, the pixels
belonging to the same group are introduced into a
corresponding list, and in the input image, the pixels are
assigned a zero value to exclude the looping of the
algorithm. Then, the revealed areas are ranked according
to the dimensions, and the areas with the largest
dimensions are transmitted for further processing [3].

Stage 6. Design of a bounding quadrangular area.
To do this, the image is scanned by columns and they

search for pixels corresponding to the middle of the
columns forming the bound area. Further, pixels
corresponding to the middle line of the bound area are
searched for. After performing this, the parameters of a
straight line approximating the center line points are
searched for. On the basis of obtained parameters of
the straight line slope, the maximum width of the
bound region and the coordinate of the abscissa axis of
the left and right extremities of the bound region, they
construct the lines forming the bounding quadrangular
region (Fig. 2) [5, 6].

= ico e

Fig. 2. Separated quadrilateral area
of the vehicle plate number

Stage 7. Transformation of the deformed by
projection distortions quadrangular region into a
rectangular one. The text of the vehicle plate number is
located at a certain angle relative to the base of the
image, in this connection it is proposed to use affine
transformations of the quadrangular region into a
rectangular one. The latter can be accomplished by
using the conversion formulas of a point from one two-
dimensional plane xy into another one x'y ":

, a-x+b-y+c
X=—,
g-x+h-y+1
,_d-x+ey+f (1)
g x+h-y+1’

where a, b, ¢, d, e, f, g h are transformation coefficients.
Knowing the coordinates of the 4 points of the
transformable region, as well as the coordinates of the 4
points of the rectangular region, presented in Fig. 3, one
can substitute them in the transformation formula (1),
and obtain two equations from each pair of points, thus,
from 4 pairs of points 8 equations with 8 unknowns are
obtained. Solving this system, they obtain the required
coefficients a, b, c, d, e, f, g, h. Substituting them in (1),
one obtains the formulas for the transformation of a
quadrangular domain into a rectangular one.

Fig. 3. Quadrangular and rectangular areas
of vehicle plate numbers

In Fig. 4 there is represented the conversion result
of the specified quadrangular area of the vehicle plate
number (Fig. 2) with certain vertices of the quadrilateral
region, limiting the area corresponding to the vehicle
plate number, into a rectangular area suitable for further
segmentation and recognition of single symbols.
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Fig. 4. Converted rectangular area
of the vehicle plate number

Step 8. To recognize individual vehicle plate
number characters, it is suggested to use a convolutional
neural network trained by the method of error reversing.
The choice of technology for artificial neural networks,
in general, and neural networks of the above structure,
in particular, is due to the specific nature of the task of
identifying the vehicle plate number symbols [6, 10].

The structure of convolution neural network for plate
number symbols detecting on the image consists of several
convolution layers, before which are downsampling

convl conv2 conv3 fcl
max max max
Image pool pool pool
—_— e ———— —_—

layers, and output layer before which will be applied
several layers to combat re-training problem by means
of dropdowm method [11].

Also, before each collapsing layer will be added
preparatory layers, those add zero elements along the
contour of input matrix for processing on the next layer.

The image sizing 32x32 pixels with image area of
each sign of the vehicle plate number are at the matrix
input.

Output result of neural network is probability
vector of each of the possible characters of the number.
The algorithm of neural network creation and training
was represented [12, 13].

Obtained neural network scheme represented at the
Fig. 5.

fc2 fc3 softmax
probability
dropout dropout vector

Fig. 5. Generalized structure of obtained convolution neural network
(every convolution layer consists of three sub-layers)

For creation programming product which will
demonstrate developed method the Python programming
language was chosen.

The recognition result is shown in Fig. 6.

AX4689EX

Fig. 6. Recognized vehicle plate number

Thus, after the recognition operation is performed,
on the basis of the proposed method the vehicle plate
number is presented either to the operator, or enters the
corresponding database for registration.

To implement a software product that demonstrates
the developed method, Python programming language
was selected.

Conclusions

Thus, an algorithmically implemented method for
identifying a vehicle plate number, which allows
searching for text areas at an arbitrary angle in different
illumination conditions, is proposed. This method makes
it possible to automate the process of identifying vehicle
plate numbers in a wide range of changes in viewing
angles and levels of illumination. The purpose of further
research is to improve the proposed method for its
implementation in modern software and hardware means.
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ABToMaTH3aNis ineHTH(}IKANIT ABTOMOOITLHUX HOMEPIB HAa OIHOPAKYPCHHUX 300paKeHHsSIX
H. 0. JIro6uenko, O. A. Hakoneunnii, A. O. [Tonopoxnsik, I'. M. Cronesa

IIpeqmerom BHBUEHHS B CTarTi € croci® aBromMaTH3alii ifeHTH]iKamii aBTOMOOUIBHHMX HOMEPIB Ha OCHOBI OOpOOKH
OJTHOPAKYPCHUX 300pa’keHb, OTPHMAHHX 3a JOIOMOTOI0 BiJeOpericTpylounx 3aco0iB. Mera — 3a0e3nedyeHHs aBTOMaTH3allii
npouecy ineHtudikanii aBTOMOOLIPHMX HOMEPIB B IIMPOKUX MEXaX 3MiHM KYTiB CIOCTEPEXKEHHsS i pIBHIB OCBITIEHOCTI.
3aBnanHs — GopMyIIIOBaHHSA METO/y aBTOMATHU30BaHOI iieHTH(DiKalil aBTOMOOUIBHUX HOMEpIB Ha OJJHOPAKYPCHHUX 300pP)KCHHSX,
OTPHMAaHUX 32 JIOIIOMOr 010 3ac00iB Bieodikcallii B MMPOKUX MEKaxX 3MiHU KyTiB CIIOCTEPEKECHHS 1 PiBHIB OCBITIICHOCTI. AHAII3
po0ieM METOZIB Ta aJrOpUTMiB aBTOMATH30BaHOI'O BUSBIICHHS 1 PO3Mi3HABAHHS HOMEpIB aBTOMOOLUIIB 1IOKa3aB, 110 HAWO1IbII
MEPCIEKTUBHO BUKOPHCTOBYBATU T'HYUKI QJITOPUTMH, SIKI HiJJIAIITOBYIOTECA IO 3MiHH YMOB CIIOCTEPEXXCHHS 3aC001B KOHTPOIIIO
JIOpO’KHBOrO pyxy. OJHI€I0 3 NEPCIEeKTUBHUX TEXHOJOrIH peanizauii TakKuX alropUTMIB € 3aCTOCYBAHHS IITYYHHX HEHPOHHMX
Mepex. PilleHHs 3aBRaHHS PO3Ii3HABaHHSA aBTOMOOUIBHMX HOMEpIB MOXKHA IIPEJCTABUTU y BMIJIAI KOMIUIEKCY alIrOPHTMIB
00poOKK 1 aHamizy 300pa’keHb, IO BKIIOYAE B ceOe NEPBHHHY IiArOTOBKY 300pakKeHHs, BHABICHHSA 00JacTi HOMepa Ha
300paxKeHHI, CEIMEHTAI[il0 CUMBOJIB 1 PO3IMi3HABaHHA CUMBONIB. BHCHOBKHM: 3alpoONOHOBaHUI aNrOPUTMIYHO peani3oBaHUM
MeToJ ieHTH(iKanii HoMepa aBTOMOOLIS, IO J03BOJISIE 3/1IHCHIOBATH MOIIYK TEKCTOBHX O0JAacTed IiJ| JOBUIBHUM KYTOM B
pi3HMX yMOBax OcBiTieHOCTi. [laHMii MeTox I03BOJIsIE aBTOMATWU3yBAaTH Hpolec ineHTHdikalii aBTOMOOIIBHHX HOMEpIiB B
IIMPOKUX MeXaxX 3MiHM BiJICTaHi 10 aBTOMOOLIIA, KYTiB CIIOCTEPEXEHHS 1 piBHIB OCBITJICHOCTI. METO0 MOAANIBIIMX AOCIIDKEHD €
BJJOCKOHAQJICHHS 3aIIPOITIOHOBAHOI'0 METOLY JUIs HOro peaii3alii Ha CydacHUX IPOrpaMHO-TEXHIYHHUX 3aco0ax.

Karo4dosi caoBa: ineHtudixamis aBToMoOiIbHOrO HOMepa; 00poOka 300paXkeHb; pO3Ii3HABAHHA CHUMBOIIB;
HefipoMepeska; 3TOpTKOBa HEHPOHHA MEperKa.

ABTOMATH3alMsl HICHTU(PUKALMHA ABTOMOOUJIbHBIX HOMEPOB
HA OIHOPAKYPCHBIX H300pasKeHUsIX

H. 0. JIro6uenko, A. A. Hakoneunsrii, A. A. [Togopoxusk, A. H. Cronesa

IIpeaqmerom u3yueHHs B CTaThe SABISIETCS CIIOCOO aBTOMATH3AlMKU HIACHTHU(HUKAILIMY aBTOMOOMIIBHBIX HOMEPOB Ha OCHOBE
00paboTKH OJHOPAKYPCHBIX M300paxeHMH, MOTY4EHHBIX C IOMOIIBIO BUAEOperucTpupyommx cpencrs. Ieab — obecrneueHue
aBTOMATH3alMHU HpoLecca MICHTU(GUKALUMKY aBTOMOOMIBHBIX HOMEPOB B LIMPOKHUX IpeJeaX M3MEHEHHs YIJIOB HAONIOICHUS U
YPOBHEH OCBEIICHHOCTH. 3aa4ua — HOpMyIUpOBaHUE METOIa aBTOMATH3UPOBAHHON MICHTH(HUKALIMK aBTOMOOHIIBHBIX HOMEPOB
Ha OZIHOPaKYPCHBIX M300pa)KEHUSIX, IOTY4aeMbIX C IOMOLIBIO CPEICTB BUACOPUKCALIMY B IIMPOKUX TpEAeiaX U3MEHEHHs YIIIOB
HaOIIONEHHUS U YPOBHEH OCBELIEHHOCTH. AHanu3 MpoOieM METOJOB Ta AJTOPUTMOB aBTOMATH3UPOBAHHOIO OOHAPYXKEHHS U
pacrno3HaBaHUsl HOMEPOB aBTOMOOMIICH IOKa3ay, 4To Hauboliee MEpCIEeKTHBHO HCIOIb30BaTh I'MOKHE alrOPHTMBI, KOTOPbIC
MOJICTPANBAIOTCd K CMEHE YCIOBUH HAaONIONEHHS CPEICTB KOHTPONSA IOPOKHOro ABWKeHHMsA. OIHOH M3 IepCreKTHUBHBIX
TEXHOJIOIMH peajlu3aliiil TaKUX AITOPUTMOB SBILIETCS NPUMEHEHHE HMCKYCCTBEHHBIX HEHpPOHHBIX cered. Pemenue 3amaun
pacrno3HaBaHUsl aBTOMOOMJIBHBIX HOMEPOB MOXKHO IIPEACTaBUTb B BHJE KOMILUIEKCA alrOpUTMOB OOpabOTKM M aHalM3a
n300pakeHUi, BKIIIOYAIOIIEro B ce0s INepBOHAYalbHYIO IIOATOTOBKY MH300paskeHMs, OOHapyKeHue OOJacTH HOMepa Ha
n300paKeHUH, CErMEHTALMI0 CMMBOJIOB U PACIIO3HABAaHUE CHMBOJIOB. BBIBOABI: NPEUIOKEH aIrOPUTMHUYECKU pealu3yeMbli
METOJ MICHTU(UKALMKA HOMEpa aBTOMOOWIIS, IO3BOJISIOMIMKA IPOM3BOAUTH ITOUCK TEKCTOBBIX OOJIACTEH IOJ IPOHU3BOJIBHBIM
YIJIOM B Da3JIMYHBIX YCIOBHMSAX OCBELICHHOCTH. JIaHHBIN METOJ INO3BOJISET aBTOMAaTU3MPOBATh MNPOLECC HICHTU(HUKALUU
aBTOMOOMJIBHBIX HOMEPOB B IIHMPOKHX IpelenaxX W3MEHEHMs PacCTOSHHUS JI0 aBTOMOOWIIS, YIJIOB HaOJIIOJNECHHMS U ypOBHEH
ocBelleHHOCTH. Llenpro nanbHEHIINX MCCIENOBAHMIl SBISETCS COBEPLICHCTBOBAHUE IPEIOKEHHOIO METoja JUlsl ero
peanu3alyy Ha COBPEMEHHbIX IPOrpaMMHO-TEXHUUECKUX CPEICTBax.

Kamw4ueBblie cjoBa: I/IL[eHTI/I(l)I/IKaLII/IH aBTOMOOMJILHOI'O HOMEDA; 06pa60T1<a H306pa)l(eHHﬁ; pacrnodHaBaHUC CHUMBOJIOB;
HeﬁpOCGTB; CBEpTOUHAsA HeﬁpOHHafI CCTh.
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Lepowcasnuii ynieepcumem menexomynikayiti, Kuis, Ykpaina
2 . . . o . . . . .
Kuiscokuti nayionanvnuii ynieepcumem imeni Tapaca Illesuenxa, Kuis, Ykpaina
4 . o o . o . . . . I I
Cxionoegponeticokuil Hayionanohuil yHisepcumem imeni Jleci Yxpainxu, Jlyyox, Yrpaina

3ABE3NIEYEHHS ® YHKIIIOHAJBHOI CTIMKOCTI IH®OPMAIIMHUX MEPEXK

HA OCHOBI PO3POEKH METOJY IPOTHU/II DDoS-ATAKAM

IIpeamerom BHUBUCHHS B CTATTi € MpoOLEC 3a0€3NeYeHHs BIACTUBOCTI (DYHKLIOHANBHOI CTifKOCTI iH(OpMALIHHUX MEpex.
Meroro € pozpobka mMerony nporunii DDoS-arakam, 1m0 103Boise epeKTUBHO 3aXUINATH 1HPOPMALIHHY MEpexy, K BiJ
aTak Ha BCbOMY 4aCOBOMY iHTEpBaJi, TaK i BiJ| IIOBUIbHUX aTak. 3aBAaHHSA: PO3POOUTH aJIrOPUTMU BUSABJICHHS Ta OJIOKY-
BaHHs DDoS-arak, 1110 ONKCYIOTH MOCIIIOBHICTD JIilf P 3aCTOCYBaHHI METOAY NPOTHUIIT; POBECTH OLIHKY e()eKTHBHOCTI
3a1pornoHoBaHoro mMeroxy nporuaii DDoS-arakam. BukopucroByBannumu mMerogamu €: rpad)OBHil MiAXiJ, MaTeMaTHYHI
Mozieni onTuMizanii, MeToau po3B'AI3aHHs HeNiHiIHHUX 3azau. OTpuMaHi Taki pe3yjabTaTH. [1o0yn0BaHI aNropuT™MH BUSIB-
neHHs Ta 6rnokyBaHHS DDoS-aTak, 1110 OnMCyIOTh HOCTIIOBHICTD Aill IPH 3aCTOCYBaHHI METOAY NMPOTHII{. AJNrOPUTM BUAB-
JICHHS aTaK pealizyeThCsl Ha aHaJli3aTopi BXiqHOro Tpadiky, IKUil epeBipseThes Ha npeamer HasBHocTi DDoS-arak. ¥V pa-
31 BUSIBJICHHSI TAKOi aTaku BU3Ha4aeThes ii Tuil. [Ticis uporo peanizyersest anroput™ OJIOKYBaHHS, KU 34uTye 3 6a3u Ja-
HHX JDKepelia LIKiJIMBOro Tpadiky Ta nepeHanpasise HOoro Ha NIporpaMHuil MUTH03, sIKui 3a0Mpae Ha cebe moganbIIui Jie-
CTPYKTHBHHH BIUIMB. BucHoBKH. HaykoBa HOBU3HA OTPHMAaHUX PE3YJbTATiB MOJAra€ B HACTYIIHOMY: MU 3aIpONOHYBaJIU
meron nporuaii DDoS-atakaM, 110 no3Bonse eeKTUBHO 3axumaTu iHpopMauiiiHy Mepexy sK BiJl aTak Ha BCbOMY 4aco-
BOMY IHTEpBaJli, TaK i Bi/l NOBUIBHUX aTak. JlaHuii MeTos 103BoiIse 3a0e3neunTy (HYHKIIOHANBHY CTIHKICTb iHpopMauiiiHol
Mepexi Ta 6a3yeThcsl HA BUKOPUCTaHHI AJITOPUTMIB BUSBIICHHS Ta OiokyBaHHs DDoS-arak, a Takox 300py iHdopmanii npo
BXiJHUH Tpadik i3 3anucom 10 6a3u nanux «/xepena mkimusoro Tpadiky». I[Ipy BusIBIECHHI aTaky BU3HAYa€TheA i1 THIT
Ta 3aIlyCKaeThCs MEXaHI3M 11 OJIOKYBaHHS, 110 peali3yeThcs B iBa eTany. Ha nepiiomy erari BUKOHYETBCS TOIIYK JKEPell
LIKiZIMBOro Tpadiky, BUKOPHCTOBYIOUH 3i0paHy B 0a3i JaHuX iH(pOpMallito rpo BXiaHi nakety. Ha npyromy erari BUKony-
€TbCs Oe3rocepe/iHe OJIOKYBaHHS BHABIICHUX JDKEpeN IUIAXOM BINIPaBIICHHS MAKETiB-BiAIOBIEH MO Pe3epBHOMY KaHAILy
3B’S13Ky 4Yepe3 MPOrpaMHUi LIII03, Ha AKOMY BHXiJIHa aJpeca cepBepy y MaKeTax MiAMIHAE€TbCS afpecoro LUTI03Y, MO0 Jae
3MOry 3aMacKyBaTH CEpBEp BiJl 30BHIIIHBOIO JIECTPYKTHBHOrO BIUIMBY (y pa3i aTaku 330BHi). IIpu arami 3 BHyTpimHbOI
Mepexi BiJIKIIOYAOThCS OPTH KOMYTATOpa, [0 AKHUX MiAKIIOUeHi mkepesa 1wkiuBoro Tpadiky. Ilicas nporo omosima-
€TbCSl CUCTEMHUH aJIMiHICTpaTOp, SIKUH HeraifHO MPUCTYIA€ 10 MOUIYKY Ta 3HEIIKODKEHHs LIKiIMBOTO IIPOrPaMHOro 3a-
Ge3neyeHHs.

KawuyoBi caoBa: indopmaniitna mepexa; GpyHKIiOHaNbHA CTiliKicTh; DDoS-aTaka; cucreMu BUSIBJICHHSI BTOPTHEHHS;
6a3a JaHKX; aHaNi3aTop TpadiKy; MapIIPYTU3aTOPU; KOMYTaTOPH.

YOBY pOJb, HA CHOTOJHI, BiAIirparoTh PO3MOALICHI iH-
(dhopMarliifHi CHCTEMH.

BcTtyn

CydacHi iH(pOpMaIliifHI TEXHOJIOTIi PO3BUBAIOTHCS
IIBUAKAMHU TeMamu. Haganus iHQopMaIiiHuX mociyr
BiJIOYBAETHCS MTOBCSAKYAC — II€ € HEB1JI' EMHOIO YaCTHHOIO
JKHUTTS CYCIIUIBCTBA. 3 OIHOTO OOKY, OTPUMAaHHS JIOKY-
MEHTIB Ta iX BiJIpaIfOBaHHS Y €JIEKTPOHHOMY BUIJISII,
MPOBEACHHS IUIATEXIB Ta OTpUMaHHs iH(opMamiiHUX
MOCITYT — IIe JTyXKe 3pY4HO Ta MIBHIKO, aJjie [Ie BUMarae
MIPOBEACHHS PSIy 3aXOMiB 3 BPErYJIIOBaHHS MEXaHi3MiB
Ha/laHHs Ta 00OpoOKM iH(pOpMAalil y eNeKTPOHHOMY BH-
s [1].

Jl1st 00poOKH Ta mepenadi JOKYMEHTIB Y €IeKTpo-
HHOMY BHUIJISIII BHKOPHCTOBYIOTHCS BiJIKPUTI KaHaJH
3B’SI3KY, II0 Y CBOIO 4YEpry POOHUTH MOXKIIMBHM OJIOKY-
BaHHS, BTpaTy a0 3aBOJOAIHHA iH(OPMALIEO IS I10-
JTANBIIOTO 11 BUKOPUCTAHHS Y 3IOYNHHUX IIIISX.

CtpiMKe 3pOCTaHHS SIKOCTI Ta HU3bKa COOIBAPTICTh
iH(popManiifHOro o0NagHaHHS Aa€ MOXKIJIHMBICTH PO3TOp-
TaHHs 1H(QOPMAaLIHHUX pecypciB OyIb-IKOI CKIIaHOCTI,
aje caMme I IPUYUHU NPHU3BOAATH 10 CTPIMKOTO 3pOC-
TaHHA KiOEpHETHYHHMX 3arpo3. 3a AaHUMHU CBITOBHX
AHATITUYHUX areHIliH, 3pOCTaHHA KiJIBKOCTI Kibep3arpos
BiIOYBAETHCS Y €KCITOHEHLIHHIN 3anexHocTi [2]. Kitto-

®ynknionaneHa crifikicts (PC) iHpOpMamiiHOT
cucremu (IC), B nepury yepry, o0OymoBiieHa ii 37aTHICTIO
Ha/laBaTH PErIaMeHTOBaHI MOCIYrM Ha MpOTA3i BU3HA-
yeHoro 4acy [3]. I cBoeyacHOTO BUSBJICHHS (hakTiB
HEaBTOPU30BAHOI'O JOCTYIY Ta (a00) HECAHKIIIOHOBAHO-
TO yIpaBJiHHS 1H()OPMALIIHHOIO CHCTEMOIO Yepe3 Mepe-
XKy IHTEpPHET 3aCTOCOBYIOTh CUCTEMH BUSBJICHHS BTOPT-
HeHb (CBB). ¥V yacTuHi MOHATTS (YHKIIOHAJIBHOI CTiH-
kocti iHpopmamiiiHoi cuctemu, CBB mnoBuHHA MatH
CIPOMOXKHICTh OTPUMYBaTH Ta OOpOOJSATH CHTHATYpHY
iHpOpMallif0 Ha MMOYaTKOBOMY €Tali MEpEXeBOI aTakH.
Ie HagacTh 3MOT'y CBO€YacHO Kiacu(ikyBaTH 3arposy Ta
BUPOOHUTH HEOOXi/HI aAMIHICTPAaTHBHI BIUITMBH Ha CHUCTE-
My iHdopmaniiinoi 6e3neku IC. [Ipu upomy, 36ip curHa-
TypHOI iH(opMallii moBUHEH OyTH npruxoBaHuM [4].

AHaJti3 ocHOBHUX myOmikaniii. [Tokasnuku ¢yH-
KLIOHAJIBHOI CTIHKOCTI XapaKTepH3yIOTh pe3ynbTar ii
3a0e3IeUeHHs NUISXOM IEePepPO3NOALTy iICHYHOUOl Hal-
MIpHOCTI a0 pecypciB y O3aIllITaTHUX CUTYalisx [5-7].

JlocimimkeHHst ToKa3anu, mo (yHKI[IOHaJIbHA CTil-
KiCTh iH(OpPMAIIHHOI CHCTEMHU IOEJHYE BIACTUBOCTI
HajiiHOCTI (0Ee3BiIMOBHOCTI), BiZIMOBOCTIMKOCTI 1 KH-
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BydocTi. DYHKI[IOHANIbHA CTIHKICTh PO3TIIAIAETHCS, K
BJIACTHBICTh CHCTEMH YCHIIIHO 3aBEPLIMTH 3aBIAaHHS
MIPY PErJIAaMEHTOBAHOMY YHCIII 3MiH B CTaHi caMoi cuc-
TeMH, TOOTO 30epertu Ii mpaue3aTHICTh MiClsl TPOsIBY
MPUIYCTUMOrO YHCIa BiJMOB 1 30BHIIIHIX 30ypIOBaHb
[8]. Peamizamist ¢hyHKITIOHAIBHOI CTIKOCTI TOCATAETHCS
3a PaxyHOK BHKOPUCTAHHS y CKJIAMHIN TEeXHIYHIA CHC-
TeMi, 70 SKOi MOXKHA BiJHECTH iH(OpMaliliHi CHCTEMH,
PI3HUX Y)Ke ICHYIOUMX BUIIB HajMipHocTi (iHpopma-
1iitHO1, (pyHKIIOHANBHOI, CTPYKTYPHOI, 4aCOBOI, HaBaH-
Ta)KyBAJIBHOI Ta iH.) IIUIIXOM MEPEPO3NOIITY PECYpCiB 3
METOI0 MapUpyBaHHS HACHTIKIB MO3AIITATHUX CUTYAIiH.
[TpuHOMIIOBUM € Te, 1110 Ha eTarli MPOeKTYBaHHS HE I10-
BUHHA BBOJUTHUCS JI0JIaTKOBAa HAIMIPHICTh, a HapHUpy-
BaHHS HACNIJIKIB MO3AIITATHUX CUTYALil 3MIHCHIOETHCS
MEPEpO3IOIIIOM Y)Ke iCHYrouMx pecypciB. [Ipobmema
MOJISITAa€ Y BUSIBJICHHI B)KE HAsBHOI HaJMIipHOCTI Ta (o-
pPMyBaHHI CHTHANIB y TOTpiOHMA MOMeHT Ha ii mepe-
posmonia [9]. Y mpoMy € OCHOBHA BiJMIHHICTB 3ajadi
3a0e3MeueHHs (PYHKI[IOHATIBHOI CTIMKOCTI Bif 3amadi
MOOYIOBH CTPYKTYPHO HaIMIPHUX CHUCTEM.

Bupiniensro npobiaemu 3abe3nedeHHs QyHKIioHa-
JIBHOT CTIMKOCTI CKJIaJHHUX TEXHIYHUX CHCTEM HPHCBS-
YeHO HU3KY HaykoBux mpaip O.A. Mamkosa, O.B. ba-
pabama, O.B. KpaBuenka, C.M. Heninbka, JI.M. O6i-
niHa Ta iHmmX BueHnX. OJHAK OIMPOKE iX BUKOPHUCTAH-
HA B TNPAKTHYHUX 3aJadyaX OIHKA (DYHKI[IOHATBHOT
CTIMKOCTI pI3HUX BapiaHTIB MoOymoBH iH(OpMaLiiHUX
CHCTEM YCKJIaJHEHE 3a 0araThoX MPUYHH.

MeTtorw podoTHm € po3pobKa METOAYy IPOTHUIIT
DDoS-atakam, 1o 1o3Bossie epeKTHBHO 3aXHUILNATH iH-
(dopmalliifHy Mepexy sIK Bil aTak Ha BCbOMY YaCOBOMY
IHTEpBaJIi, TaK 1 B/l HOBUIFHHX aTaK.

OcHOBHa YacTuHa

Ha cporomHi, icHye JOCHUTh BEJIMKA KUIBKICTh Me-
TOJIB MPOTHIl Ta KibepHeTHYHUM aTakaM. 70% Takux
METO/IIB TYPTYIOTHCSI HA CUTHATYPHOMY IOLITYKY 3arpo3

v

OOMIH TaHUMH 3
KOPHCTYBavaMu

IoyaTok aHanizy
BXiZIHOTO Tpadiky

TaK

3aBaHTaXEHICTh
KaHaIy 3B'A3Ky MEHIIIE
TPaHAIHOT

[10]. Lle myxe 3pydHO — He Tpeda MPOMKUCYBATHU CIICIlia-
JIBHUAX aJTOPUTMIB a00 MOAYJIIB IPH BHUSBJICHHI HOBHX
3arpo3, JOCTaTHbO MAaTH €IUHY CHUIBHY 0a3y CHTHATYp
TMOIIYKY, Tporpamu, 1o 0a3yloThCs Ha TaKUX METO/AAX
3aXHCTY € MPOCTHMH Y peaisallii, MafoTh BUCOKY IIIBH-
JIKOMI0. AJie 3-TIOMIXK BCi IlepeBar, MaroTh OJMH CYTTeE-
BHUI HENOJIK — BOHU HE B 3MO31 pO3Mi3HATH 3arpo3w,
CHUTHATYpH SIKMX He MICTAThCs y 0a3i momyky. 11106
BUIIPaBUTH JIaHUH HEJONIK, CTBOPIOIOTHCS METOJH, IO
aHaJTI3yI0Th ()aKTOPH MOBEAIHKM KOpHUCTyBadiB. IcHye
BEJMKA KiIBKICTh Bapiamiil JaHUX METO/IB, alle 3-TIOMiX
HEMOJIKIB CJiJ BHUIUIUTH HEMOXIIUBICTH aIlpiOpHOTO
pearyBaHHS Ha CHTYAIIIlO.

Sk mpaBuiIO, IaHI METOAW PEaryioTh Ha aTtaky Ta
MPOTUAIIOTH 1i Ha erami 3aBepuieHHs. Came neil Qaxr
BUKJIMKA€ HEOOXiTHICTh PO3pOOKM Ta BIPOBAIKECHHS
MeToy, 110 Oyxe:

— He 3aJexartd BiJl (aKTy PO3KPUTTSI MEXaHI3MiB
MIPOBECHHS aTaKH, TOOTO CUTHATYP aTak;

— JI03BOJIMTH OJIOKYBaTH aTaKy He Ha KiHIEBOMY
erani 11 IpOBe/IeHHsI, a IIIe 10 TOTO Yacy, SIK IIKiJTUBHNA
Tpaik MOTPaNUTh Ha KiHIEBUI MEpeXeBUI NPHUCTPIH.
HeoOximHo 3a0e3neynTd B3a€EMOJII0 Ta YIPaBIiHHS
MIPUKOPIOHHUMH MapIIpyTH3aTOPAMHU;

— JI03BOJIUTH TIPOBOJUTH aHAJITUKY Ta 30epe-
YKEHHs iH(pOopMaIlii PO CTaH CUCTEMH B IILJIOMY;

— 3abe3ne4nTh NMPUXOBaHE YIPABIIiHHS MEPEXEI0
MIPUKOPIOHHUX MIPUCTPOIB;

— JI03BOJIUTH BUKOPHCTATH BCi I€peBaru paHiiie
3aIpOIOHOBAHMX METO/IIB MOIIYKY aHOMAiH.

Tob6ro, HOBHII METO TOBUHEH OyTH YHi(hiKOBaHUM
BIIHOCHO BKJIIOUCHHS B ceOe Oyab-SKUX KPHUTEpIiiB IO-
IIYKY KiOEpHETHMYHUX 3arpo3 Ta MaTH LIMPOKY po3ra-
JIY)KEHY MEPEKY 1HIUKATOPIB, 0 TIOBHHHI 0a3yBaTHCS
Ha KOMYHIKalifHUX MPUCTPOSX I (i3UYHOrO po3Be-
JICHHSI HaBaHTa)XXCHHA 1 Tpadiky.

Crpykrypy Mmeroay nporuaii DDoS-artakam Mox-
Ha IPEACTaBUTH y BUIIISAL pHC. 1.

Hl}  ByusHaueHHS THITY

1 ITimxmrodenns no b,
aTaku K no BJL

v

3aBaHTakeHICTh
KaHaTy 3B'A3KYy MEHIIE
TPaHAYIHOT

TaK
Araky 3a0G1I0KOBaHO

BJ'IOKyBaHHS[ aTaku

BusznaueHHs

< O6poOka nanux 3 b1
IpKEepesia aTaku

Hi

Puc. 1. Crpykrypa merony nporunii DDoS-arakam

Jlauuit MeTon 0a3yeThCs HA aHAJI3i BXiTHOTO Tpa-
¢ixy Ha npenmer HasBHOcTi DDoS-ataku, mo peanizy-
€TBCSl IIUIIXOM TOCTIHHOI TEepeBIpKU 3aBaHTAXKEHOCTI
KaHaly 3B’sI3Ky MiJI 4ac oOMiHYy AaHHMHU 3 KOPHCTYBa-
YaMy CHUCTEMH. SIKIO BUSIBIICHE ITEPEBUILEHHS TPaHIY-
HOT'O pIiBHS 3aBaHTA)KEHOCTI KaHaJy, BUKOHYEThCS BU-
3HAQYEHHsI TUITY aTaKd LUISIXOM aHalli3y Xapakrepy Ie-
peBumieHHs. [licis 1bOro BUKOHYETHCS ITiJKITIOYECHHS
1o 0a3u MaHuX, B SIKY 3alHCYETHCS BECh BXIJAHWHA Tpa-
¢ik. [Jaini B 3aJI©KHOCTI BiJl JPKEpeia aTaku MPOBOIUTH-

cs1 00poOKka naHux, orpuManux 3 6a3u ganux (bJ1). ITic-
7Sl 1IbOTO BUKOHYETHCS OJIOKYBaHHS TEpLIOro B 4ep3i
JoKepenia IIKIUIMBOrO Tpadiky. SIKIIo MepeBUICHHS
MIPOIOBKYE MaTU MicIle, OJIOKYEThCS HACTYITHE JIKepe-
mo. | Tak gami, MOKM 3aBaHTaXXEHICTh HE CTAaHE MEHIIE
TPaHMUYHOI, 1[0 O3HAYAE YCHINIHE OJIOKYBaHHS aTaKH.

Jns  BUSABJEHHS Ta TOJAJBIIOrO OJIOKYBaHHS
DDoS-aTak NpomoHyeThCsI 3aCTOCOBYBATH aHANI3ATOP
BXi/IHOTO Tpadiky, 0 PO3MINIYEThCS B iHPOpMaIiiHIH
Mepexi TaK, SIK II0Ka3aHo Ha pHUC. 2.
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Puc. 2. Po3miuenns ananizaropy tpadiky B iHpopmMauiiiniii Mepexi

Amnajizatop Tpadiky NpeaCcTaBiise COOOK EIeKT-
POHHO-O0YMCITIOBANIbHY MAaIlMHY 31 CIeliallbHUM Tpo-
rpaMHUM 3a0e3reucHHAM. BiH aHamizye Ttpadik, 1o
MOCTyMa€e Ha cepBep, Ha mpeamer HasBHocTi DDoS-
atak. SIkmio takuid Tpadik BUSABICHUH, TO BUKOHYETHCS
TIOWIYK JDKEpell IIKIIITMBOro Tpadiky 3 METor iX moja-
JIBIIOTO OJIOKYBaHH:S. AHai3atop Tpadiky (yHKIIOHYE
HACTYITHUM YWHOM. YBeCh BXiJHHH Tpadik 3ammcyeThes
1o 6a3u manmx «Jlkepena mikimmuBoro Tpadiky». Iling
3aIUCcoM JI0 0a3H JaHUX PO3YMI€ThCSl 3aHECEHHS Y Bifl-
MOBiZIHY TaOnMIto 0a3u MaHWX BUXIJHUX HPOTPAMHHUX
NopTiB (source ports) BXiTHUX CEIMEHTIB, 1X MOPSAKO-
BHX HOMEpIB, 1[0 BifOOpa)KaroTh XPOHOJIOTIIO IX OTpH-
MaHHs, 4Yacy HpuOyTTs, a Takok BuxigHux I[P-ampec
MaKeTiB, B sIKI 1HKAICyJbOBaHI JaHi cerMeHTH. Y pasi
HasiBHOCTI DDoS-araku 3ammyckaeTbcsi MexaHi3M BHSIB-
JIeHHSI JpKepen HIKiuimBoro tpagiky. [Ipu nupomy 3ammc
BXI/IHMX CETMEHTIB HE IPUITUHSETHCSI.

Jiist poboTH MexaHi3My OJOKYBaHHS PKEPEIN IIKi/-
JUBOro Tpadiky HEOOXiTHI BUX1IHI JaHi, 0 30MPAIOThHCS
aHajtizaTopoM Tpadiky B IpoIieci HOro poOOTH, Ta 3amu-
CYIOThCSI B 0a3y maHux «/Ixepena mkimMBoro Tpadiky»,
[0 3HAXOJWTHCS OE3MOCepeNHbO0 Ha aHajizaTtopi. Po3-
TNITHEMO JeTajbHinie ii cTpykrypy. Tpadik, Mo Haaxo-
JIUTh Ha CepBep, 3amucyeTbesl y Tabnmuio «Buxigni 1P-
aZipecy Ta MOPTH BiANPaBHUKIB» 3 METOIO MOJAAIBIIOTO
BUKOPHCTAHHS B TIPOLIEC] BUSBJICHHS JPKEPEN IIKiIJHBO-
ro Tpadiky. JlaHa TaONHII Ma€ KOJIOHKH: MOPSIKOBHA
HOMEp BXIJHOTO IMAaKeTy, IO MOKa3ye XPOHOJIOTII0 TpH-
OyTTsI makeTiB Ha cepBep; BuXifgHa [P-aapeca BinmnpaBHHU-
Ka, sIKa 3UMTYETHCS 3 BIAMOBIIHOTO OIS BXiJHOTO MaKe-

Kowmyrarop

AR

Cepaep Auauizatop Tpagdiky

BuyTpiums Mepexka

Ty; BUXIJIHUI TPOTPaMHUI MOPT BiINPAaBHUKA, SIKUH 34H-
TYETHCSI 3 BIJIOBITHOTO TOMS BXIIHOTO CETMEHTA; MO-
MEHT Yacy MpuOyTTS MAaKeTy Ha CepBep.

Onucani Buie aii 3 6a3or0 naHux «Jxepena miki-
JUITUBOTO TpadiKy» HEOOXIJHI Al BHUSABJICHHS JDKEpen
K uBoro Tpadiky, 0e3 4oro HeMOXJIHBE iX OJIOKY-
BanHs. Tak sik DDoS-araka peaiizyeTbcsi IUIIXOM Bijl-
npaBieHHs Tpadiky OaratbMa KOMII'IOTEpaMU OJHOYA-
CHO, TO OJJHO3HAYHO BUSIBUTH BCi JKEpena HEMOXKIIMBO.
AJte Ti JpKepena, 3 AKAX HaJifIuia HaiOLIbIIa KUTbKICTh
MAKeTiB, MOXKIIMBO BBAYKATH TAKUMHU, 3 SIKUX HAIXOAUTH
ki umBui Tpadik. ToMy OOKyeThCS mKepeno, 3 KO-
rO OTPUMAaHO HAMOUIBIIY KUIBKICTh MakeTiB. SIK Haci-
JIOK, CyMapHHH BXigHU# Tpadix 3MeHImUThCS. SKiio
NPy I[bOMY piBEHb 3aBAHTAKEHOCTI KaHaTy 3B 3Ky
3MEHILMBCS Ta CTAB MEHIIUM, HK IPaHUYHUH, TO iH]O-
pMariiiHa Mepeka MoXKe HaJlaBaTH IIOCIYr'H CBOIM JieTi-
TUMHUM KOpDHUCTyBadaM 3 3aJlaHOI0 SIKICTIO, a araka
BBXKAETHCS TPUIUHEHOI. SIKIIO K 3aBaHTaKEHICTh
KaHaJly 3B’SI3Ky HE 3MEHIIHIACs JI0 MPHUITYCTUMOTO PiB-
Hsl, TO OEpeTbcsl HACTYITHE 33 KiIBbKICTIO BXIJHHUX TaKe-
TiB JDKEpeno 1 OJIOKyeThes. | Tak MOBTOPIOETHCS 10 THX
Tip, MOKU 3aBaHTAKEHICTh HE CTaHE MEHIIOIO, HiX rpa-
HUYHA.

Tenep mepeiinemo no Oe3mocepeaHbOro OJIOKY-
BaHHS JDKEpeN IIKiIMBOro tpadiky. s moaambIiioro
OJIOKYBaHHSI BUSIBIEHHX aTaK HEOOXiJHO PO3MIMPUTH
MIPE/ICTaBIIEHY areHT-OPIEHTOBAHY CHUCTEMY, IOJaBIIH
1o Hei mporpaMHui 1uTI03. J[JIs1 BOTO MPOIOHYETHCS
3aCTOCOBYBaTH TaKy CTPYKTypy iH(opmauiiHO-
TeJIEKOM yHIKaI[iiHOI Mepexi, sika TIoKa3aHa Ha puc. 3.

XubHuii o3 Araxyiounii botnet

Mapuipytuzarop

30BHILIHS Meperka

Kawnan 3B's3Ky

Jleritumui kopucTyBaui

Puc. 3. Crpykrypa iHpopmauiiHol Mepexi, o 3ade3neuye 6J0KyBaHHs 1MoBibHOI DDoS-ataku

IIpencraBnena crpykrypa iH(GOpMaIliiiHOT Mepexi
SIBJIIE COOOK0 TPOTrpaMHO-anapaTHUA KOMIUICKC BHUSB-

neHHst Ta OnokyBanHs DDoS-atak, mo ckiafaeTses 3
KJIFOUOBHUX €JIEMEHTIB, IPE/ICTABICHUX HIKYE.
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Amnanizarop Tpadiky peanizye MexaHi3M BUSIBIICH-
s DDoS-atak, X OJIOKYBaHHsS y YacTHHI BHSBJICHHS
JoKepen mKiamBoro Tpadiky Ta 3amucy i 30epiraHHi
HeoOXinHoi iH(popMarrii B 0a3i manux «J[xepena mikia-
nuBoro Tpadiky». Komyratop 3’eqHye poOodi CTaHIII,
10 BXOMATH IO CKJIany iH(opMaIliiiHol Mepexi Ta cep-
Bep MK CO000, @ TAKOXK 3 MapLIPYTH3aTOPOM Ta IIPO-
TpPaMHUM IUTIO30M, IO 3’€JHYIOTH MEPEXY 3 30BHIll-
HBOIO. MapuipyTu3aTop € KpaliHbOIO TOUKOIO iH(popMa-
IIAHOT MepeXi Ta 3’€IHye OCTaHHIO 3 11 30BHIIIHIMU
KopHucTyBauaMu. [IporpaMHuil IITI03 3aCTOCOBYETHCS
npu (GopMyBaHHI AJBTEPHATHBHOIO MHUIAXY Iepeaadi
iH(opMaIlii Ta MacKyBaHHS IIiJ] cepBep I Mepeaape-
cauii Ha HBOTO HIKITMBOrO TpagiKy 3 METOH 13051l
Bil IOro TpadiKy cepBepy Ta OCHOBHOI'O KaHaIly
3B’s3Ky. BiH 0Oe3mocepenHbo peanizye OJIOKyBaHHS
JOKEpEIT HIKIUIMBOTo Tpadiky HACTYITHUM YHHOM.

Skuro mxepena mKiUMBOro Tpadiky po3MilleHi y
BHYTpIlIHIN Mepexi iHQopmaniiiHOT Mepexi, TO BHKO-
PHUCTOBYEThCS TabOmuis «BigcopToBaHi BXiIHI MaKEeTH,
s sIKoi 3umMTyeTbest [P-anpeca mix Homepom onuH. AHa-
nizatop Tpadiky BiIIpaBise HA KOMYTATOpP KOMaHIY
PO BIJIKITFOYEHHS TIOPTa, [0 SKOro miakitoueHa EOM 3
i€ aapecoro. SIKIO 3aBaHTaXKEHICTh KaHANy 3B’SI3KY
CTaja MEHILIOI0, HDK T'PaHMYHA, TO araka BBAXKAETHCS
MPUIHMHEHO. SIKIIO Hi, TO MPOIEC MTOBTOPIOETHCS IS
HacrtymnHoi [P-anpecu B Tabmumi. I Tak mOBTOpIOETHCS 10
MIPUITUHCHHS aTaku. [licas 1poro (GopMyeThest TOBiJI-
OMJICHHSI CHCTEMHOMY aJIMiHICTPaTOpy PO
HasIBHICTh aTaKkW, B SIKOMY BKa3yeTbecs il
U Ta Kepena. OcTaHHIN NMOBUHEH He-
raiiHO TPUHUHATH MIpH IO MOUIYKY Ta 3He-
IIKOJUKEHHIO  IIKIJIMBOTO  MPOrPaMHOT0
3a0e3MeueHHs] Ha BiAKIIOUYEHNX BiJl MEpeKi
EOM, a mics fioro BUSBJIECHHS Ta 3HEIIKO-

JOKEHHSI IEpEBIPUTH Ha MPEAMET HasBHOCTI
TAKOTO NMPOrPaMHOro 3a0e3IeueHHs PelTy
EOM wmepexi.

S0 pxepena MKiIIHBOro Tpadiky
po3MilleHi y 30BHIIIHIN Mepexi iHdopma-
LiiHOT Mepexi, TO BAKOPUCTOBYETHCS Ta0-

Aaroput™m BusiBjieHH DDoS-atak. Posrisinemo
anroput™ BusABieHHA DDoS-atak, cxema gKoro mpenu-
craBieHa Ha puc 4. BiH mpaiioe HacTYIMHUM YHHOM.
[ndopmaniiina Mepexa MOCTIHHO OOMIHIOETHCS TaKe-
TaMH 31 CBOIMH KOpPHCTYBadyaMH, IO BilOOpaKa€ThCS
6nokoM 2. IIpu bOMY BHUKOHYETHCS aHai3 BXiJHOTO
Tpadiky Ha TpeAMET MEePECBUIICHHS T'PAaHUYHOI'O PiBHSA
3aBaHTa)XEHOCTI KaHaJy 3B’sI3KY, 110 BKa3aHO B Oori 3.
Sxmo nepeBuIIeHHs1 3a(iKCOBAaHO B 1HTEpPBaJli 4acy N0
OJHI€T CEKYH[IM, TO BUKOHYETHCS mepexif 1o 01oky 4. B
MIPOTHBHOMY BHUIIAJKY — Mepexia 1o 0ioky 2. Y oOmorti 4
BiJJOOpakeHa TepeBipKa HasBHOCTI INEpEBHUIIECHHS Trpa-
HUYHOTO PiBHS 3aBaHTA)KEHOCTI KaHaJy 3B’SI3Ky B iH-
TepBali 4Yacy BiJ| MepHIOi CEKyHAHM N0 JApyroi. Skimo
NepeBHIICHHS 3a(DiKCOBAaHO, TO BHKOHYETHCS MeEpexXin
110 650Ky 5. B mpotuBHOMY BHIIaAKY — 710 010Ky 12.

B Onomi 5 BHKOHYETBCSA IIEpeBipKa IPOTOKOIY
MPUKIIJHOTO DIBHS, JaHi SKOTO IHKAarCyJhOBaHI B
OTpUMaHi BiJl JDKEpeN MKIIIMBOro Tpadiky CEerMeHTH.
SIKII0 maHI CEeTMEHTH Ha MPHUKIATHOMY PIBHI MICTATH
nporokon HTTP, To BHBOIUTHCS MOBIIOMIICHHS IIPO
nasBaicth HTTP-¢yna, mo BimoOpaxkaerses B 6ot 6.
Slkio gaHui MPOTOKOJN HE 3HANWICHUN OTPUMAHUX Cer-
MEHTaX, TO BUKOHYEThCS Tepexi 10 0yoky 7. B mpomy
0701l TIepeBIpPSAETHCS MPOTOKOJ TPAHCIOPTHOTO PiBHS
orpuMaHux cerMmeHTiB. Skmo ne nporokon ICMP, to
pobuThcs BUCHOBOK mpo HasBHiCTE ICMP-dayna, mo
BifoOpaxkaeTecs B Onomi 8. B mpoTuBHOMY BUTIAgKy

1

OOMiH makeTaMu 3
KOpHUCTYyBadyaMu

C > Crpan. B
inTepai (to;to+1)

nursg «BifgcopToBaHi BXITHI CETMEHTHY, S
SIKOT 3YUTYETHCS TOPT ITiJi HOMEPOM OJIUH.
Amnanizatop Tpadiky cerMeHTH, o ajape-
CYIOTbCSl JIaHOMY TIOPTY, BIiANpPaBis€ MO

— Mae micue HTTP-¢uyny

IIpoTokon
PHKJIaIHOTO PiBHS
HTTP

C <Crpan. B
epaii (tot1;tot!

pe3epBHOMY Yepe3 MpOrpaMHHIl NLTIO3,
SKU miaMmiHste Buxigny [P-angpecy cepeepy
Ha CBOIO, BHACIIZIOK YOrO HACTYIHI TaKe-
TH, [0 MICTSATh CErMEHTH BH3HAYEHHM

[t Mae micue ICMP-day iy

Hi

C > Crpan. B

TPaHCIOPTHOrO . -
P P inTepBani (to+2;to+3

piBast ICMP.

BUXIJTHAM TIOPTOM, OYIyTh aJpecyBaTHCS
HE cepBepy, a MporpaMHoMy Huto3y. Kpim
TOTO, MPOrPaMHHI IILTI03 TYOJroe (yHKII-
OHAJIBHICTH CEpBEPY AV JDKEpell IIKiIIH-

1 Mae micue UDP-¢uy iy

BuBij moBigomMieHHs
PO HAsBHICTH MOBUTHHOT
DDoS-araku

IpoTokon
TPaHCHOPTHOIO
pisast UDP

BOro Tpadiky, 110 T03BOJSIE MAaCKyBaTHUCS
IiJ] cepBep, 3aXMINAKOUN OCTaHHIA Bim Je-
CTPYKTHBHHUX BIUTHBIB 330BHI. SIKIIO Ticis
ILOI'0 3aBaHTAXCHICTh KaHAIy 3B 3Ky
cTajla MCHIIIOK, HIK TpaHW4YHa, TO aTaka

11 v 14

3aryck npoiecy
OJIOKYBAaHH S JPKEpell
HIKiZJIMBOrO Tpadiky

Mae mice SYN-dyny

v 15

BBaXA€THCA MPUITMHECHOIO. HKH_IO Hi, TO
mponec IMOBTOPIOETHECA JIA HACTYIIHOI'O
nopra. I Tak TOBTOPIOETHCA N0 NPUIIMHECH-
HA aTaKu.

Puc. 4. Cxema anroputmy BusiBneHHs DDoS-atak
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BUKOHYETbCS Tepexif 1o 010Ky 9. B nanomy 6o me-
PEBIPSIETBCS UM TPOTOKOJIOM TPAHCIOPTHOTO PIBHA €
UDP. Skimio Tak, To BUKOHYETHCS BUBIJ ITOB1TOMJICHHS
npo HasiBHicTh UDP-duryna, mo BimoOpaxaerbes B 0J10-
ui 10. B npoTrBHOMY BUNAAKy BUKOHYETHCS MEPEXiJ] 10
6moky 11, me poOUThCS BUCHOBOK PO HasiBHICTH SYN-
¢yny 3 BUBOAOM BiIIOBITHOrO moBimoMicHHs. Ilicnis

A

1

Migxmouyenns 10 B

TloBinbHA aTaka

3untyBanns 3 BJ]
3aIiCiB B iHTEpBai
(tosto+3)

3untyBanns 3 bJ]
3amuciB B iHTepBasIax
(to;to+1) Ta (to+2;to+3)

8

Coprysanns IP-agpec
110 KIILKOCTI MMaKeTIiB Bif
OIIBIIOrO 10 MEHIIIOTO

CopryBaHHS OPTIB IO
KIJIBKOCTI CETMEHTIB Bif
OIJIBIIOrO 10 MEHIIIOTO

v 9

v 10

3anwuc 1o BJ{
BiZICOPTOBAHOIO CITHCKY
Buxinuux IP-anpec

3anuc o b1
BiICOPTOBAHOT'O CIHCKY
BHUXIJHMX CETMEHTIB

v 11

v 12

Araka 330BHI

BinkmnroueHHs mopra
KOMYTaTopa, 4epe3 AKui
HaJIXosTh maketu 3 [P-

azpecy, Nepuoi B CIIUCKY

BinnpaBneHHs

CErMEHTIB-BiIIOBi el Ha .

MEPIINA B CIMCKY MOPT
10 Pe3epBHOMY KaHaly

v 13

v 14

Bunanenns 3i cincky IP-
azpec nepuioi

[lizMiHa y BUXiTHUX
makeTax BuxigHoi IP-
ajipecH cepBepa aipecoro
MIPOrPaMHOTO HITIO3Y

16

v | o)

Bunanenns 31 cincky
CErMEHTIB MePIIOTrO

Artaky 3a0I0KOBaHO

Puc. 5. Cxema anropurmy 610KyBanHs DDoS-atak

4Oro poOHThCs mepexin o 6aoky 14. B Gmoni 12 mepe-
BIPSETHCS HASBHICTh MEPEBUINCHHS TPAHUYHOTO PiBHSI
3aBaHTXXEHOCTI KaHaJly 3B 53Ky B IHTepBali 4acy Bij
JIPYroi CEKyHJH /0 TPeThoi. SIKIIOo mepeBHINEeHHS He
Oyno 3adikcoBaHO, TO BUKOHYETHCS Hepexia 10 OJIOKY
2, IO CBIAYUTH MPO BiICYTHICTH OYIb-IKHX aTaK THITY
«BIIMOBa B OOCITyrOBYBaHHI» Ta MPOIOBKEHHS HOpMa-

JIBHOTO OOMiHY iH(OpMaIi€lo0 MiXK cep-
BepoM iH(opMaliiHOi Mepexi Ta ii
JETITUMHAMHU  KOpUCTYyBayamH. SIKIIo
TiepeBHIICHHS 3a(iKCOBaHO, TO BHKO-
HyeThCs Tepexig o Omoky 13, nme Bu-
BOJIUTHLCS MTOB1IOMJIEHHS TIPO HASsIBHICTh
noBitbHOI DDoS-araku. Ilicis dvoro
BUKOHYETbCSl Tepexia no Omoky 14, B
SIKOMY 3aIlyCKaeThcsi Tpolec OJIOoKy-
BaHHSA JDKEpea MIKIITUBOrO Tpadiky.
[Ticnst BOro BUKOHYETHCS TEpEXill 10
Ono0Ky 15 Ta 3aBeplueHHs Tpolecy BH-
SIBJICHHSI aTaK.

Aaroputm 6JoxyBanHa DDoS-
arak. Bume OyB po3misHyTHH anro-
put™M BusBieHHs DDoS-arak, sxwuif
MIPOrpaMHO peaTi3yeThCsl Ha aHalli3aTo-
pi tpadiky. Temep mepeiinemMo 10 pos-
TJISIIy ajdrOpUTMY OJOKYBaHHS JTaHOTO
TUITY aTak, [0 peajli3yeThesl SIK Ha aHa-
nizatopi Tpadiky, Tak i Ha IPOrpaMHO-
My numo3i. briok-cxema paHoro aniro-
PUTMY NIpeJCTaBlIeHa Ha puC. 5.

PoGora naHoro anropuTMmy novw-
HA€ETHCA 3 MIIKIIOUEHHS 10 0a3u TaHHUX
«/Dxepena mxigmuBoro Tpadiky», Mo
BUKOHYETbCsl B Oionti 2. ITicnst mporo B
Onori 3 BU3HAYAETHCS THN aTakd. SIk-
o Mae Micte mosinbHa DDoS-aTtaka,
TO 3 0a3u IaHUX 3YUTYIOTHCS 3aIKCH 32
TepIy Ta TPETI CEKYHIH Bif 11 movart-
Ky (Onok 4). IIpu HasiBHOCTI aTaku Ha
BCHOMY 4aCOBOMY IHTEpBaJIi 3UUTYIOTh-
sl 3aIMCH 3a TPU CEKYH/U BiJ| IOYATKy
ataku (Oyok 5). [lani BU3HAYA€THCA
JOKEpeNo aTakd. SIKiio ataka 3 BHYTpI-
LIHBOI Mepexi, To B OJOIi 7 BHKOHY-
€Tbcsi copTyBaHHs [P-anpec mo kinbko-
CTi MaKeTiB BiJ| OLIBIIOT0 A0 MEHIIOTO.
[Ticns uporo B Gor 9 BigcopTOBaHUMN
CIHCOK BUXIJHUX aJpec 3aIUCYEThCS Y
Tabnumo «BincoproBaHi BXimHI maxe-
TH» 0a3u ganux. Ilorim B Guoni 11 BU-
KOHY€ETHCS BIJKJIFOUEHHS! MOPTa KOMY-
TaTopa, uepe3 KU HAJAXOAATh MaKeTH
3 IP-anmpecu, nepmoi B cnucky. Jani B
Onomi 13 mepmia agpeca B CHHCKY BH-
JanseTbest. SIKII0 araka 330BHI, TO B
0701l 8 BUKOHYETBCS COPTYBaHHS I10-
PTIB IO KiJBKOCTI CEIMEHTIB Bij Oijb-
moro o MeHmoro. [lorim B Giromi 10
BiJICOPTOBaHMI CIIMCOK BHXITHHUX Cer-
MEHTIB 3alMCyEThCs B TaOmmiro «Big-
COPTOBaHI BXiIHI CErMEHTH» 0a3u aa-
Hux. Ilicnsa goro B Oyomi 12 BHKOHY-
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€ThCS BIANIPABIICHHS CETMEHTIB-BiAMOBIICH HA MEPIITHIA
B CIIUCKY IIOPT I10 Pe3epBHOMY KaHaily 3B’s3Ky. Jlami B
Onomi 14 BHKOHYEThCS MiAMiHA Yy BUXIJHMX HaKeTax
ajipecu cepBepy aJpecoro MPOrpaMHOro LT3y 3 Moja-
JBIIUM BHJAJICHHSIM 31 CITUCKY CETMEHTIB IEpIIOro B
Oonomi 15. Ilicnms BUKOHAHHs OJOKYBaHHS MEPIIOTO
JOKEpela HIKiUIMBOrO TpadiKy BUKOHYETHCS TepeBipKa
3aBaHTaXXEHOCTI KaHally 3B 513Ky B Osomi 16. SIkmio 3a-
BaHTAXXEHICTh OlNbIlle TPAHWYHOI, TO, NEPEBIPUBIIA B
Onomi 17 mKepeno aTakv, BHKOHYETHCS OJIOKYBaHHS
HACTYITHOTO B CIHMCKY JDKEpena, IO 3MICTHIIOCS 3 JApY-
roro HOMepy Ha mepiuid. SIKIo 3aBaHTaXKEHICTh cTaja
MEHIIIOI, HIXK TpaHW4Ha, B OJyoii 18 poOuThCS BUCHO-
BOK, IO aTaky 3a0JOKOBaHO, 1 Mporuec OJIOKYBaHHS 3a-
BEpPLIYETHCS.

Ouinka e)eKTUBHOCTI 3aNPONOHOBAHOI0 METO-
ay mporuaii DDoS-arakam. IlepelineMo 10 OIliHKU

€(pEeKTUBHOCTI  3alpOIOHOBAHOTO METONY HpPOTHIIT
DDoS-aTakam, 1110 peani3yeThCs NUIIXOM aHaJi3y BXiJI-
Horo Tpadiky Ha MpeAMEeT HasBHOCTI OCTAHHBOI i1 IO-
JTANIBIIOTO BUSIBIICHHS JDKEpeN HIKiUIMBOrO Tpadiky Ta
ix OmokyBaHHA. JIJI I[BOTO 3aCTOCYEMO KpUTepii edek-
TUBHOCTI, 110 0a3yeThcsl Ha 3a0e3IeueHHi OllepaTUBHO-
CTi ynpaBimiHHS B iH(opMmauiliHiii Mepexi. Y sKOCTi
MOKa3HUKa e(EKTUBHOCTI 3aCTOCOBYETHCS Yac HENO-
cTynHoCTI iH(opManiiHOT Mepexi.

Byno 3HaiieHo cepeqHe 3HaYeHHS 4acy KPYroBOro
o6iry makerie B Mepexi Imreprer RTT =5%107 ce-
KYHJI, IO JO3BOJWIO OIIIHWTH Yac HEMOCTYITHOCTI iH-
¢dopmariiitHoi Mepexi B 3aJICKHOCTI BiJ] KUIBKOCTI
KOMIT FOTEpiB B MEPEXKi, 1110 3/IIIICHIOE aTaKy.

3anexHicTh 4Yacy HEJOCTYMHOCTI BiJi KUIBKOCTI
KOMIT FOTEpiB B MEPEXi, 110 3/IHCHIOE aTaKy, MpecTaB-
JieHa Ha puc. 6.

g 150
E 120 Tpes. KIT IIC
g 100
4 /
=

50

) / e S

-

o 500 540 1000 1500 1660 2000 2340 2500
KinpkicTe RoMir'roTepik B botnet

—Tcayroaai MeTon opotEAil DDoS-arakaM —IcHyoamH METO IpOTHA NoBLEHEEM DDoS-aragamM
Puc. 6. 3anexHicTh yacy HEAOCTYITHOCTI Bijl KUIBKOCTI KOMIT'IOTEpIiB B MEpexki

Ha nanomy pucyHKy BigoOpakeHi 3HaueHHS pe3e-
pBHOro. Takok Ha HHOMY ITOPIBHSHO ICHYIOUU METOIH
npotunii DDoS-atakaM, sk MOBUILHUM, TakK i HA BCbOMY
4acoBOMY iHTepBasi. BHIHO, 110 3aITpOITIOHOBaHUHA Me-
TOJ| N103BOJIsIE 3a0€3MEUUTH OJHAKOBY 3 1CHYIOUHUMH
OIEPAaTHBHICTh YNPABIIHHSI TMPU MOXIJIUBOCTI OJIOKY-
BaHHS aTaKH 3HAYHO OLTBIIOIO 33 PO3MIPOM MEpPEeXi.

Byno nmpoBeeHO eKCIepUMEHTABHE TOCIIHKSHHS
eeKTUBHOCTI pOOOTH 3alpoOIIOHOBAHOTO METOIY MpO-
TuAii moBiMbHUM DDoS-atakam, pe3yibTaTH SKOT'O
npuBeeHi y Taon. 1.

Tabnuys 1 — ExcnepuMeHTaIbHE TOCTiTKeHHS
e(eKTUBHOCTI 3a1IPONIOHOBAHOI0 METOLY
npu HasgBHOCTI DDoS-arakn

Kinpkicrs Kinpkictb KinpKicTh HEBIpHUX pillleHb
BUIIPOOY- BipHHX Hecmnpa- XwubHe cripa-
BaHb pileHb LFOBaHHS LIFOBAHHSI

10000 9696 203 101

BunpoOyBanHs1 npoBoAWINCS HA iMiTaliiHiA Mo-
neni iHGopMaIliiiHol Mepexi ] BIUTMBOM IOBUIBHOI
DDoS-aTtaku Ta aTakd Ha BChOMY YaCOBOMY IHTEpBaJI.
Kinpkicte BumpoOyBanb Oyna obmexena 10000, B
3B’S3KY 3 THM, IO PE3YJIBTATH JOCIiIKEHHS 10 JOCST-
HEeHHI JIaHOTO YHWCIla BUIPOOYBaHb NPOSBILUTH CTIHKY
TEHJISHIIIIO0.

MoxHa po3paxyBaTH, IO UMOBIPHOCTI IPUAHATTS
BIpHOTO pIllIEHHs IIPO HASBHICTH 20O BiJCYTHICTH TOBI-
npHOI DDoS-ataku Ta ii ycmimHoro 6J10KkyBaHHS, a Ta-

KOK HMOBIPHOCTI TOMHIOK. VIMOBIpHICTH mpHitHATTS
BIpHOTO pillIeHHsI CTaHOBUTH 97%, MOMUJIKH IEPIIOro
pony — 2 % Ta moMwiku apyroro poay — 1 %.

TakuM 4YMHOM, 3aITPONIOHOBAaHUK METOJ MPOTHIIT
DDoS-atakam 103BOJIS€ 3HAYHO CKOPOTUTH 4ac HEHO-
CTYITHOCTI iH(pOpManiiHOi Mepexi (28 cekyHa) y mopi-
BHSIHHI 3 icHylounMH (45 CceKyHI), NOKa3ye 3HaYHHUM
BIJICOTOK YCHIITHHUX CIIPanboByBaHb (97 %), 1o rapaH-
Tye 3a0e3IeUYeHHs 3aJaHUX BUMOI JI0 OIEPaTHBHOCTI
yIpaBiaiHHS B iH(opMamiiiHii Mepexi MiJl BILUTUBOM
DDoS-ataxu.

BucHoBKMu

3anpornonoBano Meron nporuaii DDoS-atakam,
o0 103BOJIsiE e(peKTUBHO 3aXUINaTH iHpopMaliiHy Me-
PEXy SIK BiJl aTak Ha BCbOMY YaCOBOMY iHTepBalli, TaK i
BiJl MOBUTBHUX aTak. JlaHWil MeTom m03BOIIsLE 3abe3re-
YUTH (YHKIIOHAJIBHY CTIHKICT iH(pOpMaLiiiHOI Mepexi
Ta 0a3yeTbcsi HA BUKOPUCTAHHI ajJTOPUTMIB BHUSBIICHHS
ta OnmokyBanHs DDoS-aTak, a Takox 300py iHpopmarii
npo BXiaHWH Tpadik 3 3ammcoM 10 6a3u manux «J[xe-
pena mxigiuBoro Tpadiky». [Ipu BusBIeHHI aTaku BH-
3HAYAETHCS 11 THI Ta 3allyCKA€ThCsS MEXaHi3M i1 OJIOKy-
BaHHS, 1110 PEATi3yETHCS B IBA €TAIIH.

Ha mepiioMy erarti BUKOHYETBCS MOLIYK JIKEpe
LIKIUIMBOTO TpadiKy, BUKOPUCTOBYIOUH 3i0paHy B 0a3i
JAHUX TH(POpPMAIIito PO BXiIHI AKETH.

Ha papyromy erami BHUKOHYETHCS Oe3mocepesiHe
OJIOKYBaHHSI BUSIBJIIEHHX JDKEPEN IIUISIXOM BiAIIpaBICHHS
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MAKeTiB-BIANIOBIZIEH MO pe3epBHOMY KaHANY 3B S3KYy
4yepe3 NPOrpaMHUI IUII03, HA SKOMY BHXiIHA ajapeca
cepBepy y HaKeTax IiJMIHSETbCS aqpecor0 LUTI03Y, 10
JIa€ 3MOTY 3aMacKyBaTH CEpBEp BiJl 30BHIIIHLOrO Jie-
CTPYKTHUBHOTO BIUIUBY (Y pa3i aTaku 330BHi).

[pu aTani 3 BHYTPIiIIHBOI MEPEXi BiAKIIOUAIOTHCS
MOPTH KOMYTATopa, A0 AKUX MiAKIOYCHI JKeperna K-
mBoro Tpadiky. ITicis bOro OMOBIIIAETHCS CUCTEM-
HUHA aJMiHICTpaTOp, SIKMH HEraiHO MPHUCTYIA€E 0 I0-
IIYKY Ta 3HEIIKOKEHHS IIKIIJIMBOrO IPOrPaMHOTO
3a0e3Me4eHHsI.

OTpuMaHi alNropuTMHU BHSBJICHHS Ta OJIOKYBaHHS
DDoS-atak, 1mo onucyroTh IMOCIIIOBHICTD Il TpH 3a-
CTOCYBaHHI METOAY NPOTHUIii. AJTOPUTM BHSBJICHHS
aTaK peati3yeTbCs Ha aHaNi3aTopi BXIOHOrO Tpadiky,
SIKMH TIepeBipsieThCsl Ha peaMet HassBHocTi DDoS-arak.
VY pa3si BUSBJICHHS TaKOi aTakKu BU3HAYAETHCS 11 THIL

[Ticnst IbOro peanizyeThest aropuT™ OJOKYBaHHS, SIKUI
3UUTYe 3 0a3u JaHWX JDKepela IIKiTMBOrO Tpadiky Ta
NepeHanpanise Horo Ha NporpaMHHUN IIIIO3, SKUH 3a-
Oupae Ha cebe MoAalIblUINK NeCTPYKTUBHUI BIUMB. Ta-
KM YHHOM, aJITOPUTM OJIOKYBAaHHSI aTaKu pPeai3yeThCs
YaCTKOBO Ha aHaji3aropi Tpagiky Ta 4aCTKOBO Ha IpO-
IPaMHOMY IILTIO31.

IIpoBenena omiHka e(pEKTHBHOCTI 3aIlpOIIOHOBA-
Horo Mmeroxy npotunii DDoS-arakam. B sikocti mokas-
HUKa ¢EKTHBHOCTI 00paHO Yac HEAOCTYITHOCTI iH(Op-
MalliiHoi Mepexi 1 ii kopucTyBadiB. B nopiBHsHHI 3
icHyrounM mertonoM npotuiii DDoS-arakam, 3anpono-
HOBaHHWH METOJ 3[aTHHH 1CTOTHO CKOPOTHUTH 4Yac BUSB-
JIeHHs Ta OJIOKyBaHHS aTtaku. [Ipu nboMy HMOBIpHICTB
MPUIHATTS BIpHOTO PillIeHHS TIPY BHUSBJICHHI aTaky CTa-
HOBUTHh 97 %, moMUIKU Tiepmioro poay — 2 % Ta mo-
MUIJIKH apyroro poxny — 1 %.
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Ooecneyenne GyHKIHMOHAIBHONH YCTOHYMBOCTH HHPOPMANMOHHBIX ceTeil
Ha OCHOBe pa3padorku Merona nporusoieiicreus DDOS -arakam

O. B. bapa6am, H. B. JlykoBa-Uyiiko, A. I1. Mycienko, B. B. Cobuyx

IIpeamerom n3ydeHus B CTAThe SIBIACTCS MPOLIECC 0OECIeYeHHs CBOMCTBA (DYHKIMOHAIBHOH YCTOHYMBOCTH HH(POPMALIH-
oHHbIX ceTeil. Ilesblo siBisieTcs pazpaboTka Merona nporuBozeiicTeus DDoS-arakam, uto no3somnsteT 3 eKTHBHO 3aIuimars
MH(POPMALMOHHYIO CEeTh, KaK OT aTak Ha BCEM BPEMEHHOM HHTEpBaJle, TAK M OT MEICHHBIX arak. 3agada: pa3paboTaTh airo-
puUTMBI OOHapyxeHust U OnokupoBaHus DDoS-aTak, ONMCHIBAIOIIMX MOC/IEI0BATENIBHOCTh NEHCTBUI NPH MPHUMEHEHUHM METO/a
MPOTHUBOZICHCTBYSA; IPOBECTU OLEHKY (P (PEKTUBHOCTH NPEIIoXKEeHHOro Merona nporusoneiicrsus DDoS-arakam. Hcronb3ye-
MBIMH METOAMH SIBILIIOTCS: TPa)OB MOAXOM, MATEMATHYECKUE MOJEIN ONTHMM3AIUH, METO/bl PEIICHHs HEIMHEHHBIX 3a/ad.
IMonyuens! cnenyromue pe3yabTaTsl. [locTpoeHs! aropuTMel 0OHapyxeHust 1 GiokuposaHus DDoS-arak, onuchiBaOmUX Mo-
CIIe/IOBATEIbHOCTD JEHCTBUI NIPU NPUMEHEHUH METO/Ia IPOTUBOJCHCTBHSA. AJIITOPUTM OOHApYKECHUS aTaKk pealu3yerTcs Ha aHa-
JIM3aTope BXOZIAIIEro Tpaduka, KOTOPBIH mpoBepseTcs Ha npeamer Hanuuusa DDoS-arak. B cirydae BbISBICHHS Takoll aTaku
omnpenensercs ee Tui. Ilocie 3Toro peanusyercst anropurM OJIIOKMPOBKH, KOTOPBIH CUMTBIBACT U3 0a3bl JAHHBIX MCTOYHHKA
BpeAHOro TpadyKa 1 MepeHanpasisieT ero Ha IPporpaMMHBIN 1IUTI03, KOTOPBIH OepeT Ha ce0s JaibHellee 1eCTPYKTHBHOE BIIUs-
Hue. BoiBoabl. HayuHas HOBU3HA IOTYYEHHBIX PE3y/IbTAaTOB 3aKIIOUACTCS B CIIEAYIOLIEM: MbI IIPEIOKIIN METO/ IPOTUBOICH-
crBust DDoS-atakaM, 4To 1o3BonseT 3G GEeKTUBHO 3aUIaTh HHOOPMAIMOHHYIO CETh KaK OT aTaKk Ha BCEM BPEMEHHOM HMHTEp-
BaJIe, TaK U OT MEUICHHBIX arak. JIJaHHbBIH MeTo[ MO3BOJsIET 00ecrednTh (GyHKIHMOHAIBHYIO YCTOHYNBOCTh MH(OPMALIMOHHON
ceTH U OazupyeTcs Ha MCHOJIb30BaHUM aIrOPUTMOB OOHapyxeHus U OnokuposaHus DDoS-arak, a Tarke coopa nadopmauu o
BXOJIIEeM Tpaduke ¢ 3arucbio B 0a3y NaHHbBIX «MICTOUHMKH BPEeOHOCHOrO Tpadukay. IIpy oOHApyKEHUN aTaku ONpeAeIseTcs
€e THIl U 3aIlyCKaeTCsi MEXaHU3M ee OJIOKMPOBKH, KOTOPBIN peanusyercs B [Ba 3rana. Ha mepBoM 3Tare BBINOIHACTCS MOUCK
HCTOYHUKOB BPEJOHOCHOTO Tpaduka, UCIONb3yst cOOpaHHYIO B 0a3e JaHHBIX MH(OpManuio o BXoasdumux nakerax. Ha Bropom
JTare BBIIOIHACTCS HEOCPEICTBEHHAs! OJIOKMPOBKA BBISBICHHBIX HCTOYHUKOB ITyT€M OTIPABKHU IAKETOB-OTBETOB IO PE3CPBHOMY
KaHally CBSI3M 4epe3 NPOrpaMMHbIH 1103, HA KOTOPOM MCXOJHBIH aJ[pec cepBepa B IAKeTaxX MOIMEHAETCS Ha aJIpec IIK03a, 4To
HO3BOJISIET 3aMACKHPOBATh CEPBEP OT BHEIIHETO JECTPYKTHUBHOIO BO3JeHCTBUA (B Cilydae arakyu u3BHe). IIpu arake ¢ BHyTpeHHeiH
CETHU OTKIIIOYAIOTCs IOPThI KOMMYTAaTOPa, K KOTOPHIM IIOAKIIFOYEHbl ICTOUHHKH BpeJIoHOCHOro Tpaduka. ITocie sroro onosemaercst
CHCTEMHBIH aJIMUHUCTPATOp, KOTOPBII HEMEUICHHO MPUCTYIAET K HOUCKY U 00€3BPEXKMBAHHIO BPEIOHOCHBIX IIPOTrPAMM.

Karoudesble ciioBa: nmHpOpMalMOHHAS ceTh; (yHKUMOHAIBHAS ycToHuMBOCTh; DDoS-araka; cuctembl 0OHapyKeHUs
TOpXKEeHHUs; 0a3a JaHHBIX; aHAIM3ATOP TpahHKa; MAPLIPYTH3ATOPbI; KOMMYTATOPbI.

Providing functional stability of information networks
Based on the development of method for countering ddos-attacks

0. Barabash, N. Lukova-Chuiko, A. Musienko, V. Sobchuk

The subject of study in the paper is the process of providing the property of the functional stability of information
networks. The goal is to develop the method of countering of DDoS- attacks, which allows to effectively protect the information
network, both from attacks on the overall time interval, and from slow attacks. The problem is to develop algorithms for
detecting and blocking of DDoS - attacks, which describe the sequence of actions when applying the method of countering of
DDoS- attacks, to evaluate of the efficiency of the proposed method. The methods, which used are graph approach, mathematical
models of optimization, methods of solving nonlinear problems tasks. The following results are obtained. Algorithms are
constructed for detecting and blocking DDoS-attacks which describing the sequence of actions when applying the method of
countering. The algorithm for detecting attacks is implemented on the analyzer of incoming traffic, which is checked for the
presence of DDoS attacks. In case of detecting such an attack, its type is determined. After that, the blocking algorithm is
implemented, which reads from the database of malicious traffic source and redirects it to the software gateway, which takes on
itself the further destructive influence. Conclusions. Scientific novelty of the obtained results is as follows, we have proposed the
method of countering of DDoS- attacks, which effectively protects the information network, both from attacks on the overall time
interval, and from slow attacks. This method allows ensuring the functional stability of the information network and is based on
the use of algorithms for detecting and blocking DDoS-attacks, and also collection of information about incoming traffic with the
record in the database of "Sources of Malicious Traffic". When an attack is detected, it is determined her type it is started the
mechanism for her blocking, which is realized in two stages. At the first stage, it is executed searching of sources of malicious
traffic using the collected information about incoming packages in the database. At the second stage, it is performed direct
blocking of detected sources by sending packets of replies on the backup channel through the software gateway on which, the
outgoing address of server in packages replaced by the address of the gateway which it is allows to disguise the server from
external destructive effects (in the case of the outside attack). When the attack from the internal network, switches ports to which
connected sources of malicious traffic are disconnected. After that, the system administrator is notified, who immediately starts
to search and eliminate of malicious software.

Keywords: information network; functional stability; DDoS-attack; systems of detecting an intrusion; database; analyzer
of traffic; routers; switches.
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GAP-ANALYSIS OF ASSURANCE CASE-BASED CYBERSECURITY ASSESSMENT:
TECHNIQUE AND CASE STUDY

The subject matter of the article is the processes of cybersecurity assessment. The goal is to develop technique for gap-
analysis of cybersecurity analysis process. The task to be solved is to develop a method for analyzing gaps in the process of
assessment of non-functional requirements for safety and cybersecurity of ICS. It is based on the classification of
requirements, taking into account the possibility of their decomposition, which includes the construction of an advanced
security assurance and determination of counter-measures to address detected gaps. Conclusions. The scientific novelty of
the results obtained is as follows: the method for ensuring the information security of digital components of the 1&Cs was
further developed by analyzing the discrepancies of requirements using vulnerability description procedures and assessing
the severity of the intrusions consequences, as well as determining the set of countermeasures by the "security-cost"
criterion, which makes it possible to reduce risks to an acceptable level.

Keywords: Advanced Security Assurance Case (ASAC); gap-analysis; cybersecurity; assessment; requirement;

conformance.

Introduction

MOTIVATION. With the continuous emergence of
new technologies and the improvement of the old ones,
new challenges arise for trusting the devices used,
especially if these devices perform security functions or
access to confidential data. The problems of safety,
security and particularly cybersecurity assessment and
assurance of such systems became even more crucial
when the peculiarities of technologies used during the
process of development of the final product should be
addressed.

Modern companies are paying the most attention to
the issues of ensuring the cyber security of their IT
systems during last years. However, in fact, it turns out
that even compliance with all requirements to
cybersecurity could not ensure the absolute protection
of digital assets. The Cisco 2017 Annual cybersecurity
report [1] (which is based on the research done in 13
countries with more than 2900 participants from 130
companies in different branches of economy) contains
information that among the processed alerts about
threats, only every second one (28%) is justified. Real
countermeasures, which are implemented to mitigate the
threats, are taken only with respect to half of the
reasoned cases (46%). The bad consequences of this
situation are as follows: over a third of the companies
affected by the attack lost at least 20% of their income.

Unfortunately, existing regulatory documents (both
local and international) trying to cover the intended
areas of technologies and, which are particularly
important, critical applications, are insufficiently
structured. They are developed without sufficient
consideration of related technologies and should be
more detailed in the terms of description of appropriate
approaches for assessment and assurance of
cybersecurity requirements and their relationship with
the technologies used [2]. The problem of “branch
customization” of the regulation documents is still
challenging.

Based on the developed taxonomy of used notions
[3] the main notions in accordance with product-process
approach of cybersecurity assessment are process,
product and intrusion. Processes are being implemented
through the development stages of Instrumentation and
Control systems (I&Cs)’ life cycle in order to produce
products.

The products can be vulnerable to intrusions of
various types that can affect the product itself. Results
of the implementation of the processes (i.e., all the
processes that led to the creation of the product) can
have effects on possible consequential changes in such
processes. Each process comprises activities, and, in
case of “non-ideal” process, some of them can contain
discrepancies, e.g. anomalies. In terms of cybersecurity
some of the anomalies can be vulnerabilities of the
product. Vulnerabilities, in turn, can be exploited by an
adversaries during intrusion into the product to
implement an by adversaries attack in order to introduce
some unintended functionality into the product. And
thereby, the gaps are introduced in the process of the
cybersecurity assessment and, finally, in the product.

One of the main milestones in achieving security
objectives is the unification of the process of analyzing
and ensuring the cybersecurity of complex systems.
Another problem is the correctness and validity of the
assessment process itself, which can potentially harm
the assessment result at the end of the day. Thus, both
industry and the academic sector need to have
cybersecurity assurance technique that will take into
account all the features of the technologies used in the
product and possible gaps in the assessment process of
assurance the cybersecurity of such systems.

WORK-RELATED ANALYSIS. There are several
different ways of constructing the cases [4]. They can be
characterized in terms of a safety justification “triangle”
[5]: claims — standards — vulnerabilities. As soon as
safety plays master role in safety-critical systems the
adaptation of this triangle to the cybersecurity assurance
was made as follows:
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e claims (or positive properties) about the
systems’ cybersecurity behavior. Here the specific
claims for the I&Cs are supported by arguments and
evidences at progressively more detailed level;

e the use of accepted standards and guidelines
which is connected with demonstrating compliance to a
known safety standard [6];

e vulnerabilities analysis (or negative properties)
where it is demonstrated that potential vulnerabilities
within a system do not constitute a problem.

The basic understanding of assurance in this paper
is treated from [7]. The case-based assessment practices
for different domains can be found in [8]-[9].

OBJECTIVES AND STRUCTURE. The objective of the
paper is to briefly describe the results of development
and application of the technique for providing the gap-

Standards, regulations

Facetand
hierarchy
structure
(FHS)

Requirement
quality
metric
(RQM)

A Requirement
quality metric
(ARQM)

Decision about
correction

analysis of assurance case-based
assessment

The structure of the paper is as follows. Section II
presents description of main entities, which can play role
of possible gaps during the cybersecurity analysis and
describes main stages of gap-analysis of assurance case-
based cybersecurity assessment. Section III contains the
example of the gaps which could possibly arise during
stages of cybersecurity analysis. Section IV contains

conclusions and future work directions.

Description of the Cybersecurity
Assurance Case-oriented Technique
The main stages of the overall cybersecurity

assurance case-based technique are depicted on the fig. 1.
The brief description of the main stages is as follows:
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Fig. 1. The overall picture of assurance case-based cybersecurity assessment
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e Building the requirements profile for the
particular product and requirements for its cybersecurity
assessment and assurance. The requirement profile
should take into account international standards, local
regulations, best practices with the detailed description
of the technologies used.

o Building the facet and hierarchical structure
of the requirements profile. This stage allows
establishing the interrelations of the requirements,
which are “located” at different levels of abstraction
(which were initially taken from different levels of the
normative documents, e.g. international and local level)
or represent different branches. FHS allows representing
the requirement profile in way that is more convenient
for understanding. It implies the analysis of semantics
and classification of requirements.

e It is especially crucial because for complex
systems, e.g. safety-critical, mission-critical systems
the amount of requirements and thus the size of the
resulting requirement profile can be extremely huge
in its size and its interpretation is a separate and
complex issue. The requirements for cybersecurity
assessment and assurance process should be
addressed carefully.

e Assessment of the corresponding Requirement
Quality Metric (RQM). It implies analysis of
semantics and classification of requirements,
representation of FHS in the form of multigraph,
determination of weighting coefficients and calculation
of the fuzzy / entropy coefficient, which is named
Requirement Quality Metric (“actual”).

e Assessment of the delta-RQM to the required
level. During this stage, the determination of the
requirements for RQM important for cybersecurity
(“ideal”) should be done. After this the delta-RQM
should be calculated by comparison of RQM “ideal”
with RQM “actual”.

e Decision about correction. At this stage the
person or group of persons conducting the cybersecurity
assurance analysis should make a decision about
correction of the FHS (which was built earlier) on the
basis of delta measure of effectiveness. If the decision is
affirmative then the facet and hierarchical structure
should be modified and the process of RQM assessment
will start again.

e If the decision to amend the system was not
made then the Advanced Security Assurance Case
(ASAC) should be developed. The process of
development of ASAC is described in detail in [10]. The
example application of ASAC in the process of
cybersecurity assurance of multi-version safety-critical
[1&Cs based on Field Programmable Gate Arrays
(FPGA) is described in [11].

e For assessment of risks related with the
intrusion to the system (e.g.  unrealized
countermeasures) the Intrusion Modes, Effects and
Criticality Analysis IMECA should be executed.
IMECA is a modification of FMEA (Failure Modes
and Effects Analysis) which takes into account
possible intrusions to the system [12]. Since any
vulnerability can become a failure if an intrusion
occurs, the IMECA should be used. It allows taking

into account failures caused by intrusions “using”
system vulnerabilities. During this stage the
(X)ME(Y)A modifications of FMEA family can be
used depending on the task as well, where
X € {Concept, Design, Failure, Intrusion, Process,
Product, Software, System} and Y e {Criticality,
Diagnostic}. At this stage the level of acceptable risk
is assessed. All related risks are calculated, studied and
ranged according with their criticality using criticality
matrixes. Here the joint use of gap-analysis together
with IMECA is also possible. It is based on the
identification of all possible discrepancies which can
be introduced by intrusions that in its turn could arise
during the cybersecurity assessment stages. Ranging of
gaps (which arise during the I&Cs’ development
process) which could lead to intrusions is made by its
criticality of using them by an intruder to perform
successful attack. The joint application of gap-analysis
together with IMECA provided for cybersecurity
assessment of 1&Cs used in nuclear power plant is
presented in [3].

e To eliminate the identified (or even possible)
vulnerabilities (furthermore attacks and threats) or make
them difficult (or even impossible) to exploit by an
intruder/attacker the determination of both sufficient
and cost-effective countermeasures should be done. The
set of countermeasures is developed during this step
taking into account maximum of effectiveness
(maximum level of cybersecurity) and minimum costs.

All data from previous steps are convoluted into
the case report, which contain the resulting data
received from all steps and description of the
corresponding identified gaps in order to make them
traceable, verifiable and justifiable.

It allows both developers, evaluators, owners and
any kind of parties involved implement changes to the
system within their competencies and thus this
mechanism itself provide confident and scalable
solution.

All abovementioned steps are forming the overall
picture of gap-analysis of assurance case-based
cybersecurity assessment.

Gap-analysis of Assurance
case-based cybersecurity
assessment technique

The gaps could be introduced into the result of
cybersecurity assessment (final product of the
cybersecurity assessment) through imperfection of the
following entities:

e human (process developer). Gaps of such type
can appears in the final product due to insufficient
knowledge of the developer, validator, owner, etc. or
due to the fact that the person or group of persons
conducting the cybersecurity analysis are insiders
pursuing destructive purposes;

e technique. Usage of inappropriate techniques
during cybersecurity analysis or incorrect interpretation
of the results obtained could possible lead to the gaps of
such type;

e inappropriate fools, which are used during the
cybersecurity assessment process.
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Each stage of the assurance case-based
cybersecurity analysis technique can possibly contain
gaps itself. So, in order to obtain the correct results of
cybersecurity assessment the developer, validator, owner

Table I. 1dentification of Gaps

or any stakeholder should be confident that no gaps were
introduced during the cybersecurity analysis stages.

The example of results of the gap-analysis for each
stage of the algorithm is represented in Table I.

Stage Identified gaps
Not all standards and regulations are taken into account
Standards do not include all the features of used technologies
Standards, Not all requirements are included in the profile of requirements (the requirements profile is
regulations incomplete)
Implementation of unnecessary requirements (unimportant for security)
Standards do not include all the features of used technologies
]l:ii:;‘;trig(;r The facet and hierarchy structure is made incorrectly
structure (FHS) Not all requirements are included in the structure (the FHS is incomplete)
Requirement The weights for the requirements are defined inaccurately
Quality Metric Classification of requirements is made incorrectly (e.g. Boolean - like not Boolean; Not Boolean -
(RQM) like Boolean)
QR; ;};1;;}:;:; The requirements for A Effectiveness criterion (AEf.cr.) are determined incorrectly (overestimated /
(ARQM) underestimated)
Decision &'lbout Decisions about correctness of the requirements are erroneous (incomplete, inaccurate)
correction
ASAC is built erroneously (incomplete, inaccurate)
ASAC Expert’ activities algorithm is determined erroneously (incomplete, inaccurate, not in detail)

The final results of conformity is determined erroneously

The list of gaps is incomplete

Risk assessment

Not all gaps are itemized and included to (X)ME(Y)A / IMECA
The probability and severity of the non-conformity of the system with the requirements is

The report is made with errors

R)/ XMEY)A determined inaccurately
The risk is calculated inaccurately
The list of countermeasures is incomplete
Set of optimal The coverage of the system by countermeasures is done erroneously (incomplete, inaccurate,
countermeasures incorrect)
(S.count.opt) Generalized indicators of countermeasures optimality were calculated erroneously
The optimization procedure is not implemented correctly
REPORT Negotiation of results is not traced back

Conclusions and Future Work

To sum up, the cybersecurity analysis process using
the case approach may have inconsistencies that need to
be evaluated and accounted for so that their impact on
the outcome of the assessment is minimal.

The development and implementation of methods
and tools for cyber security analysis can improve the
reliability of evaluation and enforcement of cyber
security requirements. The use of ASAC as an
algorithmic  mechanism  for  representing  the
requirements for cybersecurity allows the analysis
process to be conducted in an understandable and
reproducible way by any party involved. Thus, the
subjectivity of evaluating cybersecurity is reduced.

The paper discusses the main elements of performed
gap-analysis for assurance case-based cybersecurity
assessment using ASAC. The application of such
technique allows decreasing a probability of
discrepancies (furthermore vulnerabilities) exploitation
and appearance of security flaws of the cybersecurity
assessment technique itself.

The proposed cybersecurity assessment approach
and technique were applied to cyber security assessment

of RadICS FPGA-based 1&C platform, developed by
Research and Production Corporation Radiy. Gap-
analysis and IMECA were applied in development of a
company standard in Research and Production
Corporation Radiy that is harmonized with international
standards.

This normative document is used during
implementation of development and verification
activities for safety-critical systems for nuclear power
plants in Ukraine.

Future steps of the research will be dedicated to more
careful determination of gaps during the stages of
assurance-based cybersecurity analysis as well as
development of the tool for automation of the described
technique.
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I'en-anani3 ouiHOBaHHA Ki0epOe3nekH 3a J0NOMOI0I0 KeiiciB 3alleBHEHH
TEeXHIKa Ta NPUKJIaJ BUKOPHCTAHHS

O. O. Innmsmenko, B. C. Xapuenko, A. Kop

IIpeaMeToM BHBYEHHS B CTATTI € MPOLIECH OLIHIOBAHHS KibepOe3neku iHpopMmaniitHo-kepyrounx cucreM (IKC). Metoro €
po3pobKa TEXHIKH aHaJIi3y PO3PHB IPoLeCy ITPOBEACHHI aHali3y KibepOe3neku. 3aBaaHHsI: pO3pOOHTH METOJl aHali3y PO3PHUBIB
y HpoLeci OLiHIOBaHHSA He(yHKIIOHaNbHUX BUMOr 10 QyHKuioHanbHOI Ta kibepbesnexkn IKC, 3acHoBanmii Ha Knacudixauii
BUMOI' 3 YpaxyBaHHSAM MOXIIMBOCTI IX JIEKOMIO3MLii, sIKMH BKI04ae B cebe MoOyHOBY MOMIMIIEHOro Kelca 3areBHEHHS
iHopmaniiiHoi Oe3nexkn i BU3HAYEHHS KOHTP3aXOIiB ILIOJ0 YCYHEHHsS BUSBIEHMX po3puBiB. BucHoBkm. HaykoBa HOBU3HA
OTPUMAaHUX PE3YNbTATIB MOJIATa€ B HACTYITHOMY: OTPHMAB MOZAJIBIIOr0 PO3BUTKY MeToA 3a0e3neueHHs iHpopmMauiiiHoi Ge3nexu
m¢ppoBux komroHeHTiB IKC muisxom NpoBeleHHsS aHali3y HEBIIOBIAHOCTEH BHMOI 3 BHUKOPHUCTaHHSM IPOLEAYP ONHUCY
BPa3IMBOCTEH 1 OIIHKM KPUTHMYHOCTI HACIIIKIB BTOPTHEHb, a TaKO)K BU3HAYECHHS MHOKHHU KOHTP3axOIiB 3a KPUTEpiEM
«Oe3neKa-BapTiCThy, 10 JO3BOJIAE 3MEHIIUTH PU3UKH 110 IPUHHATHOIO PiBHS.

KawuoBi caoBa: Ilokpamenuii Keiic 3aneBHenns [ndopmaniitnoi besnexn (ITK31B); anani3 po3pusiB; kidepOesneka;
OLIIHIOBAHHS; BAMOI'a; BiAMOBIAHICTb.

I'en-anams onenkn ku6ep0e30MacHOCTH C MOMOIIBIO KeliCOB 3aBepeHns:
TeXHUKA U MPUMEP UCIIOJIB30BAHUSA

O. A. Unpsmenko, B. C. Xapuenko, A. Kop

IIpeaMeToM M3ydeHHs B CTaThe SBISIOTCS IPOLECCH OLEHUBAHMUS KNOepOe30macHOCTH HH(OPMAMOHHO-yIIPaBIIFOIINX
cucreM (MYC). Ienpro sBnsercst pa3paboTka TEXHUKH aHAIM3a Pa3pblBOB IIpolecca aHanu3a kubepOesomacHocTu. 3agaqm:
paspaboraTh METOX aHalW3a pa3pbIBOB B IpOLECCE OIEHMBAaHHWA HE(QYHKIMOHAIBHBIX TPEOOBaHWH K (YHKIMOHAJIBHOH H
kubepo6ezonacHoctr UYC, ocHOBaHHBIN Ha KilaccH(UKanuy TpeOOBaHUI C yI€TOM BOZMOXKHOCTH MX JIEKOMITO3HIMH, KOTOPBIN
BKJIIOYAET B ce0s MOCTPOCHHE YIYUIICHHOro Keiica 3aBepeHHst HH)OPMAILMOHHON 0€30MacHOCTH U OIpeJie]IeHHe KOHTPMEp 0
YCTpaHEHHIO BBISBICHHBIX Pa3pblBOB. BhiBoabl. HaydHass HOBHM3HA MOMYYEHHBIX PE3Y/IBTATOB COCTOUT B CIEAYIOIIEM: ITOIYYHIT
JTaNbHEHIee pa3BUTHE METOH OOecreyeHrs] MH(POPMAIOHHOH 0e30MacHOCTH IH(POBEIX KoMIoHeHTOB MY C myreM npoBeneHust
aHaM3a pa3pbIBOB TPEOOBaHMH C HCIIONB30BAaHMEM NPOLEAYp OIUCAHMS YSA3BUMOCTEH W OLEHKH KPHUTHYHOCTH IIOCIIE/ICTBHIA
BTOPXKEHUH, a TaKKe OIpENeIeHNs] MHOKECTBA KOHTPMEP IO KPHTEPHUIO «Oe30MacCHOCTE-CTOMMOCTEY, YTO IO3BONSIET YMEHBIIUTH
PHCKH JI0 IPHEMIIEMOTO YPOBHSIL.

Kawuessie caoBa: Viyumennsiii Keiic 3aBepenus Nudopmaunonnoii besonacHoctu (YK3UB); ananu3 pa3pbisos;
K1OepOe30MacHOCTb; OLEHUBAHKE; TPEOOBAaHUE; COOTBETCTBUE.
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DATABASE SECURITY:
THREATS AND PREVENTIVE MEASURES

The subject matter of the article is the variety of different threats and vulnerabilities which can occur while developing,
managing and maintaining different databases and database management systems. The goal is to analyze the described
threats and provide the most appropriate solutions. The tasks to be solved are: analyze the variety of different threats and
vulnerabilities and select the most common and problematic ones, propose the most appropriate preventive measures or
solutions for each of items selected. Ensuring database security is very critical for the organizations. As the complexity of
the databases increases, we may tent to have more complex security issues of database.

Keywords: security; threats; risks; preventive measures; database; database management systems.

Introduction

In recent years, security incidents, including
sensitive data leakage, has been seen more frequently.
Much of this sensitive data is processed and
maintained using the help of database management
systems (DBMS). Considering that, for the different
organizations, their data security is crucial, it is
essential to take different actions and use various
practices in order to protect the data present in the
database. Secure databases are the ones who’s been
ready to take appropriate measures in case of possible
database attacks. There are variety of security models
required to maintain stored data in integrity [1][2].
They may be different in many aspects as they are
targeted on prevention of the different problems in
database security. Also, they can differ because the
definition of database security is not strict, which leads
to many various issues for engineers, who seek for
creation of the secure infrastructure for sensitive data
storage.

Database is a collection of data that is stored
somewhere on the physical machine [3]. Any user,
who is authorized to communicate with database can
perform different read-write on the data stored within.
Databases could not manage themselves, as they are
responsible only for the data storage. Systems, which
are created especially for database management and
maintenance are called database management systems
(DBMS).

DBMS interacts with authorized users, other
applications and database itself to capture and analyze
the data. It is responsible for restructuring the data for
better performance and to lower the storage
consumption.

DBMS can be accessed in parallel way and it
should handle all the requests correctly and without
any issues. Also, it can be responsible for storing
snapshots for the databases using the “backup and
restore” functionality.

Now a day’s the databases are required to store
any type of data needed, because they are much more
efficient in terms of processing speed. Also, the costs
for database maintenance is more than affordable for
any kind of business. Modern databases could handle
the bulk operations with millions of data items in a

second [4]. For example, there is no need to manually
write and calculate the warehouse re-stock report,
because hand held barcode scanners can be used to
write information directly into the database.

When the database is used in offline mode only,
with only one concurrent connection at max, then there
is no need perform any actions to ensure database
security.

But in cases, when the database communicates
with many different concurrent connections and
external applications, the next question arises: “Is data
secured using the database?”. Security in today’s
world is one of the most important and challenging
tasks that people are facing all over the world in any
aspects of their lives.

With passage of time, the databases become
much more complex to maintain.

Without up-to-date documentation, database
engineer will hardly keep up with all places, where the
sensitive data is contained.

Database security is the use of a wide range of
data security controls to protect databases against any
attacks (internal or external), against compromises of
database confidentiality, integrity and availability.

The goal of this article is to perform analysis for
different existing vulnerabilities related to databases
and to propose appropriate counter measures for them.

Database Threats

Modern databases are subjects to breach using
various attack, aimed to receive unauthorized access or
to corrupt the date integrity or availability. Before we
start describing the preventive measures of different
attacks and vulnerabilities, there is necessary to
describe some of the risks related to them, and, if there

are an ability to, provide examples of the
consequences.
Excessive  privileges. = When users (or

applications) are granted database access privileges
that exceed the requirements of their job function,
these privileges may be abused for malicious purpose.
For example, a university administrator whose job
requires only the ability to change student contact
information may take advantage of excessive database
update privileges to change grades. A given database
user ends up with excessive privileges for the simple
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reason that database administrators do not have the
time to define and update granular access privilege
control mechanisms for each user. As a result, all users
or large groups of users are granted generic default
access privileges that far exceed specific job
requirements [5].

Countermeasures. Do not grant access
privileges that far exceed specific job requirements for
the user. Implement good audit trails, so database
administrators could handle with privilege abuses in
timely manner.

Example. According to a survey from security
firm BeyondTrust, which focuses on privilege
management issues, more than 47 percent of the 728
survey participants said users in their organizations
have elevated privileges not necessary for their roles.

Twenty percent reported that more than three-
quarters of their user base run as administrators. In
addition, 33 percent said their organizations had no
policies for privileged password management [5].

Input injections. Input injections is a code
injection technique, used to attack data-driven
applications, in which nefarious database query
statements are inserted into an entry field for execution
(e.g. to dump the database contents to the attacker).

Countermeasures. Validate input data received
from the user. Do not blindly use the input data
provided.

This may be achieved by adding an additional
interpretation level into the application, which will
handle the database query construction.

Use parametrized statements if it’s possible.

Use Data Access Control policies to manage the
database user privileges (e.g. deny any modification
requests for the certain resource).

Example. On October 1, 2012, a hacker group
called "Team GhostShell" published the personal
records of students, faculty, employees, and alumni
from 53 universities including Harvard, Princeton,
Stanford, Cornell, Johns Hopkins, and the University
of Zurich on pastebin.com. The hackers claimed that
they were trying to '"raise awareness towards the
changes made in today’s education", bemoaning
changing education laws in Europe and increases in
tuition in the United States [6]. In October 2015, an
SQL injection attack was used to steal the personal
details of 156,959 customers from British
telecommunications company TalkTalk's servers,
exploiting a vulnerability in a legacy web portal [7].

Malware.  Cybercriminals,  state-sponsored
hackers, and spies use advanced attacks that blend
multiple tactics — such as spear phishing emails and
malware — to penetrate organizations and steal
sensitive data. Unaware that malware has infected their
device; legitimate users become a conduit for these
groups to access your networks and sensitive data.

Countermeasures. Do not install any additional
software without formal verification (antimalware
tools, sandboxes, etc.) or services onto your database
server. Provide an explicit and well-documented
software installation policy for your organization
members.

Weak audit trail. Automated recording of all
sensitive and/or unusual data base transactions should
be the part of the foundation underlying any database
deployment. Weak database audit policy represents a
serious organizational risk on many levels.

Counteremeasures. Configure your DBMS to
generate log for desired security events. Use third-
party network-audit tools.

Backup exposure. Backup database storage
media is often completely unprotected from attack. As
a result, several high-profile security breaches have
involved theft of database backup tapes and hard disks
[8].

Countermeasures. All database backups should
be encrypted. In fact, some vendors have suggested
that future DBMS products may not support the
creation of unencrypted backups.

Encryption of on-line production database
information is often suggested, but performance and
cryptographic key management drawbacks often make
this impractical and are generally acknowledged to be
a poor substitute for granular privilege controls
described above [7].

Weak authentication. Weak authentication
schemes allow attackers to assume the identity of
legitimate database users by stealing or otherwise
obtaining login credentials. An attacker may employ
any number of strategies to obtain credentials.

Countermeasures. Use strong authentication:
two-factor mobile  authentication, certificates,
biometrics. In cases where additional authentication
options are unavailable, enforce strong
username/password  policies (minimum  length,
character diversity, obscurity, etc.).

Example. Millions of accounts associated with
video-sharing site Dailymotion, one of the biggest
video platforms in the world, have been stolen. A
hacker extracted 85.2 million unique email addresses
and usernames from the company’s systems, but about
one-in-five accounts — roughly 18.3 million— had
associated passwords, which were scrambled with the
berypt hashing function, making the passwords
difficult to crack. The hack is believed to have been
carried out on Oct. 20 by a hacker, whose identity isn’t
known, according to LeakedSource, a breach
notification service, which obtained the data [9].

DB vulnerabilities & misconfiguration. It is
common to find vulnerable and un-patched databases
or discover databases that still have default accounts
and configuration parameters. Attackers know how to
exploit these vulnerabilities to launch attacks against
your organization.

Countermeasures. Do not use default
credentials/accounts for the database communication.
Integrate your database server authentication system
with organization’s domain system.

Example. MacKeeper Security Researcher Chris
Vickery contacted DataBreaches.net to report that he
had discovered yet another misconfigured MongoDB
database. This one, 132 GB in size, appeared to
contain voter registration data from 93,424,710
Mexican citizens [10].
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Denial of service. Denial of Service is a general
attack category in which access to network
applications or data is denied to intend to user.

Countermeasures. Harden the TCP/IP stack by
applying the appropriate registry settings to increase
the size of the TCP connection queue, decrease the
connection establishment period, and employ dynamic
backlog mechanisms to ensure that the connection
queue is never exhausted.

Use a network Intrusion Detection System (IDS)
because these can automatically detect and respond to
SYN attacks.

Example. On March 26, 2015, a very well-
coordinated distributed denial of service (DDoS)
attack was waged on GitHub, the heir apparent to the
now-closing Google Code. GitHub characterized this
as the largest DDoS in its history. The Electronic
Frontier Foundation (EEF) and security researchers
Netresec name the Chinese government as the culprits
of the attack, which lasted until March 31, 2015 [12].

Loss of outdated storage devices. Because of
rapid growth of computing power, different storage
devices (hard disk drives, solid state drives and other
data storage hardware) become outdated every 5-7
years and so they are replaced with new ones. Usage of
embedded data destruction tool does not guarantee the
inability to restore the data.

Countermeasures. Always perform  full
recycling of outdated storage devices with respect to
the rules and standards of this process.

Limited security expertise & education. Non-
technical security is also play an important role.
Internal security controls are not keeping pace with
data growth and many organizations are ill-equipped to
deal with a security breach. Often this is due to the
lack of expertise required to implement security

controls, enforce policies, or conduct incident response
processes.

Countermeasures. Hire or
experienced security professional.

Summary

Databases are the core part for any modern
information system. It is crucial to create environment,
which will protect the data and the database itself.
With the passage of time it becomes harder and harder
to achieve this goal.

With the rapid growth of data production and
consumption lead to an increase of data breaches and
uncovered vulnerabilities [13].

This article aims to popularize the idea of data
security as well as to provide a cumulative set of rules
and actions which can decrease the risks related to data
confidentiality, integrity and availability violations.
Also, it covers different types of vulnerabilities which
can occur while working with modern databases and
database management systems.

As it follows from a brief review of the list of
presented vulnerabilities, it’s not hard to declare that
the most crucial point of database security is the
personnel which is responsible for managing and
developing the database. This work had covered some
of vulnerabilities related to databases and described
the counter measures for them.

Usage of described recommendations will help to
avoid the impact of the threats listed while developing,
managing and using the databases. The threats
described are not covering all the opportunities of
potential violators.

In particular, various insider threats that occupy a
sufficiently large niche in the list of threats to the
database.

cultivate an
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Be3neka 6a3 ganux:
3arpo3M Ta NPeBeHTUBHI 3aX01H

B.4. TleBues, C.J1. Kanunncbkuit

€ BeMKa KiUIbKICTh PI3HOMAHITHHMX 3arpo3 Ta BPa3IMBOCTEH, SKi MOKYTh BUHMKHYTH ITiJl 4ac pO3pOOKH, yHPABIiHHA Ta
MIATPUMKH pi3HHMX 0a3 JaHMX Ta CHUCTEM YIpaBIiHHA 0azaMu JaHMX. METOI0 CTAaTTi € NPOBEIEHHS MONIHOJICHOro aHali3y
OIMCAHUX 3arpo3 Ta BU3HAYCHHs HAHOLIbII ONTUMAIBHUX 3aX0IB I IX YCYHEHHs. 3aBAAHHs: IPOBECTH IOrIHOICHHIT aHai3
PI3HOMAaHITHHX 3arpo3 i Bpa3iauBocTel Ta BUOpaTH HaiOLIbII PO3NOBCIOLKEHI Ta HANIIPOOIEMaTHYHIlI 3 HUX, IPOAHAII3yBaTH
Ta 3alpOIOHYBATH ONTHUMAJIBHIII 3 IPEBEHTUBHUX 3axoiiB abo pillleHb JUIi KOXKHOI 3 mneperisHyrux 3arpos. Cepen
NMpoaHajizoBaHUX 3arpo3 Oynu obpani: HaxMipHI npuBitel (excessive privileges), BXifHi in'ekuii (input injections), 37T0BMICHE
nporpamHe 3a0e3nedeHHs (malware), cmabkuii ayauTopebkuil iy (weak audit trail), HemocTaTHIH piBeHb O€3IEKH pe3epBHUX
xoriit (backup exposure), cnabka ayrentudikamis (weak authentication), BHyTpilllHI Bpa3iaMBOCTI 0a3 JaHHMX Ta HENpaBHIbHA
koH(irypamist (DB vulnerabilities & misconfiguration), HekepoBani koH(ineHwLiMHI faHi (unmanaged sensitive data), BiimMoBa B
obciyroByBaHHi (denial of service), Brpara crcannx HociiB iHpopmarii (loss of outdated storage devices), HU3bKHMI piBEHb
eKCIIepTH3H 3 0Oe3nekn Ta HU3bKWE piBeHb ocBiTH mpamiBHUKIB (limited security expertise & education). s koxHOI 3
HepepaxoBaHKX 3arpo3 NPOaHaNi30BaHi Ta BU3HAUCHI ONTHMAIIbHI 3aX0AU I 1X ycyHeHHs. BucHOBKH. Ba3u naHuX € OCHOBHOIO
JacTHHOIO OyIb-sIKOi cydacHOI iH(popMauiiiHoi cuctemu. J[yxe Ba)JIMBO CTBOPUTH CEPENOBHUIIE, SIKE 3MOXKE 3aXUCTUTH JaHi Ta
caMmy 0a3y JaHUX. 3 4acoM CTa€ Baxkye JOCATTH Li€i MeTH. [IBuIKe 3pOCTaHHs CTBOPEHHS Ta CIIOXKMBAHHS JAHUX IPHU3BOAUTS JI0
301IbIIEHHS OPYIIEHHS JAHUX Ta BUABJICHHS HOBUX Bpa3iMBOCTeH. JlaHa CTATTs HalliJieHa Ha Iomyispu3alito inei 6e3nexu 6a3
JIAHUX @ TaKOX IPOIOHYE YiTKUI HaOip MpaBmII Ta [JiH, CIPAMOBAHUX HA 3HWKEHHs PU3HUKIB, OB SI3aHUX 3 KOH(QIICHIIHHICTIO,
L{JTICHICTIO Ta JOCTYIHICTIO JaHUX. SIK BUILUIMBA€ 3 OJIAAY NEPeNiKy MPeICTaBICHUX BPA3JIMBOCTEH, HE Ba)KKO 3aMIiTUTH, IO
HalBa)KJIMBIIINM ITyHKTOM O€3IeKH 0a3 TaHHUX € NepcoHal, KUK BiIIOBIJa€ 3a yIpaBIIiHHS Ta pO3pOOKY 0a3H JaHMX.

KawuoBi ciroBa. Ge3nexa; 3arpo3u; pu3KKY; IPEBEHTHBHI 3aX0/IH; CHCTEMa yIpaBIIiHHs 0a3aMu JaHMX.

Be3onacHocTb 6a3 AaHHbLIX:
yrpo3sbl U npeBeHTUBHbIE Mepbl

B.4. Tlenes, C.J1. Kamunnckuit

EcTe 0GoONbIIOE KONMYECTBO Yrpo3 M YSI3BUMOCTEH, KOTOpbIe MOTYT BO3HHKHYTh IIPH pa3paboTKe, yIpaBICHHS U
HOIEPXKKH PAa3NUYHBbIX 0a3 JAaHHBIX M CHCTEM YIpaBleHHs Oa3aMu JaHHbIX. LleIbI0 CTAaTBH SIBISETCS IIPOBEACHHUE
Yri1yOJIeHHOrO aHaIU3a ONMCAHHBIX YIPO3 U ONpeJieleHre Hauboee ONTUMAIIBHBIX Mep JUIS X YCTpaHeHUs. 3ajaqa: IpoBeCTU
yrIyONeHHbIH aHalu3 yrpo3 M ys3BUMOCTEH M BHIOpaTh Hambolee paclIpOCTPaHCHHBIC W CaMblii NMPOOJIEeMAaTHYHBIE U3 HHX,
[POaHAIM3UPOBATE U MPEIOKUTH ONTUMAIIBHBIC M3 IPEBEHTUBHBIX Mep WIM PeLICHUH JUI KaXIOH U3 IPOCMOTPEHHBIX Yrpo3.
Cpeny mMpoaHATM3NPOBAHHBIX YIrPo3 ObLTN BHIOpaHBI: Ype3MepHbIe PUBMIETHH (eXcessive privileges), BXOASIINE HHBEKIUH
(input injections), BpeIOHOCHOE NporpaMmHoe obecreueHne (malware), ciaObridi aymuropckuit ciex (weak audit trail),
HEJIOCTATOUHBII ypoBeHb Oe3omacHOCTH pe3epBHBIX konmid (backup exposure), cmabas ayrenrudukamus (weak authentication),
BHYTPEHHHE YA3BUMOCTHU 0a3 NaHHBIX U HenpaBwibHas koH(urypauus (DB vulnerabilities & misconfiguration), HeynpasisiemMble
KOHOUIeHIMaNbHbIe NaHHble (unmanaged sensitive data), oTka3 B oOciyxuBanun (denial of service), moreps CIHCaHHBIX
Hocuteneil uapopmanuu (loss of outdated storage devices), HU3KHI ypOBEHb SKCIEPTU3bl 0€30IIACHOCTH M HU3KUH YpOBEHb
obpazoBanust paboraukos (limited security expertise & education). Jlyist kak10if U3 EPEUNCIICHHBIX YIPO3 IIPOaHAIM3UPOBAHBI U
OIpEe/eNeHbl ONTHMAJbHBIE MEphl Ul HMX yCTpaHeHHs. BuIBoabl. bBa3bl NaHHBIX SBISIETCS OCHOBHOH 4YacThblo JIIOOOMN
COBpPEMEHHON MH(OPMAIMOHHON cucTeMbl. O4eHb BaXKHO CO3HAaTh CPemy, KOTOpask CMOXKET 3allUTUTh JaHHBIE U camy 0a3y
naHHBIX. CO BpeMEHeM CTaHOBHUTCS TPYAHEE TOCTUYb 3TOH LIeJIH. BBICTPBI pOCT co3iaHust M HOTPEOICHUS JaHHBIX PHBOIHUT K
YBEIMYCHHUIO HAPYIICHWIl NAaHHBIX U BBUIBJICHHIO HOBBIX YA3BUMOCTeH. JlaHHas CTaThsl HallelieHa Ha IOMYISPU3ALMIO HICH
Ge3omacHOCTH 0a3 MaHHBIX U NpeIaraeT 4eTKUi Habop IPaBUII U IeHCTBHUI, HAIIPAaBICHHBIX Ha CHYDKEHHE PHCKOB, CBS3aHHBIX C
KOH(HMICHIMATEHOCTIO, LEJTOCTHOCTBIO M JOCTYHHOCTBIO JaHHBIX. Kak cnemyer u3 0030pa HepedyHsi NpencTaBICHHBIX
YA3BEMOCTEH, HETPYIHO 3aMETUTh, YTO BaXKHEHIINM IyHKTOM O€30IacHOCTH 0a3 JaHHBIX SBISETCS IIEPCOHAN, OTBEYAIOIIMH 3a
yIIpaBJIeHHE U pa3paboTKy 6a3bl JAHHEIX.

KawueBblie cioBa: 6G3OHaCHOCTL; YrpoO3bl; PUCKHU; IIPEBEHTUBHBLIC MEPLI; CUCTEMA YIIPABJICHUS Oazamu JIAHHBIX.
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YAOCKOHAJIEHHA ITPOUHECY JEKOAYBAHHSA MYJbTUMEIIA JTAHUX,
3AKOJOBAHUX AJITOPUTMOM HIOKPOJIAXI

IIpeqveroM BHBYEHHSI B CTATTi € POLIECH NIE€PENIABaHHS JaHUX B CUCTEMaX KPUTHYHOIO 3aCTOCYBaHHA. MeToI0 € po3po-
OKa BJIOCKOHAJIEHOI'0 aIrOPUTMY AEKOIyBaHHSA MYJIbTHME/ia JaHUX, 3aKOJI0BAHUX 3aBaJOCTiHKUM (poHTaHHUM KoznoM Lllo-
Kposyaxi. 3agadi: MMiABUIIUTH JOCTOBIPHICTH i ONEPATUBHICTH JEKOAYBaHHS MYJIbTUMEAia JaHHUX, epeaaHuX 110 0e3poTo-
BUX KaHaJaxX 3B'I3Ky, PO3IIAHYTH iCHYIOUI aJI'OPUTMH KOJyBaHHS i nexkonyBanHs Lllokponaxi misd nepenaui MynbTuMenia
JIAHUX 110 KaHalaxX 3i CTUPaHHs]M, aJalTyBaTH ICHYOUMH KOJ 10 MiJBUIIEHHX BMMOI ONEPaTUBHOCTI Ta JOCTOBIPHOCTI
LUIAXOM Y OCKOHAJICHHS IIPOLEIypH JAEKOMYBaHH BifeoiH(pOpMallii, IPOBECTH NOPiBHIbHUI aHali3 edeKTUBHOCTI pobo-
TH 3aIPONIOHOBAHOI MPOILEAYPHU 110 BiJAHOLIEHHIO JI0 iCHYIO4Oi CTaHIapTHOI mporuenyp . Bukopucranumu merogamu e:
¢donrannnii kox lokponaxi, meron I"ayca, anroput™ nommpenns nosipy, LT xon. Orpumani HacTynHi pe3ynbraTu: cdo-
PMYJIBOBAHO 3a/1auy IiJJBUILECHHS JOCTOBIPHOCTI i ONEPAaTUBHOCTI JEKOLYBAaHHS MYJIbTUMeE/lia JAHUX, YAOCKOHAIEHO I1po-
Leypy JeKOLyBaHHS MYJbTHME/ia JaHHUX, 3aK00BaHUX (oHTaHHUM KoztoM Illokporaxi, noka3zaHa e()eKTHBHICTb POOOTH
JIAHOI TPOLEIYpH Y TOPIBHIHHI 3 ICHYFOUMM aIrOPUTMOM JAEKOIyBaHHA. BHCHOBKH: HayKoBa HOBHM3HA OTPHMaHHUX pe-
3yJbTATIB MOJATAE B HACTYIIHOMY: MU BIOCKOHAIMIM CTaHAAPTHY Hpouenypy nekonyaHHs [llokponaxi muisxoMm oprasi-
3a11ii MOXJIMBOCTI IIPOJOBXKYBAaTH JICKOAYBaHHs NPH BHHUKHEHHI 30010 3 MOMEHTY 3000, HE IOBEPTAIOUHChH JI0 IOYATKY
niepiioro eramy. Burpam y uaci cranoButs Bix 1,3 10 1,7 pasiB B 3a1€XHOCTI BiJl po3Mipy NepeJaHUX CUMBOJIB 1 KUIBKOCTI
CHMBOJIIB B KOZIOBaHHX Onokax. OTpUMaHMIl pe3yNbTaT € BaXKIMBUM B CHIIY TOTO, IO Yac € OJHI€I0 3 OCHOBHHUX XapaKTe-
PHCTHUK MOKAa3HUKIB SIKOCTI IIPU NepeaBaHHI JaHHX.

Kaw4doBi ciaoBa: (bOHTaHHi KOAU; NCKOAYBaHHA MyJ'lBTI/IMeL[ia JaHUX; CUCTEMU KPUTUYHOI'O 3aCTOCYBAaHHS; OlI€paTUB-

HICTB 1 JOCTOBIPHICTH Iepeayi JaHuX.

BcTtyn

Ha croroaninmHii neHp B YKpaiHi 3agada 3a0e3me-
YEeHHS 3aXHUCTY IHPPACTPYKTYpU KPUTHYHOTO 3aCTOCY-
BaHHS BiJ| pI3HUX BHIIB 3arpo3 i ix KoMOiHalii € akTya-
JIBHOIO 1 BayKIMBOIO [1 — 5]. OmHUM 3 HAMOLIBIIT BaXKITH-
BUX OO'€KTIB KpUTHYHOI iH(QpacTpyKTypu YKpaiHu €
3aJIi3HUYHUI TpaHCHOPT. Y HOPMATUBHUX JOKYMEHTAX,
IO BiJJHOCSATHCS /IO YIPABIIHHS 3aJi3HHYHUM TpPaHCIO-
pToM [6, 7], 3adikcoBaHO, IO OCHOBHUMHU IPHHIUIIAMH
3a0e3rneueHHsT Oe3MeKu € BJIOCKOHAJIEHHS CHUCTEMH
yIIpaBIiHHS OE€3MEeKOI PyXy IOi3/iB LUIIXOM BIPOBa-
JOKEHHSI Cy9aCHHX KOMITIOTEPHUX 1H(QOpMAaIiiHUX TeX-
HOJIOTi# 1 3ac00iB. OJHUM 3 TaKUX NUIIXIB € BUKOPHC-
TaHHS CUCTEM Bi/IeO0 KOHTPOJIIO Ha HAHOLIBII BaXITUBUX
IUITHKaX pyXy 3ali3HMYHOTO TPaHCIIOPTY i3 HaJICHJIaH-
HSAM BiJICOJ]aHUX Ha 3acO0H BiOOpakeHHS y KaOiHI Ma-
muHicTa. PO3risHyTHil THIT TaHUX BUMAarae nepenadi i3
3aJaHOI0 SIKICTIO 3a0e3nedyeHHss mociuyr. Ilpu mpomy
OJIHI€I0 3 OCHOBHUX XapaKTEPUCTHK SKOCTI IMOCIYT, 10
HA/AIOTBCS NPU Tepenadi MyJAbTUMEIIHHUX JaHHUX €
JIOCTOBIPHICTB 1 ONIEPATUBHICTb.

AKTYalBbHICTh., AHANI3 JITEPATyPHHUX JDKEPEI
[8 — 10] nmoka3as, 110 B AaHWI Yac MUTAHHS ITiBHIICH-
HSl ONEpPATHBHOCTI 1 JIOCTOBIPHOCTI mepenadi MyJbTH-
MeNiHHUX JaHuX 3aJHMIIAIOThCS aKTYaJlbHUMH Ta IM
npuAaLIsieThbest Oarato yBaru ¢axiBuiB. Tak B poOorax
[11, 12] BupimenHs 3aBIaHHs SKiCHOI repeaadi Bifeoi-
HopMaIlii MoB'S3yIOTh i3 BUKOPUCTAHHSAM (POHTAHHUX
komiB. lle mo3BOJIsE BIAMPABIATH JaHi 110 KaHANAX 3B's-
3Ky 3 HU3BKHMU SIKICHUMH XapaKTePUCTUKAMH 1 BiJHOB-
JoBaTy iH(GOpMAIiiHi TAKeTH y pa3i BTPaTH YaCTUHU 3
Hux. lle mae MOXIMBICTH HE TMOKJIAIaTUCS HAa 3HAHHS
piBHs BTpatu maketiB. IIpoBexeni mocmimkenns [11 —
14] moxa3zanu, 110 B yMOBaxX BUKOPHUCTAHHS IEPEBAKHO
METOIB 1 3ac00iB 0e3IpPOTOBOro 3B'SAI3KY A 3abe3re-

YeHHs SKOCTI Iepeiadi MyAbTUMeNiiHoi iHdopmarii,
HaiOlbI eekTuBHUM € QoHTaHHui kox Illokpomnaxi,
B IIEPIIY Yepry Ie IMOB'I3aH0 3 MOXKIIMBICTIO HOTO MpaK-
TUYHOI peaisallii, BITHOCHO HEBEIMKOrO 4Yacy KOmy-
BaHHS, 8 TaKOX HOro 3JaTHOCTI BiJJHOBHUTH IIaKeT IiJI-
KOM Y pasi HOro BTpaTH.

OpHak B yMOBax HOCTIHHOTO 3pOCTaHHS LIBHJIKO-
CTEel pyXOMOT'O CKJIQAy 3aJIi3HUYHOTO TPAHCIIOPTY, -
HaMIiYHOI 3MIHM HAaBKOJIO TPAHCIOPTHOI OOCTAHOBKH, a
TaKOX HASBHOCTI 00'€KTUBHO iCHYIOYHX (PaKTOPIiB 3HHU-
JKEHHsI BIPOTIIHOCTI mepeaayi MyJabTHMeia JaHuX Iy-
)K€ BAXIIMBUM 3aBJaHHIM 3aJHMIIAETHCS aJanTaris ic-
HYIOYHX KOJIB JI0 IiJBUIIEHUX BHMOI ONEPaTUBHOCTI
Ta JOCTOBIPHOCTI.

ToMmy akTyanbHUM 3aBIaHHSIM € YJIOCKOHAJCHHS
ICHYIOUMX METOIB i anroputmiB koayBanHs [llokpomna-
X1 Ta IX ajganTaiis 10 MiABUIIEHUX BUMOI OIIEPATUBHO-
CTi 1 JIOCTOBIPHOCTI IIpH Iiepenadi MyIbTUMEIIHHOI iH-
dopmarrii.

Buknag ocHOBHOro maTepiany

1. Onuc cTaHaapTHUX NpoLeayp KOAYBAaHHS Ta
nexoxyBaHHs koaom Illokpomaxi.

Mpunnun xoxy Hlokponaxi monsrae B KOmyBaHHI
0 OJTHOMY OJIOKY BUXiZHUX CUMBOJIB, PO3Mip KOXKHOTO
BUXIJTHOTO CHMBONY [ JeXHTh B MeXax Big 1 o
1024 Gaiit. Pi3Hi OJOKM BHXiTHHX CHMBOJIB MOXYTb
CKJIaIaTHCA 3 Pi3HOI KUTbKOCTI K BUXITHUX CHMBOJIB
[15].

Konysanus indopmanii xogom Ilokponaxi mpo-
BOJIMTHLCS B J[BA €TAITH.

Ha mepmiomy eramni mporecy koayBaHHS BinOyBa-
€THCS1 OTPUMaHHS MOMEPEIHHOr0 30BHIIIHBOTO KOAy A —
TIONIEPETHHOTO KOy, SIKUH IPeNCTaBiIsie coO0I0 ABIHKO-
BY MAaTpHIIO, 1[0 CKIAJa€ThCs 13 MOPOHKYBaJIbHOI MaT-
pHLi 3 HHU3BKOIO INIJIBHICTIO TEpeBIpKM Ha MapHICTh
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(Grppc ), AKa NOPOIKYe MATPUILIi 3 BUCOKOIO IMIiNIbHIC-
TIO TepeBipkd Ha mnapHicts (Gpyr) 1 matpuni LT

(Grr)-
INonepenniit xox [A];,; BUKOHYe HABI (QYHKII.

Matpuui 4, Grppc 1 Gy TapaHTyIOTh, IO KOXKCH
BHXIJHUI CUMBOJI KOAYETHCS, IIIOHAWMEHIIIE, OMUH pa3s,
i IIe JO3BOJISIE IEKOACPY BiTHOBUTH KOXKXEH BUXITHHIMA
cumBoi. Ilonepenniit xox [A];,; Mictuts mepmi K
psaKiB nopomxyBaiabHol Matpuli [G; 7 |y » 110 O3Ha-
yae, mo mepuri K BUXiZHUX cuMBONiB LT —Kkoaepa
BianoBigaroTh K BHUXIJHUM CUMBOJIAM.

B nepury gepry komep koaye K BHXiTHHX CUMBO-
m S[j], j=0,..,K-1 B L npOMIXHUX CHMBOJH
C[i], i=0,..., L—1, BUKOPUCTOBYIOUH IOIECPEIHINA KO
A . Caveomn C[i], srenepoBati Gyppc 1 Gy, Ha-

3MBAIOTHCS HAUTUIIKOBUMH CUMBOJIAMH 1 OOYHMCITIOIOTh-
cs 3a Bupasom (1).

C[0]
CIL-1]
-7
[Clrxa
S
- Sx1 (1)
[Grppclsxk  Isxs ZsxH Zia
= [Ghai luxk+s) THxH o S[0] |,
[GrrlkxL :
STk -1
[Alrxr LS[ 1]
[SrlLx

ne S —kinpkicte LDPC cumBoniB, H — kijgbkicts Half
CUMBOJIiB, L — KUIBKICTh TPOMIKHUX CHMBOIIIB,
L=K+S+H.

Ha ngpyromy eram XomyBaHHA BigOyBaeThCs
OTpUMaHHs BHYTpinHbOro koay Jlaoi. Ilpu upomy 3a-
CTOCOBYEThCS KoAyBanbHUK LT Koy, SKuit BUKOPUCTO-
BY€E MIPOMIXKHI CUMBOJIH JUIsl TeHepalii N 3aKoJoBaHMX

cumBoiiB E[i], i=0,.,N—1, N> K, BIANOBiAHO IO
Bupasy (2).
E[0] 811 gir C[0]
: =| P |e : , @
E[N-1]| |gm gnr | | CIL-1]
[Elnx [GrrlnxL [Clrxa
ne N — KUIBKICTH 3aKOJOBAaHMX CHMBOIIB 1

N=K(l+¢€), € — HaaAMIpHICTh KOAYBaHHS B IPOLEH-
Tax.

KokHOMY 3aK0ZI0BAaHOMY CHMBOJIY MPHUCBOIOETHCS
BJIACHHH ieHTU]IKATOP.

Migmatpuns [Gr ]k, 3 MaTpulli A BKIIOYAETh-
cs B akocTi nepmux K pankiB [G g |y » IO IPU3BO-
IWUTh 10 TOro, o mepimi K 3aKOZOBaHUX CHUMBOIIB

BiNMOBimar0Th K  BUXITHUM CHMBOJAaM, TOOTO
E[i]1=S[i], msa i =0,...,K-1.

[pouec nexomyBaHHS TaKOXK BHUKOHYETHCS B JIBa
eranu [15]. Ha nepmomy etari ajs BiTHOBJIEHHSI TIPO-
Mixkaux cumBoniB C[j], j=0,..,L—1 HeoOximgHO
OTpUMAaTH HonepenHid ko [A]ys,; , BUKOPHCTOBYIOUH
N' oTpuMaHHUX 3aKof0BaHUX CHUMBOIIB (N'>K ), ne
M — KUTBKICTH PAAKIB B MONMEPEIHHOMY Komi A,
M=S+H+N', sx nokazano y Bupasi (3). Ilepui
S+ H paakiB B nonepeaHboMy Koxi [A]ys,; BiANOBI-
JAroTh psakam B matpuii 4 3 Bupasy (1). dus N’
NPUAHATHX 3aKOJJOBAHUX CUMBOJIB F€HEPYETHCS ITiAMa-
tpuls [Gy7]pnrw 13 BUKOPUCTaHHSAM 3HAUYEHb 1JCHTH-
(ikaTopiB 3aKOJOBAHMX CUMBOJIB. PSaKu B miaMaTpHIN
[Gr7yxr » BIATIOBiMHI BTPAueHUM 3aKOJOBAHMM CHM-

BOJIaM, BUKITFOUEHI 3 MiAMATpHLi [Gy 1 ] nrxy -

[(Grppclsxx  Isxs  Zsxu C[0]
(Graflaxk+s)y LHxH of 1 =
[Grrlnxe C[L-1]
[4lprxL [Clra
i ZS><1 1 (3)
Zx
= ET0] |
_E/[N/ _ 1]_
[Dlyrxa

ne D MICTUTh OTpUMaHI 3aKOJOBaHI CHMBOJHU IS
i=0,.,S+H-1 i HYJIbOBI CUMBOJIM IS
i=S+H,...M.

Ha nmpyromy ertami mpoiiecy ACKOAYBaHHS ITiCHs
OTPUMAaHHS NMPOMIKHUX CHMBOJIIB BiIOYBA€THCS BiTHO-

BIeHHs K  Buximaumx cuMBomiB  S[j]  mug
j=0,..,K—1, 3 BUKOPUCTaHHAM IOPOPKYBAJIbHOL
Matpuni LT posmipom K x L :
S[0] g 8L C10]
: S T : 4)
SIK-11] | en gnL | | CIL-1]
-— |
[S1kx1 (GrrlkxeL [Clzx

JlexonyBaHHS BHUXITHHX CHMBOJIIB BiIOYBa€THCS
0e3mocepeHbO 13 BIAMOBIAHUX TPUHHATHX 3aKOJOBa-
HUX CHMBOJIIB 3 BJIACHMM 1ICHTH(]IKATOpOM 3aKOI0Ba-
HOTO CUMBOJTY. JleKOIyBaHHs BIJICYTHIX BUXIJHUX CHUM-
BOJIIB BiZIOYBa€ThCA 13 BiIHOBICHUX NPOMIXXKHUX CUMBO-
nie C BiamosigHO 10 Bupa3sy (4). llo6 otpumatu C i3
¢dopmynmu (3), CTaHAApTHHUH aJrOPUTM JCKOITYBaHHS
nependavae, mo migMaTpuud [A4],,,; Mae IOBHUH paHT
croBmd [13, 14].

Crif 3a3Ha4MTH, 10 BCI BUXIAHI CUMBOJIU HE MO-
XKyTb OyTH BimHOBIeHi, HaBiTh skmo (N'>K ). 3a
yMmoBH, 1o ( N' < K ), IekoJep TakoX HE MOXKe JIeKO-
JIyBaTH BCi MPOMIDKHI 1 BUXIZHI CHMBOJIH, BiH BiJHOB-
JIFOE€ BUX1JTHI CHMBOJIH i3 BiAMOBIAHUX NPUHHATHX 3aKO-
JIOBAaHUX CUMBOIIIB 3 BIITIOBIHUM 1JIEHTH(DIKATOPOM.
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AJITOpPUTM CTaHIAPTHOTO MPOLECY JEKOMyBaHHS
kony Illokponaxi, onucanuii B [15], BUKopucToBye Me-
toj ['ayca i airopuTM TNOMIMPEHHS JOBipH AJIs TIepe-
TBOPEHHS MaTpulli 4 B OAMHUYHY MATPHIIO PO3MIpOM
Lx L micnsa BIIKMIaHHSA OCTaHHIX psAakiB M — L, Tak
SIK €EeKTUBHICTh OOYMCIIEHh METONIOM [ ayca 3aexuTh
BiJl PO3PiIKEHOCTI MaTpulli A, TO A MATPUMKH Il
PO3PIIKEHOCTI BUKOPUCTOBYETHCS AJTOPUTM  IIOLIH-
pennst nosipu. Ilponec meperBopeHHst Matpuui A B
OMHUYHY MAaTpUII0 CKJIAaJa€ThCS 3 YOTUPHOX ETalliB,
puc. 1 —4[15].

K S H
S Grore I Zgy
H G’ Talf 1 H
K G,

Puc 1. Marpuns 4

OpuHHYHA

MaTpHLE ] Bei Hyni

Bei vy

Bci Hyni

Puc 2. ITigmarpurt Matpuri 4.
IMepimii erarn nepeTBOPEHHS B OMMHUYHY MATPHUIO [

Bci myni I,

Bci myni U

Puc 3. Ipyruii eran nepeTBopeHHs MaTpuii 4
B OIMHUYHY MaTpHUIO [

I Bei
Hym

Bei nyni I,

Puc. 4. Tperiii 1 4eTBepTHii eTay NIePETBOPEHHS MaTpuLli 4
B OIMHUYHY MaTPHUIO [

Ha meprromy erani matpuist 4 NepeTBOPIOETHCS
B TpH migMarpuili: / , HynboBy miaMatpuimto Ta U . Ha
moyatky nepmoi hasu V' =4, 1e V' — npoMikHa Mat-
puns, a migMatpuni / Ta U € HyJIbOBUMH MaTPHILIMH.
[Mpu xoxHil iTeparii BUOMpaeThCs PAAOK i3 MaTpuii V
3 MiHIMaJIbHUM HEHYJIbOBHM cTyreHeM r . [lotim obpa-
HUH PIIOK OOMIHIOETHCS MICIISIMU 13 TIEPIIUM PSIKOM B
MaTpumi V. Bci cToBIMUMKN J mepecTaBisIOThCS Tak,
o0 nepimii 1 octaHHii 7 —1 eleMeHTH Iepuoro psia-
ka Oyau omuHuIsiMU. [loTiM Haj pemrTor psiKiB, B
MIEpPIIOMY CTOBIIII SIKMX € OJWHUIII, MPOBOIUTHCS Olle-
pauis «XOR» 3 mepuiM psiIkoM, B pe3yJbTaTi 4oro
CTOBIILI CTAIOTh HYJIHOBUMH.

[Tpu upoMy paHr migmarpuii / 30UTBIIYETHCS Ha
OJIHUINIO, a YUCJIO CTOBIIB B Matpuii U 301u1bIIy-
eTbea Ha r—1. Llelt mporec NOBTOPIOETHCS JOTH, OKH
cyma croBnuiB / i U He craHe popiBHioBatu L . Ile-

plIMii eranm MO)XKE€ NPHUIMHHUTUCS Yepe3 BUHUKHEHHS
30010, SIKIIO B /' HE 3aJIMIIAETHCS YKOAHOTO HEHYJIbO-
BOTO psiIKa JI0 MOMEHTY BHUPODKEHHsI J , ToOTO cyma
cropnuiB / ta U Oyne meHue 3a L, a eneMeHTH y
BCIX psAnKax V' IOpiBHIOBAaTH HYIIO.

Ha npyromy erami migmarpuust U po30HBa€eThCs

Ha U,por 1 Uggyyer, IPH BOMY U, CKIIATAETBCS 13
nepmux i pagkiB, Uy, MICTHTb OCTaHHI pSIKH
M —i. Sxmo panr Up,,.. MeHIIE HiX #, BUHUKAE

30il, Apyruil erar mnporecy AeKOoIyBaHHS NPUIAHSIETh-
cia. B inmomy Bumagky Uy, TpaHCHOPMYeThCS B
ONMHUYHY MaTpHIIO i3 paHroM u, a octaHHi M —L
psnku 3 [A]ys,, BIAKHAAIOTHCA.

Ha tperbomy erami mporiecy IeKoayBaHHS Ha Oc-
HOBI MaTpuIi [;; reHepyerbest MaTpuns U’ .

Ha dyerBepromy erami st OOHYJIHHS MaTpuIl

U, pper BUKOPHCTOBYEThCS MaTpuus U ", Ta BimOyBa-

€TBCSl TIOBHE NEPETBOPEHHS] MaTpHli A B OJUHUYHY
MaTpHIIO po3MipoM Lx L .

VYcninHe 3aBepieHHs! MPOLECy JAEKOIyBaHHS 3a-
JISKHUTH BiJl MPOIIECY MEPETBOPEHHS MaTpuli A B oiu-
HUYHY MaTpulo po3Mipom Lx L . I[IpoMikHI cUMBOIH
C MOXyTb OyTH JE€KO/IOBaHi Ha OCHOBI omepamii 3 ps-
JIKaMU i1 0OMiHI PSJIKIB Ta CTOBIIIIIB.

Ha puc. 5 HaBeieHO MPUKIIAJA 3aCTOCYBAHHS AJIrO-
pUTMY TIOIIMpPEHHS A0Bipu 1 meroxy [ayca mis TpaHc-
¢dopmanii MaTpui 4 B OAWHUYHY MATPHIIIO.

00 0 o
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[l =]

[l

Puc. 5. Ilpuxnan BUKOPUCTAaHHS aNTOPUTMY HOIIHPEHHS
noBipu 1 Merony ["ayca juis Tpancdopmanii marpuii 4

CTpilioukaMy TO3HAYAETHCS OOMIH CTOBIIIIB Ta
ctpok. [Ipu 3acTocyBaHHI anropuTMy MOIIUPEHHS JOBi-
pu i meroxy [ayca iHmekcH CTOBIIIB, sKi OepyTh
y4acTh B IEPECTaHOBIN, 30epiraroThcs. Ha ocramHii
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MaTpHIli BUHO, IO IIPY I€KOyBaHHI Ha IPyroMy erari
BUHHK 301, ockinbku panr Uy, , 1€ Uj,,., € OCTaH-
HIM psimkoM migMatpuii U B IIbOMY MPHKIALIL, TOPiB-
Hioe 0, 1o MeHie yuciaa croBmiiiB B U (u =1).

2. Y10CKOHAJIEHUI AJITOPUTM VISl IPUCKOPEHO-
ro nexoxyBanus koxy Lllokpoaaxi.

Y 10CKOHANEHHIA aJITOPUTM J03BOJISIE 3HAYHO CKO-
POTHTH Yac OOYUCIEHb Ha IEPUIOMY i JPYroMy eramax
JIEKOJYBaHHS, B MOPIiBHSHHI 3 aJrOPUTMOM, IIO OIUCa-
HO B [15]. YockoHaneHuH anropuTM BKIIOYAE B cede
MpOLIeAYPY BIATBOPEHHS ACKOAYBAHHS 3 MOMEHTY BH-
HUKHEHHS 30010 Ha 1epuiomMy abo IpyroMmy eramnax.

CranpapTHuil mporiec JexoayBaHHsA [15] moxe
NPUTNIMHUTHUCS 4epe3 30id, M0 BUHUKAE Ha IEpIIOMY
eTami, SKIIO B MiAMAaTpULl V BCl pSAKU CTaNX HYJbO-
BUMH JIO TOro, SK HiaMaTpuus J Bupomuiacs, i Ha
JIpYromy eTami, SIKIo paHr MaTpuni U, MEHIIE Hix

u . Slkmo mporec NeKOAyBaHHS NMPUIHHSETHCS Yepes
30iif Ha mepmux IBOX eTamnax, AEKOAepy HeoOXiJHO
OTpUMATH JOCTaTHHO HOBUX 3aKOJOBAHUX CHMBOJIB,
100 3aIyCTUTHU IEKOYBaHHS 3 TIOYaTKY.

IIpu BUKOpHCTAHHI TPOIEAYPH BiATBOPCHHS Jie-
KOJIyBaHHS 3 MOMEHTY BUHUKHEHHsI 30010 30€piraroThCst
IH/IEKCH CTOBIIIIIB, SIKi OEpyTh y4acTh B IIePECTaHOBKAX,
10 BiAOYBAIOThCS MPH 3aCTOCYBaHHI MeToay ['ayca mis
neperBopeHs Uy, B OXMHWYHY MAaTPULIO 3 PAHIOM

u . Komu i -ii Ta i’ -# cToBmIil MaTpuili A OOMiHIOIOTb-
csl MICIISIMU, BiIOYBa€ThCs 3amuc NapH iX iHIeKciB. Sk-
IO JEKOAYBaHHS MPUIHHSAETHCS Yepe3 301 Ha mepuio-
My abo Ipyromy eramax, TO # JOJATKOBO OTPUMaHHX
3aKOJIOBAaHMX CUMBOJIB JOAal0ThCA B D y Bupasi (3), a
1 HOBUX DAMKIB MOPOMKyBambHOI MaTpHili [Gyr],«r
JIOAAI0THCS B HIDKHIO YaCTUHY MaTpuIl A .

ITo ocraHHil MaTpuli Ha PUCYHKY 5 BUIHO, IO
BUHHMK 30ii1 ITpy JeKonyBaHHI. BiAnoBigqHO 3amponoHo-
BaHOTO aJTOPUTMY CTOBIII, 3aCHOBaHI Ha 3alHMCaHUX
inaexcax mia miaMarpui [Gyr ],y , TOBUHHI OOMiHS-
TUCS MicusaMH. [licis bOro MiXk KO)KHUM PSIIKOM OHO-
BiIeHOI miaMaTpulli [Gyrl,x; 1 KOXKHUM PSIIKOM OfHM-
HUYHOI miaMaTpuni / B MaTpuili A IMPOBOAUTHCS OIle-
pamis «XOR». 3a paxyHOK JaHOi MPOIENypH AOCsra-
I0ThCSI PE3YNIbTATH, AHAIOTIUHI pe3ysbTaTaM IpU 3acTo-
CyBaHHI QJITOPUTMY ITOLIUPEHHS 0BipH Ta MeToay [ay-
ca, aje JIEKOyBaHHs HE NEPEPUBAETHCS TA HE [TOYHHAE
MPaIfoBaTH 3 CaMOro IMOYaTKy, a AEKOIyBaJbHHUH IPO-
1ec npoaoBxkyeThes. Jlami 3acrocoBytoTbest Meron [ay-
ca Ta ajNropuTM HOIIUPEHHS JOBipH, siKi TpaHchopMy-
I0Th OHOBJIEHY MATpuIl0 A B OJMHUYHY MAaTpPHIIO,
MOYMHAIOYM 3 MOMEHTY BHHHMKHEHHS 30010 B mporeci
JIEKOyBaHHSI.

Uepes Te, mo npu AEKOAYBaHHI BHHUK 30ii, 1O
MAaTpHIIi JOJA€ThCS HOBHH PSIIOK Ha OCHOBI 3HAYECHHS
ineHTu(ikaTopa 3aKOJAOBAHOI'O CHMBOJIY. 3TIJHO aJro-
pUTMY HOBOI 3aIpOIIOHOBAHOI MPOLENYPH CTOBIILI HO-
BOT'O JJOJIAHOT'O PsiZIKa OOMIiHIOIOTHCS MICIIIMU Ha OCHOBI
IH/IEKCIB 3aITMCaHUX CTOBIIIIB, HABEJCHHX Ha PUCYHKY
5. Iicast uporo nmpoxoauts omepais «XOR» 3 psaakamu
OMHUYHOI MaTpuli / Ta OTPUMaHHM HOBHM DPSIKOM,
o0 BUKIIOYHTH OJMHHMINIO 3 HOBOro psinka Bix 0 mo

(i—1)). B pe3ynbpTari maHux omepamniid OTPEMAEMO OC-
TaTOYHY OAMHUYHY MATPUIIO.

V xoni Hlokponaxi #moBipHicTs 36010 P, () mpu
JIEKOAyBaHHI BUXIJHOrO OJOKY, TOOTO WMOBIPHICTH
TOrO, 1[0 NIOHAWMEHIIIe OJJH BUXiTHUN CUMBOJ y BUXI-
JHOMY OJIOI HE BiJHOBUTHCSA, MOXE OyTH OOdHMCIIeHA
[16] Bupazom (5).

1, if e(K)<0;

F,((K)) =
¢ 0.85%0.567°K)  if ¢(K)>0.

CepemHe YUCIIO NTONATKOBHX (HAIUTMIIKOBHX) Ja-

HHUX ES (K) , HeOOXITHMX VIS YCHIIIHOTO ACKOIyBAHHS

MiCJIg KOKHOTO BUHHUKHEHHS 30010 OOYMCIIIOETHCS 3a
dbopmyoro (6) [16]:

R (K) =3 i-(B -1 - B0) =
K
i=0

0 . .
=@Zi~(o.567’—‘ -0.567") = (6)

i=0

08 2
(1-0.567)K K

Sk BuaHO i3 (6), cepelHs KUIBKICTh JOJAaTKOBHX
3aKOJOBAHUX CHMBOJIIB, HEOOXIAHMX JUIS BUXIZHOrO
610Ky 3 posmipom K, Kx2/K =2, To0TO He 3aie-
xuth Bix K . 3 miei npuuunun, komu N'> K 1 mporec
JIEKOYBaHHSI NPUIHMHIETHCS Yepe3 BUHUKHEHHs 30010,
3alpOIIOHOBAHUI AJTOPUTM IIPOJIOBXKYE JEKOIyBaHHS
micns mpuiioMy n = 2 JIONAaTKOBUX 3aKOJOBAHUX CHM-
BOJTIB.

VY posrisiHyromy anropurMi koxy Illokponaxi [15]
TIPOLIEC JIEKOAYBaHHS HE MOXKE PO3MOYATHCS JI0 THX IIip,
MOKU He OyIyTh OTpHMaHi sk MiHiMyM N’ 3aKojoBa-
HUX cuMBOIIiB ( N' > K ). V 3aIpOIIOHOBAaHOMY aJIrOpH-
TMi BiAITBOPEHHS IEKOAYBAHHSI 3 MOMEHTY BUHUKHCHHSI
36010 JEKOJyBaHHS IMOYMHAEThCA MpU N' < K, mpH
LIBOMY JIEKOJIEp IPOJOBKYE OTPHUMYBAaTH [OAATKOBI
3aKO0JI0BaHi CHMBOJIHM 0 THX mip, moku N'> K . Jlana
mpoleiypa 3Ha4HO CKOPOYYE 4Yac MpOIeCcy AEKOTyBaH-
Hsl BUX1JHUX CUMBOJIIB.

3. ExcnepuMeHTAJIBHI pe3yabTaTH.

VY crarti HaBeleHI pe3yNbTaTH OOYHMCIEHb Yacy
nekoxyBanHs koxy Illokponaxi, JOCATHYTI 3alpONOHO-
BaHHMM Ta CTaHJAPTHUM aJIrOPUTMaAMHU.

3anponoHOBaHUN YIOCKOHAJIEHUIN aJIropuIM je-
KOJIyBaHHS BiJIPI3HSAETHCS BiJl CTAHAAPTHOTO aJITOPUTMY
MPOIIEIYyPOI0 Tepmioro i apyroro eramiB. L{g BigMiH-
HICTB JIa€ BHUTpAIll y 4Yaci, SKUH y CTaHAApPTHOMY aJro-
PUTMi BHTpaYaeThCs Ha orepauii JeKoayBaHHs MpPOMi-
JKHUX CUMBOJIIB.

BukoHaHHs IepuIoro Ta Ipyroro erarmiB 3aiMaroTh
oinbme 90% Bix 3arajJbHOrO Yacy JNEKOAYBaHHS, TOMY
BKpail BaXJHMBO MaTH MOXIIUBICTh HE DPO3IIOYMHATH
JIEKOAYBaHHS 3 TOYaTKy MEpIIOro €Tamy NpH BHHUK-
HeHHI 30010, 100 CKOPOTHUTH 3arajbHUI Yac 004HCIIEHb
nipu nexoxysanHi koxy Llokpomaxi.
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Ha puc. 6 — 7 HaBeneHo yac, BUTpaueHUH Ha I€KO-
nmyBaHHs koay Lllokponaxi mpy BUKOPUCTaHHI CTaHaap-
THOTO aJTrOPUTMY JAeKoayBaHHs [15] 1 3amponoHoBaHOl
MIPOLIEAYPH BiATBOPEHHS NEKOAYBaHHS 3 MOMEHTY BH-
HUKHEHHs 30010 32 YMOBH, IIIO 30iii TEKOMYBaHHS KOIY
[Iokponaxi BiZOyBaeThCcs Ha MEPIIOMY €Talli MPOLECY
TIepEeTBOPEHHS MaTpuIl A .

Ha puc. 6 npuBeneHa npoyKTUBHICTh aJrOPUTMIB
3a YMOBH, IO PO3Mip BUXIAHUX CHUMBOIIB /[ (hikcoBa-
HU# 1 TOpiBHIOE 256 OalTIB, a KiJBKICTh BUXITHUX CUM-
BoniB K 3miHwoethes mo 2000. Ha puc. 7 npuBeneHa
MIPOJYKTUBHICTh aJITOPUTMIB IIpH (PiKCOBaHIN KiJIbKOCTI
BUXigHUX cMMBOJIB 1024 Ha 00K, Ta 3MiHHOMY pO3Mipi
CHMBOJTIB.

5000t ms - P P e
P ' ' CranzapTHHIT '
45001 I
4000
35007
3000
1500fi :
2000} T IR SR [
15004 b e L
: .3ﬂlTlll}l'lOHCIBﬂH]{H
1[][][].%.. .......................... A OpITM
5001
ol : : : : K:, CHMBOIIB
600 70 900 1100 1300 1500 1700 1900

Puc. 6. Yac nexonyBaHHs 3i 300€M Ha NEpLIOMY €TaIi
CTaHJapPTHHM i 3aIIPOIIOHOBAHUM aITOPUTMAMU
npy po3Mipi cumBoiy 256 Gaiir

CTaHIAPTHIOL
AT OpHTM

Puc. 7. Yac nexonyBaHHs 3i 300€M Ha NEpLIOMY €Tari
CTaHJapPTHHM i 3aIIPOIIOHOBAHUM aJITOPUTMAMU
IIpY KUIBKOCTI cuMBOIIB y Oitoni 1024

[lpu BUKOpHCTaHHI 3alpPONOHOBAHOI MPOLENYPH
BIITBOPEHHS JIEKOJYBaHHS 3 MOMEHTY BHUHHKHEHHS
30010 JIOCATAETHCS BUTPAI y Yaci JeKoayBaHHs B 1,3 —

1,7 paziB, B NOpIBHSHHI 13 3aCTOCYBaHHSIM CTaHJApTHO-
ro anropurmy. Lle moB's3aHo 3 THM, IO TPOIOHOBaHA
mpoleaypa MPOIOBKYE IEKOTYBaHHS MICIsl MpUHOMY
JIOJATKOBUX CHMBOIIIB 0€3 Iepe3amycKy 3 MepIIoro
eTany.

Ha puc. 8 — 9 HaBeneno yac, BUTpaueHU Ha AEKO-
nyBaHHs kony lllokponaxi mpu BHHUKHEHHI 30010 Ha
npyromy ertami. [Ipu 3acTocyBaHHI CTaHAApPTHOTO ajro-
pUTMY, KOJH IIPOLIEC JEKOAYBAaHHS 3aBEPIIYEThCS BH-
HUKHEHHsSM 30010 Ha JPYroMmy erami, oOWaBa eTar,
TIEPILUH 1 APYTHIA, TOBTOPIOIOTHCS CIIOYATKY.

S0 tms
45001+

3 AP OIIOHOEB AHINT

S N T B PP

600 700 900 1100 1300 1500 1700 1900
Puc. 8. Yac nexonyBaHHs 3i 300€M Ha Jpyromy erari
py po3Mipi cumBoiy 256 Gaiir

850+

800 -

} ; AV OPHTM ;
4001 b b R o H
3501 T r :

64 128 256 512 1024

Puc. 9. Yac nexonyBaHHs 31 300€M Ha Jpyromy erari
IIpY KUIBKOCTI cMBOITIB y Oitoni 1024

BucHoBKMu

B nmaHiii craTTi 3ampoNOHOBAHO BHKOPHCTaHHS
BIIOCKOHAJICHOT MPOIEAYPH JACKOAYBAHHI MYJIbTHMEIia
JAaHKX, 3aKOJIOBAHUX OMHUM 13 3aBaJOCTIHKUX (poHTaH-
HuX KomiB — komoM Illokpomaxi. 3acTocyBaHHS NaHOL
MPOICYPH A€ MOXKJIUBICTD IMIABHUIUTH JOCTOBIPHICTH
Ta OMEPATUBHICTH Mepenavi MyJIbTUMEia JaHuX. Y JI0-
CKOHAJICHHS TIPOIIECY IEKOIYBAHHS MOJISTa€e B TOMY, IO
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IIPY BUHUKHEHHI 30010 JIEKOJYBaHHS POJOBXKYE CBOIO
pobOTYy 3 MOMEHTY BUHUKHEHHS 30010, HE IOBEPTalO-
YHCh /IO TOYATKy HEpIIOro eramy, K Lie BiI0yBaeThCs
npu poboti cranaaptHoro anropurmy lllokponaxi. 3a-
CTOCYBaHHS JIaHOI MPOLIEAYPH J03BOJISIE OTPUMATU BU-
rpail y 4aci JAeKOIyBaHHs MYJIbTHMeNiHHOI iHpopMarii
Bix 1,3 mo 1,7 pa3iB B 3aJeKHOCTI BiJ KUIBKOCTI Tepe-
JTAHUX CHUMBOJIB y OJlokax iH(opMarii i po3mipy mepe-

JIAaHUX CHMBOJIB y BiAMTOBiAHUX OJIOKaX. Y CTaTTi HaBe-
JIEHO Pe3yJbTaTH TOPIBHSUILHOTO aHaji3y poOoTH 3a-
MPOIIOHOBAHOTO AJITOPUTMY 1 CTAHAAPTHOTO AJITOPUTMY
JIEKOYyBaHHSI, SKi TOBOMAATH e(hEeKTHBHICTh 3aCTOCYBaH-
HS YIOCKOHAJIEHOTO MiIXO/y MpHU Tepeaadi MyJbTUMe-
Jia MaHWUX JUTS MiABUIICHHS TAKHX XapaKTePUCTHK KO-
CTi 0OCITyroBYBaHHs, SIK JOCTOBIPHICTH 1 OIEpaTHB-
HICTb.
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YcoBepuieHCTBOBaHHE MPoLecca JeKOAUPOBAHUSA MYJIbLTHMEIHA JAHHBIX,
3aKoaHpPOBaHHBIX anropurmom Illokposaxn

C.T. Cemenos, O. B. Jlunuanckasi, M. B. JIunmuanckuit

[IpenmeroM u3ydeHHs B CTaThe SIBIAIOTCA MPOLECCH IIepefadl JAHHBIX B CUCTEMaxX KpUTHYECKOro npumeHeHus. llenbro
SIBJISIETCSl Pa3padOTKa yCOBEPLICHCTBOBAHHOIO QJITOPUTMA JICKOAWPOBAHMS MYJIBTHMEINA JAaHHBIX, 3aKOJHPOBAHHBIX ITOMEXO-
ycroituuBbIM (porTaHHEIM KozoM [Ilokponaxu. 3agadn: MOBBICUTE JOCTOBEPHOCTh H ONEPATHBHOCTH JIEKOANPOBAHUS MYJIbTHME-
JIa TaHHBIX, [lepe/laBaeMbIX 110 OECIPOBOAHBIM KaHaIaM CBSI3H, PACCMOTPETH CYIIECTBYIOIINE aJlTOPUTMBI KOIUPOBAHUS H Jie-
xonupoBanus llokponaxu uig nepefadn MyJabTHMEAMA AAaHHBIX 110 KaHaJaM CO CTHPaHUAMM, aJalTHPOBaTh CYLIECTBYIOLIUN
KOJ] K IIOBBIIIIEHHBIM TPEOOBAaHMM OIEPATHBHOCTH W JOCTOBEPHOCTH IIYTEM YCOBEPILEHCTBOBAHUS MPOLETYPhI JEKOANPOBAHHUS
BH/ICOMH(OPMAIIMH, IPOBECTH CPAaBHUTENBHBIN aHAMN3 3((EeKTUBHOCTH pabOoTHl MPEUIOKEHHON MPOLEIyphl IO OTHOLICHHIO K
CYIIECTBYIOIIEH CTaHIapTHOU Ipouexype. Vcronb3yeMbIMI METOaMH SIBIISTIOTCS: TIOMEXO0YCTOWUnBBIN (honTaHHbIH Koz [1ToK-
ponaxu, merox 'aycca, anropurm pacnpocrpadenus nosepust, LT kox. Ilomydensl ciaenyromme pe3ynbTaTsl: chOpMyIHpoBaHa
3aJ1aya MOBBIILICHUS IOCTOBEPHOCTH U ONEPATUBHOCTHU JECKOAUPOBAHUS MYJIbTUMENNA JAHHBIX, YCOBEPILIEHCTBOBAaHA IIPOLIEAYypa
JIEKOTUPOBAHMUS MYJIbTUME/INA JaHHbIX, 3aKOMPOBAaHHEIX (hoHTaHHEIM KozioM Illokponaxu, Ha mpuMepe CPaBHUTEIFHOIO aHAJIH-
3a rokasaHa 3 (eKTUBHOCTb pabOThl JaHHON MPOIEIYPHI IT0 CPABHEHUIO C CYIIECTBYIOIINM aJITOPUTMOM JIEKOIUPOBaHUs. BrI-
BOJIbI: HAy4HAasi HOBU3HA IOJy4E€HHBIX PE3YIbTaTOB COCTOUT B CIEIYIOIEM: YCOBEPIIEHCTBOBAHA CTAHAAPTHAS IPOLEAYpa JEKO-
mupoBanust 1llokponaxy myTeM opraHu3ali BO3MOXKHOCTH IIPOIOJDKATh JIEKOJUPOBAaHNE IIPY BO3HUKHOBEHHHU cOOSI ¢ MOMEHTa
c0os1, He BO3BpaILasiCh K HaYaly MEPBOro dTana. BemrpsIi Bo BpeMeHu coctasisieT ot 1,3 1o 1,7 pa3 B 3aBUCHMOCTH OT pazmepa
repeiaBaeMbIX CHMBOJIOB M KOJIMYECTBAa CHMBOJIOB B KOJUPYEMBIX OJokax. [ToydeHHBIH pe3ynbTaT SBISETCS BaXKHBIM B CHITY
TOr0, YTO BpeM SIBJISIETCS OFIHOM M3 OCHOBHBIX XapaKTEpUCTHUK IOKa3aTesel KauecTBa Iepelauu JaHHbIX.

KawueBblie caoBa: (bOHTaHHBIe KOJbI, KOABbI ].HOKpOJ'IaXI/I, JACKOAMPOBAaHUE MYIIbTUMEANA JaHHBIX, CUCTEMbI KpPUTHYC-
CKOI'0 IIpUMEHEHUS, OIIEPATUBHOCTDL U JOCTOBEPHOCTD II€PEAadu JaHHBIX.

Improvement of the decoding process for multimedia data encoded
by the Shokrollachi algorithm

S. Semenov, O. Lipchanska, M. Lipchanskyi

The subject of the study in the article are the processes of data transmission in mission-critical systems. The goal is to de-
velop an improved algorithm for decoding multimedia data encoded with a fountain code of Shokrolahi. The tasks to be solve are
to increase the reliability and efficiency of decoding multimedia data transmitted over wireless communication channels, to con-
sider the existing algorithms for Shockollachi encoding and decoding for transferring multimedia data through channels with
erasures, to adapt the existing code to increased demands for efficiency and reliability by improving the procedure for decoding
video information, to perform a comparative analysis effectiveness of the proposed procedure in relation to the existing standard
procedures . The methods used are: error correction and detection fountain code of Shokrolahi, Gauss method, confidence distri-
bution algorithm, LT code. The following results were obtained: the task of increasing the reliability and efficiency of decoding
multimedia data was formulated, the procedure for decoding multimedia data encoded with the Shokrolakhi fountain code was
improved. The efficiency of the procedure compared with the existing decoding algorithm is shown using the example of a com-
parative analysis. Conclusions: the scientific novelty of the results obtained is as follows: the standard procedure for decoding
Shockollachi has been improved by organizing the possibility of continuing decoding in case of a failure from the moment of
failure, without returning to the beginning of the first stage. The time gain is 1.3 to 1.7 times, depending on the size of the trans-
mitted symbols and the number of symbols in the coded blocks. The obtained result is important because time is one of the main
characteristics of data transmission quality parameters.

Keywords: fountain codes, Shockollachi codes, decoding of multimedia data, mission-critical systems, efficiency and
reliability of data transmission.
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METHOD OF SIGNAL PROCESSING IN MIMO SYSTEMS
OF UNMANNED AVIATION COMPLEXES

Noise immunity of receiving signals in the MIMO (Multiple Input Multiple-Output) system essentially depends on the choice
of the signal processing method on the receiving side. Existing methods of signal processing, in the MIMO system, that
provide a given quality of information transmission, have high computational complexity, so there is a necessity to improve
these methods. The purpose of this article is to increase the impedance of channels of control and data transmission of
unmanned aerial systems, which was achieved by developing new method of signal processing in multi-antenna systems of
unmanned aerial systems. The article developed an improved method of signal processing in MIMO systems of unmanned
aerial systems, the essence of which is the ability to work with a known and unknown correlation matrix, the division of
received signals into groups and the evaluation of each group, taking into account the evaluation error. During the research, the
theory of communication, signal theory, the theory of antennas and the theory of noise-proof coding were used. The difference
between an improved method is, that the method allows you to work with an unknown correlation matrix. While processing a
signal in a demodulator, each iteration takes into account not only the estimate obtained in the previous step, but also the
degree of accuracy of the character estimation. The proposed improved method has characteristics, that are close to the
characteristics of demodulator, optimal for the criterion of maximum likelihood, but much less computational complexity. The
method allows you to reduce computing costs by 20 times, compared with the maximum likelihood algorithm. The practical
implementation of this method will allow the creation of software for communication equipment of unmanned aeronautical

complexes, which operate in difficult conditions of the radio electronic environment.

Keywords:
processing4 MIMO system; parallel channels.

Introduction

One of the technologies, that significantly
improves bandwidth and noise immunity of unmanned
aerial vehicle (UAV) channels is MIMO (Multiple-Input
Multiple-Output) technology, which allows to more
efficient use of transmitter power and the strugglet
against fading signals [1-9]. Improved efficiency was
achieved through the using of space time coding (STC)
techniques, that provide the transmission and reception
of parallel streams of information. An analysis of the
using and prospects of the UAV development carried
out in [10-18] shows, that promising UAV should
provide information transmission in a complex
radioelectronic environment.

So, purpose of the article is the development of
an advanced signal processing method in MIMO
systems of unmanned aerial systems.

Presentation of main material research

An analysis of known STC systems [19-25] shows,
that increasing the spectral efficiency of the MIMO
system is usually due to the complication of the STC
demodulator and the reduction of system impedance.
Therefore, an important task is to choose a method of
processing signals on the receiving side, which provides
given quality of information transmission and was
characterized by moderate computational complexity.

Let’s conduct a comparative analysis of signal
processing methods in the MIMO system with STC in
terms of their efficiency and computational complexity.

Transmitted signals after the influence of the relay
fading and white gaussian noise (WGN) in the radio

signal-interfering environment; information transfer speed; bit error probability; spatial-temporal

channel, arrive at the V receiving tracks. Samples of
complex inlets at the output of the receivers in one interval
can be described by the vector-matrix equation [19-25]:

Z =HA + B, €))
where Z is the vector, each component of which z,

i=LV, is a countdown of a comprehensive bypass on
i-th demodulator input of STC; A is the vector, each
j=1S
complex informational symbol, belonging to a plurality
{aV, ..., a"}, K is the multiplicity of quadrature
amplitude  modulation  (Quadrature =~ Amplitude
Modulation, QAM); H is the matrix, each element of
which /;; is a complex transmission coefficient of the
propagation path of the signal, that is emitted j-th
antenna and accepted by i-th antenna; B is the vector,
each component of which b; is a countdown of complex
gaussian noise on i-th demodulator input STC, which
has zero avaeage and variance 26°.

On the transmission side, information symbols a;
split into blocks with W characters were appropriately
processed and radiated through S transmitting antennas
for a given number of time intervals Kjiven. The spatial-
temporal code can be presented, as a generating matrix,
in which the rows correspond to the transmit antennas,
and the columns are time intervals for character transfer:

component of which a, is a transmitted

S]] S]2 e s]Kgiven

Su S;mo e Sk 5
, 2

S Sm,2 SM K

K given
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where sy, j=1S, k=LK

complex information symbols a;, i =1, 2, ..., which was
radiated by j-th antenna on k-th time interval. Symbolic
speed of the MIMO system is defined as the ratio of the
length of the information symbol block W to the amount
of time, that necessary to transmit this block of time
intervals Kyiven: Rstc = W/Kjiven. The higher the symbolic
speed of Rgsrc spatial-temporal code, the higher
efficiency of the using of frequency resources of the
channel. Spatial-time codes are divided into two classes:
orthogonal and non-orthogonal. Among the orthogonal
codes, it is necessary to allocate the code of alamouti,
whose generating matrix has the form [19-25]:

given 18 @ function from

G- @ -a 3)

!
a 4

Symbolic alamouti speed code is Rstc = 1. In the
matrix (3), the rows are orthogonal to each other, the
same is true for its columns. Due to this property on the
receiving side it becomes possible to calculate the
estimates by the method of maximum probability (MP)
of the transferred symbols using the algorithm of
weighting the received signals. The energy gain from
using the alamoit scheme with two transmitting and one
receiving antennas, compared to the usual SISO system
is equal to 7 dB for the probability of mistaken
acceptance Pugr = 107 by using four-position phase
manipulation (QPSK, Quadrature Phase Shift Keying).

Unfortunately, for systems with more, than two
transmitting antennas, while using QAM There are no
orthogonal codes at speed Rgrc = 1. While switching to
more transmitting antennas, for example, 3 and 4, the
symbolic speed of the corresponding orthogonal codes
does not exceed 3/4. Symbol speed of the codes for five
or more transmitting antennas does not exceed 1/2.

Increasing the bandwidth of data channels is
possible using non-orthogonal spatial-temporal codes.
The symbolic speed for non-orthogonal coding may
reach a value, that corresponde to the number of
transmit antennas S, if Kgw.en time intervals can be
transferred to a block with W = Kiiv,S informational
symbols. This condition satisfies the code V-BLAST
(Vertical Bell Labs Layered Space Time) [19-25].
Another example of a non-orthogonal code is the double
code of alamouti.

Fig. 1 shows the characteristics of the MIMO
system in the processing of signals by the maximum
likelihood method for systems with 8 transmitting and 8
receiving antennas, using the code V-BLAST and the
alamoit dual code for QPSK modulation. To demodulate
the code V-BLAST at a symbolic rate of 4 is required
signal/noise ratio 4* on 5 dB higher (when Peyo, = 107),
than to demodulate the double code of alamouti with a
symbolic rate 2. Increasing the spectral efficiency in the
MIMO system, by using spatial-temporal code with a
higher symbolic speed for a given number of
transmitting and receiving antennas leads to a decrease
in the energy efficiency of the system.

The filtration process STC is reduced to the
solution of the equation (1), to the unknown a, because
there is a random component in gaussian noise in the

equation B, traditional methods for solving linear
equations do not provide the necessary accuracy.
Different methods can be used to calculate estimates of
transmitted symbols: the method of zeroing (ZF is Zero
Forcing), method of minimizing the mean square
deviation (MMSD), the method of the sequential
exclusion of the demodulated component (SIC is
Successive  Interference  Cancellation), maximum
likelihood method (ML) and the spherical decoding
method (SD) etc [19-25].

Estimates of transmitted symbols by the ZF
method are calculated as:

0=(HH)'HY. (4)

The expression for computing the estimation of
MMSD has the form:

0=HH+25 1) 'HY. (5)

The MMSD method allows to reduce noise and
higher noise immunity compared to ZF. Computational

complexity of both methods is proportional to S°.

Comparative analysis of the signal processing
methods in the MIMO system is shown in fig. 2, where
the simulation results are presented using the program
MatCad 14. The simulation were fulfilled the following
conditions:

1) impulse characteristic of the channel is known
on the receiving side;

2) the duration of all impulse characteristics are the
same and equal to 4;

3) processing of 10° symbols was carried out by
blocks of 50 characters.

In fig. 2 is a graph of estimation of noise immunity
of accepted sequence of symbols for MMSD, SIC, MP
and ZF algorithms. According to the results of the
simulation, we can conclude, that the algorithm MP is
the most harmful.

Significantly better characteristics, than the ZF and
MMSD methods, have an SIC algorithm, which reduces
to the sequential exclusion of demodulated components
from the received signal.

On each iteration of this algorithm by the MMSD
method, a rigorous evaluation of one of the components
transmitted by i-th antenna, the replica of which is
subtracted from the received signal.

The SIC method has a significant drawback - the
effect of "multiplying errors". The number of arithmetic
operations in this method is proportional to the S*.

The best practice among known demodulation
methods is the MP method. Evaluation of information
symbols by the MP method is carried out by checking
all combinations of the vector 6 from the set of possible

values of the QAM symbol vector © = {9(1),...,6(@"’")} :

0 =arg min"Y - HG"2 . (6)
0

The computational complexity of this algorithm

exponentially increases as the number of transmitting

s
given *

antennas increases S and proportional to the value x
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Fig. 1. Dependence of the probability of false reception from the
signal/noise ratio for the double code of Alamouti and V-BLAST

Implement this real-time algorithm for the V-
BLAST system, for example, with S = 8 and using of
the modulation QAM-16, quite problematic. In this
case, an interval must be performed on the interval of
the duration of one information symbol 16* = 65536
symbol combinations.

In a spherical decoder, unlike the MP algorithm,
the reduced combination of combinations is limited by a
certain subset of combinations © € © [23]. Within a
subset ©" hamming's distance from each of the
combinations to some initial evaluation of the vector 0
does not exceed the value d is the radius of the " search
sphere ". Demodulation quality 6 depends on the radius
d. The greater the radius, the higher the reliability of the
estimate, calculated by this method. However, with an
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error =- = method of the ZF
- = - method of the MBSD
- - method of the SIC
= = - method of the WL
0.1 —
‘i",‘.':"‘-.‘
v, e
b] - -
LT -
nnt > — =
= = S
2 - L%
'\.‘ h“ -
\\ b b ~
[ ~ M
Il e =
- x S
\\ - \, .\.
‘\ ‘\ * -
» 0 -
L8 - . Nt
1074 — = =
* = - .
Y - = -
. - - a
N - LY
\\ ““ 0y
_5 * i <
110
0 10 20 hz, dB)

Fig. 2 Results of MIMO 8x8 system simulation,
for ZF, MMSD, SIC and MP algorithms

increase d, increases the size of the subset of the vectors
©@“, which is checked, and the computational complexity
of the SD algorithm. The disadvantage of this algorithm
is the random computational complexity, which depends
on the signal/noise ratio. With a low average
computational complexity of the SD algorithm, its
maximum value may coincide with the computational
complexity of the MP algorithm. This fact complicates
the hardware implementation of SD, since the restriction
of computational complexity in hardware causes
degradation of the characteristics of the algorithm.
Fig.2 and in tabl. 1 shows the characteristics of the
above-described processing methods for the V-BLAST
system with 8 transmitting and 8 receiving antennas,
during modulation of the QAM-16.

Table 1. Noise immunity and computational complexity of different signal processing methods

Method of processing Signal/noise ratio 4 (dB), when Peyo, = 107 Computational complexity
ZF 25 s’
MMSD 22,5 s’
SIC 17,2 s
MP 14 ;iven
SD 14 depends on the signal/noise ratio

Impedance of the MIMO system using the SD
method coincides with the characteristics of the MP
method with an unlimited number of steps. Obtained
dependence of the error probability on the signal/noise
ratio 4> shows, that known algorithms with acceptable
computational complexity are considerably inferior to the
characteristics of the impedance of the MP algorithm.

Thus, the best noise immunity among the known
methods of signal processing in the MIMO system is the
method of maximum likelihood. The best-known
characteristics of the known methods of signal
processing has the maximum likelihood method
[21-23]. But the computational complexity of this
method exponentially increases as the number of
transmitting antennas increases and is proportional to

s . . . . .
the value Ky, . In [23], it describes the iterative quasi-

optimal method of signal processing in the MIMO
system. In this algorithm, user signals were divided into
groups, then the initial values of information symbol
estimates were established and replicas were generated
for each group of signals. After deduction of the replica
of the input signal, statistics are generated for
demodulation. The processing of each group of signals
is carried out using an optimal algorithm. Estimates of
information symbols are determined by several
iterations. In [20], the characteristics of signal
processing for seven iterations for various variants of
BLAST systems were analyzed. The complexity of this
method is much smaller compared to the maximum
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likelihood method, when the characteristics of this
algorithm significantly exceed the characteristics of V-
BLAST, but there is a significant difference from the
characteristics of the maximum likelihood algorithm.
The noise immunity of this method can be greatly
improved by taking into account the degree of accuracy
of estimates on intermediate iterations with a known or
unknown correlation matrix.

The scheme of realization of the proposed method
is shown in fig. 3.

I Entering the
initial data
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-5
Estimation of
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method MMSD symbols on i-th
step
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Evaluation of the
correlation matrix
on i-th step

No 8

Yes .
i=i+l

—9
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index =1

_10

Definition
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error

Outputs the
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results

Fig. 3. Scheme of implementation
of the signal processing method in the MIMO system
Output data (fig. 3, block 1) are parameters of
system MIMO and channel ¥ = {y;}, i=1,6, where
Y ...y i1s the number of transmitting and receiving

antennas, the number of iterations, the dimension of the
ensemble of signals, the duration of the frame at the
output of the demodulator, H is a channel matrix.
Signals on the receiving side can be divided into two
groups and equation (4) can be written in block form:

Z,_H, H,JA + /B (7)
Z, 2 Hy Ay By

which is equivalent to
Z=H A+H,A,+B,; ®)
Z,=H,,A,+H,A,+B,.

Consider the case, when the correlation matrix is
known. Then, at the initial stage, the estimation of the
transmitted symbols is calculated by the method of the
minimum of the avarage square error (block 3) [21]:

~(0)

R” - wH+ 251 'HZ, 9)
where sign ' means the operation of the ermitian
connection.

The precision of the initial estimation of vector A
is determined by the correlation matrix of evaluation
errors (block 10)

R® =26%(H'H + 267 ). (10)

Let it be, on the i-th iteration is a vector

estimation Aj:

~(i-1) i1
A2 = Ay Al (i1
where AY™) s the error of estimating vector A, on i—1-
th iteration, which is gaussian random variable with a
zero avarage and correlation matrix R}™ .

Given the expression (11), equation (8) can be
transformed into a form:

; = -1 .
Z{)=Z,-H,AJV=H A +H,A] 1)+B1’ (12)
1 - -
Z{)=7,-H,,A{"=H, A +H,A{+B,,
or ZW:H] Ay +X‘(li._]]) ’. (13)
ZY=H, A x5,

where %" Ta y{i"" is the gaussian random variables
with zero avarage and correlation matrices:

i—1)_ -y’ .
[Kgl] =H,,R{-DH!,+261; 14)

K{=H, R{DH),+2051.

In turn, the system of equations (14) can be written
in the form

. »
0 =HA, +77Y, (15)
. (i) H . (i)
where Z{7/ = 2411 11, |, 0 =
Z; H,, X2

Soft score of the first group of symbols A, on i-th
iteration is calculated as:

&3
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. C(Zgi)—HlAl )I(Zgi)—HlAl)
: =
A1) _ 2pS2 A R

h C(Zgi)—HlAl)l(Zgi)—HlAl) (16)

2 as2€

where A¥* is the a set of values, that can receive a
vector of information symbols of the first group.

To calculate the evaluation of the symbols of the
second group A, at this iteration repeat operations
similar to the expressions (11) — (17), taking into

El

i—1
RV

account the found evaluation A](i). The correlation
matrix of estimation errors in this step is calculated:

: NCNCARNOIN
RG”:E{A] Al }:—A] A+

(Zf)—H]A] )’(ZGU—H]A])
0, RO (17)

szAA'e
+ZA/ 143

. (Z?’—H]A,)(Z?LH]A])

S e R
AS 2
<)

Found on i-th iteration of evaluation K?) 1A,

(blocks 4-7) form a general estimate of the vector of the
transmitted symbols:
~(i)
~Gi) |A
A= . (18)
K(l)
2
Under an unknown correlation matrix, the
following sequence of actions occurs. Initialization of

the basic correlation matrix occurs R,(0)=1, and
setting the counter of iterations to a zero position i =0
(block 4). After which happens the evaluation of
information symbols A on i-th step by expression:
A, = arg n{u’n}g go(R;‘ {(i ~1)H-z]H-z]! }) (19)
4elU, f

W

where {U,}° is the vector, that describes the alphabet
of transmitting antennas, ¢ is the matrix trace.
After evaluation of information symbols, A the

estimation of the correlation matrix happens at the
second step in terms of expression:

. . qH
RN):L“{X—HK(’)} {X—HK(Z)} . (20)

where Lis the the number of vector-columns of the
matrix of space-time symbols.
After i <J , where J is the maximum number of
iterations, i =i+1 happens a transition to the block 4.
Unlike the well-known, in the developed method,
signal processing is possible with an unknown

correlation matrix, and each iteration takes into account
not only the score obtained in the previous step, but also
the degree of accuracy of the character estimation.

To evaluate the effectiveness of the developed
method, an imitation model was developed in the
programming environment MatCad 14. Modelling was
conducted for a system with 8 receiving and 8§
transmitting antennas using quadrature amplitude
modulation.

Fig. 4 shows the probability of error Py, from
signal/noise ratio (SNR).

Relative signal/noise refers to the ratio / / 267,

. . . . . 2.
where 26° is a noise dispersion of observation, A4 is the

average signal strength in the interval of the duration of
one information symbol in one receiving channel, that is

M,
W =E Z|hy| , i is number of input tract, i =1,M, .
j

It is believed, that for all receiving channels SNR
is the same, since the matrix H consists of uncorrelated
complex gaussian random variables with zero avarage
and uniform dispersions. From fig. 4 we can see, that
the least efficient algorithm has a minimum of mean-
square  deviation. The proposed quasi-optimal
processing method has energy losses in comparison
with the optimal demodulator of the order 1 dB (when
P.ror = 107). At the same time, the V-BLAST algorithm
has power losses close 3 dB.
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Fig. 4. Impedance of different methods
of signal processing in the MIMO system

When dividing S flows into two subgroups, the
complexity of the algorithm for K-position modulation

is proportional to K 5/2 | that is, with the number of
antennas 8 and modulation QAM-16, it is necessary to
perform computational operations for 256 combinations
in the interval of the one information symbol duration.

Number of mathematical operations (addition and
multiplication) with the number of iterations and in this
method is proportional to the magnitude
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28i K52 8% + 20iK5* § |

In MIMO system with 8 transmitting and 8
receiving antennas for demodulating one information
symbol (with frequency of passage 100 wmks) With
modulation of QAM-16, the method allows to reduce the
number of operations performed in real time, from 10
million in the case of an optimal demodulator to 500
thousand. Thus, the computational cost for implementing
the proposed method is 20 times less, than the maximum
likelihood algorithm.

According to the results of the simulation, we can
conclude, that the proposed method has characteristics
close to the characteristics of the demodulator, optimal
for the criterion of maximum likelihood, but much less
computational complexity. This method can be used to
process signals in systems with more antennas and with
high modulation multiplicity.

Conclusions

1. The noise immunity of receiving signals in the
MIMO system, essentially depends on the choice of the
signal processing method on the receiving side. Existing
methods for processing signals, that provide a given
quality of information transmission have a high
computational complexity, so there is a necessity to
improve these methods.

2. This article developed an improved method of
signal processing in MIMO systems of unmanned
aeronautical complexes, the essence is the ability to
work with a known and unknown correlation matrix, the
division of received signals into groups and the
evaluation of each group, taking into account the
evaluation error.

The difference between the advanced method and
the known method, which determines its novelty and the
essence of the improvement, is that the method allows
to work with an unknown correlation matrix, and when
processing the signal in the demodulator, each iteration
takes into account not only the evaluation obtained in
the previous step, but also the degree of accuracy
character evaluation.

3. The proposed improved method has
characteristics, that are close to the characteristics of a
demodulator, optimal for the criterion of maximum
likelihood, but much less computational complexity. So,
in the MIMO system with 8 transmitting and 8 receiving
antennas, demodulating one information symbol with
modulation of QAM-16, the method allows to reduce
computing costs by 20 times compared with the
maximum likelihood algorithm.

The direction of further research is the development
of a method for evaluating the parameters of the MIMO
system channels of unmanned aeronautical complexes.
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Merton 06podxu curnajis y cucremax MIMO 6e3ninnoTHuX aBianiifHMX KOMILIEKCIB
P.M. XKusoroscekuii, C.M. Iletpyk

3aBanocriiikicts npuiiMaHHs curHanmiB B cucremi MIMO (Multiple-Input Multiple-Output) cyTTeBO 3alexuTh Bix BHOOPY
MeToxy OOpoOKHM CHUTHANIB Ha NpuiiMaibHOMY Oori. IcHyroui meroxm oOpoOku cursaiiB, B cucteMi MIMO ki 3a0e3nedytoTh
3aj1aHy SIKiCTh nepeznadi iHpopmarlii, MaloTh BUCOKY OOUMCITIOBAIBHY CKJIA/IHICTh, TOMY BUHHKA€E HEOOXIIHICTh YIOCKOHAICHHS LIHX
MeToiB. MeTor 3a3HaueHOl CTATTi € IiJBUIIEHHS 3aBa/I03aXMIICHOCTI KAaHAIB YNPAaBIIHHA Ta Nepeiadi JaHUX Oe3NUIOTHHX
aBlallifHUX KOMIUIEKCIB, IO JIOCSTAETHCS LUISIXOM PO3POOKH HOBOI'O METOXNY OOpOOKHM CHTHAJTIB y OaraTOaHTEHHHX CHCTEMax
OE3MUJIOTHUX aBialliiHNX KOMIUIEKCIB. B crarTi po3polieHo yaocKoHalleHHid MeTon oOpoOku curHamiB B cucremax MIMO
0e3NUIOTHHUX aBiallifHUX KOMIUIEKCIB, CYTHICTb SIKOIO IOJIATA€ B MOXJIMBOCTI POOOTH 3 BiJIOMOIO Ta HEBIIOMOIO KOPEJISLIHHO0
MATpHUIICI0, PO3OUTTI NPUIHATHX CUTHAJIB HA TPYHH 1 OLUHII KOXHOI I'PyNM 3 BpaXyBaHHSAM NOMWIKM ouiHroBaHHsA. Ilin uyac
JIOCIIiKeHHsT Oy 1M BUKOPHCTaHI IIOJIOXKEHHS TeOpil 3B’A3KY, TEOpii CUrHANIB, TEOpii aHTEH Ta Teopil 3aBafOCTIHKOro KOJLyBaHHS.
BigMiHHICTD yIOCKOHAJIEHOTO METOY, IOJISTac B TOMY, IO METOJ JIO3BOJISIE TIPALIOBATH NP HEBIIOMIll KOpENALIiHHIf MaTpu, a
py 00poO1Ii CUrHATY B I€MOIYIIATOPI HA KOXKHIH iTepaltii BpaxoBYyeThCs HE TIIBKM OLIIHKA, OTPHMAaHa Ha IONEPEeIHbOMY KpOLIi, aje
i CTymiHb TOYHOCTI OLIHIOBAaHHS CHMBOJIB. 3alpPONOHOBAHWI BJOCKOHAJIECHUH METOJ Ma€ XapaKTePUCTHKH, Onu3bKi 110
XapaKTEepUCTUK JEeMOAYIIATOPA, ONTHMAIbHOIO 33 KpHUTEpiEM MaKCUMAIbHOI IIPaBJONOAIOHOCTI, ajge 3HAYHO MEHILY
O0YMCITIOBAIBHY CKJIaJHICTb. MeTon 103BOJIS€ 3HM3UTH OOUMCIIOBaIbHI 3arpatd B 20 pa3iB B IIOPIBHSAHHI 3 aJIrOPUTMOM
MAaKCHMAJIbHOTO I1paBzonoxiOHocTi. IIpakTiyHa peaii3alis 3a3Ha4EHOTO METOAY JO3BOJIMTH CTBOPHUTH NpOrpaMHe 3abe3nedeHHs
JUIL  KOMyHIKalifiHoro oOyiagHaHHS Oe3MUIOTHUX aBialliiHUX KOMIUIEKCIB, 10 (YHKUIOHYOTh B CKJIAJHHX YMOBAax
PaioeNeKTpOHHOI 0OCTaHOBKHL.

Kar4doBi cioBa: cursaibHO-3aBa/joBa 00CTaHOBKA; IIBUIKICTD Hepenadi iHdopMaltii; HMOBIpHiCTh 6iTOBOI MOMMUIIKH,
IIPOCTOpOBO-YacoBa 00podka, cucrema MIMO, nmapasnenbHi KaHAJIH.

Merton o0padorku curnanos B cucremax MIMO GecnnnioTHBIX aBHALIMOHHBIX KOMILJICKCOB
P.H. Kusorosckuii, C.H. Ilerpyk

IMTomexoycroitunBocTh mpueMa curHanoB B cucreme MIMO (Multiple-Input Multiple-Output) cyimecTBeHHO 3aBUCUT OT
BBIOOpA MeTozia 00pabOTKH CHTHAJIOB HA NMPHEMHOH cropoHe. CylecTByIoIIHe MeTobl 00paboTK cHrHanoB B cucreme MIMO,
KOTOpBIe 00CSCIeYMBAIOT 3aJaHHOE KAadeCTBO Iiepenadn MH(GOPMALHY, NMEIOT BBICOKYIO BBIYHMCIUTENIBHYIO CI0XKHOCTb, ITO3TOMY
BO3HMKAeT HEOOXOIMMOCTh COBEpPLICHCTBOBAaHWS OJTHX MeTOHOB. Llenblo JaHHOH CTaTbl  SIBJISETCS  HOBBILICHHE
HOMEXO3AIHIIEHHOCTH KAaHAJIOB YIIPaBJICHHs U Nepeiady JAHHBIX OCSCIMIOTHBIX aBHALMOHHBIX KOMIUIEKCOB, OCTHTAETCs IIyTeM
pa3pabOTKH HOBOI'O METO/ia 0OPabOTKH CUIHAJIOB B MHOTOQHTEHHBIX CHCTEMax OSCIMIOTHBIX aBHALMOHHBIX KOMIUIEKCOB. B cTatbe
pa3paboTaH yCOBEPIICHCTBOBAHHEIN MeTox o0paboTku curHaioB B cucreMax MIMO OeCHIOTHBIX aBHALMOHHBIX KOMIUICKCOB,
CYIIHOCTH KOTOPOTO 3aKIIIOYaeTCs B BO3MOXHOCTH PabOTBHI C M3BECTHOI M HEM3BECTHOH KOPPENAIMOHHON MaTpHIeH, pa3OuBKe
NPHHATBIX CUTHAJIOB HA TPYIIBI U OLEHKE KaKJOW TPYNIBI C y4eTOM OIIMOKH OLEHHWBAHWSA. B Xone HccienoBaHHS ObLIM
UCIIONB30BAHB! TNOJIOXKCHHSI TEOPHY CBSI3YM, TEOPHH CUTHAJIOB, TEOPHU AHTEHH W TEOPHH IIOMEXOYCTOWYHMBOIO KOXMPOBAHHS.
Otndue ycoBepIICHCTBOBAHHOTO METO/IA, 3aK/TIOYAETCSA B TOM, YTO METOJI [O3BOJISAET PaboTaTh MPH HEM3BECTHOI KOPPEIALHOHHOM
MaTpHIBI, a IPH 00pabOTKe CHTHANIA B JEMOIYIATOPE Ha KaXIOH MTEpallMil YIHTHIBAETCA HE TOJNBKO OLECHKA, ITOMyYCHHAs Ha
IpeibIIyIeM Iiare, HO U CTeNeHb TOYHOCTH OLEHKH CHMBOJIOB. IIpe/UIOKCHHBINH YCOBEPLICHCTBOBAHHBIH METOX MMeEeT
XapaKTePUCTHKH, OJIM3KHE K XapaKTePUCTHKAM JEMOMYIISTOPA, ONTHMAIBHOrO O KPUTEPHIO0 MAaKCHMAJIBHOTO TIPaBIONONO0OHs, HO
MMEIOLIET0 3HAUUTEIEHO MEHBIIYIO BEMUCIHUTEIBHYIO CJI0KHOCTh. METO IIO3BOMSET CHU3UTD BBIYHCIUTENbHBIE 3aTpatsl B 20 pa3
10 CPaBHEHMIO C aITOPUTMOM MaKCHMAaIbHOTO TpaBiononobus. IpakTideckas peanu3alis JaHHOTO METOJa TO3BONHUT CO3/1aTh
IporpaMMHOe  obecliedeHHMe UL  KOMMYHMKAIHOHHOTO — OOOpYIOBaHHMsS  OCCIIMIOTHBIX  aBHALMOHHBIX  KOMILIEKCOB,
(YHKIMOHUPYIOIIHX B CIIOXKHBIX YCIOBHAX PaJIOIEKTPOHHON 00CTaHOBKH.

KiawueBble ciioBa: CHIHAaIBHO-IOMEXOBass OOCTaHOBKA; CKOPOCThH Ieperadd MH(GOPMALUH; BEPOSTHOCTH OWUTOBOM
OIINOKH, TPOCTPAHCTBEHHO-BpeMeHHast o0padoTka, cucrema MIMO, napaienbHble KaHaIbL.
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THEOREM ABOUT THE CHANGE OF RESONANCE FREQUENCIES
OF VIBRATIONS OF MECHANICAL SYSTEMS WITH FRICTION

There are the insufficiently known phenomena, resulting in the operating damages of knots and details of machines, among
that most dangerous are a friction, wear, and dynamic tiredness. They behaves to the mechanical systems, the elements of
that are bound by inter se forces of dry friction, that is widely widespread in a technique, especially in the knots of contact
of elements with a friction. It results in the origin of new effects the account of that is needed for providing of increase of
reliability of work of machines and mechanisms. At the decision of practical tasks usually use the simplified charts that are
characterized the eventual number of degrees of freedom, although the real mechanical system has an endless large number
of degrees of freedom. The study of vibrations of the mechanical systems on such models allows to get basic conformities
to law of influence of interesting factors on dynamic descriptions of the system. In the theory of vibrations are of interest
research of questions of cooperation of forces of friction, operating in the system, and force vibrations. However paid
attention to the question of influence of forces of friction on the size of frequency of resonant vibrations of the mechanical
systems. Under the inlaid constructions we understand such, when one elements of construction are located into other and
here constrained inter se on opposite surfaces by forces of dry friction. The selection of class of the inlaid constructions,
among the nonlinear mechanical systems, requires the row of clarifications. Consists the feature of design of one mass
models of the inlaid constructions in that they have two degrees of freedom. It results in appearance at the inlaid
constructions of new properties, what and dedicated hired.

Keywords: mechanical system; degrees the freedoms; inlaid constructions; operating damages; friction; wear; dynamic

systems; calculation charts; oscillating mechanical systems; nonlinear mechanical systems.

Formulation of the problem

One of the problems facing modern science is to
ensure the reliability of machines [1, 4]. Among many
phenomena that lead to operational damage to machine
components and components, friction, wear and
dynamic fatigue are the most dangerous. First of all, this
refers to mechanical systems, the elements of which are
interconnected by the forces of dry friction. Such
systems are widely used in engineering, especially in
the nodes of contacting elements with friction [2]. If the
contact of the body with the counter body occurs on
opposite surfaces (we call such constructions nested),
then this leads to the appearance of new effects, which
are necessary to ensure the increased reliability of
machines.

It is known that a real mechanical system has an
infinite number of degrees of freedom. However, when
solving practical problems, simplified schemes are
usually used, which are characterized by a finite number
of freedom degrees. In such calculation schemes, some
(the lightest) parts of the system are considered
completely devoid of mass and are represented in the
form of deformable inertia-free bonds, while the bodies
behind which the inertia property is retained in the
calculation scheme are considered material points [1].
The study of the oscillations of mechanical systems on
such models makes it possible to obtain the basic
regularities of the influence of the factors of interest on
the dynamic characteristics of the system.

A special place in the theory of oscillations is
given to investigations of the interaction of frictional
forces acting in the system and forced oscillations. At
the same time, this issue is mainly discussed in two
aspects: friction, as a source of self-oscillations and
oscillations, is a mechanism for controlling friction. As
a result, attention is not paid to the effect of friction

forces on the frequency of the resonant oscillations of
mechanical systems. This is connected, perhaps, with
the fact that this issue is considered resolved. However,
the selection of a class of embedded constructions
(among nonlinear mechanical systems) requires some
refinement.

Nested we will call the construction, some
elements of which are located inside the others and are
connected to each other on opposite surfaces by the
forces of dry friction, and the ratio of the maximum
tangential force spent on overcoming the bonds caused
by touching the elements when removing them from the
state of rest to the same load, which compresses the
touch elements, provided there is no connection
between them on opposite surfaces, greater than the true
coefficient of friction of rest.

Nested constructions correspond to a mechanical
model of a certain type. The peculiarity of the model
lies in the fact that the single-mass model of the
embedded construction has two degrees of freedom [2].
This leads to the appearance of new properties in nested
constructions.

The aim of the article is to determine the influence
of the frictional force on the magnitude of the
oscillation frequency of a mechanical system.

The Main material

Let us consider the effect of friction on the
frequency of free vibrations of a single-mass mechanical
system, which is a load of mass m suspended on a
spring in rigidity k, in parallel to which a damping
element with a damping coefficient C (Fig. 1). The
differential equation of cargo movement, as is known,
has the form [3-6]:

mx+cx+kx =0.

The solution of this equation is known:

© Kovtun A., Tabunenko V., Parkhomchuk A., 2018
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Fig. 1. The calculation scheme of a single-mass model
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of a mechanical system with one degree of freedom

Cr
x =e2m[Cjcos pt+C, cos pt],

here C;, C, are arbitrary constants; p is the
frequency of the natural oscillations.

ko2

m  4m?

From the last equality it is seen that with
increasing resistance the frequency of the oscillations of
the load decreases, which is confirmed by experiments.

We apply the external force O () = Qy sinw t to
the load. Let us see how the increase in the damping
factor affects the value of the frequency of the
resonance oscillations of the load. The resonance in the
system will no longer occur when the ratio of the
frequency of the forced oscillations to the frequency of
the natural oscillations of the system without friction p
is equal to 1, but at lower frequencies, that is, the
maxima of the curves of the dynamical system
dependence on the ratio @ /p will be shifted to the left
of the value @/ p = 1 [6]. Thus, for the system under
consideration, an increase in the damping coefficient C
leads to a decrease in the value of the frequency of the
resonance oscillations of the load. The calculation of a
mechanical system consisting of »n masses and n
dampers is given in [7]. And in this case, an equal
increase in the damping coefficients in #» dampers leads
to a decrease in the magnitude of the frequency of the
resonance oscillations of the goods. A further increase
in damping leads to an end to the oscillatory movements
of the system.

From the definition of this nested construction, it
follows that the nested structures correspond to
mechanical models of a certain type. One of such
models with two degrees of freedom (with one mass and
one knot of friction) is shown in Fig 2. A feature of
nested constructions is the condition (s is the number of
damping elements, n is the number of degrees of
freedom).

Let us examine, in the general case, the
dependence of the natural frequencies of oscillations of
a mechanical system on the magnitude of the frictional
force. In this case, consider systems in which the
number of damping elements is equal (S = n), and less
number of degrees of freedom, which corresponds to
nested structures.

x1
m
——

K, b

I !

Fig. 2. The calculation scheme of a single-mass mechanical
system with two degrees of freedom

Consider the oscillations of a mechanical system
consisting of two masses m; and m, (we take m; = m, =
m), connected with the base and each other by means of
elastic elements with stiffness k and damping elements
with a damping coefficient C (Fig. 3).

We apply to the masses an external force

O =0ysint.

The equations of oscillations of the system have
the form [6]:

. Kk ki +k q . .

X1 =—3X2 —(]—3))(] ——]xl +&SIHCOL
m m m m]

.. k k+k G . .

X 2=—3x1 —(1—3))6'2 ——Z.X'2 +&SIHCOL

my my my nmy

Analysis of the results of calculation of the
resonance frequencies of the oscillations of the system
under consideration as a function of the value of the
damping coefficient (with parameters m; =m, =m =
=1kg, k;=k;=k;=200n/m and -calculations of
many mass systems carried out using numerical
methods allow us to formulate the theorem on the
change in resonance frequencies of oscillations of
mechanical systems in the presence of friction.

Y A

m
kl % $ c
i I /
Fig. 3. Design diagram
of two-mass mechanical systems with dampers
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Theorem. Introduction to the mechanical system
with n degrees of freedom s of dissipative elements
leads to the fact that the resonant frequencies of the
newly formed system with respect to the system without
friction are located as follows:

where s = n
pk>pi (k=1,2...n);
where s <nfor nand (n-s)
degrees of freedom px < pi’ < Pi+1 (k = 1,...,n-1).

Evidence:

1. Consider a mechanical system in which the
number of damping elements is equal to the number of
degrees of freedom (n = s). The equation of motion in
the system has the form [8]:

MX +CX +S8X =0,

where M is the mass matrix; C is the damping matrix;
S is the matrix of rigidity.

It was shown in [6, 8] that in this case the with
equation of motion in normal coordinates will have the
form:

. . 2 .
X +2mx; + pTix; =q; i =123..n,

where 2n is the damping constant.

Each of the n equations is unrelated to all the
others. Therefore, the dynamic displacement is related
to the i-th form of oscillations.

The dynamic displacements corresponding to the i-
th form of the oscillations of the system, in the presence
of damping, are determined by the expression [6]:

1o sin p;t
2.

—n; Xo;
x; = e i (x; cos pyt +-0
i
The circular frequency with damped oscillations is
determined from the expression:

2 2
PJbi =\/Pi—”i =piNl=7i",

where p; is the circular frequency of undamped
oscillations; C; is the corresponding value of the
damping coefficient.

Thus, p; > pj.

2. Consider a mechanical system in which the
number of damping elements is less than the number of
degrees of freedom (n > s). Suppose that the 5; damping
element is converted into a rigid connection (C — o).
The coupling equation can be represented by the
expression [8]:

Angr + g+ Ay, =0

2 2 2 .
(an'l? a2 P —C--dy P —Cln)s

2 2 2 —q.
‘azl'l? —Cy1,apy - PT —Cpp.lyy - PT = Copy| =05

2 2 2
Al P —CulbAy2 P —Cp2-lpp " P —Cpy| -

The age-old control of the system after imposing a
connection on it will be obtained from the first secular
equation by deleting the first line and the first column in
it. According to the theorem on the separation of the
roots of the secular equation, the n-I roots of the p;* of
the coupled system are located between the roots of the
secular equation of the unrelated system.

Continuing similar arguments, and introducing
successively the following relations, we obtain
inequalities for the system after imposing all s bonds on
it, that iS,pk _<pks < Pk+1 (k =12.. i’l—])

Thus, depending on the ratio of n and s for the
same value of C, for each form of oscillation, two
values of the resonance frequency of the oscillations of
the mechanical system @, are possible, which converge
to the value of p; for C — 0. The plot of the resonance
frequency of the system's oscillations as a function of
damping factor for the calculation circuit (Fig. 3, with
parameters m; =my; =m = 1kg, k; =k, =k; =200 n / m)
is shown in Fig. 4.

W

14 01 02

Fig. 4. Graph of the dependence
of the resonant frequency of the system
oscillations on the value of the damping coefficient

Conclusions

The properties of oscillatory systems formulated in
the theorem are revealed in numerical investigation and
can be generalized by the following provisions:

1) The steady-state oscillations occur with respect
to the position of stable equilibrium with the frequency
of the disturbing force.

2) If the frequency of the perturbing force is close
to one of the natural frequencies of the system, then the
amplitudes of the oscillations of all masses increase and
reach local maxima, the values of which depend on the
frictional forces.

3) Local extrema of the resonance curve for n = s
are attained at frequencies less than the natural
frequencies of the system.

4) Local extrema of the resonance curve n > s are
attained at frequencies not less than the natural
frequencies of the system.

5) In systems with small friction, the change in the
coefficient of friction at any place causes a change in
the resonance amplitudes of the oscillations: as the
friction increases, the amplitudes decrease. In systems
with high friction, it is possible to select a friction value
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at which the amplitude of the oscillations of a certain  can lead to the case when the frequency of the resonant
mass is minimal. The change in friction in the system oscillations is minimal.
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Teopema npo 3MiHy pe3OHAHCHHUX YaCTOT KOJUBAHb
MEXaHiYHHUX CHCTEeM NPH HAsBHOCTI TepTst

A. B. KoBryH, B. O. Tabynenko, O. B. [Tapxomuyk

IcHyrOTH MaJIOBHBYEHI SBHILA, 110 NPU3BOAATH 10 EKCIUTYaTALIHHUX MOMIKODKEHb BY3IIB Ta JeTallell MalluH, cepel] SKUX
HaiOIIBII HEOE3NeUHUMH € TepTs, 3HOC 1 AMHAMIYHa BTOMY. BOHHM BIJJHOCSTBCS JO MEXAHIYHHX CHCTEM, EJIEMEHTH SIKHUX
IOB'A3aHi MDK COOOI0 CHIIaMM CyXOro TepTsl, SKi IMPOKO MOLIMPEH] B TEXHIIl, 0COOIMBO y BY3JIaX KOHTAKTYBaHHS €JIEMEHTIB 3
TepTsiM. Lle Ipu3BOIUTE 10 BUHUKHEHHS HOBHX €()eKTiB, OOJIK SIKMX HEOOXITHWH Ui 3a0e3leueHHs! MiBHIIEHHS HaiHHOCTI
poboTn MamuH i MexaHi3MmiB. IIpy BUpIIICHHI NpPaKTUYHMX 3aBJaHb 3a3BHYail KOPHUCTYIOTHCS CHPOLICHUMM CXEMaMH, SKi
XapaKTepU3yIThCA KiHIEBUM YHCIOM CTYICHIB CBOOOIM, XO4a peajbHa MEXaHiYHA CHCT€Ma MA€ HECKIHYEHHY BEIMKE UYHCIIO
CTyHEHIiB cBoOOIM. BUBUCHHS KONMMBaHb MEXaHIYHMX CHUCTEM Ha TaKMX MOJENAX J03BOJISIE OTPUMATH OCHOBHI 3aKOHOMIPHOCTI
BIUIMBY I[IKaBJIATh YMHHUKIB HA JIMHAMI4HI XapaKTEPUCTHKU CUCTEMHU. B Teopil KOIMBAaHb CTAHOBIATH IHTEPEC NOCHIIKEHHS
IIUTaHb B3aEMOJIIT CHJI TEPTH, 11O AIIOTh B CUCTEMI, 1 BUMYIIIEHUX KonuBaHb. OfHAK HE NMPUJIIISETHCS YBara MUTAHHIO BIUIUBY CHII
TEpPTS Ha BEJIMYMHY YaCTOTH PE30HAHCHHUX KOJIMBaHb MEXaHIYHMX CHCTeM. BHUIiIeHHS Kiacy BKIAJEHHX KOHCTPYKIIH, cepen
HEJIHIMHUX MEXaHIYHUX CHCTEM, BUMAarae HU3KH yTOuHeHb. [1i/l BKIIaleHIMH KOHCTPYKLISIMU PO3YMi€MO TaKi, KOJIM OJHI €JIEMEHTH
KOHCTPYKIIii po3TalIoBaHi BCepeAnHI IHIIUX 1 PH 1IbOMY TIOB'I3aHi MiXk COOOO 110 IPOTHUIIEKHUX MOBEPXHAX CHIIAMH CyXOr'O TEpTSI.
Oco0nuBiCTh MOJIEIIOBAHHSA OHOMACOBOI MOJIE/EH BKJIAJCHUX KOHCTPYKIIH IOJSrae B TOMY, IO BOHM MAalOTh JBAa CTYIEHI
cBobou. Lle mpu3BOIUTE [0 NOABM Y BKJIAJICHUX KOHCTPYKLIH HOBUX BJIACTUBOCTEH, YOMY 1 IPHCBAYYETHCS JIaHa poOoTa.

Kar4dosi cioBa: MexaHiuHa cucTeMa; CTYNEHi CBOOOIY; BKJIAICHI KOHCTPYKIIIT; eKCIuTyaTaliiHi YIIKOIKEHHS; TepTs;
3HOIIYBAaHHS; AMHAMIYHI CHCTEMHM; PO3PAXyYHKOBI CXE€MH; KOJIUBAJIbHI MEXaHIuHI CUCTEMHU; HEJIiHIIiHI MEXaHiYHi CHCTEeMU.

Teopema 00 U3MEHEHUHU PE3OHAHCHBIX YACTOT KOJ1e0aHMii
MEXaHHYECKHUX CUCTEM NPH HAJINYUHN TPECHUS

A. B. KoBryH, B. A. Tabynenko, A. B. [Tapxomuyk

Cle_IeCTByl-OT MaJIOU3YUYCHHBIC SBJICHUSA, ITPUBOAAIIMNE K SKCIUTYaTallUOHHBIM ITOBPEKIACHUSAM Y3JIOB U Z[eTa.]'Ieﬁ MallliH,
Cpein KOTOPhBIX HanOoJIee OMaCHBIMH SIBJISIOTCS TPEHUEC, U3HOC U JUHAMHUYECKasl YyCTAJIOCTh. OHH OTHOCSTCS K MEXaHHYECKHM
CUCTEMAM, D3JIEMEHTBI KOTOPBIX CBA3aHbI MEXIY co0oi cumamu CyX0ro Tp€Hus, KOTOPBIC IIUPOKO paCHPOCTPAHCHBI B TEXHUKE,
0COOEHHO B y3J1aX KOHTAKTHPOBaHUS SJIEMEHTOB C TPCHUCM. C410) NpUBOAUT K BOBHUKHOBEHUIO HOBBIX 3(1)(1)GKTOB, yqu KOTOPBIX
HGO6XOZ[I/IM JUIsL oOecrieuyeHus TOBBIIIEHUS HaJAEKHOCTH pa6OTI>I MallvH U MEXaHU3MOB. HpI/I peuieHny NpakTUICCKUX 3a4ayq
0OBIYHO IIOJIB3YIOTCA yl'IpOHIéHHLIMI/I CXEMaMH, KOTOPBIC XapaKTCPU3YIOTCSI KOHCYHBIM YHCIOM CTeIeHel CBO6OI[I>I, XOTs
peajibHast MEXaHHU4YECKast CHUCTEMa UMEET OeCKOHEUHOe OOJIBIIOE YHCJIO  CTeleHei CBO6OI[LI. I/I3yquI/Ie KosebaHui
MEXAaHUYCCKUX CUCTEM Ha TaKUX MOJACIIAX ITO3BOJIACT IIOJTYYUTh OCHOBHBIC 3aKOHOMEPHOCTHU BJIMSAHUSA UHTEPECYIOLINX (baKTOpOB
Ha JUHAMHUYCECKHE XapaKTCPUCTHUKU CUCTEMBI. B TeOprUn KoseOaHui NPEACTAaBIAAIOT HHTEPEC HCCICA0BAHUE BOIIPOCOB
B3aHMOZ[eﬁCTBH5{ CUJI TpCHUH, L[eﬁCTBy[OHIHX B CHUCTEME, U BBIHYXJICHHBIX KoJie0aHuii. OI[HaKO HE YACIACTCd BHUMAaHUE
BOIIPOCY BJIMSIHUSL CUJI TPCHUS Ha BCJIIMYMHY YacCTOThl PE30HAHCHBIX KoJieOaHUil MEXaHHYECKHUX CHUCTEM. BBUIGJ'IGHI/IC KJiacca
BJIOXKCHHBIX KOHCprKLIHﬁ, cpean HEJIMHEWHBIX MEXaHHYECKHX CUCTEM, Tpe6yeT psaa yTO‘-IHeHHﬁ. HOI[ BJIOXKCHHBIMHA
KOHCTPYKIMSAMU ITOHMMAEM TaKHUE, KOrja OAHU 3JIEMEHTbI KOHCTPYKIHHU PACIIOJIOXKEHBI BHYTPHU APYrUX U IIPHU 3TOM CBSI3aHBI
MEXAY c000i1 1o TNIPOTHUBOIIOJIOKHBIM ITOBEPXHOCTAM CHJIaMHU CYXOIr'o TPEHMUSL. Oco0EHHOCTh MOACIIMPOBAHUS OAHOMACCOBBIX
Moz[eneﬁ BJIOXKCHHBIX KOHCprKI.IPII’I 3aKJIIO4YacTCA B TOM, YTO OHU UMCIOT JIBC CTCIICHU CBO6OI[LI. 10 NPpUBOAUT K IIOSIBJICHHUIO Y
BJIOXKCHHBIX KOHCprKI_II/Iﬁ HOBBIX CBOﬁCTB, YeMYy U IOCBALIACTCSA JaHHAs pa60Ta.

Kamo4deBble cJOBa: McXaHMYECKas CUCTEMA, CTCIICHU CBO6OZ[I>I; BJIOJ)KCHHBIC KOHCTPYKLHH; 3KCILUTyaTallMOHHBIC
TMOBPEXKACHUA; TPEHUE; HN3HOC, IAUHAMHUYCCKHUC CHUCTEMBI; paC‘-IéTHLIC CXEMBbI; KosiebaTeNIbHbIe MEXaHHYECKUE CUCTCMBI;
HEJIMHECWHBIC MEXaHUYECKUE CHCTEMBI.
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DEPENDENCE OF PARAMETERS OF REPAIR OF MILITARY COMMUNICATION

MEANS ON THE QUALITY OF METROLOGICAL SUPPORT

The article proposes an approach to the quantitative assessment of the effect of metrological reliability of measuring
equipment on the time of the verification of the parameters of military communications means during its maintenance and
current repairs. In known works, approximate values of the probability of failure-free operation of measuring instruments
are used for this, which reduces the accuracy of the results obtained. In the field conditions, it is necessary to take into ac-
count the metrological reliability of measuring instrument, which depends on temperature, humidity, vibration loads and
other factors. The time for determination of the technical state of military communications means is regulated by guidance
documents, therefore it is necessary to take into account all factors influencing the values of maintainability indicators in
order to plan efficient work of specialists during its technical maintenance and routine maintenance in the process of devel-
oping metrological and diagnostic support. It is suggested to use the functional dependencies of the average recovery time
of military communications equipment on the quality indicators of metrological and diagnostic support. Examples are given
of using the results of the study to quantify the maintainability of real samples of military communications means and show
the gain in the accuracy of calculating the average recovery time. The received results allow to estimate more objectively

time of performance of works and reasonably to choose measuring instruments more objectively.

Keywords: military communications means; measuring instruments; metrological support.

Analysis of recent research
and publications

Military communication means (MCM) is
continuously improving in the direction of raising the
values of quality indicators, which leads to an increase
in the number of elements, but the time required for
maintenance and current repair (CR) remains
unchanged.

Ref [1] discusses the relationship of metrology
and technical diagnostics, but there are no
recommendations on the justification of the choice of
measuring instruments (MI). The solution of this
problem is formulated in [2-5] without taking into
account the influence of metrological reliability. The
question of the metrological reliability of the MI is
separately considered in [6-9], and recommendations for
its inclusion during the maintenance and the CR of the
MCM are given in [10, 11]. In this case, the
approximate values of the probability of non-failure
operation of the MI are used, which significantly
worsens the accuracy of the results of quantitative
evaluation of the time of execution of works.

Problem statement

As a result of the combined consideration of the
current achievements in the field of metrological and
diagnostic support of maintenance and CR MCM, it is
necessary to obtain the functional dependence of the
indicators of maintenance on the metrological reliability
of the MI.

Therefore, the purpose of the article is a
quantitative assessment of the influence of the
metrological reliability of the MI on the time of
measuring the parameters of the MCM during its
maintenance and CR.

Results

During maintenance and CR, the MI is used to
determine the actual technical condition of the MCM.

In this case, the average recovery time (77)
should not exceed the permissible value (7p ) given in

the manual documents [10, 11]

Tr = (K + ty )/[p'( ~ﬁ1’i (T)J <Tp,

i=l1

where ¢ and ¢, are the average time for checking and
troubleshooting, respectively; p is the probability of a

correct assessment of the outcome of the verification
depending on the type of MI; N is the number of MlIs

used during maintenance and CR; F(t) is the

probability of failure-free operation of the MI in the
form i of inter-verification interval t; K 1is the
average number of inspections to determine the
technical condition of the MCM.

In this case, the values 0,85< P (1)<0,99 are

chosen roughly [8-11], which leads to significant errors
in the determination of 77 .

The peculiarity of the operation of the MI is due to
ensurance of its reliability, mainly due to hidden
metrological failures. Negative consequences of the use
of MI with metrological failures can be extremely high
and difficult to predict.

As indicators of the metrological reliability of the
M, the probability F(t) of preserving the values of

metrological characteristics in the set limits within the
checking interval t is used [9, 12].

The required level of metrological reliability
significantly depends on the application of the MI and is

© Kononov V., Ryzhov Ye., Sakovych L., 2018
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selected from the condition of ensurance the required
efficiency of serviced technical devices. As a rule, this
level for the working MI is 0,85...0,90, but in the best

cases can be 0,90...0,99 [9, 12].

Quantitatively, the probability of preserving the
values of the metrological characteristics of the MI in
specific operating conditions can be estimated using the
expression [9]

Pl-(‘l:)=1—m~KMKS,

where m is the equivalent number of failures during
operation

m=1:~KU/T,

where K,, is the proportion of metrological
characteristics of the MI, which are not covered by
built-in control; K¢ is the statistical estimation of the
coefficient of latent failures, which characterizes the
portion of metrological failures; Ky, isthe average rate

of the use of the MI; T' — is the working time of the MI
between failures.

Values t are obtained from the manual documents
for the metrological maintenance of the service objects
or from the technical description of the MI.

It is known that the MCM repair operator directly
deals with its restoration 900 hours during the year [13]. In
this case, the rate of use of the MI at the point of
maintenance and repair for the year of operation is equal to

Ky =22 _,103.
8760

According to the results of the analysis of the
technical description and manual of the MI one

determines K, .
Value of coefficient of hidden failures Ky

depending on the purpose of the MI in the absence of
statistical data of the results of the operation of analogic
devices are determined as an average of the values
given in the table 1 [9] for different parameters.

Working time between failures of the MI is also
taken from statistical data, and in the absence of
technical descriptions of devices.

The mean square deviation of the estimation of the
probability of preservation of the values of the
metrological characteristics of the MI is calculated
using the expression [9]:

o =m- Ky [Ks (015K +1/m).

Table 1. Averaged values of the coefficient of hidden
failures depending on the purpose of the MI

Ne Title of the parameter of the MCM K
- and appointment of the MI S
1. Voltage 0,1
2. Parameters of components of electric circuits 021
with lumped constants ’
3. Power 0,23
4. Parameters of elements and paths with 0.22
distributed constant i
5. Frequency and time 0,16
6. Phase difference and group delay time 0,2
7. Signal form and spectrum 0,2
8. Features of radio devices 0,16
9. Pulse signals 0,16
10. | Field voltage and radio interference 0,18
11. | Amplifiers measuring 0,15
12. | Measuring generators 0,2
13. | Attenuation 0,21
14. | Electrical and magnetic properties of materials | 0,16
15. | Parameters of coaxial and waveguide paths 0,21
16. | Parameters of radiolamps and semiconductor 0.24
devices ’

Let's consider an example of the application,
which are used during maintenance and repair of the
short-wave radio station R-1150 [14]. The results of
calculations are given in table 2, for t=8760 Ar.

Table 3 gives the parameters calculated for
different values of the time T for a short-wave radio
station P-1150 operated by one master. The estimated
time of execution of the maintenance increases by 5.5%,
when one accounts for the metrological reliability of the
MI. During the CR of the short-wave radio station P-
1150 in case of a failure of the built-in control system,
the search for a defective typical replacement element is
performed using the conditional diagnostic algorithm
shown in Fig. 1.

The object consists of L =41 elements, the time
necessary to restore its working status is 77 =30 min .

The binary conditional diagnostic algorithm ensures the
localization of the defect after performing K =6
checkings. For # =3 min and 7, =5 min for the analog

voltmeters C-4353 or B3-56 (p=0,845) as a MI

without taking into account their metrological
reliability, we obtain
Tr = 6.3+§ =63 min > 7p,
0,845

which reveals that, this option does not meet the
requirements.

Table 2. Parameters calculated for short-wave radio station R-1150

Ne Measuring instruments T, hr Ky Ky P(t ) c
1. Electrometer-multifunctional device C-4353 1500 1,0 0,21 0,877 0,353
2. Power meter M3-45 2000 1,0 0,23 0,899 0,319
3. Frequency meter Ch3-63 3000 0,5 0,16 0,976 0,217
4, Non-linear distortion analyzer of C6-11 5000 0,1 0,16 0,997 0,054
5. Millivoltmeter B3-56 4000 1,0 0,10 0,978 0,148
6. High frequency signal generator G4-151 5000 0,3 0,20 0,989 0,187
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Table 3. List of parameters measured for the short-wave radio station P-1150

Measurin Time measurement, hours
Ne Parameter . 5 Di According to | Taking into account the
nstruments . . . s
instructions | metrological reliability
e C6-11 0,9993
1 Sensitivity Ga151 0.834 2,33 2,36
2 | Power M3-45 0,95 3,00 3,34
. B3-56 0,85
3 | Range of manual gain control Ga-151 0.834 0,25 0,26
L B3-56 0,85
4 | Automatic gain control range Ga-151 0.834 0,16 0,16
5 | Frequency of reference generator Ch3-63, clock | 0,9985 0,25 0,26
6 Non uniformity of the amplitude-frequency G4-151 0,834 115 1.19
characteristic of the receiving tract B3-56 0,85 ’ ’
. . . . G4-151 0,834 1,15
1 f th 2 2 1,1
7 | Nonlinear distortion of the receiving tract Coll 0.9993 ,17
8 Power supply C-4353 0,845 0,08 0,09
Total execution time, hr 8,37 8,83

Using the digital voltmeter, by which the C6-11 is re-
quired ( p=0,9993) one obtains a positive answer, even

taking into account the metrological reliability of the device

7r=(6-3+5)/(0.997-0.9993 ) = 23 min < Tp.

Let's consider another example of the
calculation with the conditional algorithm for
diagnostics of the control subsystem of the
operation of a high power radio transmitter, which
is shown in Fig. 2 [11].

Power supply
+27V
N Controller
Receiver
4 6 Power
amplifier
r8 Antenna-matching
device
9 10 1314 1516 17
41
1 12 radio
18 19 N7 28 station is
20 21222325 26 working

29 3031 3 3536 37 38

33 34 39 4o

Fig. 1. Conditional algorithm for determination of the technical state
of the short-wave radio station P-1150 with the failure of the built-in control system

Incandescent
Displacement

Signaling

displacement

Signaling
high

Work

K153 H2
R2 K151

Fig. 2. Conditional algorithm for diagnostics of the subsystem
of control of the operation of the radio transmitter
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In this case again ¢t =3 min and f,, =5min. In

case of failure of a known operation mode of one has
K =2 and Tr <30 min.

The use of the electric measuring instrument
C-4353 without taking into account the metrological
reliability leads to the result

2345
0,845°

and for the metrological reliability the device taking into
account we find

Tr =15 min < 7p,

2:-3+5
Tr:—2
0,877-0,845

which is 13% more than in the previous case.

=17 min < Tp,

Conclusions

1. Functional dependences of the influence of the
metrological reliability of the MI on the mean time of
restoration of the MCM are obtained and examples of
their practical use are given.

2. Account for the metrological reliability of the
MI in estimation of the time of maintenance and CR of
the MCM significantly increases the accuracy of the
obtained results.

3. It is recommended to use the obtained results in
the methods [10, 11], which will for more objective
estimation of the time of execution of work and for the
justification of the choice of the MI with the minimum
necessary values of metrological characteristics to
reduce the cost of maintenance and CR of the MCM.
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3aJ1e:KHiCTh MOKA3HUKIB PEMOHTONPHIATHOCTI BiliCbKOBOI TEXHIKH 3B 3Ky Bill AKOCTi METPOJIOTiYHOr0 3a0e3neYeHHs
B. b. Kononog, €. B. Puwxos, JI. M. CakoBuu

V craTTi 3anpONOHOBAHM MiXiM 10 KUIBKICHOI OLIIHKH BIUTMBY METPOJIOTi9HOI HaJIIHHOCTI 3aC00iB BUMIPIOBAIBHOI TEXHi-
K{ Ha 4ac BUKOHAHHS IEPEBiPKU MapaMeTpiB BiiCbKOBOI TEXHIKU 3B’A3Ky NPH ii TeXHIYHOMY 0OCIIyroByBaHHi i IOTOYHOMY pe-
MOHTI. ¥ BiloMHX po0oTax UIsl IbOr0 BUKOPUCTOBYIOTh NPHOJIM3HI 3HAUCHHS IMOBIPHOCTI 0€3B1IMOBHOI poOOTH 3ac001B BUMI-
PIOBAJIBHOI TEXHIKH, 1110 3HWKYE TOYHICTh OTPUMAHHX PE3YbTaTiB. B 11onbp0BUX yMOBaxX HEOOXiZHO BpaXOBYBATH METPOJIOT UHY
HaJilHICTh 32c00iB BUMIPIOBAIbHOI TEXHIKH, 10 3aJICKHUTh BiJl TEMIIEpaTypH, BOJIOrOCTi, BiOpaliiHUX HABaHTAXEHb Ta HIINX
¢baxropiB. Yac BCTAaHOBIICHHS TEXHIYHOTO CTaHy BifiCbKOBOI TEXHIKH 3B’SI3Ky PErjaMEHTOBaHUN KePIBHUMH JOKyMEHTaMH, TOMY
JUTS TUTaHyBaHHS e()eKTHBHOI poOoTH (axiBLIB miJ yac I TEXHIYHOTO 0OCIyrOBYBaHHS Ta IIOTOYHOIO PEMOHTY B IIPOLIEC po3po-
OKM METPOJIOTIYHOro Ta JiarHOCTHYHOro 3a0e3neueHHs HeoOXiJHe BpaxyBaHHs BCiX (akTopiB, sKi BIUIMBAIOTH HA 3HAYEHHS I10-
Ka3HUKIB PEMOHTONPUIATHOCTI. 3aIIPOIIOHOBAHO BUKOPHCTOBYBATU (DYHKIIIOHAJIBHI 3aJIXKHOCTI CEpPEeAHBbOr0 4acy BiJHOBIECHHS
BiICHKOBOi TEXHIKH 3B’SI3KY BiJl IIOKa3HUKIB SKOCTI METPOJIOIiYHOro Ta IiarHOCTHYHOTO 3abe3mnedeHHs. [IpuBeneHo mpukiamm
BUKOPHUCTaHHsI PE3YJIbTaTiB IOCHIPKEHHS JUIS KUIbKICHOI OL[IHKHM MOKa3HHUKIB PEMOHTONPUAATHOCTI pealbHUX 3pa3KiB BiIHCHKOBOT
TEXHIKH 3B’A3Ky Ta [10Ka3aHO BUIPAI B TOYHOCTI PO3PaxyHKY CEPEAHBOro uacy ix BisHOBiIeHHS. OTpUMaHi pe3ynbTaTH J103BO-
JISIOTH OLIBII 00’ €KTHBHO OL[IHUTH 4ac BUKOHAHHS POOIT Ta 00IPyHTOBAaHO OOMpATH 3acO0M BUMIPIOBAIBHOI TEXHIKH.

Kar4dosi caoBa: BilicbkoBa TeXHiKa 3B’A3Ky; 3aCO0M BUMIPIOBaJIbHOI TEXHIKH; METPOJIOriuHe 3a0€3eUeHHS.

3aBuCHMMOCTD NOKa3aTe Ieil PEeMOHTONPUIO/IHOCTH BOCHHOM TEXHHKH CBSI3HM OT Ka4eCTBA METPOJIOTHYECKOro odecredeHust
B. b. Kononos, E. B. Pexos, JI. H. CakoBuu

B cratbe TNPEUIOKEH IMOAXO0A K KOJINYECTBEHHON OLCHKE BJIMAHUWS MeTpOHOFI/I‘IeCKOﬁ HaJIC)KHOCTHU CPEACTB U3MEPUTECIIb-
HOM TEXHHUKH Ha BPEMs BBIINIOJIHECHUS ITPOBEPKU ITapaMETPOB BOCHHOW TEXHUKHU CBS3H npu €€ TEeXHHUYECKOM 06CJ'Iy)KI/IBaHI/II/I u
TEKYIIEM PEMOHTE. B m3BecTHBIX pa60TaX JUISL 3TOI'0 UCIOJIB3YIOT l'IpI/I6J'[I/I)KéHHBIe 3HAYCHUS BEPOATHOCTU 0e30TKa3HOM pa6OTI>I
CpEACTB I/I3MepI/ITeHBHOﬁ TE€XHUKH, YTO CHMIKACT TOYHOCTD ITOJIYUYCHHBIX PE3YJILTATOB. B nonesbix ycioBusx HGO6XOZ[I/IMO yuu-
ThIBaTb METPOJIOTNYCCKYIO HA/ICI)KHOCThL CPEACTB H3MepPITeJ'ILHOﬁ TEXHUKH, KOTOpast 3aBUCUT OT TEMIIEPATYPHI, BIIa’)KHOCTH, BHO-
PallMOHHBIX HArpy3oK U ApYrux @aKTOpOB. BpeM;{ OIIPEACIICHUSI TEXHUYCCKOI'O COCTOSIHUA BOCHHOW TE€XHUKH CBSI3U periiaMeH-
THUPOBAHO PYKOBOISAIIUMHU JOKYMEHTAMHU, IIO3TOMY IS IIJIAaHUPOBAHUS 3¢)¢)eKTHBHOﬁ pa6OTI>I CIIEUAJIUCTOB BO BpEMs €€ TCX-
HHYCCKOIo 06CJ'Iy>KHBaHI/I5{ 1 TEKYLICI0 pEMOHTA B IIpoLecce pa3pa60TI<H METPOJIOrMIECKOro U 1MaraioCTU4eCKoro obecrieueHus
HeO6XOZ[I/IM y4eT BCEX (baKTOpOB, BJIMSIFOIIIMX HAa 3HAYCHUS ITOKa3aTelieh PEMOHTOIIPUTOAHOCTH. Hpe;mon(eHo UCII0JIB30BaTh
(byHK]_II/IOHaJ'[BHBIe 3aBUCUMOCTH CPECAHETO BPEMEHU BOCCTAHOBJICHU BOCHHOM TEXHHKH CBSI3HM OT IIOKA3aTeJIe KayecTBa METPO-
JIOrHYCCKOro u JUarHoCTU4eCKoro obecrieueHusl. HpI/IBe}IeHLI TIpUMEPLI UCIIOJIB30BaAHUS PE3YJILTATOB UCCICAOBAHUA JUIS KOJIHU-
YeCTBCHHOMN OLICHKHU IoKa3aTesei PEMOHTOIIPUTOAHOCTH PEATIbHBIX 06pa3u013 BOCHHON TEXHUKH CBSI3HM M TIOKa3aH BBIMI'PBIIT B
TOYHOCTHU pacye€Ta CpE€AHEro BPEMEHU UX BOCCTAHOBJICHUSL. HOJ'[y‘-IeHHBIe PE3yNbTaThl IO3BOJISIFOT 0ojiee 0OOBEKTHUBHO OLICHUTD
BpPEMs BbITIOJTHEHUSA pa60T 1 000CHOBaHHO BLI6I/IpaTL cpeacrsa H3MepHTeJ’IBHOﬁ TCXHUKH.

Kao4deBble cI0BaA: BOCHHAS TEXHUKA CBA3U; CPpEACTBA H3MepHTeJ'lBHOﬁ TEXHUKHU; METPOJIOTHICCKOEC obecrieueHue.
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EXTRANEOUS ELECTROMAGNETIC RADIATION IMPACT ON WAVEGUIDE
CHARACTERISTICS OF A SEMICONDUCTOR SUPERLATTICE

The subject matter is the mechanisms of emergence of instabilities in natural oscillations of semiconductor supertattices
caused by their interaction with charged particle flows of extraneous electromagnetic radiation. The aim is calculating ra-
tios to determine a degree of deviation of operating characteristics of semiconductor components from the norm, depending
on the parameters of extraneous pulsed electromagnetic radiation. The objective is to model how currents that are induced
with extraneous EMR interact with electrostatic oscillations of a semiconductor supertattice, using an implementation of
(Cherenkov) resonance interaction of moving charges with electromagnetic oscillations under conditions where the phase
velocity of the wave and the velocity of the charged particle are the same. The methods used: analytical methods for
solving Maxwell's equations and medium equations in a framework of hydrodynamic approach. The following results are
obtained. We have studied semiconductor components of electronic equipment (supertattices) being exposed to strong
pulsed electromagnetic fields. The study was focused on the nature of changes in the working capacity of the components.
We show that the effect of pulsed electromagnetic radiation is accompanied by an emergence of currents in the conductive
hardware elements and an emergence of internal fields within them. One kind of reversible failures of semiconductor
hardware elements is determined, based on interaction of extraneous radiation induced currents with the intrinsic fields of
the supertattices of the hardware components. Similar failures occur under conditions of Cerenkov radiation (when the
current is parallel to the structure boundary). It is shown that such interaction leads to energy losses in the induced currents
spent to excitation of natural oscillations of the supertattice, i.e. to emergence of an oscillation generation mode that is
characterized with a change in the volt-ampere characteristics of the hardware. Conclusion. The results obtained in this
work can be used to evaluate the efficiency of active radio electronic devices (amplifiers, generators and converters of elec-
tromagnetic oscillations in the millimeter and sub-millimeter ranges) being exposed to extraneous pulsed electromagnetic
fields. The comparative analysis of quantitative evaluations of reversible failures of semiconductor devices in dependence
on the spatial configuration of the acting field (induced current parallel to the structure boundary) allows solving problems
in optimizing the degree of distortion of the performance characteristics of these devices.

Keywords: electromagnetic radiation; semiconductor structures; surface oscillations; charged particles; vibration decre-

ment.

Introduction

Most of the available theoretical and experimental
studies of the impact electromagnetic radiation (EMR)
has on radio equipment consider irreversible failures.
(As you know, all types of failures that arise in
electronic devices are usually divided into reversible
and irreversible [1-4]). An irreversible failure mean
complete loss of the device’s functional characteristics.
It occurs when the device performance changes beyond
the permissible limits (in case of extraneous
electromagnetic radiation, irreversible failures usually
arise due to thermal breakdown of the components).

The mechanisms of irreversible failures that arise
because of interaction of EMR induced currents and
voltages with the processes characterizing functional
purposes of the devices are usually modelled within the
framework of the theory of circuits with distributed
parameters. This approach allows evaluating working
capacity criteria in general (for example, estimating the
critical energy level characterizing a thermal
breakdown),

At the same time, for reversible failures, consisting
in a temporary loss of working capacity, using circuit
theory does not allow determining the distortion of the
output characteristics of radio devices. Therefore, most
of the problems associated with determining the
mechanisms of reversible failures resulting from the
impact induced currents have on operability of radio
devices, remain open.

This paper compensates to some extent the exist-
ing knowledge gap in this area of research on reversible
failures. It studies how charged particle fluxes induced
by EMR interact with wave processes in semiconductor
structures of modern microwave electronics.

Task solution

The object of the study is a periodic structure con-
sisting of semiconductor wafers (semiconductor super-
lattice). It is assumed that a flow of charged particles
emerges in the structure because of EMR. The flow
loses some of its energy spent on excitation of electro-
magnetic oscillations in the structure. The dispersion
characteristics of the structure and the mechanisms of
interaction between a flow of charged particles and
electrostatic oscillations are investigated in this article.
We have obtained equations for natural frequencies and
determined the energy losses occurring in the currents
because of excitation of EMR in millimeter and submil-
limeter ranges of electromagnetic waves.

Let a monoenergetic neutral flux of charged parti-
cles with density n, pass with constant velocity v,
through a periodic structure (with period ¢ ) consisting
of alternating plasma layers d; and d, that differ in
dielectric constant concentrations of conduction elec-
trons Ny; and Ny, . Let us determine the spectrum and

attenuation (increase) of electromagnetic oscillations of
such a system. We select the reference system in such a
way that X- and Y-axes are parallel and Z-axis is per-
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pendicular to the interface. Note that the energy a
charged particle loses passing through a layered dielec-
tric were first considered in [5].

To describe electromagnetic properties of a
structure consisting of plasma layers, neglecting the
delay effects, we use the following system of equations:

rot E=0 divlgg (2)E = 4me(N +n);

ON ou

—+div[Ny(2)i]=0; m— =ekE; 1

o [No(2)u] P (D

on ov ov -

—+div(ngy +vyn) ; m(—+vy—) =ek.

p (ngv +von) ; m( 5 o aZ)

Here n(r,t), N(r,t),v(r,t),u(r,t) are the perturbed

concentrations and velocities of the electrons of the
beam and of the stationary plasma; gy(z) and Ny(z)

are periodic functions that get values &¢1.0o and Nyj.on

within the limits of d =d; +d,. The indices / and 2
mean that the quantities in the equations (4) relate to the
layers with thickness indexes / and 2 correspondingly.
In the following, we have to introduce a scalar potential
¢(r,1);(E ==V ). At the interface, the following con-
ditions of continuity of potentials and total currents J;
(displacement and conductivity) are satisfied:

$1(0)=¢,(0);  J1(0) = J5(0), )

; OF,
where J; =E(Z—

;Z +e(Nojuy, +ngvi, +voh;)
T

Taking into account space-charge waves (SCW)
that emerge in the structure due to a moving particle
flux, there is a need for additional boundary conditions.
We define the conditions using continuous flows of
charged particles and their impulses. These conditions
have the following form:

n (0) =my(0); 12(0) = v,.(0). (€)

Using the property of translational symmetry
¢(z+d) = ¢(z)exp(ikd) (where k is an arbitrary wave

vector), one can represent the boundary conditions on
the layer separating planes as follows:

4 (d)) = ¢y (—dy) exp(ikd); J|(dy) = T (d, ) exp(ikd); (4)
m(dy) = ny(—dy) exp(ikd); vy (d) = v, (=d, ) exp(ikd).

With assumption that all the variables are expo-
nentially dependent on the coordinates and time, it is
easy to obtain a solution for the equations in each layer.
Using boundary conditions (2) - (3), undefined con-
stants can be eliminated and a dispersion equation can
be obtained that relates the frequency, wave vectors
O,qy, k and the parameters of the medium.

Consider a one-dimensional case: ¢,; ¢, =0. The

solution of the system of equations (1) in the i-th layer
has the following form:

47rezv0 C; exp(il;z) N F; exp(=iA;z) y

¢i(z)=AiZ+Bi+ P P
& | (0+v4)”  (0-vk)

cexpli(ofv)
P 4riev;, [Cl- exp(il;z) + F eXp(_MfZ)]X
i ! & o+ vyl 0 =Vo;
cexpli(fv) 2

n; = (C; exp(i;z) + F; exp(—i2;z)) - exp(i (@/vg ) 2); ©)

V= — 4re? G exp(i4;z) _ 5 exp(-i/;z) X
! mig; | o+vok o —vyl;
xexp(i(®/vy ) z)+ed; /(zma))
Here ¢; =¢g; —cu&l-/a)z;ﬂz- =a)0/(v0\/87,-);%,-;% -

Langmuir frequencies of electrons of stationary plasma
and A4,B,C.F beam are arbitrary constants. It is evident
that the potential contains terms of various kinds. The
first and the second terms represent a solution of Laplace
equation 62¢ / 02 =0 , the third and fourth terms are the
potentials induced with the SCW. It is easy to verify that
solutions 4; =0 are possible for the boundary conditions

because in this case J;(z) identically vanishes, the con-
centration and velocity of the particles depend on con-
stants C,F and the boundary conditions for the poten-
tials (3) and (4) allow determining By, B, through C,F .
In this case, we can obtain the following dispersion equa-
tion from the boundary conditions:

cos(w/vy —k)d = cos 4idy cos Ay dy —
(42 +23) (22422 -sin 2y sin 2pd.

This equation was first obtained in [6], where the
possibility of emergence of unstable states was shown.
At the same time, in [10], the natural vibrations that are
related to the frequency dispersion of the dielectric
permutation and exist in the structure in absence of a
beam were not taken into account.

In a case of a small beam density A4jd; <<1I;

(6)

Ady << 1, equation (6) transforms to:
cos(a)/vo—k)dzl—wgdz/(zvgszz), (7

where ¢, (w) =deg &, /(dig; +dyg)) is a component of
a permittivity tensor of a finely dispersed medium.

In the case of a weak spatial dispersion:
wd[vy <<1; kd <<1 in equation (7), we get:

(0 —k)* = a3 /(3. ) (®)

The dispersion law of oscillations has the same
form as in a homogeneous medium whose dielectric
permittivity is equal to ¢, (®,d;,d,). From equation
(8), in approximation of a low beam density, we get:

szzwg/(gzz(a)zkvo)); Ao <<hkvy. (9)

In this case, the frequency of oscillations is deter-
mined by the flight time of a particle through the spatial
period of the structure 7 = d/v, . While / is equal to the
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ratio of the flight time to the period of oscillations. The
oscillations become unstable under condition of

g, <0 (Aa)2 <0), i.e. the dielectric permittivity of at
least one of the layers must have frequency dispersion
and be negative. Let &, >0, <0. Then it follows
from (8) - (9) that
3 2
Aw =a)06{)p1d1/(2€0]d). (10)

The instability increment

ImA® = ?(wgwpldl /(2801d))]/3

where @, =a)01/\/a.

If @=kv, then we have instability under condi-
tions of Cherenkov’s resonance with an increment that

is (d)/d, )]/3 times less than in a homogeneous plasma.

In the case of @, =(27v/d)-1, the instability relates

Table 1. Characteristics of MOS Structure

to Cerenkov’s parametric radiation of a charged particle
[7]. It follows from (8) that instability also arises when

&,, isa complex value and Reg,, >0.

The studied model of the interaction between in-
duced currents and oscillations in semiconductor com-
ponents of electronic radio equipment is quite universal
and allows considering a number of interesting particu-
lar cases in experiments to determine criteria of resis-
tance to reversible failures.

Analysis

Table 1 contains numerical estimates of instability
increments of intrinsic electromagnetic oscillations of
semiconductor-layered structures caused by their inter-
action with charged particle fluxes induced by extrane-
ous EMR. The results are provided for a number of
semiconductor structures [7] being used in modern
microwave electronics.

The amplitude of current is J =100pA and the

rectangular pulse duration is 1 ps.

MOS S e i 1oy
Au-Si;N,-GaAs ny=5x10"d =3x107* dw=2x10"
Au-Al,0;-AlGaAL ny =1,3x10"° d =2x107* So=4,7x10"
Au-SiO,-CulnAs no =3,6x10* d =9x107° dw=5,2x10"
Au-SizN,-AlGaAL ny =1,2x10"° d =3x107° §0=2,9x10"
Au-Si;N,-Si no =3x10"° d =1,6x107* dw=3,2x10"
Au-AL;0,-Si no =3x10"° d =3,6x107 dw=2x10"
Au-Si0,-Si no =3x10° d =3x107* dw=6,1x10'"

Conclusions

A model is proposed here for interaction between
extraneous EMR induced currents and electrostatic
oscillations of a semiconductor superlattice basing on an
implementation of resonance (Cherenkov) interaction
between moving charges and electromagnetic oscilla-
tions under conditions of the phase velocity of the wave

and the velocity of a charged particle being the same.
Ratios are calculated that relate a value of the instability
increment to the magnitude of the induced currents and
such parameters of the MOS structures as free carrier
concentration, dielectric constant and structure dimen-
sions. The quantitative estimates show that the value of
the radiation energy falls within the sensitivity range of
modern receivers of submillimeter radiation.
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BruiiB CTOPOHHBOI0 €JIEKTPOMATHITHOI0 BUIIPOMiHIOBAHHSI HA XBHJILOBI XapaKTEPHUCTHKH HANBIPOBIIHUKOBOI PENIiTKA
B. I. KpaBuenko, B. C. bpecnasenp, 1. B. SIxosenko, Uy I[3unp Kyii

IIpeaqmerom BUBUYEHHS € MEXaHI3MH BUHUKHEHHS HECTIMKOCTEH BIaCHUX KOJUBAaHb HAIliBIIPOBIAHMKOBHUX HAJIPAaTOK, 00y-
MOBJICHHX IX B3a€MOJI€I0 3 OTOKAMHU 3aps/UKEHUX YaCTHMHOK B YyMOBAaX BIUIMBY 30BHIIIHBOTO €I€KTPOMAarHiTHOIO BUIPOMIiHIO-
BaHHi. MeTa - OTpUMaHHS PO3PaxyHKOBHX CIIiBBIZHOIICHb, SKi JIO3BOJISIIOTH BU3HAYATH CTYIIHb BIIXUICHHSA POOOYMX XapaKTe-
PHUCTHUK HaliBIPOBIJHUKOBUX KOMIUICKTYIOUMX BiJl HOPMHU B 3aJI€XKHOCTI Bijl TApaMEeTPiB 30BHIIIHBOIO IMITYJIbCHOTO €JI€KTPOMa-
THITHOTO BUIIPOMIHIOBAaHHS. 3afayda - OTpUMaHH MOJEJl B3a€MO/ii HaBeJEHNX 30BHIIIHIM €JIEKTPOMAarHiTHIM BUIIPOMiHIOBaH-
HSIM CTPYMIB 3 €JICKTPOCTATUYHUMHU KOJIMBAHHSAMH HalliBIPOBIIHUKOBOI HaAIPAaTKM, 3aCHOBAaHOI Ha peanizalil pe30HaHCHOI (ue-
PEHKOBCBKOT) B3a€MOJI] PyXOMHX 3aps/liB 1 €JIEKTPOMArHITHUX KOJIMBaHb B YMOBAX, KOJIM 30iratoTbes (a3oBa MBUAKICTh XBUIII 1
MIBUJIKICTD 3apsJPKEHOI YaCTHHKU. BHKOPHUCTOBYBaHI METOIM: aHATITUYHI METOAM PillIeHHs PiBHSIHb MakcBeuia i piBHAHb cepe-
JIOBMILIA B paMKax TipoauHaMivHOro mijgxoxy. OTpUMaHO HAcCTYNHI pe3y/abTaTh. [IpoBeeHO NOCHIKeHHS (YHKLIOHYBaHHS
HAIliBIIPOBITHUKOBUX KOMIUIEKTYIOUHX €JIEKTPOPaaioBUpoOiB (HAITPATOK) B YMOBAaX BILUIMBY IOTY)KHUX IMIYJIbCHUX €JIEKTPO-
MAarHiTHUX 1ONiB. BUBUEHO XapakTep 3MiH NPaIe3/aTHOCT] HAMiBIPOBIJHUKOBUX KOMIUICKTYIOUMX €JIEMEHTHOI 0a3u TeXHIYHHX
3aco0iB. [Ioka3aHo, 1110 BIUIMB IMITyJICHOT'O €JI€KTPOMAarHiTHOrO BUIIPOMIHIOBaHHS CYIPOBOJDKYETHCS BUHUKHEHHAM CTPYMIB B
MPOBiIHUX €JIeMEHTaX BUPOOIB 1| BUHUKHEHHAM iX BHYTDIIIHIX NOJiB. Bu3Ha4ueHo ofuH 3 TUIIB 00OPOTHUX BiJJMOB HaIliBIPOBiJ-
HHUKOBOI €JIEMEHTHOI 0a3u eJIeKTpopaioBUpoOiB, 3aCHOBAHUI HA B3a€EMOJIT CTPYMiB, HaBEJEHHUX 30BHIIIHIM BUIIPOMiHIOBAHHSM,
3 BJIACHUMH TIOJAMH HAJITPATOK, 110 KOMIUIEKTYIOTh BUpiO. IToniOHI BiIMOBH peaii3yloTbCs B yMOBaX YE€PEHKOBCHKOI'O BHIIPO-
MIHIOBaHHS (CTPYM NapalenbHuil 10 KOpJOHiB cTpykTypH). [loka3aHo, 110 1aHa B3a€MOis IPU3BOAUTH JI0 CHEPreTUYHUX BTPAT
HABE/ICHUX CTPYMIB Ha 30y/KEHHS BIIaCHUX KOJIMBAaHb HAAIPATOK, TOOTO MOSBI PEKUMY I'eHepallii KOJIMBaHb, IKUH XapaKTepH3y-
€ThCsl 3MIHOIO BOJIBT-aMIIEPHUX XapaKTePHCTUK pazioBupobiB. BucHoBkH. Pe3ynbrary, orpuMani B poOOTi, MOXKYTh OyTH BHKO-
pHCTaHI TIPH OLIHII Ipale3JaTHOCTI aKTHBHHUX PaioeleKTPOHHUX NpHiagiB (MiJCHIIOBAaYiB, TeHEpaToOpiB i NepeTBOPIOBaUiB
€JISKTPOMArHITHUX KOJIMBaHb MUIIMETPOBOIO Ta CyOMUIIMETPOBOrO Jliala30HiB) B yMOBaX BIUIMBY 30BHILIHIX IMITYJIbCHUX €JIEK-
TPOMArHiTHUX 1oimiB. IIpoBeneHuii B poOOTi NOPiBHAIBHUI aHaNi3 KiIBKICHUX OLIHOK 00OPOTHMX BiZIMOB HaIliBIIPOBIJHUKOBUX
MIPWIIA/IIB B 3aJIS)KHOCTI B/l IPOCTOPOBOI KOH(Iryparii 1o, o BIUIMBae (HaBEICHNI CTPYM MapaelbHUi 10 KOPJOHIB CTPYK-
TypH), JO3BOJISIE BUPILIYBATH 3a/1a4i ONTUMI3allii CTYIEHs CIIOTBOPEHHS POOOYMX XapaKTePUCTHK JaHUX MPHIIALiB.

Knaro4doBi c1oBa: enekrpoMarHiTHe BUIPOMIHIOBAHHS; HAIiBIPOBIIHUKOBI CTPYKTYPH; IIOBEPXHEBI KOIMBAHHS; 3apsi-
JUKEeHI YaCTUHKH; I€KPEMEHT KOJIUBAHb.

BimsiHue CTOPOHHEr0 JIEKTPOMATHUTHOI' 0 M3JIyYeHHsI HA BOJTHOBOHbIE XapaKTePHCTHKH IOJIYIIPOBOIHHKOBOIl pelIeTKH
B. U. Kpapuenko, B. C. bpecnasen, U. B. fIxosenko, Uy L3unp Kyii

IIpeaqmerom u3ydeHHs SBISIOTCS MEXaHU3Mbl BOSHMKHOBEHMS HEYCTOHYMBOCTEH COOCTBEHHBIX KOJIe€OaHMIl MOIYHIpOBOJ-
HHUKOBBIX CBEPXPELIECTOK, 00YCIIOBJICHHBIX UX B3aHMMOJICHCTBHEM C IOTOKAMH 3apsHKCHHBIX YACTHI] B YCJIOBHSAX BIIMSIHHS BHEII-
HETO IEKTPOMArHuTHoro nimydenus. llesb - momydeHne pacuyeTHBIX COOTHOLIEHHUH, MO3BOJISIOIIUX ONPENENATh CTENEHb OT-
KJIIOHEHHs pabOuHX XapaKTePHCTUK MOJIYIPOBOJHUKOBBIX KOMILIEKTYIOIMX OT HOPMbI B 3aBUCHMOCTH OT I1apaMETPOB BHEILIHETO
HMITYIbCHOTO 3JIEKTPOMAarHUTHOIO M3IydeHus. 3agada — MoJydeHHe MOJIENIN B3aUMOJIEHCTBHS HABEAEHHBIX BHEITHUM JJIEKTPO-
MAarHuTHBIM H3JIy4EHHEM TOKOB C 3JIEKTPOCTATHYECKUMHU KOJICOAHMAMM HOIYIPOBOJHUKOBOM CBEpPXpEIIETKH, OCHOBaHHOH Ha
peanu3ayy Pe30HaHCHOTO (U€PEHKOBCKOI0) B3aMMOICHCTBUS JBIKYIIMXCS 3aPAI0B U AJIEKTPOMArHUTHBIX KoleOaHUi B ycio-
BUSIX, KOI'JIa COBNAJAIOT (a30Basi CKOPOCTh BOJIHBI M CKOPOCTb 3apsDKEHHOH yacTuipl. Mcnonb3yeMble MeTOAbI: aHATUTHICCKHE
METOIBl PELIEHHs YypaBHEHMH MakcBelnna M ypaBHEHMH cpeipl B PaMKax THAPOIMHAMHYECKOro mnoaxoza. IlomydeHsr
creyromue pe3yabTarel. [IpoBeeHs! uccnenoBanus GyHKIMOHUPOBAHUS MOJIYIPOBOAHUKOBBIX KOMILIEKTYIOIIUX 3JIEKTpOpa-
JIMOU3JIENNI (CBEPXPELIETOK) B YCIOBHSAX BO3ACHCTBUS CHIIBHBIX MMITYJIbCHBIX DJIEKTPOMAarHUTHBIX nonell. M3yden xapakrep
U3MEHEHHI paboTOCIIOCOOHOCTH IOIYIPOBOAHUKOBBIX KOMILIEKTYIOIIMX 3JI€MEHTHON 0a3bl TeXHHueckux cpexacts. ITokasaHo,
YTO BIIMSTHUE UMITYJILCHOTO JIEKTPOMAarHUTHOTO M3IY4EHHUs! COIPOBOXKIAETCS BOSHUKHOBEHHEM TOKOB B IMPOBOJALIMX 3JIEMEH-
Tax W3JEIMi 1 BOSHUKHOBEHWEM MX BHYTPEHHHX noiieid. OmnpenesneH oJuH U3 TUIOB 00pPATHMbIX OTKA30B IMOJIYIIPOBOIHHKOBOK
JIEMEHTHOH 0a3bl 3NEKTPOPaANOMU3/IENNH, OCHOBAHHBIH Ha B3aMMOJAEICTBUM TOKOB, HABEICHHBIX BHEIIHUM MH3JIyYCHHEM, C
COOCTBEHHBIMH IOJIIMU CBEPXPEILIETOK, KOMIUIEKTYIOIHX u3zienue. [10100HbIe 0TKa3bl pealnnu3yloTcs B YCIOBUAX YCPEHKOBCKO-
ro M3Iy4deHus (TOK IapajulelieH IpaHuLe CTPYKTypsl). [loka3aHo, 4TO JaHHOE B3aUMOAEHCTBUE NMPUBOIAUT K IHEPreTHUSCKUM
MOTEpsIM HABEJEHHBIX TOKOB Ha BO30YK/ICHHE COOCTBEHHBIX KOJIEOAHUH CBEPXPEIICTOK, T.C. MOSBICHUIO PEXHMMa I'eHepaluu
KOJIeOaHU, KOTOPBII XapaKTepu3yeTcsi U3MEHEHUEM BOJIBT—AMIIEPHBIX XapaKTePUCTUK pajuon3nesnid. BeiBoasl. PesynbraThl,
HOJTy4eHHbIe B paboTe, MOTYT OBITH HCIIONB30BAHBI IIPU OLIEHKE pabOTOCIIOCOOHOCTH aKTHBHBIX PaJMOICKTPOHHBIX NPUOOPOB
(ycwnutenell, reHepatopoB U IpeoOpa3oBaTesiell IEKTPOMArHUTHBIX KOJIEOaHMH MHUIMMETPOBOIO M CyOMHIUIMMETPOBOIO
JIAIa30HOB) B YCIOBHAX BO3/ICHCTBHUS BHEIIHUX UMITYJIbCHBIX 3JIEKTPOMAarHUTHBIX nosei. [IpoBeieHHbIi B paboTe CpaBHUTEIb-
HbIH aHaJIN3 KOJIMYECTBEHHBIX OLICHOK 00paTUMBIX OTKAa30B MOJIYIPOBOJHUKOBBIX IIPUOOPOB B 3aBUCUMOCTH OT IIPOCTPAHCTBEH-
HOH KOH(UI'YpallMu BO3/EHCTBYIOLIETro 1ois (HaBEJCHHBIH TOK NMapajuleNieH I'PaHHLe CTPYKTYPBI) IO3BOJNSET peIiaTh 3a1adyu
ONTUMU3ALIHN CTEHEHHN UCKaXKEHUsI pabOuMX XapaKTepPUCTUK JaHHbIX IPHOOPOB.

KawueBble ciioBa: QJIEKTPOMArHUTHOC H3JIYUYCHHE, IOJTYIPOBOAHUKOBBIC CTPYKTYPBI; ITOBEPXHOCTHBLIC KOJ'I€6aHI/I$[;
3apsHKCHHBIC YaCTULBI; IEKPEMEHT Kosie0aHui.
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METHODS OF PREVIOUS CODING, THAT USES IN SYSTEMS OF RADIO SPECIAL

PURPOSE WITH MASSIVE-MIMO TECHNOLOGY

Modern radiocommunication systems of special purpose function in the conditions of shortage of radio resources and active
radio-electronic suppression. One of the ways to increase noise immunity, bandwidth and capacity of communication
networks is using antenna arrays, namely, MASSIVE-MIMO technology. However, the possibilities of this technology are
not used in full. In order to increase the efficiency of the using of MASSIVE-MIMO technology, the authors of this article
are considered methods of pre-coding. The analysis is intended to decompose existing methods of pre-coding for the further
development of highly effective algorithms of pre-coding. In the above scientific work, the authors of the article uses the
basic provisions of the theory of communication, the theory of signals, the theory of noise immunity, as well as the theory
of antennas. According to the results of the research, the authors draw the following conclusions: the matrices of the
previous coding, which have the same right singular vectors, which are the optimal for all criteria; the main difference
between the previous coding algorithms, that can be obtained by various synthesis criteria is the different distribution of the
radiated power between the spatial rays. Thus, the analysis showed, that thanks to the identical structure of the work of
linear pre-coders, it is possible to carry out a dynamic change on the transmission side of the type of the linear pre-coder,
thereby adaptively modifying the characteristics of the transmission and transmission path, while remaining within the

framework of practically one structure of the communication channel.

Keywords: Massive-MIMO, previous coding, signaling situation.

Introduction

In the modern wireless systems, MIMO
technology (Multiple Input Multiple-Output) is widely
using. This technology involves the using of several
antennas on the transmitting and receiving sides, which
makes it possible to realize the spatial diversity of
signals at reception and transmission, as well as
multiplexing of transmitted information [1-8] in radio
networks.

The effect of using of the spatial diversity is
related to the reception or transmission of the same
signal by several antennas. In a fading channel, it
allows receiving on the receiving side several versions
of the transmitted signal and, due to their statistical
processing, more accurately detect the signal.

Recently, a series of publications dedicated to
Massive-MIMO technology, technologies “with a large
number of antenna elements” (4x8, 16x8, etc.) [9-13]
appeared.

In this case, the antennas can be combined into
compact-local groups (sublattices) or have the form of a
distributed antenna system on an antenna system of
arbitrary plurality of antenna elements, including fractal
topologies, that can overlap, but without using of
common antenna emitters [10].

Using of Massive-MIMO technology can increase
the capacity of radiocommunication networks, their
throughput and noise immunity[9-13].

Increasing the bandwidth of Massive-MIMO radio
communication systems, while preserving the quality of
reception requires the solution of the problem of
efficient management of the available spatial-
frequency-time resources of these systems. The
problem of adaptation of modern radiocommunication

networks, including the Massive-MIMO networks, to
external conditions, is actively explored in recent years
[9-18].

Spatial multiplexing and spacing are contradictory
to the geometry and probabilistic characteristics of the
channel matrix. Theoretically proved [9-18], that if the
channel information is available only to the receiver,
then there is a fundamental trade-off between
multiplexing and spacing, in which one can not increase
one and not reduce another. The situation changes if we
assume, that some parameters of the communication
channel are known on the transmitting side and can be
used to construct the corresponding spatial signal-code
structure.

In fact, such systems assume the presence of a
reverse link, and the procedure for the formation of an
optimal signal-code structure in these conditions is
called spatial pre-coding.

In previous publications, the authors of the article
noted, that the using of information on the state of the
communication channels on the transmitting side can
significantly increase both, the energy and frequency
efficiency of special purpose radio systems, improve
the coverage area and reduce the complexity of the
implementation of the receiver system using Massive-
MIMO [9-13].

In the general case, linear pre-coding can be
considered as one of the methods of spatial-temporal
coding. It should be borne in mind, that for the linear
pre-coding, the presence of feedback is mandatory,
since the matrix of the previous coding is selected,
based on the status of the channel [9-13].

Therefore, the purpose of the article is to analyze
the methods of pre-coding in radio communication
systems, using Massive-MIMO technology.
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Presentation of the main material

The physical essence of the previous encoding in
Massive-MIMO radio communication systems is ,that
the pre-coding allows you to reconcile the transmitted
signal with the characteristics of the communication
channel. This results in improved performance
compared to the system without such an agreement.

In the case, where the complex matrix of channel
H is accurately known on the transmitting side, an
optimal pre-coding can be done, which is to linearly
transform the vector of symbols transmitted, using the
unitary matrix V, which depends on the matrix H.

The matrix V is part of the singular expansion of
the matrix H [1-4]:

H=UAV/, (1)

where U, V —unitary dimension matrices of M xM
and NxN respectively; A =diag {L;,hy,..., 0.} —
diagonal matrix of M x N size, on the main diagonal of
which has its own numbers A;,i=1,...,r matrix H;
r=min{N,M}.

With optimal pre-coding, the best characteristics
of the Massive-MIMO radio communication system are
achieved, due to the fact, that the system in this case is
decomposed into a plurality of parallel systems SISO
(Single Input Single Output), the minimal complexity
of the demodulation algorithm is provided. on the
reception side [1-18].

Unfortunately, in practice, the implementation of
optimal pre-coding is quite problematic, because the
matrix of the channel H is always evaluated with some
error, especially in a situation, where channel
parameters change rapidly, due to the high mobility of
subscribers. Therefore, in modern radio systems in
practice, various quasi-optimal algorithms of pre-
coding are used [1-18]. In the quasi-optimal algorithms
indicated on the transmitting side, instead of full
information about the state of the channel contained in
the matrix H, only partial information about the status
of the communication channel is used. The indicated
partial information may be in the form of one or more
parameters, that characterize the current state of the
communication channel or only its statistics (the law of
fading, the distribution of power between the direct and
reflected beam in the channel).

To date, there are three main ways to get
information about the state of the communication
channel:

-using of the
communication channel;

- using the feedback line between the transmitter
and the receiver;

- combination of the first and second methods.

We shall now confine ourselves to considering
linear coding algorithms.

Consider the radiocommunication system using
Massive-MIMO technology, the structure of which is
shown on fig. 1.

mutual linearity of the

b C Previous X No l Y b,
— Coder > coder > ChaHnnel 4,@_> Decoder —k>
F

Fig. 1. Generalized description of the system Massive-MIMO

In the indicated scheme on the transmitting side,
after the encoder (which here includes the modulator),
the signal is subjected to linear transformation using the
matrix F and then enters the Massive-MIMO
communication channel with the channel matrix H. The
linear transformation matrix F defines the linear pre-
coding algorithm.

The type of encoder and modulator has a
significant effect on the structure of the previous coding
algorithm. In the synthesis of pre-coding algorithms,
two architectures of the MIMO communication system
are usually considered:

- Massive-MIMO system with spatial
multiplexing. In such a system, independent
information flows are transmitted through all antennas,
in which a separate adaptation of the transmission rate
for each transmitting antenna is possible, using the
information on the state of the communication channel
available on the transmitting side;

- Massive-MIMO system with spatial-temporal
encoding.

The pre-coding procedure based on the using of the
communication channel status, information available on
the transmitting side provides two functions: splitting the
transmitted signal into independent spatial flows (rays); -

distribution of the power of emitted signals between
these spatial flows (rays).

If spatial flows (rays) exactly correspond to the
own (singular) vectors of the matrix H of the channel,
then there are no interferences between these flows. The
transmission of information by a communication
channel in this case is carried out in parallel in several
independent spatial channels, and for realization of such
an ideal data transfer, it is necessary, that on the transfer
side accurate information about the current state of the
communication channel.

If on the transmitting side, the information about
the communication channel is known only partially,
then in the previous encoding, the spatial flows (rays)
were formed in such a way as to minimize the level of
interference between them. It should be noted, that as
the number of transmitting antennas increases, the
number of degrees of freedom increases, which allows
for a more significant energy gain from the previous
coding, which confirms the additional advantage of
using Massive-MIMO technology in comparison with
the classical MIMO technology.

The signal model in the Massive-MIMO
communication system with linear pre-coding can be
given in the following form:
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Y=HFC+N,, 2

where H is the matrix channel, N, is the white gaussian
noise with spectral density of power

G(f)=Gp; 0<f <o, €)

F is the pre-coded channel matrix, C is the code matrix
of the channel. This model is valid for both spatial
multiplexing and spatial-temporal coding. Consider the
basic criteria, used to synthesize the previous coding
algorithm, the criteria, that allow us to determine the
optimal matrix of the previous coding F [6-19].

Criterion of mutual information. 1t is known, that
the mutual information between the input and output
signals of the communication system channel using the
Massive-MIMO technology is described by the
following expression [20]:

I(X, Y)=log, det(1+Q* HFUF'H'), C))

where Q2 =E, /G, isthe ratio of the signal energy to

the spectral density of the power of the receiver's own
noise, U is the correlation matrix of code matrix.

As shown in [21], the bandwidth of the Massive-
MIMO channel is determined by maximizing the
mutual information under the condition of the
constancy of the radiated power. Then, the criterion of
mutual information has the form:

max EH{log2 det(1+Q2HFUF’H')}, )
1tr(FF')=1
where 1 (-) is the step operator.

Criterion for minimizing the avarage square
error. The expression for the correlation matrix of
demodulation errors, optimal for the criterion of the
minimum of the avarage square error, has the form:

1
Rypusi = (1+Q2HFUF’H') . (6)

The criterion for minimizing the avarage square
error is to find such a matrix of pre-coding, in which the
minimum value is ensured of the average square of the
error ¢ demodulation [21, 22]:

1
min EH{U{(1+Q2HFUF’H’) }} 7)
tr(FF')=1

I would like to note, that the criteria (5) and (6)
considered require averaging over the distribution of
random elements of the matrix, H of the

communication channel of some function f () matrix

argument 1+ QZHFUF'H’, which depends on the type
of criterion:

lr(r;ll??;:1EH { ! (1 + QZHFUF’H')} , (8)

where f(...) =log, det(...) when using the criterion of

mutual information, and f(...)= tr[(...)_l} is using the

criterion of the minimum of the square root error.

Calculation of mathematical expectation Ey {...| is a

rather complicated operation, which limits the practical
using of the criteria (4) and (6).

In this regard, it is quite attractive in terms of
simplifying the criteria implementation, in which the
calculation of mathematical expectation is not used.
These criteria include the minimum criterion for the
probability of a double error codeword (Pairwise
codeword Error Probability — PEP). For the case, where
the Massive-MIMO communication channel only has a
fading correlation on the transmitting side (R, =1),the

following criterion is known [23-31]:

i tr(ﬁ(Rl‘PR; y! ﬁ'j ~ Mlog, det (),
lr(FF')

where ¥ = (Q2/4)FBF’ +R;!; B is the matrix of code

distances, H is the average value of the channel matrix.

Let's consider on the main types of linear pre-
coders used in radio communication systems, using
technology Massive-MIMO [23-31].

Provided tr(F Hp ) =Fy where Fy isthe total

average transmitted power, should be distinguished:
1. A linear pre-coder, that minimizes the receiver's
avarage square error (Min-Trace-VSE Loading):
F,,, =arg mFin Tr{MCKII (F)}. 9)
2. Linear pre-coder, maximizing the minimum

value of the matrix SNR (F) (Max Min-Eig-Signal to
noise ratio):

SNR (F)}. (10)

F,,; =argmin A, {
F

op

3. A linear pre-coder, that maximizes the mutual
information between transmitted b, and accepted b
data (Max-Capasity Loading): F,,

F,p =arg max C{b.5|F}, (11)
F
where C is the bandwidth of the channel.

Their specific choice depends on the channel
status, the presence of active interference, the type of
selected signals (OFDM, N-OFDM, FHSS, etc.) and the
requirements for their demodulation errors..

Conclusion from this explosion

According to the results of the research, the
following conclusions should be made:

1. The matrixes of the previous coding F, which
are optimal in all of the above criteria and are intended
for using in conditions of different volumes of
information on the transmitting side of the properties of
the Massive-MIMO communication channel, have the
same right singular vectors.

On the basis of these vectors, an optimal matrix of
pre-coding Vg is formed, which will be coordinated
with the correlation matrix Q of the space-time code.
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2. The matrixes of the previous coding F, which
are optimal for the criteria of mutual information and
the minimum of the avarage square error, also have the
same right singular vectors. These vectors determine
the direction of spatial rays, which depend on the
transmission channel information available on the
transmitting side.

3. The main difference between pre-coding
algorithms, that can be obtained by various synthesis
criteria is the different distribution of the radiated
power between spatial rays.

This power distribution is based on the using of
the principle of “pouring water”.

4. The algorithm of the previous coding in the
optimal way (in the sense of the selected criterion)

redistributes the signal strength between the spatial
rays, using the information on the communication
channel on the transmitting side.

5. Thus, the analysis showed, that thanks to the
identical structure of the work of linear pre-coders, it is
possible to carry out a dynamic change on the
transmission side of the type of the linear pre-coder,
thereby adaptively modifying the characteristics of the
transmission and transmission path, while remaining
within the framework of practically one structure of the
communication channel.

The direction of further research is to compare the
effectiveness of various methods of pre-coding for
systems of radio communication with technology
Massive-MIMO and their corresponding improvement.
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MeToau nonepeaHbOro KOAyBaHHS,
10 BUKOPHCTOBYIOTHCS Y CHCTEMAaX Palio3B’si3Ky cleniajgbHOro Npu3HaueHHs 3 TexnoJoriero Massive-MIMO

1.O. Pomanenko, A.B. umauekuii, O.B. Kysmuxos, P.B. ITikyns

CyudacHi cHCTeMM pajio3B’s3Ky CIELiaJIbHOrO INpU3HAYeHHs (YHKLUIOHYIOTh B yMoBax Jedilury paniopecypcy Ta
aKTUBHOTO PaJi0CNEeKTPOHHOrO IozaBieHHs. OIHUM 3 LULIXiB IHiJBHUILCHHS 3aBaJ03aXUILECHOCTI, MPOIYCKHOI 3JaTHOCTI Ta
€MHOCTI MepeX 3B’SI3Ky € BHUKOPHUCTAHHS aHTEHHUX MacuBiB, a came TexHoiorii MASSIVE-MIMO. IIpore MoxiuBoCTi
3a3HAYCHOI TEXHOJIOTil BHKOPHUCTOBYIOTbCSI HE B IIOBHOMY 00cCs3i. 3 METOI0 MiJBHINEHHS €()EeKTUBHOCTI BUKOPHUCTAHHS
texHonorii MASSIVE-MIMO aBropamu 3a3HadeHO! CTaTTi PO3IITHYTI METOIM IONEPEIHHOr0 KOAYBaHHA. 3a3Ha4eHUH aHai3
Ma€ Ha MeTi IIPOBECTH JCKOMIIO3MIIIO ICHYIOUMX METOAIB IONEPEeHbOr0 KOIYBaHHA JUI IONAJIBLIOI PO3POOKH
BUCOKOC()EKTHBHUX alIrOPUTMIB IONEPEIHbOr0 KOAYBaHHA. B 3a3HaueHil HaykoBill Ipalli aBTOpaMM CTarTi BHUKOPHCTaHI
OCHOBHI IIOJIOXKEHHS Teopii 3B’A3Ky, Teopii CUTHaJiB, Teopil 3aBaJ03aXMILEHOCTI, a TAKOXK Teopii aHTeH. 3a pe3ylbTaTaMu
JIOCHIIZKEHHST aBTOPaMM 3pO0JICHI HACTYIHI BUCHOBKU: MATpUIli NONEPEHBOrO KOIYBAaHHS, IO ONTUMAJIbHI II0 BCIX KpHTEpisiX
MaloTh OJHI M Ti 5K caMi IpaBi CHHTYJSAPHI BEKTOPH; OCHOBHA BIIMIHHICTb MiX aJI'OPUTMAMHM IONEPEIHBOr0 KOAYBaHHS, SIKi
MOJJIMBO OTPHMATH 32 JOMOMOTOI0 PiI3HUX KPUTEPIIB CHHTE3Y, NOJIATAE B PI3HOMY PO3IO/UI BUIIPOMIHIOBaHOI IOTYKHOCTI MK
IPOCTOPOBUMH HPOMEHAMHU. TakuM UYMHOM, NPOBEJCHHMI aHAJIi3 MOKa3aB, IO 3aBASKH OJHAKOBIH CTPYKTYpi PO3IIISIHYTHUX Y
po0OTi JiHIHUX MONepeHiX KOAepiB, MOMJIIMBO HNPOBOJUTH AWHAMIUHY 3MiHY HA IepellaBalibHill CTOPOHI THUIly JIiHIHHOroO
TONEPETHBOTO KOJEPY, THM CaMHUM aJlallTUBHO 3MIHIOBATH XapAaKTEPUCTHKH NPUIMaIIbHO-IIEPEIaBAILHOIO TPAKTY, NP LIbOMY
JIMIIAIOYHCh B PaMKax MPaKTUYHO OJHIET CTPYKTYPH KaHaIly 3B’ SI3Ky.

Kawuosi caoBa: Massive-MIMO, nornepeiHe KopyBaHHs, CHI'HAJIbHAa 00CTaHOBKA.

MeTtonnb! npeBapuTEILHOI0 KOAHPOBAHMS,
HCIOJIb3yeMblI¢ B CHCTEMaX PaJiHOCBS3H CIIEIHAJbHOI0 Ha3HaYeHHsl ¢ TexHoyorueii Massive-MIMO

N.0. Pomanenko, A.B. IlInmankuii, A.B. Kysmmnos, P.B. ITukyns

CoBpeMeHHbIE CUCTEMbI PAJMOCBS3H CIEHAIBHOI0 Ha3HauCHUS (YHKIMOHUPYIOT B YCIOBUAX JeduunTa paguopecypcea
U aKTUBHOTO paJUONIEKTPOHHOrO mozaBieHus. OIHMM W3 NyTeld TOBBINIEHHS IOMEXO3aLIMINEHHOCTH, INPOMYCKHON
CIIOCOOHOCTH M €MKOCTH CETeH CBS3M SBISETCA HCIOJIb30BAaHME AHTEHHBIX MacCHBOB, a MMEHHO TexHosnorun MASSIVE-
MIMO. OpnHako BO3MOXXHOCTH YKa3aHHOW TEXHOJIOTMH HCIOJB3YIOTCS He B HOJHOM oObeme. C LeNbl0 MOBBIILICHUS
sddexruBHOCTH ucnonb3oBaHus TexHomorud MASSIVE-MIMO aBropamu yKa3aHHOH CTaTbeé pacCMOTPEHBI METObI
MIPEIBAPUTEIFHOIO KOJMPOBAaHHs. YKa3aHHBIH aHAIU3 MMEET IEJbI0 MPOBECTH JEKOMIIO3UIMIO CYIIECTBYIOIINX METONOB
NPEe/IBAPUTEIILHOIO KOAMPOBaHUSA IS JajibHeiedl pa3paboTKu BbICOKOI((EKTHUBHBIX AJITOPUTMOB IIPEJBAPUTEIBHOIO
KoOUpoBaHus. B yka3aHHOH HayuHOH paboTe aBTOpaMM CTaTbU UCIIOIb30BAHBI OCHOBHBIE MOJIOXKEHHS TEOPUH CBSA3U, TEOPUU
CUTHAJIOB, TEOPUH IOMEXO3aIIUIIEHHOCTH, a TaKXKe Teopuu aHTeHH. Ilo pesympTaram HcCleOBaHMs aBTOPaMH CJEJIaHbI
CIIEAYIOIE BBIBOJBI: MATPHIBI MPEJBAPUTEIBHOTO KOIUPOBAHHUS, ONTHMAJIBHBIE 110 BCEM KPUTEPUSM MMEIOT OJHU U TE K€
MPaBbl€ CHHTYIIAPHBIE BEKTOPHI; OCHOBHOE PA3JIMUME MEX1y METONAMHU MPEABAPUTEIBHOIO KOJUPOBAHHS, KOTOPbIE MOXHO
MONTYYUTh C TMOMOILBIO Pa3IMYHBIX KPUTEPUEB CHHTE3a, 3aKIIOYAETCS B PA3IUYHOM PACIPEAEICHUH NU3Ty4aeMON MOLIHOCTH
MEXIy HPOCTPAHCTBEHHBIMH JydaMd. TakuM o0O0pa3oM, HPOBEICHHBIH aHAIM3 IOKa3aJl, 4To Onarojaps OIMHAKOBOM
CTPYKTYPE PacCCMOTPEHHBIX B PaboTe JIMHEHHBIX NPEKOJIEPOB, BOZMOKHO NPOBOJUTH IMHAMHYECKYIO CMEHY Ha IepeJlatoieit
CTOpPOHE THIIA JIMHEHHOTO IPEIBAPUTENBHOIO KOJEpa, TEM CaMbIM AaJalTHBHO HW3MEHATh XapaKTEPHCTHKH IPHEMO-
MEPENAIOIIETO TPAKTA, IIPU 3TOM OCTAaBAsACh B paMKaxX MPAaKTHUECKH OJHOM CTPYKTYpBI KaHaJla CBSA3H.

KawueBbie caoBa: Massive-MIMO, npenBapurensHOe KOAUPOBAHNE, CUT'HAIBHAST 0OCTaHOBKA.
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CALCULATING METHOD OF ERROR CALCULATIONS
OF THE OBJECT COORDINATION BY MEANS OF CONDUCTING PLATFORM
FREE INERTIAL NAVIGATION SYSTEMS OF A UNMANNED AERIAL VEHICLE

A further development of the method of calculating the errors for the coordinates of the binding objects and the angle pa-
rameters of the orientation of unmanned aerial vehicles is obtained. Errors of determination of coordinates develop due to
the impact of wind gust and turbulence of the atmosphere on light unmanned aerial vehicles. The main feature of the
method is the ability to determine the error of the coordinates of the objects, depending on the direction and force of influ-
ence on the unmanned aerial vehicle. The magnitude of the external influence determines the value of the deviation from
the trajectory of motion. The developed method can be applied with limited mass-size characteristics of an unmanned air-
craft. It also determines the values of measurement errors regardless the distance between the points of measurement. Limi-
tation to the application of the method can only be the ability of the appropriate sensors to measure the distance from the
unmanned aircraft to the object of anchor. Possibilities of determining the coordinates of an object of binding with accuracy
within units of measure are presented. This is achieved by measuring the angular coordinates with sensors of the navigation
system accurately within a hundred miliradian. An algorithm for calculating the error of determining the coordinates of the
binding object is presented. The algorithm is the further development of the sub-algorithm for calculating the angle parame-
ters of the orientation of an unmanned aerial vehicle relative to the geographical coordinate system. The presented algo-
rithm should be used before the start of the session of the correlation-extreme navigation system. The statistical simulation
of the proposed method and algorithm is carried out. The results of the simulation indicate that the magnitude of the error
of determining the coordinates of the binding object depends on the accuracy of the measurement of the angular parameters
of an unmanned aerial vehicle. The results of the numerical estimation of the errors of measurement of coordinates of the
binding objects are presented, depending on the accuracy of the measurement of the angular parameters of the unmanned
aerial vehicle. The requirements for the accuracy of measuring the angular parameters of an unmanned aerial vehicle are

determined, which provides a high accuracy of measuring the rectangular coordinates of the object of anchor.

Keywords: platform free inertial navigation systems, binding object, system of rectangular coordinates, angle of vision.

Introduction

Depending on the type of aircraft and the tasks as-
signed to it, the various types platform free inertial
navigation systems (PFINS) are used to navigate it [1,
2]. The composition of such PFINS may vary depending
on the requirements for their exact characteristics. The
work [3, 4] shows the results of the analysis of the char-
acteristics of some typical PFINS. The accuracy of the
coordination of such systems varies from 5.5 to
37 km/h. Micromechanical gyroscopes and microme-
chanical accelerometers are generally used as sensitive
elements in systems with low precision [5, 6].

At the same time, the PFINS, which is installed on
the light and middle unmanned aerial vehicle (UAV)
classes, is subject to the influence of external factors, in
addition to the low accuracy of the coordinates. Such
factors include turbulence in the atmosphere and wind
gusts. This leads to the occurrence of additional errors in
the measurement of angular and spatial coordinates of
UAV. To solve this problem, algorithms are being devel-
oped that compensate the errors of sensitive elements [6].

The algorithm for determining the orientation pa-
rameters of PFINS consists of four sub-algorithms [7]:

1. Algorithm for determining the initial matrix of
orientation.

2. Algorithm for calculating the matrix of the mu-
tual orientation of the basis associated with UAV. This
algorithm can be constructed on the basis of Poisson
matrix modified solution of rotation equation or on us-
ing intermediate orientation parameters (Rodrigo-
Hamilton parameters).

3. Algorithm for calculating the angular parame-
ters of the UAV orientation relative to the geographic
coordinate (calculating the true course, roll, pitch).

4. Algorithm for converting the signals received
from accelerometers to the geographical coordinate sys-
tem for the use in the navigation algorithm.

The source of the algorithm information in the in-
ertial orientation system is the angular velocity projec-
tion. They are obtained based on the signals of three
sensors of angular velocities and calculated projections
of the absolute-angular velocity of the geographical
triangular [8, 9]. However, the use of PFINS on small
and middle UAV has limitations on the mass-grossing
characteristics. In this case, the number of sensors can
be reduced [10, 11]. This makes it unnecessary to de-
velop an appropriate calculation method and algorithm
for determining the standard errors (SER) of the PFINS,
in relation to the reduced number of sensors.

The purpose of the article is to develop a
method of calculation and algorithm for determining the
errors of the place of definition of the binding objects
and angular coordinates of the UAV.

The main material

Let's consider the possibility of determining the er-
rors of the PFINS by measuring the distances between
the positions of the UAV, from which the measurements
of the UAV to the object of bindings (OB) are carried
out.

In fig. 1 rectangular coordinate system of the
PFINS UAV position relative to OB is presented. It
turns out that in order to determine the coordinates of
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the OB for geometric reasons it is necessary to deter-
mine at least two values of the angles of vision. That is,
the measurement of the angle of reference must be made
from two different positions of the UAV with known
coordinates.

Let's assume that at the time t, PFINS makes
measurements of the angle at a rate at point A. At the
time t, PFINS makes measurements of the angle at a
rate at point B.

z

B).”

iD (

.
N

Fig. 1. Spatial position of the UAV relatively
to the OB in the system of rectangular coordinates

Without lowering the generality of the considera-
tions, it is assumed that the UAV is moving from point
A to point B only in the area xz with the coordinate x.
Then the geometric conditions of the OB's visibility will
be represented in accordance with fig. 2.

Fig. 2. Spatial position of UAV relatively
to the OB in the area zx

Let's determine the coordinates of the OB relatively
to the positions of the UAV at different times. For this we
will consider following. The coordinates of the point A —
X1, Zy The coordinates of the point B — X,, Z,. Distance
from point A to OB — R;. Distance from point B to OB —
R,. Based on fig. 2 system of equations that defines the
coordinates of OP in time t we'll present as:

XOB =Xy +R2 Sinez;
Yop =0; (1)
ZOB =0.

In accordance with fig. 2 we'll note the corre-
sponding distances as:

AB:XZ—Xl,BC:X3—X2,AC:X3_X1. (2)
From fig. 2 it shows that the angle
v1=0;-6;.

By lowering the intermediate calculations it can be
shown that from the triangle ABO the distance R, from
the point of reference A to the OB will be expressed by
the expression:

Ry = (x; =x2) x
(x2 = xp)

sino

8 _ cos 6, 3)
Sin(e] — 92)

sin(0; — 0,)
Then the OP coordinates can be defined as:

cos 0y sin0,

sin(0; —0,) @

XoB = X3 +(X2 —X1)

Let's assume that UAV moved from point B to
point C. Then, according to fig. 2 coordinates of OB can
be defined as follows:

cos 0 sin 05

sin(0; —03) ©)

XoB = X3 +(X3—X1)

The right-hand sides of equations (4) and (5) de-
termine the coordinates of the OB, so they can be
equated:

cosb); sinb, cos6; sinbs
sin®; —6,) sin@; —63)

Determine the distance between the points B and C:

. (6)

Xp+(X2 —X1) =X3+(X3-Xq)

cosb); sinb, cos6; sinbs
sin@l - 92) Sin@l - 93)

The equation (7) is the basis for the determination
of the PFINS SER. Suppose that under the influence of
some factors there was a shift in the position of the
UAV in accordance with fig. 3. The magnitude of the
displacement is determined by the force of influence on
the object of navigation.

Let's assume that there was a shift of UAV from
point B to point B'.

Then, in accordance to expression (7), we write:

X3 —Xp =(X3 —X1) —(x3—X1) (D

cos 0y sinf,
sin(@l —92)

cos 07 sin 05

AXop =B LOST ST
oB sin(0; —03)

(b+Ax) (8)

For small angle deviations 05 from the angle 0,
expression (8) we write:

cos 07 sin 6,

AX =A .
OB = Gin(0, —0,)

)
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Fig. 3. A displacement of the spatial position
of the UAV relatively to the OB in the area zx

Proceeding from (9), the expression for determin-
ing the influence of the deviation of the UAV on the
determination of the coordinates of the OB is pro-
posed:

AXop _ cos0;sin0, (10)

AX sin(@l —92)

Let's take into account that, Ax =Vt, V — is the
rate of displacement of UAV. Then the expression (10)
allows us to estimate the error in determining the co-
ordinates of the OB in dependence, for example, on the
rate of wind gusts.

The obtained analytical expressions can be ex-
tended to the case when there is a change in the spatial
position of the UAV under other parameters. In case of
a change in the spatial position of the UAV at the co-
ordinate Y, the system of equations (1) will have the
form:

XoB = X5 + R, 8in0y;
Yo = ¥ + Ry cos0,; (11)
Zog = 0.
Taking into account (2) the system (11) will take
the form:

1

Xop =X + ——— %
OB =27 sin(0; - 0,)
x[(y2 — y1)cosB; — (x5 — x1)sinB; |cosB,;
YOB = YZ + (12)

- X
sin(Ol - 92)

x[(y2 — y1)cosB; — (x5 — x1)sinB; |cosB,;
ZOB = 0

In accordance with (12), the expressions for de-
termining the influence of the deviation of the UAV on
the determination of the coordinates of OB based on
(10) are presented:

cos 0;sin B,

AXop(AX) = ; 13
on(4x) =2 0 (13)
AXop(Ay) =
14
=— sin©; cos0,Ay; (19
sin(6; —
AYop(Ax) =
15
= .;sin 6, cos0,Ax; (15)
sin(0; —
AYop(Ay) =
(16)

1 . ;
= ————cos 0, sin6,Ay;
sm(el - 92)

The influence of the errors of various parameters
that determine the orientation of the UAV, on the error
of the PFINS link can be found in a linear approxima-
tion. This will be done by decomposition of a number
of OB coordinates ( X, Yo ), Which can be defined

as follows [12]:

XOB = 1:j(xls X23 yls y23 e]s 62)9
(17)
Yo = B (X1, X2, ¥1, ¥2, 01, 07).

As a result, we obtain the expression for the er-
rors of coordinates, which we calculate according to
the formulas:

F
AXOB = aFl AX] + — aFl yl + a_lAX2 +
X1 5}’1 0X
F
aﬁ \'%) + — 1 AGI 0 —L Aez,
8y2 00, 00, (18)
You = I2 px, 1+ 2 2 Ay; + —2Ax, +
OB = X+ 1 2
0x4 oy, 0X5
F
5}’2 661 662

where AXp,AX,,Ayy,Ay,, ABy,AB, — errors of the
initial data;
OF  oF 6F
ox; dyy

and F, on-dependent Varlable.

— derivatives of functions F

By differentiating the expression (18) for each
change it is possible to determine the effect of the er-
rors of different parameters that determine the orienta-
tion of the UAV. This allows you to find total errors.

Implementation of the developed method is
shown in fig. 4 in the form of a structural scheme of
the algorithm for determining the coordinates of the
SER and the angular orientation parameters of the
UAV.

The algorithm is based on the measurement of the
distance between the UAV and the corresponding OB,
as well as the knowledge of the coordinates of the
UAYV at the time of implementation of these measure-
ments.
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C

Beginning D

Coordinates of UAV in
moment of time ty
X0, Yo, Zo

X1, Y121

Coordinates of UAV in
moment of time t;

R

Distance measurement to OB

Dlstancc measurement to OB

R>

Calculate the distance between
coordinates Xg, X4

Calculating the angles of vision
04, 0,

Calculation of errors in a set of

parameters AX,, (Ax), AX, (Ay),

AX4b(40), AYop (AX), AY,p (Ay),

AY,, (AB)

Calculation of variance of errors
Derr(XOB)s Derr(YOB)

Output data
6(XoB), 6(Yon)

Exit

C

4

Fig. 4. The block diagram of the algorithm for calculating the SER coordinates
of the OB and the angular parameters of the UAV orientation

In accordance with the structural scheme of the
algorithm for the determination of the SER coordinates
and angular parameters of the UAV orientation, the
focus was on:

— to determine the number of measurements of the
distances between the UAV and OB;

— to determine the effect of the displacement of the
UAYV on the magnitude of the error of orientation.

In the course of statistical simulation, it was con-
sidered that the only factor affecting the PFINS is the
displacement of the UAV which is due to gusts of wind
and air pockets.

According to the results of the statistical modeling,
it is established that the determination of the impact of
the UAV displacements on the result of the error esti-
mation of the coordinates of the OB requires that the
measurement intervals before the implementation of the
correlation-extreme navigation system should be units
of meters.

For simulation conditions, shown in Fig. 3, this in-
terval should be about 20 m. In this case, the range of
change in the accuracy of the measurement of angular
coordinates was within the limits o ~(0,05...0,2) of

mrads. In this case, the SER coordinate is provided
o(Xop), o(Yop) = (5...30) m.

Numerical calculations of the dependence of the
SER on determining the coordinates of the OB from the
distance between the measuring points are presented
graphically in fig. 5.

According to the results of statistical simulation of
the process of determining the error of the coordinates
of the UAV under conditions of influence of wind gusts,
it is established that the obtained accuracy of the deter-
mination of the coordinates of UAV can be within the
limits of several meters of units provided that the accu-
racy of the measurement of angular coordinates within
the limits ¢ ~ (0,05...0,1) of mrads is ensured.
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Fig. 5. Results of calculating error coordinates:
a— Xpp;b— Yyp depending on the magnitude of the displacement of the UAV

Conclusions

In the article the method of calculating error coor-
dinates of the OB and the angular parameters of the
UAV orientation is presented, which appears to be un-
der the influence of external factors.

The peculiarity of the method lies in the possibility
of forecast and determination of the errors of the coor-
dinates of the OB depending on the direction and force
of influence on the UAV.

The developed method can be applied with the re-
strictions on the mass-dimensional characteristics of the
navigation system to calculate the errors of the coordi-
nates of the OB depending on the magnitude of the dis-
placement of the UAV, irrespective to the distance

between the points of measurement. The limitations of
the application of the method are only the ability of the
respective sensors to measure the distances from the
UAYV to the OB.

The possibility of determining the coordinates of
OBs within several meters of units in the conditions of
ensuring the accuracy of measuring the angular coordi-
nates by the data sets of the navigation system within
the limits of ¢ = (0,05...0,1) mrad is shown.

The algorithm for calculating the errors of co-
ordinate OB and angular parameters of the UAV orien-
tation is presented, which is the further development of
the sub-algorithm for calculating the angular parameters
of the UAV orientation relative to the geographic coor-
dinate system.
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Po3paxyHKoBuIi MeTof 064MCIIeHHA NOXMBOK BUMipY KoopAuHAaT 06’ekTa NpUB’A3KK
6e3nnatgopmMeHHMMM iHepLUitHUMK HaBirawintHUMK cuctemMamu 6e3niNOTHOro fNiTanbHOro anaparty

O. M. Cortsikos, O. b. Tanmtopa, O. 1O. JlaBpos

OTpHUMaHO NOAAIBIINI PO3BUTOK METOLY PO3PaxyHKY MOXHOOK KOOpAMHAT O0'€KTiB NMPUB'A3KM Ta KYTOBHX NapaMeTpiB
opieHTanii 0e3MIOTHUX JiTanbHUX anapaTiB. [JoXuOKKM BU3HAUCHHS KOOPJIMHAT BUHUKAIOTh 332 PaXyHOK BIUIMBY ITOPUBI BITPY Ta
TypOyneHTHocTel arMocdepy Ha Jierki Oe3IiIoTHI niTanbHi anapatd. OcoONIuBiCTh METOLY NOJIATAE Y CHPOMOXHOCTI BU3HAYATH
MOXMOKH KOOPJIMHAT 00'eKTIB B 3aJI€XKHOCTI BiJ HAIPSIMKY Ta CWJIM BIUIMBY Ha Oe3MUIOTHUM JiTanbHUi anapar. Bennuuna 30B-
HIIIHBOIO BIUIMBY BH3HA4a€ BEJIMYMHY BIIXWICHHS BiJl TpaeckTopii pyxy Po3pobiienuii merox Moxke OyTH 3aCTOCOBAaHMI Ipu
00MEKEHHX MacoradapUTHHUX XapaKTepUCTHUKAX Oe3MUIOTHOro JiTalbHOro anmapary. Po3poOneHnil MeTos BU3HAYae BEJIMYMHU
MoXnOOK BUMIpiB HE3aJIe)KHO BiJl BIACTaHI MK TOYkaM¥ BuMiproBaHH:I. OOMEXEHHSIM 3aCTOCYBaHHS METOLY MOXKE OYTH JIHIIe
3[IaTHICTH BIiJITIOBITHUX JAaT4MKIB BUMIPIOBATH BiJCTaHi Bl OE3IIIOTHOrO JIITAJBHOrO anapara 1o o0'ekra npus’si3ku. [Ipeacras-
JICHI MOMJIMBOCTI BU3HAUCHHS KOOPIHMHAT 00’ €KTY IPUB’A3KH 3 TOYHICTIO B MeXaX OJMHUIb MeTpiB. Lle nocsraerscs npu BUMipi
KyTOBHX KOOPJMHAT JaTUYMKaMM HaBIralliiiHOI CHCTEMH 3 TOYHICTIO B MEXaxX COTHX Midipaxian. [IpencraBnenunii anroput™ pos-
PaxyHKY OXUOKH BU3HAUCHHS KOOPAMHAT 00’ €KTY MPUB’SA3KU. AJITOPUTM € TOJANIBIINM PO3BUTKOM CyOalIropuTMy 004MCICHHS
KyTOBHX NapaMeTpiB opieHTauii Oe3MiIOTHOro JITalbHOro anapary BiJHOCHO reorpadidHoi cucremu koopauHar. Ipencrasie-
HHUI aJIrOpUTM JOLIBHO BUKOPHCTOBYBATHU IIE€PEl MOYATKOM CEaHCY POOOTH KOPEALiHHO-eKCTPEMAIbHOI CHCTEMHU HaBirartii.
IIpoBeneHO cTaTUCTHYHE MOJEIIOBAHHSA POOOTH 3aIPOIIOHOBAHOTO METOLY Ta alropuTMmy. Pe3ynbraTu MOJEIIOBaHHS CBiI4aTh
110 BEJINYMHA NTOXUOKHM BU3HAUYCHHS KOOPJMHAT 00’ €KTY MPUB’SA3KH 3aJIEKUTh BJl TOYHOCTI BUMIPY KYTOBHX IapameTpis Ge3ri-
JIOTHOT'O JIiTJIBHOTO amapary. IIpencraBiieHi pe3yabTaTH YUCEIBHOI OIHKM HOXMOOK BHUMIpY KOOPIUHAT 00’ €KTIB NPHB’SI3KH B
3aJISKHOCTI BiJl TOYHOCTI BUMipy KyTOBHX NapaMeTpiB O€3IIJIOTHOro JIITANBHOrO anapary. BusHadeHi BUMOTH 10 TOYHOCTI BH-
Mipy KyTOBHX IapameTpiB Oe3MUIOTHOrO JiTaJbHOrO anapary NpH siKiii 3a0e31euyeTbcst BUCOKA TOUHICTh BUMIPY HPSIMOKYTHHUX
KOOPJHUHAT 00’ €KTY IPUB’A3KHU.

Karw4dosi ciaoBa: GesmargopmenHa iHepuiiiHa HaBirauiiiHa cucrema, 00’€KT IPUB’A3KH, CUCTEMa IPSIMOKYTHHX KO-
OpIMHAT, KYTH Bi3yBaHHS

PacuyeTHbIi MeToa UcUYMCIieHUsi OLLMBOK U3MepeHnsi KoopauHaT o6bekTa NPUBA3KU 6ecnnaTopMeHHbIMU
MHepLUManbHbIMU HaBUrauMoHHbLIMW cUCTEMaMM 6ecnUIOTHOro neTaTesNibHOro annaparta

AM. Cornukos, A.b. Tanmtopa, O.1O. JIaspos

IMonyuun nanbHelee pasBUTHE METO pacyeTa OMIMOOK KOOPIMHAT OObEKTOB MPUBSA3KU U YIIIOBBIX IapaMeTPOB OPHEH-
TaluK OSCIMIIOTHBIX JIETATEIbHBIX anmapaToB. OMWKOKK Orpe/ieNIeHHs] KOOPIMHAT BO3HUKAIOT 33 CUET BIMSIHUSA IIOPBIBOB BETPA U
TypOyJeHTHOCTeH aTMocdephl Ha Jerkue GeCIMIIOTHBIE JIeTaTeNbHble annaparel. OCOOEHHOCTh METO/A 3aKJIF0YAETCS B BO3MOJXK-
HOCTH ONPEJENATh OIIMOKN KOOPANHAT 00BEKTOB B 3aBUCHMOCTH OT HAIIPABICHHUS U CHIIbI BIMSHUS HA OSCIMIIOTHBII J1eTaTeNb-
HbIH anmapar. BesmunHa BHEIIHETO BIMSHUA ONpPEAENAET BEIMYMHY OTKIOHEHHUsI OT TPAaeKTOpHHU JBIDKeHMs. PaspaGoraHHbIN
METOZ MOJKET OBITh PHMEHEH TP OrPaHUUCHUAX Ha MaccoradapuTHbIE XapaKTepPUCTHKU OSCIMIIOTHOrO JIETATEIbHOrO arnapa-
Ta. Pa3paboTaHHbIil METO/ ONpeAeIAeT BEJIMUMHBI OIIMOOK M3MEPEHUH HE 3aBUCHMO OT PACCTOSHHUS MEXKIY TOUYKaMHU H3Mepe-
HUi. OrpaHUYeHHEM HCIIONIb30BAHUS METOJa MOXKET OBITh JIMIIb CHOCOOHOCTh COOTBETCTBYIOIIUX JaTYUKOB U3MEPATh PAcCTOs-
HHS OT OECIMIIOTHOIO JIETATeNILHOTO anmapaTa 0 o0bekTa NpuBs3ku. IIpencraBieHsl BO3MOXKHOCTH ONPEEIeHHUs KOOpUHAT
00beKTa MPUBA3KU C TOYHOCTBIO B IPEJieNax eMHUL METPOB. DTO JIOCTUIAETCs IPH U3MEPEHHH YIIIOBBIX KOOPJMHAT JaTUMKaMU
HABUTALIOHHON CHCTEMBI C TOUYHOCTBIO B IIPEZENax COThIX MMM paiuaH. [IpencraBieH airopuTM pacyera OMMOKH U3MEPEHHs
KOOPJMHAT 00BEKTA MPUBA3KU. AJIFOPUTM SIBJIACTCSA JAalbHEHIIMM Pa3BUTHEM CyOaIropuTMa UCUMCICHHS YIJIOBBIX I1apaMeTpoB
OPUEHTAIMU OECITMIIOTHOrO JIETATENILHOTO alapara OTHOCUTEIBHOr0 reorpadudyeckoil cucreMsl koopauHar. [IpencraBneHHsi
AJITOPUTM 1IEJIECO00PA3HO MCIONB30BATh MEPE]] HAYaIoOM CEaHCca PaboThl KOPPENSLIHOHHO-3KCTPEMAJILHON CUCTEMBI HABUTALIHH.
IpoBeneHo craTHCTHYECKOE MOJEINPOBAHNE PAOOTHI NPEIOKEHHOI0 METO/a U allropuT™Ma. Pe3ynbTaThl MOICTMPOBAHUS CBH-
JIETEIIbCTBYIOT, YTO BEJIMYMHA OIIMOKK ONpeeIeHNs] KOOPAUHAT 00BEKTa MPUBA3KU 3aBUCUT OT TOYHOCTH U3MEPEHHs YIIIOBBIX
HapamMeTpoB OECITMIIOTHOIO JIeTaTelbHOro annapara. IIpeacraBieHsl pe3ynbTaThl YHCIEHHOH OLEHKH OMMOOK H3MEPEHHS KOOp-
JIMHAT 00BEKTOB MPHBA3KH B 3aBUCUMOCTH OT TOUYHOCTH M3MEPEHHS YIJIOBBIX apaMETPOB OECIMIIOTHOIO JIETAaTeIbHOrO armnapa-
ta. OnpenieneHbl TpeOOBaHU K TOYHOCTH M3MEPEHHS YIIIOBBIX N1apaMeTpoB OECIMIOTHOTO JIETaTeIbHOrO amapara npu KOTOpoi
obecrieunBaeTcs BEICOKAsk TOYHOCTh U3MEPEHUsS IIPSIMOYTOJIbHBIX KOOPIMHAT 00BEKTa NPUBSI3KU/

KamwoueBble cjoBa: 6eCHHaT(1)OpMeHHaﬂ HWHEpLHa/IbHAas HaBUTallMOHHAsA CUCTEMA, 00BEKT IIpUBA3KH, CUCTEMA IIPAMO-
YroJIbHBIX KOOpAWHAT, YIJIbl BUBUPOBAHUSA.
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