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BcTynHe cnoBo

rOSIOBHOIO pefakropa XypHany
naypearta npemii HAH Ykpaiuu
imeHi C.O. Jlebepesa,
YfeH-KopecnoHaeHTa
HauioHanbHOI akagemil Hayk YKpaiHu,
AOKTOpa TEXHIYHUX HayK, Nnpodecopa,
pekTopa
HauioHanbHOro TeXHiYHOro yHiBepcuTeTy
“XapKiBCbKUIN MONITEXHIYHUN IHCTUTYT”
€sreHa IeaHoBn4ya COKOJA

LLlaHoBHi uuTauyi (koneru)!

CborogHi Mmn € cBigkamm CTPiMKOro
PO3BUTKY iH(OPMALIMHUX TEXHOMOrNn i
CUcTeM, MNOBCHOOHONO X BUKOPUCTAHHSA
NPaKTUYHO Y BCiIX cepax XUTTEQiANb-
HOCTIi cy4acHoro cycninbctBa, nigsu-
LWEeHHA iHTepecy OO0 uiel TeMaTuku npak-
TUYHO BCiIX (paxiBUiB pPi3HMX ranysen i
HanpsiMKiB. Bce ue cTtano MOXnuBMM 3a-
BOSKKW HOBUM [OOCSATHEHHSM HAyKOBOI
AYMKW, peBooUiMHUM igeamM Hawwux da-
xiBuiB, iHTepecy 3 6oky IT-iHgycTpii. Li
AOCSATHEHHS peani3ylTbCa B NPUMHUMMO-
BO HOBMX TEXHIYHUX, TEXHOMOMYHUX i
MaTeMaTU4HUX nigxogax, ski notTpedy-
I0Tb BMCOKOKBanidgikoBaHnx ¢axiBuiB B
pi3HMX ranyssax IT-Hanpamkis.

B Takmx ymoBax gnga BCix Hac oco-
ONMBO BaXNMUBO MaTU MOXIUBICTb AOHE-
CTW CBOI TOYKY 30py OO0 rPOMaACbKOCTI,
oOrpyHTYBaTM BRacHy no3uuito, B3ATU
yydacTb B AWUCKYCii, O3HANOMUTUCSH 3 iH-
WUMW OAYMKaMK, i HaWronoBHille — 3po-
OunTK Ue B JOCTYNHOMY CepeoBMULLi.

YneBHeHun, wo xypHan «Cy4yacHi
iHpopMmaUiHi cuctemMm» cTaHe BiOKPU-
TOK TPUBYHOIK HAK NS BiJOMUX BYEHMUX,
Tak i ona npencTaBHUKIB MONOAUX MOKO-
NiHb HayKOBL,B.

Mobaxaemo  HawoMmy  BWOAHHIO
3HaUTW CBOK Baromy Hilwy B HayKOBO-
TEXHIYHIN nepioauui Hawol KpaiHu, wob
Binbip Tem, ix gianasoH, npobnemaTtuka
nybnikauin 6ynn 6araTorpaHHUMK i pis-
HOMNMAHOBUMW, Ha MNiKy akTyanbHOCTI i
YMTaUbKOro iHTepecy, a BCiM aBTopam
XypHany — HeBUYEPNHOro TBOPYOro
HaTXHEHHS i yCnixiB.

Introduction

Chief editor of the journal
Laureate of NAS of Ukraine
named after S.O. Lebedev

Corresponding Member
of the National Academy of Sciences of
Ukraine, Doctor of Technical Sciences,
Professor, Rector
of National Technical University
"Kharkiv Polytechnic Institute"
Yevgen lvanovych SOKOL

Dear readers (colleagues)!

Today, we are witnessing the rapid
development of information technologies
and systems, their widespread use in vir-
tually all in modern society, interest in this
subject in practically all professionals of
various industries and areas. All of this
became possible thanks to the new
achievements of scientific thought, the
revolutionary ideas of our specialists, in-
terest from the IT industry.

These achievements are realized in
fundamentally new technical, technologi-
cal and mathematical approaches that re-
quire highly skilled specialists in various
fields of IT.

In such circumstances, it is espe-
cially important for all of us to have the
opportunity to convey our point of view to
the public, to justify our own position, to
participate in the discussion, to get ac-
quainted with other thoughts, and most
importantly - to do so in an accessible en-
vironment.

| am convinced that the journal
"Advanced Information Systems" will be-
come an open platform for both prominent
scientists and representatives of younger
generations of scholars.

| wish to find a significant niche in the
scientific and technical publications, that
the selection of themes, their range, is-
sues of publications were multifaceted and
diverse, at the peak of relevance and
readership interest, and to all authors of
the journal — inexhaustible creative inspi-
ration and success.
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MODELING OF THE HIGH-SPEED PUNCHING DRUMMER BARRIERSAS
A SET OF HOLLOW CYLINDERS

Were analyzed the characteristics of damaging elements of artillery systems and small arms. Were analyzed the
characteristics and structures of personal Armor protection. Modern protection has layered structure. The main blow of
high speed sub munitions takes the hard plate. They can be made of metal or high-strength double-layer panels. At a
meeting with the panel the toe of bullet was destroyed. As a result of growing area of interaction between the bullet and the
panel, there is a deflection and uncoupling ceramic bullet while destruction. When you hit the drummer in the obstacle
created several types of wave perturbations that propagate with different velocities. These effects cause is a complex stress
state structure, whose intensity decreases rapidly with time. The aim of the article is to investigate the interaction of high-
striker with a protective barrier in the form of a set of hollow cylinders. The methods that are used: Improving personal
armor protection can be achieved by applying the optimum combination of new materials and advanced structural and
circuit design. Character penetration drummer an obstacle may change if the obstacle is to imagine a structure that consists
of a set of hollow cylinders. Considered the process of interaction, of high-speed impactor, with a protective barrier, in the
form of a set of hollow cylinders. In contact with the surface layer drummer obstacles by having an expanded, drummer enters
the hollow cylinder, which closely hugs the side surface of the impactor, creating resistance to motion. When moving drummer
in the cylinder is converting kinetic energy into energy impactor cylinder and deformation work to overcome friction. Thus,
the energy of drummer extinguished intermediate layer and redistributed to the power frame inner layer. following results are
obtained. The proposed a model to determine the depth of penetration drummer an obstacle in the form of a set of hollow
cylinders. There are results of the calculations. It is proposed to further improve the protection of personal Armor achieve
by applying the optimum combination of new materials and advanced structural and circuit design.

Keywords: body armor, high-speed hammer, striking element, threat levels, protective barrier, plastic deformation, a

hollow cylinder, penetrating power.

Formulation of the problem

Despite the rapid development of modern methods
of warfare and the development of weapons based on
new physical principles, armed with modern armies are
improved traditional means of destruction. Therefore,
urgent tasks are the development of modern means of
personal body armor.

When conducting modern military operations there
are different types of weapons and ammunition, each of
which has its own set of characteristics (mass, shape,
hardness, speed, etc.), which complicates the solution of
the problem of protection against them. The main
striking elements are the following:

1) fragments of artillery and rockets, grenades,
mines;

2) high-speed bullet;

3) low-velocity bullets.

Fragmental weapons can produce thousands of
pieces of small sizes of various shapes, most of which has
a mass of about 1 gram. Fragments have an initial speed
of 1000-2000 m/s, but with an irregular shape, quickly
losing it. They are a source of injury in a large area.

High-speed bullets have greater penetration than
fragments [1]. On penetration bullet affects its structure.
Bullet with a round toe, the core and the shell of a soft
alloy more amenable to deformation in a collision with
a protective barrier than steel shards. However,
elongated shape still increases its penetration. Heavier
bullets with low-speed weighing up to 15 grams of
reaching speeds of up to 400 meter per second.

Therefore, they have almost the same level of
penetration into the protective barrier that of high-speed
low mass fragments. With this in mind, personal body
armor must meet various requirements for protective
characteristics corresponding to different levels of
threat. In turn, the threat level is determined by the
nature of the fighting, weapons and views used in
accordance with this dictates the need for the degree of
security of the personnel.

It is known that the armor penetration [2] of
bullets of small arms is defined as the maximum
thickness for penetration of armor steel, and on the
ability of penetration through the protective clothing of
various classes of protection while maintaining after-
penetration effect action sufficient to guarantee the
decommissioning of the enemy. In various countries the
necessary residual energy of a bullet or bullet fragments
after the breaking of protective clothing is estimated
between 80J and more. In general, it is known that, as
used in armor-piercing bullets sorts cores after breaking
barriers have a sufficient lethal effect caliber core only
at least 7.6 mm, and its residual rate of at least 200
meter per second.

Modern protective equipment (Fig. 1) has a layered
structure [3]. The basic personal protective equipment
material is resistant to high-energy shock fabric fibers
made of synthetic, special composition and structure.
This fabric is used in the form of a package of several
layers, delays and low-speed bullet splinters. To keep the
high-speed sub munitions used rigid plate. Furthermore,
for cushioning, the cushion layer is applied.

© A. Kovtun, V. Tabunenko
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The main hit of high submunitions perceives rigid
plate. They can be made of high strength metal or
double-layer panels. Upon impact with the panel, bullet
sock destroyed. This increases the area of interaction of
the bullet and the panel comes deflection and splitting
ceramics while fracture the bullet.

Fig. 1. Types of body armor

In the scientific literature, most attention is paid to
the definition of required thickness barrier, depending
on the impact velocity [4—7]. It is noted that the reaction
of the hammer with the barrier with low speed inertial
forces are negligible compared to the strength
characteristics of the elements. Deformation covers the
entire structure and has is mainly elastic character. At
medium speeds the hit force of inertia can be impact
comparable with the static penetration resistance,
deformation is local and is characterized by high values
of the plastic deformation and its speed. At high speeds,
the hit becomes more prevalent inertial forces within the
material interacting elements close to hydrodynamic.

Different researchers have produced a variety of
empirical formulas which take into account the basic
parameters of the impact [4, 5] (formula by Petri,
Nobile, Saatchi and Kruppov, Havre, Thompson,
Davies, Berezanskaya and ets.), based on experimental
data obtained during shelling of armor plates at different
conditions, which narrows their field of application.

However, most studies have paid attention to the
mechanical characteristics of materials, much less
design parameters evaluated barriers. Common to the
known studies is that the protective barrier provided in a
plate (kit plate), while one of the components of
firearms is a mechanical system consisting of a striker
(bullet) and barrel (sheath).

Thus, these data suggest that the theory of the
mechanical interaction of projectiles from obstacles [8]
of various kinds has not received its completion, the
processes occurring in hit interaction of elements of
mechanical systems is not fully understood, and applied
models and methods of calculation depend on the
necessary the accuracy of the results, while not
measured structural parameters barriers. It is suggested

that further improvement of personal body armor can be
achieved by applying the optimum combination of new
materials and modern design-circuit design.

Processes occurring in the punching of barriers are
very diverse and depend on many factors. The main
ones are: the speed and direction of impact, size and
shape of drummers, the design and manufacturing
technology of protective equipment, the physical and
mechanical properties of materials and drummers
protective barriers.

The reliability of the forecast of the results of
impact interaction drummer barrier rises comparing the
results of the analytical and numerical modeling, and
data field tests. A comprehensive experimental- design
study features of the interaction of projectiles with
targets is essential for a reliable forecast of the results of
the interaction of the elements and can significantly
improve the efficiency of development of constructive
solutions. This research scheme (the study of the
behavior of structural elements under real conditions of
dynamic loading, numerical and experimental
modeling) allows you to create a basis for the
development and justification of recommendations for
the rational design and selection of materials and their
structural condition, to enhance the effectiveness of
their use in designs.

The scientific basis for studying the process of
breaking down barriers by high-speed strikers are theory
of elasticity, ductility and strength of materials,
theoretical framework for ensuring the survivability of
personnel departments in the conduct of hostilities, the
theory of reliability models, mathematical modeling,
mathematical design of experiments.

The aim of the article is to investigate the
interaction of high-striker with a protective barrier in the
form of a set of hollow cylinders.

The Main material

The process of penetration of the striker in the
traditional protection barrier which is integrates several
physical mechanisms. In this case, there is a stage
associated with apart of the target material and the stage
of knockout plugs (scabbing).

When you hit striker on the barrier there are
several types of perturbation waves traveling at different
speeds. These disturbances cause design complex stress
state, the intensity of which decreases rapidly in time.

The initial stage of penetration of the striker in the
barrier [9, 10] is determined by the point in time during
which the drummer penetrate the barrier at a depth of
about two of it diameters. During this period, for the
non-deformable drummer with conical warhead changes
the character of the movement and the stress-strain state
of the target material, and the penetration force reaches
a steady state value other than efforts in the surface
layers. (In the case of interaction between striker with a
relatively strong barrier at the initial stage of an
intensive deformation of the head of the striker and the
formation of its new form).

After reaching a certain critical penetration depth of
the crater size ceases stop change and starts to form the
main channel of the cavity. The final stage of penetration
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barrier is considered part of the process, which starts with
the approach striker to the back surface of the barriers to
a certain critical distance, and ends with the release of the
striker obstructions. Achieving the specified distance
associated with access to the back surface of the plastic
zone, it causes a change in the stress-strain state of the
interacting elements.

When approaching striker to the back surface of
the barrier, there arises the tensile zone of radial and
tangential stresses and o, and G, as expanding conical
funnel. As a result of these stresses in the material can
be damaged or cracked. Further movement of striker
leads to mechanical damage of the target material.

The nature of striker penetration into the target
may change if the barrier will be a structure consisting
of a set of hollow cylinders (Fig. 2).

4
/
a
a
/
9
9

Fig. 2. The construction
of the barriers

Structurally, the protective barrier of this type may
comprise outer, intermediate and inner layers [11].
Wherein the outer layer is made as a set of
interconnected hollow cylinder with a closed bottom
and a top part which extending and made of materials
possessing ductility property. The inner layer is a frame
structure in the form of spatial lattice consisting of a
plate connected to the placed perpendicular to the
reinforcement ribs, the distance between which is
greater than the outer diameter of the cylinder of the
outer layer. The outer and inner layers are
interconnected by means of an intermediate layer of
adherently-elastic material. The construction of outer
protective barrier layer can convert the kinetic energy of
striker to the work by plastic deformation of the
cylinder. Application of the inner layer as the power
frame, allows striker to redistribute energy over a larger
area. The use of an intermediate layer of adherently-
elastic material can reduce the energy transmitted by
drummer to inner layer of protective barriers.

Upon contact with striker outer barrier layer, by
having the divergent upper part, the hammer falls in a
hollow cylinder that fits tightly the lateral surface of the
moving striker, which creates a resistance to its
movement. When moving striker in the cylinder of the
kinetic energy is converted into energy of striker

cylinder and a deformation work to overcome the
friction force. In this case, part of the energy striker is
extinguished intermediate layer and redistributed on the
frame structure of the inner layer.

Consider the process of interaction between the
hammer (bullet) with thick-walled hollow cylinder
(tube) (Fig. 3), using the elements of the theory of
plastic deformation of thick-walled pipes which are
under internal pressure pi created penetrated into the
cylinder drummer. At the same time, ri - the inner radius
of the cylinder, ro - the outer radius of the cylinder.
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Fig. 3. Scheme of the interaction
of the bullets with a hollow cylinder

Of the three principal stressescy, G, ©;, occurred at
the same time in the cylinder design according to the
results given in this article [12], the most important is
the voltage oy, and the smallest o,. In this case, the
plasticity of the condition can be written as:

Cco-0; =2k, (1)

where k=0.5 o, — the criterion of plasticity of Saint-
Venant.

From the analysis of the expression for oy in
solving elastic problems for thick-walled pipes [12] that
the greatest tension will be in the interior of the pipe.
With increasing internal pressure p, in the plastic state
will go first inner layer. In order to determine the value
Py, wWhere plastic deformations appear in the inner layer,
substitute the plasticity condition (1) and the expression
for oy and o,, obtained by solving the plane problem of
elasticity theory, denoting the internal pressure
corresponding to the start of plastic deformation of p;:

P 2 2
;—g-(rn/rv +1)+pl =2k

hereof
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Consider a case in which the internal pressure
pv> pi. The internal portion of tube section will be in a
plastic state, and external - in the elastic. The boundary
between the plastic and elastic zones is a cylindrical
surface of radius 7. On the border of this layer is radial
stresses G;, which is denoted by ¢g. Thus, it is determined
by the formulas [10] to the outer layer of the pipe with
an inner radius ri, pressure q and an outer radius 7, of
voltage c,and Gy :

2
e -q
_ t 2/2 .
GV——ﬁ'(i’;n r —1),
Py =1
2
e -q
_ N . 2/2
Op = (rn r +1).
Py =1

To determine these values, consider the inner layer
of the pipe is a pipe under internal p, and external p,
pressures. The inner radius r, of the pipe and the outer
r.. This pipe is entirely in the plastic state. Therefore, in
addition to her equilibrium differential equation:

%y ,5r=% _ )
or r

Have plasticity condition (1).
After substituting this condition in (2) we get:

do, _ 2k

or r

After integrating this equation we obtain:
6, =2k-(Inr+ Q). 3)

The integration constant C we find the condition
that at » = r,, 6= - py, then 2k- (In r, + C) = - p,,where

C=—(In ry+ p,/2k).
After substituting the integrating for C (3)

c, =2k~ln(r/r3)—pB. 4
From plasticity conditions
og = 2k(In(r,/r,) + 1) = p,. (5)

Thus, for plastic (internal) stress area defined by
the formulas (4, 5). At the boundary between the elastic
and plastic zones, i.e. at r=r,, voltage o, and Gy,
defined by the formulas for the elastic (¢”; ,6%) and
plastic (c",6"g) zones should be the same, that is, to
determine the unknown q and r, are the following
conditions: when

r=rcy=-q, G¢=0C%,
the first condition:
g = —(2kIn (r[/rv) - Do)

from the second condition, we obtain:
2k - (ln(rl/rv) + 1) -p, =

= (pv - 2kln(r,/rv)) . (rnz, + rtz)/(rnz,

2
7).

From whence
p, =k- (2ln(rl/rv) - rtz/rn2 + 1).

If the plastic zone will occupy all the cross-section,
the bearing capacity of thick-walled tube is exhausted.
The value of the internal pressure limit is determined by
the formula:

pnp,=2kln(r/rv). (6)

The force P acting on the annular element unit
width of thick-walled pipes is determined by the
expression:

P=27T1 ppp. (7
The force causing the tangential stresses in the
cylinder, with the proviso that the plastic zone will

occupy all of the cylinder section and carrying capacity
is exhausted:

P=2Tcrk8cs@, (8)
where 7, — final (after deformation) radius of the
cylinder;

5 — the thickness of the cylinder.

The force pulling the striker within the cylinder
defined by the formula:

P =1, -P, 9)
where f] is effective coefficient of friction.
Drummer energy expended on overcoming the
forces of friction and deformation of the cylinder:
EZ = AETP, + AEHeq),.

The path traveled by the striker inside the cylinder,
by the formula:

Es =P h, (10)
where we find &
E
h=-—%. 11
A (11

Determine the magnitude of the penetration depth
of BSC-43 bullet weighing 7.9 g, and the initial speed of
715 meters per second with a steel core Kalashnikov
(AKM) in a steel cylinder, provided that the plastic zone
will occupy all of the cylinder section and carrying
capacity is exhausted.

Substituting in the formula (6)—(11) the following
parameters:

7. =0,0038 m;

6=10,01 m;

co = 1,22x10°H/ m?;

f1=1,2; bullet energy

Es=2019 J.
As a result, the calculations we get: 7 = 0,007 m.
Results of field experiments confirm the

fundamental possibility of stopping bullets barrier of a
set of hollow cylinders (Fig. 4).

Calculation of breaking the plate thickness of the
same material from the formula by Thomson gives the
following result.
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Fig. 4. Experimental results

The total energy absorbed by the plate during its
plastic deformation during expansion hole is defined as
follows:

Es = nR*h- [0/2 +p- uR/L],

where R — caliber of the bullets, m;
h — thickness of a punched layer barrier, m;
o — limiting stress for the environment, MPa;
p — density of the fluid kg / m?;
u — bullet speed, m/s;
L —length of the bullet head, m.
For steel barriers with parameters
6 = 1200 MPa; p = 7800 kg/m?;
characteristics bullet
u=715m/s; R=0.00762 m; L =0.012 m,
the energy
Es=20191
the thickness of the punched of barrier layer
h=0,018 m.
Dependence of thickness of the broken through
layer of barrier of # on the thickness of cylinder o,
presented on a Fig. 5.
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Fig. 5. Dependence of thickness of the broken through layer
of barrier on the thickness of cylinder

Conclusions

1. Investigated the process of the interaction of
high-drummer (bullet) with a protective barrier in the
form of a set of hollow cylinders.

2. Propose a model for determining the depth of
penetration of high-speed drummer into the hollow
cylinder.

3. The calculation of the depth of penetration of
bullets of BSC-43 weight of 7.9 grams and an initial
velocity of 715 m/s with steel core from a Kalashnikov
(AKM) in a steel cylinder, provided that the plastic zone
will occupy all the section and bearing capacity of the
cylinder is exhausted.

3. The calculation of the depth of penetration of
the BSC-43 bullets from a Kalashnikov (AKM) in a
plate of the same material from the formula Thomson.

4. Further studies are related to taking into account
the violation of the structural integrity of the bullet with
steel core and a lead jacket, the possibility of which
must be considered when designing the protective armor
constructions.
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MopesnroBanHs nponecy Npo0HBaHHSA BHCOKOIIBHIKICHIM YIapHAKOM IEePENOHH
Y BUIJIsiAi HA00py NOPOKHUCTHX MITIHAPIB

A. B. Kosrys, B. O. TabyHeHko

INpoanani3oBaHi XapaKTEepHCTUKH Bpa)kalOUMX EJIEMEHTIB apTHIepiichbkux cucreM i crpinenskoi 36poi IIpoananizoBani
XapaKTepUCTUKH M KOHCTPYKLII iHAMBigyaJlbHUX 3aco0iB OpoHe 3axucry. OCHOBHMI yJap BHCOKO LIBHJKICHHX BPa)karodqmx
€JIEMEHTIB NPUIMAIOTh KOPCTKI IIaCTUHU. BOHM MOXXyTh OyTM BHKOHAHI 3 BUCOKOMIIIHUX METaJliB a00 JABOIIAPOBUX IAHENEH.
Ilpm 3ycTpidi 3 Takow MaHEIIII0, HOCOK Kylli pyHHYyeThcs. B pesynprari 3pocrae miomia B3aeMOZil Kylli i MaHewi, BUHUKAE
IPOTMH 1 PO3UEINICHHS KepaMiKu IPU OJHOYACHOMY pyHHYyBaHHI Kyini. IIpu ynapi ymapHuMKa 1O HepelIkoji B Hili BUHHKAe
JIeKiJIbKa THIIB XBWIb 30ypIOBaHb, SIKi IOMIMPIOIOTHCS C PI3HUMM MIBUAKOCTSMU. LI BIUIMBM BUKIMKAIOTh B KOHCTPYKLIl
CKIIaJHUH HANpPYKEHWH CTaH, IHTEHCHBHICTb SIKOIO IIBHJIKO 3HIXKYEThCA B uaci. Mera cTaTrTi — JOCHIIKYBaTH IpOLEC
B3a€MOJIIT BHCOKOIIBHIKICHOIO yJapHHMKA i3 3aXHCHOIO HEPEIIKOJOI Y BUIVIAAI Habopy HycToTinumx Huiinapis. Merogu
JOCJi/KeHHsA. YIOCKOHAJICHHS 3aco0iB i1HAMBILyaJIbHOTO OpOHE 3aXHMCTy MOXe OyTH JOCATHYTO MUIIXOM 3aCTOCYBaHHS
OITUMAJILHOTO OEHAHHSA HOBUX MaTepialiB i CydaCHUX KOHCTPYKTHBHO-CXEMHHX DillleHb. XapaKTep IPOHUKHEHHS yIapHHUKa
B IIEPEIIKO/LY MOJKE 3MIHUTHCS, SKIIO MepelKkona Oyne ysABISTH cOO0K KOHCTDYKIIiIO, SIKa CKIIAIA€ThCs 3 HAOOpy MyCTOTiNNX
ITiHAPIB. PO3risHyro mpouec B3aeMOJil BHCOKO MIBHIKICHOTO yJapHHUKAa 3 3aXHCHONI0 MEPEIIKOIOK Yy BHIJIAAI Habopy
MYCTOTIMX UWIHAPIB. IIpy KOHTaKTi ynapHUKa 3 IOBEPXHEBUM IIAPOM IEPEIIKOAM, 3a PAXyHOK HAsBHOCTI PO3IIMPEHOI
BEPXHbOI YAaCTHHM, YJAPHUK IIONA/a€ B IyCTOTUINH LMIIHIP, SKUH LIIJIbHO 00ilfiMae OOKOBY MOBEPXHIO yIApHHUKA, ILI0 CTBOPIOE
cynporus ioro pyxy. Ilpu pyci ynapHuka B LWIIHAPI INPOXOIMTH IEPETBOPEHHsI KIHETWYHOI €Heprii ylapHUKa B €HEprio
nedopMyBaHHS LIIIHAPA I poboTy 1o nepeGopeHHto cuik TepTs. [Ipyu boMy YacTHHA eHeprii ylapHuKa raCUThCs MPOMIXKHUM
IApOM 1 Tepepo3NOALIAEThCS HA CUIIOBHM KapKac BHYTPILIHbOro mapy. PesyiabTaT. 3anmpornoHoBaHa MOJENb BU3HAUCHHS
IJIMOMHU TIPOHMKHEHHS ylapHUKA B MEPEIIKOy y BUMNIANI HaOopy IyCTOTiNMX LuutiHapiB. HaBeneHi pe3ynbraT po3paxyHKiB.
IponoHyeTbest mopaibllie  yAOCKOHAIEHHS 3aco0iB  1HAMBINYaJbHOIO OpOHE3aXHCTy MAOCSAraTH ILUIIXOM 3aCTOCYBAaHHS
OITUMAJILHOTO NOEIHAHHS HOBUX MaTepiajiB i CydaCHUX KOHCTPYKTHBHO-CXEMHHX DillICHb.

Kaw4yoBi ciooBa: OpoHe3axucT, BUCOKONIIBHAKICHHN yHAapHHK, IO Bpa)kae €JIEMEHT, PiBHI 3arpo3u, IEperKoa,
IuIacTH4Ha fiehopMmalis, OPOKHUCTUH LMIITHP.

MoaeanpoBaHue mpouecca MPOOHBAHUsS BbICOKOCKOPOCTHBIM YIaPHHKOM Mperpaibl B BUe HA00pa MOJIbIX IHJIHHAPOB
A. B. KoBryH, B. A. TabyHeHko

[IpoaHann3npoBaHbl XapaKTEPHCTHKU MOPAXKAIONIMX JJIEMEHTOB AapTHIUIEPUICKUX CHCTEM M CTPEIKOBOTO OpPYXKHS
[POAHATM3UPOBAHBI XapAKTEPHUCTUKH M KOHCTPYKLMH WHAMBHAYaIbHBIX CPEACTB OpoHe 3amiuThl. OCHOBHOM y/ap BBICOKO
CKOPOCTHBIX MMOP&KAIOIIUX 3JICMEHTOB MPHHUMAIOT KECTKHE IUAacTHHBL. OHM MOTYT OBITh BBIMOIHEHBI U3 BBICOKOIPOYHBIX
METaJUIOB WIM ABYXCIOHHbIX naHesnei. IIpu BcTpede ¢ Takoi maHesbro, HOCOK Iuapa paspymaercs. B pesymbrare pacrer
IUIOIIAAb B3aUMOJIEHCTBHS IIapa M IaHeNIH, BO3HUKAET NMPOru0 M pacleIuieHHs] KepaMHUKU IPH OIXHOBPEMEHHOM pPa3pyLICHHH
mapa. Ilpu ygape ymapHHKa MO TNPEHATCTBHSAM B Hel BO3HHMKAeT HECKOJBKO THIIOB BOJH BO3MYIICHHH, KOTOpbIC
PactpoCTPaHSIIOTCS ¢ Pa3HBIMU CKOPOCTSIMU. DTH BO3JECHCTBUS BBI3BIBAIOT B KOHCTPYKIMH CIOKHOE HAIPSHKEHHOE COCTOSHHE,
WHTEHCHUBHOCTH KOTOPOro OBICTpO CcHIKaeTcss Bo BpemeHu. lleqb cTaTbM - WcCienoBaTh IPOLECC B3aMMOACHCTBHS
BBICOKOCKOPOCTHOT'O yZapHHKa C 3allUTHOW Hperpanoi B Bujae Habopa IyCTOTENBIX LIMIMHAPOB. MeToabl MccJieqoBaHUS.
COBEpIICHCTBOBAHKUE CPE/ICTB WHAMBHAYAIbHOH OpOHE 3alMThl MOXET OBITh JOCTHIHYTO IyTeM IPUMEHEHHs ONTHMAIbHOrO
COUYCTaHHUsT HOBBIX MAaTEPHalOB M COBPEMEHHBIX KOHCTPYKTHBHO-CXEMHBIX PEIICHHH. Xapakrep MPOHUKHOBCHHUS YIApHUKA B
MPENSTCTBUE MOXKET W3MEHHUTHCS, €CIH IPEeNSTCTBUE OyleT NpeicTaBisTh COOOM KOHCTPYKIMIO, COCTOSIIYI0 W3 Habopa
ITyCTOTEJBIX IIINHIPOB. PaccMoTpeH nporiecc B3anMOIEHCTBHS BEICOKO CKOPOCTHOTO yIAapHHUKA C 3alUTHBIM TPEISITCTBUEM B
BUJie Habopa MyCTOTENbIX LIIMHAPOB. IIpH KOHTaKTe yJapHHKa C MOBEPXHOCTHBIM CIIOEM MPEIISITCTBHS, 38 CUCT HaIWUYHs
PpacIIMpEeHHOH BEpXHEil YacTH, YIapHHUK MOMaJaeT B IyCTOTENbIN IIHHIP, INIOTHO 3aHUMAeT GOKOBYIO MIOBEPXHOCTD yIapHHKA,
YTO CO3/IaCT COMPOTHBJICHHE ero JABMKCHUS. [Ipy IBMXCHUH yIapHHKA B LIIMHAPE MPOXOIUT MPeoOpa30oBaHUsI KHHETHYECKON
SHEPruM yJapHUKAa B SHEPruio jAeopMaluy IMWIMHApAa W paboTy IO IPEONOJIeHHH CHIBI TpeHWs. [Ipu 3TOM 4YacTe SHepruu
YIAapHUKa TacUTCs IMPOMEXKYTOUHBIM CIIOEM M IepepaclpesiessieTcsl Ha CHIOBOH KapKac BHYTPEHHero cios. Pe3yjbTaTsl.
IpeuiokeHHas MOJIENb ONpPEACNICHUsT TIIyOMHBI NMPOHUKHOBEHMS yJapHHKA B MpEMATCTBHE B BHIC HAbOpa MyCTOTEINBIX
mrHApoB. [IpuBeneHHbIe pe3ynbTaThl pacderoB. [Ipemaraercst qanbHeiee COBEPIICHCTBOBAHUE CPEACTB WHIMBUIyaIbHON
OpOHE3aLIUTBI IOCTUIaTh MYTEM MPUMEHEHHS OITUMAIILHOIO COYCTAHHUS HOBBIX MATEPHAJIOB M COBPEMEHHBIX KOHCTPYKTHBHO-
CXEMHBIX PEILICHHH.

KiaoueBbie caoBa: OpoHe3aluTa, BBICOKOCKODOCTHOH YNApHUK, IOPaKAIOMIMII O3JIEMEHT, YPOBHH YrpO3HI,
HpensTCTBHUE, IIacTHIecKast AedopManus, HOJIbIH HTHHIP.
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CUHTE3 CUCTEMMU YIIPABJIITHHA
ACUHXPOHHUM TAI'OBUM ITPUBOJIOM METOJAOM AKYP

IIpeameTom BUBYEHHS B CTATTi € aHAJII3 METOIB CHHTE3Y CUCTEM aBToMartndHoro ynpasminas (CAY) s py-
XOMOTO CKJIaJly 3 aCHHXPOHHUM TsiroBuM nprBonoM (ATIT). Mera — 3a0e3nedeHHs SKOCTI AUHAMIKH TPOIe-
CiB, TOYHOCTI NpUBE/IEHHS 00'€KTIB B 3a/1aHy TOYKY (pa30BOr0 MPOCTOPY Ta MiHIMi3allisl eHEPreTHYHUX BUTPAT
Ha IPOLIECH KEpyBaHHS B yMOBax AETEPMIHOBAHMX 1 BUIAJIKOBHUX 30ypeHb. 3ajada — BUOIp METOAa CHHTE3Y
ontumanbHuX CAY, 1m0 103BOJIIE 3a0€3MeYUTH HEOOXiIHI MoKa3HUKU skocTi podotn ATIL. AHaii3 mpobiiem
OINITHMAJILHOTO YHPABIIHHS TSATOBUM IPUBOAOM PYXOMOTO CKJIaJly TOKa3aB, 10 HAWOLIBII MEPCIEKTHBHO BUKO-
PHUCTOBYBATH JUIsl CHHTE3Y CUCTEM YIPABIIHHS 00'€KTaMH, SIKi OMHUCYIOThCS CUCTEMaMH HeNiHIHHUX TrdepeHiia-
JIBHUX PIBHSHb, METOJ] aHAIITHYHOTO KOHCTPYIOBaHHS PETYJISATOPIB 32 KpUTepieM y3arambHeHol pobotu (AKYP).
Meton AKYP no3Boisie CHHTE3yBaTH PEryisaTOpH, SIKi ONTUMI3YIOTh ITPOLIECH YIIPABIIHHS HE TUTBKH MPU JIeTep-
MIHOBaHHX, aJie i PH BUNAJKOBUX 30ypeHHsX. AJle BAKOPUCTAHHS LIbOrO METOAY MOXIIMBO JUIsl 00'€KTIB, MaTe-
MaTHU4HA MOJIENb SIKUX ONHCYETHCS CHCTEMOIO JU(EpPEHIIaIbHUX PIBHSHD, B SIKMX YIIPABIiHHS BXOIATH JIiHIIHO.
V 3813y 3 THM, 110 B ATII ynpaBniHHS BXOAATH HENHIWHO, A7 BUKOoprcTaHHA Metoqy AKYP Oyna BukoHaHa
Horo afgamnTariis Ta OyJaM OTpUMaHi BUpa3u Ui YIPaBIliHb, SKi BU3HAYAIOTh CTPYKTYPY ONTHMAIIBHOTO PEryIsiTo-
pa. BucHoBku: 3amnpornoHoBaHo miaxin mist cuare3y CAY acCHHXPOHHOTO TSTOBOTO IPHBOJY 3 BUKOPHCTAHHIM
merona AKYP. Byia BukoHana ajanrariist {boro MeTOy 3 ypaxyBaHHIM HEJIHIHHUX yIpaBIliHb.

KuarodoBi ciioBa: cucreMa aBTOMaTHYHOTO yl'[paBJ'IiHHﬂ, aCI/IHXpOHHI/Iﬁ TATOBUHA HpI/IBiI[, METOJ aHAJIITHYHOT O

KOHCTPYIOBaHHS PETrYJISATOPIB 33 KPUTEPIEM y3arajbHEHOI pOOOTH.

BcTtyn

OpHMM 3 HABaXKIMBILINX HANPSIMKIB TEXHIYHOTO
PO3BHUTKY PyXOMOTO CKJIaTy 3 BUCOKUMH €KOHOMIYHH-
MU TIOKa3HUKaMH € BIPOBa/DKEHHS TSATOBUX MPUBOJIB
3 aCHHXPOHHHMMHU JIBUT'YHAMH, SIKi MArOTh PsIl mepeBar
y TOpIiBHSHHI 3 JIBUI'YHaMH IoctiHoro crpymy. HIu-
POKE BIIPOBaKEHHSI aCHHXPOHHOr'O MPHBOAY Ha 3ajIi-
3HUIIX YKpaiHU 3aTpUMaiocst 3 KUTbKOX MPHYHH,
OCHOBHOIO 3 SIKHX € HEOOXIqHICTh CTBOPCHHS HaJiHHOT
Ta ekoHOMiYHOi CAY TSIroBUM NMPHUBOIOM. Y TOH Xke
Yyac BUNPOOYBaHHS 1 JOCBiJ EKCIUTyaTallii MepIiux
ykpaiHchkux musenb-noi3nis JIEJI-01 ta JIEJI-02 3
ATII noka3yroTh, IO I8l CKJIAJHICTH MOJ0JaHa, a Ha-
KOIMYEHHH JIOCBIJ y raiy3i MareMaTu4HOTO MOJIENIO-
BaHHS, 3aCTOCYBaHHS Cy4aCHHX METOJIB Teopii aBToO-
MaTHYHOT'O YIPaBIiHHSA 1 MPOrpecuBHUX iH(OpMaiii-
HUX TEXHOJOTiH, MOXYTb OYTH BHUKOPHCTaHI IpH
CTBOPEHHI CYy4aCHOT'O PYXOMOT'O CKJIafy.

AHani3 npobnemm
Ta NoCcTaHOBKa 3agadi

Ha nanwuii yac BijoMa HU3Ka METOMIB JJIsl CHHTE3Y
ONITUMAJBHUX CHUCTEM ympaBiiHHA. [IpoTe, HalHOiIbIIO-
rO MOUIMPEHHsI HaOynu TiTBKH JEsIKi 3 HHUX: KIacHYHe
BapialliifHe 4YHCJICHHSA, IUHAMIYHE MPOrpaMyBaHHSI,
npuHOUN Makcumymy [loHTpsiriHa, Meton (QyHKIH
JlsimyHOBa, METOAM AaHANITUYHOTO KOHCTPYIOBAaHHS
perymsaropiB JletoBa-Kanmana ta O.A. Kpacoschkoro,
MAaIlIMHHO-OPI€EHTOBAaHI METOAU TEPMIiHAIBHOIO YIpaB-
JIHHS 3 BUKOPUCTAHHSM aJTrOPUTMIB BHUIIJKOBOI'O MO-
myky [1-4]. Barato aBTOpiB 3aiiMaiucs NHTaHHSIMH

CHHTE3Y PEryJIsATOPIB [UIsl IESKUX BUJIIB MaTeMaTHYHHUX
MoJIeJIeH, B SIKUX YIPAaBIIiHHS BXOIATH HeliHiiHO [5—7].
Awnani3z npo0JieM ONTHMAJIFHOTO YIPaBIiHHS TATOBHM
MIPUBOZOM PYXOMOrO CKJIaJy II0Ka3aB, L0 HaHOimbII
MIEPCIIEKTUBHO BHKOPUCTOBYBATH UISI CHHTE3Y CHCTEM
YIpaBIiHHA 00'€KTaMH, sIKi OINHUCYIOTHCS CHCTEMaMU
HENHIHHNX TUQepeHIIHNX PiBHSHb, METOJl aHATITHY-
HOT'O KOHCTPYIOBaHHSI PETYJISTOPIB 3a KPUTEpieM Yy3a-
ranpHeHol pobotu. Merog AKYP nosBomnsie cuaTe3yBa-
TH PETYISATOPH, SKi ONTHMI3yIOTh NPOLECH YIPaBIiHHS
HE TUIBKH TIPH JAETEPMIHOBAHUX, aJie i P BHUIAIKOBUX
30ypenHsx. Kpurepiit ontumansaocti B Metoni AKYP
Jla€ MOJKJIMBICTh BPAaxOBYBAaTW SIK BUMOTH JIO SIKOCTI
JMUHAMIYHHUX TPOLECIB, TOYHOCTI IepeBEeICHHS 00'eKTa B
3aJaHy TOYKY (ha30BOr0 MpOCTOPY, TaK 1 MiHIMI3yBaTH
€HepreTUYHI BUTPATH Ha MPOLIECH YIPaBIIiHHS.
3aranbHe (GopMyIIOBaHHS OCHOBHOI TEOpEMH Me-
tomy AKVP Take [8-10]. Hexait o0'ekr ommcyeThcs
CHCTEMOIO HEIIHIHHUX AU(EepPEeHIIITHNX PiBHSIHb:

m
0%’+ Ji(x, X, t)= Z Gij (X1, o X, +
" J=1 (D
D Mg (X X )G (1),
k=1
TOJ YNPaBITIHHIMHU, ONTUMAIBHUMHU B CEHCI MiHIMyMY
¢dyHKIIOHATa

I=M[V3(x (1), - %, (12), 12) |+ M x

t 1% q
x| [0, . x,, )dt] + M ;ZI(“//"/) di |+

4 J=1 151

© B. I Hocko, M. B. Jlimuaucekuit, I'. B. T'efiko
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m 0 n ov p
Zj kj X gy ——| dt
Pjmig\ =l &
€ YIpaBJIiHHS
-1
oy

__k.P z

, 3)
i=l1 ll a

ne V — pitieHHs TiHIHHOTO Ju()epeHIiHHOTrO PiBHIHHS B
YaCTHHHHX ITOX1THUX

aV”
>

o1 0%;

fi=-0 (4)

3a I'paHUYHOI0 YMOBOIO
VIx(R), 0 x,(82) 12 |=13][ 3 (22), o %, (12). 12 ] (5)

VY croiBBignomenHsx (1) — (5) npuiiHaTi HacTymHi
nosHaueHHs: x; (i=1, 2, ..., n) — a30Bi KoopAHHATH
00'exTa; Ji @omp (=12, ..,

k=12, ..,r) — Ge3nepepBHi 3anaHi yHKUil; §; (1) —
Ou1i 1rymMu (TOCIITOBHOCTI CTAaTUCTHYHO HE3aJICHKHUX
S-IMITy/IbCIB, BUTIAIKOBUX 32 ILIOLICIO 1 PO3IUICHUX SIK

3aBrogHo MaJluMu, aJic KiHLIeBI/IMI/I l'[pOMi)KKaMI/I qacy);
M — CHUMBOJI MaTeMaTUYHOI'O CHOI[iBaHHH;

V3lx(t3), ..., x,(ty), ;] — MO3UTHBHO BHU3HAUEHa Oe3-
mepepBHa (DYHKINSI, IO 3a7a€ TOYHICTh IEPEBEICHHS
00'ekTa B MOMEHT 4acy f, B 3ajlaHy TOYKY (ha30BOro
npocropy; Q(xq, ..., X, t) MO3UTUBHO BH3HAYEHA
OesmepepBHa (YHKINS, IO 3a7a€ BUMOTH JIO SKOCTI
MePeXiTHUX MPOIIECiB 00'€KTy 3a (pa30BUMHU KOOPIHMHA-

nj=12,..,m

TaMM B IHTepBaJli 4acy YNpPaBIiHHA [{], {,]; p, q —
MO3UTHBHI  YMCNa, WO 33J0BOJNBHSIOTE  YMOBaM:
1/p+1/g=1 Ta xP,x% — napni ¢yskuii x;

kj (j=1,m) — 3anaui uncmna; u;(j=1,m) — cursamm

YIIPaBJIiHHS Ha BXOJaX BUKOHYIOUHX IIPHCTPOIB.
VY Tomy Bumazaky, xonmu QyHkuii f;, O, V3 MoxHa
3aJaTh Y BUTJISII CTYNIEHEBUX PSIIiB:

n n n
fi= Z igXg + z jghXgXp + z ighgXgXpXq + e (6)
g=1 g.h=1 g.h.q=1
Z thx Xp + Z thq xhx +
h=l1 h,q=1
g 1 g 4= (7)

n
+— Z thqlxgxhqul +.
g,h,q,1=1

1 & 1 &
3=7 )y PghgXn 3 Y. Pohg¥etntg +

Jh=1 Jhg=1
g -, g:hq (8)
+— Z pghqlxgxhqul +...
g,h,q,1=1
He Gjg, Qg Ujgh] > --- — KOCDILIEHTH, SKi € B 3arajibHO-

My BHIQJIKY (YHKILISIMH 4acy, I10 HE 3MIHIOIOThCS TIPH
MepecTaHoBIl  1HAEKCIB, IOYMHAIOYH 3  JPYroro;

BohBohgsBangi» --- — KoehiLlieHTH, sIKi € B 3aranbHOMY

BUNAAKy (YHKLISIMH 4acy, IO HE 3MIHIOIOTHCS TIPH

NCPECTAHOBLL IHACKCIB] P gy, P gig s P ghgl » -+ — HOCTIli-

Hi Koe]ilieHTH, SKi HEe 3MIHIOIOThCS IPH NEPECTAHOBII
IH/IEKCIB, pillleHHs! PiBHAHHA (4) MOXXHA IIyKAaTH Y BU-
ol

z AgpXgXy, + z AghgXg XXy +
h=1 J,g=1
g ] " g q= (9)
+— z AghgiXgXpXgX) + ooy
g.,h,q,l=1
ne Agps Agng> Agngr — KOe(iIliEeHTH, SIKi € B 3arajib-

HOMY BHNAJKy (PYHKUISIMU Yacy, MOXXYTh OyTH BH3Ha-
YeHi 3 CUCTEMH 3BHYalHUX TU(epeHuiiHUX PIBHIHB:

Z(aplA i T 0ijApi) = _Bij;

dAyk

o = 2O Ay A + A py) =

" (10)

B+ 2 (Apict
p=l1

3 ypaxyBaHHAM cmiBBigHOmeHHs (9) Bupas s
yrpaBiHHSA (3) MOXKHA MPEICTABUTH Y BUIIISIL:

O,plk +A

O pjk + Apj pij)

n n n
uy ==k oy (X Ay + D Aygxx +. )P~ (1)
i=l k=l k=1

Ile criBBigHOIICHHS 1 BU3HAYA€ CTPYKTYpPY OITH-
MaJIHOTO, B CEHCI MiHIMyMY (yHKIIOHATy y3arajbHe-
HOI pobotu (2), perymnsropa Jjisi HOY4aTKOBOro 00'eKkTa
yrpasiianas (1).

TakuM 4MHOM, JUISi CHHTE3Yy ONTHMAJIEHOI CHCTEMH
yrpasiiaas MerogoM AKYP HeoOxigHo, mo6 mMatema-
THYHA MOJIEITh 00'ekTa Mana BUL (1).

ApanTauis metoay AKYP ansa o6’exTiB,
B SIKi ynpaBniHHA BXOAATb HerniHinHO

3 Burmsiny piBHsAHb (1) BUIDIMBaE, 110 METOX
AKVYP MoxHa BUKOPHUCTOBYBATH /IS 00'€KTIB, IO OITH-
CYIOTBCS 32 TOTIOMOT'OF0 CUCTEM 3BHUYANHMX HETiHIHHUX
AuepeHIIHIX PIBHSHD, B SIKi YIPABIiHHA U ; BXOLITH
ninifiHo. Ile Hakmamae TeBHI OOMEKeHHS Ha 00JacTh
3aCTOCYBaHHSI METO/Y, OCKUIBKM ICHYE IIMPOKUH Kiac
00'€KTiB, MaTeMaTHYHI MOJEINI SIKUX OIUCYIOTHCS CHC-
TeMaMy 3BHYaWHUX JU(EpeHIIHHNX pIBHSHb, B SIKi
YIIPaBJISIFOYl BIUIMBH BXOJSITH HENiHIHHO.

[Mpuknanom € acHHXpOHHUH TsaroBuit npusin [11].
B npoMy BHIaJIKy y NMpaBy YacTHHY CHCTEMH DiBHSHb
(1) BXOmATH CIiBBiAHOLIEHHS BUAY u sin(o, +7), Ie
u) 1 up, — yOpaBJIiHHA, 0, Y — KOHCTaHTH, a00 B OLIBII
3araJbHOMY BHIQJIKY — Y BUIJIIII JOOYTKY (YHKIH,
KOXKHA 3 SKUX 3aJICKUTH Bl OTHOTO YIPaBIiHHS: i(u),
y(u2). Y 3B'SI3KY 3 HEOOXIHICTIO BUPIIITYBATH 3aBIaHHS
Ut 00'€KTa, MareMaTHYHa MOJENb SIKOTO MICTHTh Ke-
pylodi BIUIMBU Tix 3HaKamMu (yHKOid, abo y BUIISI
MOOYTKY JBOX (PYHKIIH, KOXKHA 3 SKHX 3aJICKUTh Bil
OJTHOTO YNPABIIiHHS, IPOIOHYETHCS HOBA MOAUQIKAIIis
METOJly aHAIITHYHOTO KOHCTPYIOBAaHHS DPEryJsiTOpiB 3a
KpHUTEpiEM y3arallbHeHOI poOOTH, sIka IPYHTYETHCS Ha
Takii Teopemi [12].
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Teopema. Hexaii 00'€KT ONUCYETHCS] CUCTEMOIO:

dxl 2
SN I) R PR C N [ ( B
k=l
m
+ D b (s s X O 2ty )25 (027 5 (12)
j=1

TOJIi ONITUMAJILHUMHM B CEHCI MiHIMyMY (YHKITIOHATY

= M[V3(x1 ([2), e Xy ([2 ),[2)] + M|:J‘ll]2 Qd[:l +

My (13)
+M ZZJ‘,] (uw/kw +u2ij/k2ij)dl
j=li=l
€ YIpaBJIiHHS:
5 OV
= kg 2~ @V Wi 2 (14)
1
5 OV
gy = —kaj 5 VW2 Uz, (15)
1

nie V — pilieHHs piBHAHHSA (4) 3a TPaHUYHOK YMOBOIO (5).
Jlokas. TloBHa moxinHa GyHKLIT V' B CHTy piBHSIHB
o0'exra (12) i piBHsHHS (4) TOPiBHIOE
oV oV ds

+
dr o Eax,. dt

aV 1
Gt Z@x Z%%%Jrznlkék(t) f,

i=1

=(16)

= —Q+Z Z%%% +Z VS e o).

xl/l xlk]

Iurerpyemo Bupas (16) B iHTepBai yacy [f, t,]:

VIt ). xy(t). ] =V [xitt), ... x,(0), 1] =
nom 12
‘—JQdHZZJ (plquUqu/dl-F (17)
i=1j= ll
n r 2
+ZZJ n,k&k (t)dr
i=lk=1
Bpaxoyroun, 1110 32 yMOBOIO
V[xl(tz),..., xn(tz), t2]=V3[x1(t2),...,xn(tz), tz],
i3 (17) MoxHa OTpUMATH
¢
M|:V3 (xl(fz), ey xn(tz), tz):|+M|:J;]2 th:| =
=MV (xt)). ... x, (0 ). ) ]+ (18)
n m f2 nor t2
+M ZZI (plj 7 Udt +M ZZJ'—r]lkF,k(t)dt .
i=lj=l & i=lk=ly o

BukopucroByroun meroauky O.A. KpacoBcekoro
[9] mokaxkemo, 1o ocranHiii wieH y (18) He 3anexurh
Bix ympasmninb (14), (15). 3 ornmsay Ha HPUIHATY MO-
nenb Oumnx mrymiB B (1) 1 (12), moxHa 3anucati

& ()= Brad(t-74), (19)

ne & () — y3aranpHeHHH CTaIliOHapHUN BUMAJKOBHUIN

npouec; Bj; — He3aleXHiI BUMNAIKOBI LEHTPOBaHi Be-

JWYMHY; Ty, Ty, ... — BUMAAKOBI MOMEHTH 4acy, SIKUM
BiJMOBiNAtOTh "iMIysben" O-(yHKIIIT.
3rigHo criBBigHoueHHio (19) ocranHiil 4ieH BU-

pa3y (18) MoXKHa MEPETBOPHUTH O BUIIISIITY

‘L'd+0
R=M ZZZ Byq j Thk5(f tg)dt ||. (20)
i=1j=1 d Td_o
Buacuinok BIUTUBY 3-ynKuiit 8(t—14)

(d = const) da3oBi koopaMHATH O00'€KTa YIPABIIHHS
12) nHa iHTepBaii yacy Big t; —0 mo t; +0 orpumy-

P y d d TPUMY
FOTh IPUPOLICHHS

74+0
Axl'd =J‘
T d -0
3 TOYHICTIO A0 HECKIHYEHHO MAJIMX BEIUYUH
OiIBII BUCOKOTO TOPSIKY HPUPOINEHHS Ax;; HE 3ale-

j=Lm).

TakuM 4nMHOM, 3MiHH (ha30BUX KOOPIMHAT, BUKIMKaHI
BIUTMBOM 30ypeHb y BUIUISAL O-(DYHKIIH, 3 TOUHICTIO 10
HECKIHYEHHO MaJluX BEJIMYHMH BHUILOIO IOPSJIKY HE 3a-
nekath BiI YNPaBiHb uy; W U, a Ue O3HAYAE, IO i

nikBkdé(t_Td )df, = 1,_7’1 .

KUTb Bl yNpaBliHb uy; Ta up; (i=1Ln,

30ypeHHs (QyHKITiH

oV
V[xl, oo Xy, t], e r]l-k(xl,...,xn,t),
1

BUKJIMKaHI BIUIMBOM 30ypeHb y BHIJISAL O-QYHKLIH 3
TOYHICTIO 0 HECKIHYEHHO MajauxX OIiJbLII BHIIOIO IIO-

PSUAKY, HE 3aeKath BiJ yNPaBIiHb uy; U uy; (i=1Ln,

j=1,m). Tomy i R 3 TOYHICTIO 10 HECKIHUEHHO MaJIX

BEJIMYMH HE 3aJISKUTH Bijl yIPaBIliHb.
@ynkunionan (13) 3 ypaxyBanHsMm BupasiB (17) i
(20) mepeTBOpUMO 110 BUIY

1 =M[V(x1(t1), ceesy xn(t])a tl)]+

n om 12

+M ZZJ

i=l j= ll]

+M ZZj(u,U/kz +le,/k2 j t|+R.

Jj=li=1¢;

<pl, wl, wl, dt |+ 21)

OCKIUIBKA MaEMO TaKe:

m n 2

o
Z]Z][k] +kll} 6 (PI/WII/\VZU /2ull]] =
=li ij

2

ll/ 111
= ZZ[ a (Pz/\Vlz/\VZl/ 2 ]_
J=li=l lz/ Yi kll}

-3 3

2
1ij

zz (Pl/\‘rlll/\VZU ’
:11 1k]l/

/lll

m n 2

oV
ZZ[ k21} 6 (PI/WII/\VZl//zuZl/] =

Jj=li=1 k211
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m n m n

=222 5 ! ZZ

(pl]\‘flll]\‘flzu >
Jj=li= 1k2y Jj=li= e

To (yHKIioHaN (21) MOXKHA 3aITUCaTH y BUIIISII

I=M[V(x (), ... X,(1)1))]+ M x

kllj a d)ljwlljwzlj /2141”] dt |+ M x (22)

IZZ 2y

oV )
+ ko —— 0oy / 2up;]7de |+ R
,] mim ko ox; C '

SIKWO yNpaBmiHHS uy;, Up; BH3HAYAKOTHCS Bii-

noBizHO cmiBBigHomenHsmu (14) i (15), To miginTerpa-
JIBHUH BUpa3 B (yHKIOHAMI (22) 00epTaeThCs B HYIIb, i
BiH NpHiiMae MiHIMaJbHE 3HAUCHHS.

Otxe, Teopema noBezieHa. BoHa foBeneHa 1i1sl BU-
najKy p = ¢ = 2, To0TO ISl KBaIpaTUIHOTO KPUTEPItO
SIKOCTI IIIOJI0 YTPAaBIliHb, KPUTEPIit0, IO Ma€ siIcCHUH (i3u-
YHUI CEHC 1 MIMPOKO 3aCTOCOBYEThCS MPH ONTHMI3awil
€JIEKTPONPUBOAA. 3ayBaKUMO, [0 BUIIISA ONTUMAIBHHUX
ynpasiidb (14) i (15) npu BumagKoBUx 30ypeHHSIX OMH-
CaHOTr0 TUIY OJJHAKOBMH JUISl ETEpPMIHOBAHMX 1 CTOXAc-
TUYHHX cucTeM. [Ipu 11bOMy BENWYMHU yNPaBIIHb K 1 B

HaiOLIbII 3aragbHuX TeopeMax mo AKYP O.A. Kpacog-
cpKoro [8] He 3ajexaTh BiJl piBHS LIyMiB.

Sxmo ¢byskuii f;, O, V, MOXHa HPEACTaBUTH Y
BUrysini creneHeBux psnaiB (6), (7), (8), To pimeHHs
piBHsiHHS (4) MaTuMe BUTIsIT (9), a KoeillieHTH 1IOTO
PIBHSAHHS BU3HAYAIOTHCSI 3 cucTeMu piBHsAHB (10). 3
ypaxyBaHHsIM criBBigHomeHHs (9) piBasiHHA (14) 1 (15)
MOYKHa TIPEJICTABUTH Y BUIJISIII

TR R EIRS <
ullj —Kiij 72 ZAjkxk + z Aiklxkxl +. ], (23)
iy k=1 k=1
5 d)\'/l\'/z n n
uzij :—kzljiy > Y Y ZAjkxk + z Aik]xkxl +.. . (24)
Ui k=1 k=1

Ii criBBigHOIIECHHS 1 BU3HAYAIOTH CTPYKTYPY OII-
TUMAJIBHOTO PEryJsTopa.

BucHoBOK

3anporioHoBaHo miaxix mis cuHresy CAY acuHx-
POHHOI'O TSATOBOTO MPHUBOAY 3 BUKOPUCTAHHSM METOJa
AKYP. Byna BukoHaHa ajamnTailis [bOro METOIY 3 ypa-
XYBaHHSIM HEJTIHIHHHMX ynpaBiiHb. OTpUMaHi CHiBBia-
HOIIEHHSI, KOTP1 BU3HAYAIOTh CTPYKTYPY OITUMAaJILHOTO
perymsitopa
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CHHTe3 CHCTEeMBI YIIPaBJICHHs] ACHHXPOHHBIM TATOBBIM NPHBOAOM MeTonrom AKOP
B. . Hockos, M. B. Jlunmuaunckuii, I'. B. I'eiiko

IIpeameTom m3ydeHUs B cTaTbe SBIIETCS aHAJIM3 METONIOB CHHTE3a CHCTeM aBToMaTHdyeckoro ympasieHus (CAY) mus
MIOJIBIDKHOTO COCTaBa C aCHHXPOHHBIM TsroBbiM npuBonoM (ATII). Heasb — obecrieueHre kadecTBa AWHAMUKU HPOILIECCOB,
TOYHOCTH INPHUBEICHUs] 0OBEKTOB B 3aJJaHHYIO TOYKY (pa30BOr0 IPOCTPAHCTBA U MHUHHUMH3ALHUS SHEPreTHYECKUX 3aTpar Ha
MIPOLIECCHl YIPABJICHHUSI B YCIOBUSX JECTEPMHUHUPOBAHHBIX W CIy4alHBIX BO3MYyIIeHWH. 3amadya — BBIOOp MeToAa CHHTE3a
ontumanbHbIX CAY, nosBonsomuii odecrneunts Tpedyemble nokaszatenu kaudecrBa padorsl ATII. Anamus npobGiem ontu-
MaJIBHOTO YIPABJICHUS TSTOBBIM IIPUBOJOM JBIDKYIIEIOCS COCTaBa MOKa3all, YTO HauOoJee epCeKTHBHO UCIIONIb30BaTh s
CHHTE3a CHCTEM YIpaBJICHUsI 00BEKTaMHU, KOTOPBIE ONMCHIBAIOTCS CHCTEMAaMHU HEJIMHEHHBIX TuddepeHranbHpIX ypaBHEHHH,
METO/I aHAUIUTHYECKOr0 KOHCTPYHPOBAHHUS PETYISATOPOB MO KpuTepHio o6obmenHoi paborsl (AKOP). Meron AKOP no3so-
JIIeT CUHTE3UPOBATh PErYJISTOPbl, KOTOPhIE ONTUMHU3UPYIOT IIPOLECCHl YIIPABICHUS HE TONBKO IPU JETEPMUHUPOBAHHBIX, HO
U IIpY CITy9aiHBIX Bo3MyIieHsX. OJHaKO, HCIOIB30BaHHE 3TOT0 METOa BO3MOXKHO Ul 00BEKTOB, MaTeMaTHYeCKast MOJEINb
KOTOPBIX OIKCBIBAETCS CUCTEMOH () (PepeHINaTbHBIX YPaBHEHHUH, B KOTOPHIX yIPaBJIEHUs BXOIIT JUHEHHO. B cBs3u c Tem,
gyro B ATII ynpaBneHus BXOAST HeNMHEIHHO, Ui ncnonb3oBanus merogqa AKOP Obuia BBINONHEHA €ro amanrtanus U Obun
I10JIy4YEHbI BBIPAXKEHUS ULl YIPABICHUH, KOTOPbIE ONPEAEIAIOT CTPYKTYPY ONTHUMAJIBHOIO peryiasTopa. BeiBoabl: npeanoxex
noaxox uist cuate3a CAY acHHXPOHHOIO TArOBOIO IIpUBOAa ¢ ucnonb3oBanueM Merona AKOP. beuia BeinonHeHa ajanranus
3TOr0 METO/A C YUYETOM HEJIMHENHBIX YIIPABICHHUIH.

KawueBbie cjoBa: cucreMa aBTOMAaTHUECKOTO YIPABJICHUS, ACUHXPOHHBIN TATOBBIN IPUBOA, METOJ] aHAJTUTUYECKOTO
KOHCTPYHPOBaHHUS PETYJISATOPOB M0 KPUTEPUIO 000OIIEHHOH pabOThI.

Synthesis of the asynchronous traction drive control system by the ACOR method
V. Noskov, M. Lipchansky, G. Geiko

The subject of the study in the article is the analysis of methods for the synthesis of automatic control systems (ACS) for
rolling stock with an asynchronous traction drive (ATD). The goal is assurance the quality of the processes dynamics, the accu-
racy of bringing objects to a specified point in the phase space, and minimizing energy costs for control processes in conditions
of deterministic and random perturbations. The task is selection the method of optimal ACS synthesis, which allows providing
the required indicators of ATD work quality. Analysis of the problems of optimal control of moving train traction drive showed
that it is most promisingly to use the method of analytic construction of regulators by the criterion of generalized work (ACOR)
for the synthesis of object management systems, which are described by systems of nonlinear differential equations. AKOR
method allows to synthesize regulators that optimize control processes not only for deterministic, but also for random perturba-
tions. However, the use of this method is possible for objects whose mathematical model is described by a system of differential
equations in which control enters linearly. In connection with the fact that controls are non-linear in the ATD, to use the AKOR
method, its adaptation was performed and expressions were obtained for the controls that determine the structure of the optimal
regulator. Conclusions: an approach for the synthesis of the asynchronous traction drive ACS using the AKOR method is pro-
posed. Adaptation of this method was carried out taking into account nonlinear controls.

Keywords: automatic control system, asynchronous traction drive, method of analytic construction of the regulators by
the criterion of generalized work.
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METO[ CUHTE3A MYNbTUATEHTHOW BEG-OPUEHTUPOBAHHOW CPE[bI
HA OCHOBE UH®OPMALIMOHHbIX CIMTYTHUKOB

Heaw. Co3nanne GraronpusTHONH BeO-OPHEHTHPOBAHHOM CPEIbl 3a CUET MPOAYLUPOBAHKS arcHTOB — CIIYTHHKOB B BHJIC
JIOPBEEB, YTO AT BO3MOXKHOCTh ITOBBICHTH HH(OPMATHBHOCTH 00BEKTA IIPOU3BOJICTBA BUPTYAILHOTO IIPHUOOPOCTPOUTENb-
HOro npeanpusTys. Pe3yabrarnbl. B craThe pacCMOTPEH METO/ HOBBILICHNS! HH)OPMATHBHOCTH MIPOAYKIMH BUPTYATILHOIO
PHOOPOCTPOUTEIILHOTO MPEAIPHUATHSI C UCIIONB30BaHHEM HH()OPMALMOHHBIX CIIyTHHKOB, Ha OCHOBE CHHTE3a MYJIbTHA-
TEHTHOW BEO-OpHEHTHPOBAHHOM CPe/Ibl 32 CYET NMPOAYIIMPOBAHHUS areHTOB — CIIYTHHKOB B BUJIC JOPBEEB. PackphIT moapood-
HBII [TO3TAITHBII AITOPUTM CO3JaHHs TAKUX MHDOPMALMOHHBIX CIYTHUKOB B BHJE CAHTOB J0PBEEB, C OCHOBHBIM YKIIOHOM
Ha MH(OPMATUBHOCTB. IIpencraBieHa OCHOBHAS NIPoOIeMa, CBS3aHHAs C YTPATON IPOM3BOICTBEHHOrO IIOTCHIIMANA, & TaK-
XKe e€ pelleHne ¢ MIPIMEHEHHEM IIPEeIUIOKEHHOr0 MeTosia. BeIBoa. MeTox 03BOJISIET He TOJIBKO IPUCHIOCOOUTH 000pyI0-
BaHUE K PHIHKY IIYTEM €r0 CBOCBPEMEHHOW MOJICPHU3ALINHU, & TAKKE O3BOJISCT ¢ MUHUMAIIBHBIMU 3aTPaTaMU JICHEKHBIX
PeCypcoB 00ECIICUNTh KOHBIOHKTYPY PhIHKA, KOHKYPEHTOCIIOCOOHOCTh U3/ICNIHI M UX COBIT, KOTOPBIH OMpEeeNsieT BOCTpe-
OOBaHHOCTH IPOU3BOJCTBA U (popMHpPYyeT MOPTQeh 3aKa30B.

KnaouyeBbie ca10Ba: HHPOPMATHBHOCTD, BeO-OPHCHTUPOBAHHAS CPEa, KOHKYPEHTOCIIOCOOHOCTD, BOCTPEOOBAHHOCTb.

BBepeHue

BHenpeHre B MPOM3BOACTBO HAYYHBIX JOCTHIKE-
HHI, a TaKKe MOCTENEHHAs 3aMeHa YeJIOBEYECKUX pe-
CYpCOB MaIllMHAMM, YTO PacCMaTPHBAJIOCh Kak Oojee
BBIFOJIHOE PEIIEHHE C TOYKHM 3PEHUS 3KOHOMHKH (I10-
BBIIIICHUE MPOU3BOAMTEIILHOCTH U KaudecTBa), CIIOCO0-
CTBOBAJIO 0Oojiee BBICOKOW MPUOBUTH MPEIIPHSITHS.
OpHaKo, Takue MEphI TOBJICKIH 3a COOOW COKpAaIlCHHE
YKCIIa 3aHATHIX JIFOJEH B IPOU3BOJCTBE, YTO MPHUBENIO K
MOCTHHAYCTPHAILHOMY OOIECTBY, B YKOHOMHKE KOTO-
poro npeobiiagaeT HHHOBAIMOHHBINA CEKTOP SKOHOMHKH
C BBICOKOMPOM3BOAUTENLHON MPOMBIIUIEHHOCTBIO, HH-
JycTpHel 3HaHWH, a TakKe OoJiee BBHICOKOH joiiei Ha-
CEJICHHUS, 3aHATOrO B cepe YCIyr, YeM B IPOMBIIILIEH-
HOM TIPOM3BOJICTBE.

Ceromgust Bce OoJibllie NPEANPUATHI HAIPaBIECHO
Ha TPENOCTaBJICHHUE YCIYyI, 4YTO B CBOIO OYepenb
yMEHBIIIA€T MPOU3BOJACTBEHHYIO JEATENLHOCTh. Bce
OOJIBIYIO0 TIOMYJIAPHOCTH MPUOOpPETAET CHEIUaATIbHbIN
BHUJI TPOM3BOICTBA HA 0a3e BUPTYAILHOTO MIPEATIPHSTHS
(BIT), cocrosimiero u3 reorpaguuecku pasiaeleHHBIX
HCIIOJIHUTENIEH, KOTOPBIE B3aUMOJICUCTBYIOT B MPOIIECCE
MPOU3BOJICTBA, KCIONB3YS MPEMMYIIECTBEHHO JJIEK-
TPOHHBIE CPEACTBA KOMMYHHKaIuil. CyIecTBEHHBIM
MIPEUMYIIIECTBOM TaKOT'O MPEANPUATHS SIBJISETCS OTCYT-
CTBHE OOIIUX MTPOM3BOACTBEHHBIX ILIONIAAEH, BBHICOKAS
rMOKOCTh MPOU3BOJCTBA B 3aBUCUMOCTH OT MOTPEeGHO-
CTH PBIHKA, a TakXe, 3HAYMTEIBHO MEHBIIMKA Ha-
YaJbHBIA KamuTaa I OpraHU3aldd TaKoro IpeanpH-
SITHSL.

OcHoBHOe HampasjieHue pabotsl BII cocrout B
M3YYCHHUH CYIICCTBYIONIETO CIIPOCca Ha PBIHKE, B CO3JIa-
HHM TaKOro CIpOca, a TAK)KE B IOBBIIICHUM MH(OpMa-
TUBHOCTH ITPOIYKTA, YTO SBJISETCS OJHUM U3 KITIOYEBBIX
MyTel K COXPAaHEHUIO MPOU3BOJICTBEHHOTO MOTEHIHATA
U TIOJTYYE€HHIO TPUOBLIH.

B ycioBHsSIX COBPEMEHHOIO DBIHKA, HEMPEPHIBHO
HATIOJHAIOIIETOCA BCE OONBIIMM pa3HOOOpa3ueM TOBa-
POB, KOTOpbI€ aKTHMBHO MOIEPHU3UPYIOTCS, BCE CIIOK-
Hee 00ECIeYnTh YHHUKaJIbHOCTh M KOHKYPEHTOCIIOCO0-

HOCTB CBOETO ITPOJIYKTA, TAK KaK J1a)Ke CaMblii 0COOBIN U
VHUKAJIBHBI W3 BCEX MPOAYKTOB, MOXET YIYCTHTH
CBOW IIAHC Ha MOJDKHOE NMpHU3HaHHWE. B OONBIIMHCTBE
clly4aeB, TaK IPOMCXOAUT U3-32 HEOCTATOYHOIO MPE.-
CTaBJICHHS MPOAYKTa U 00eCIeUeHUs ero HH(GopMaTus-
HOCTH.

[TosTOMYy BayKHOH 3amaycii ABJSIETCS 00ECIeUCHUE
JIOJDKHOM MH(MOPMATUBHOCTH MPOAYKTA, TaK KaK OT TO-
ro, HAaCKOJBKO IIMPOKO M KAa4eCTBEHHO OHAa pacIpo-
CTPAHUTCS, 3aBUCUT KOHKYPEHTOCIIOCOOHOCTh TOBapa M
(hopMupOBaHUE CIIpoca Ha HEro.

OaauM U3 MeTo0B (HhOpMUpPOBaHHS UH(DOPMATHURB-
HOCTH, SIBJIICTCSI METOJI MTOBBIIICHUS] UH()OPMATHUBHOCTH
MPOAYKIIMM C HWCIOJIh30BaHUEM HUH(DOPMAITMOHHBIX
CIYTHUKOB, Onaromaps KOTOPOMY MOXHO ITPUCIIOCO-
OuTh 00OPYAOBAaHHE K PBHIHKY HE TOJBKO IIYTEM €ro
CBOECBPEMEHHOW MOJICPHU3AINY, HO W IyTEM JOCTIIKE-
HUS JKellaeMoi MH(GOPMATHBHOCTU ¢ TIOMOIIbI0 HH(Op-
MAIlHOHHBIX CIIYTHHKOB.

OCHOBBIBasICh Ha TOM, YTO IPU BO3HHUKHOBCHUH
MOTPEOHOCTH B TIOKYIIKE KaKoro-i1ubo pecypca, HOTeH-
LUAJbHBIA KITUEHT Yallle BCEro 0o0pallaercsi K MOUCKY
HYXKHOH JIJIs1 Hero uHGOpMAIMH B IPOCTOpaxX UHTEPHE-
Ta, MpeIyIaracTcs B 3TOW cpeie OpraHu3oBaTh (GopMu-
poBaHHe HMH(GOPMATUBHOCTH, IOCKOJIBKY Takas cpea
MIPE/IOCTABIISIET CTPEMHUTENBHBIN MpoIecC pacupocTpa-
HeHHs UHOOPMAIUH, a TakKe o0jJamaeT Ooyee JyJIIuM
Y KaYeCTBCHHBIM OMMHMCAaHUEM 00OPYIOBaHUS.

Lens padoThl: co3maHue ONaronpusTHONW BeO-
OPUCHTUPOBAHHON Cpempl 3a CYET MPOIYLHHUPOBAHUS
arcHTOB — CIYTHUKOB B BHJC JOPBEEB, YTO TAcT BO3-
MOKHOCTh TMOBBICHTh HH()OPMATHBHOCTh OOBEKTa IMPO-
W3BOJICTBA BHPTYAJIILHOTO IPHOOPOCTPOUTEIBHOTO Mpei-
npusitust (BITIT).

B kauectBe paccMaTpuBaeMoro npuMepa o0beKTa
BBIOpPaH MPOAYKT OTEUYCCTBCHHOTO IPOHM3BOIUTES, Ha-
yuHo-nipou3BozicTBeHHoro  mpeanpustust  «KMATOH»,
KOTOpOE SIBJSIETCS JIMAEPOM YIIAKOBKM B YKpauWHe 3a
TMOCIJIEIHUE TO/IBI, & TAKKE MOXKET pacCMaTpPUBAThCS KaK
TUTIOBOM  TMPEICTaBUTEIb BHPTYaJbHOI'O MPUOOPO-
CTPOUTENIBHOTO NpeanpusaTus [4].
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1. MeToa noBbIWeHUA
nHcpopmaTuBHocTn npoaykuum BNz

HcxomHupIMU JAHHBIMH, KOTOPBIE OYAYT HCIIOIB30-
BaThCs MPH MPOBEPKE METOMA, ABJISIFOTCS:

1) www.KIATON.com.ua — HCXOOHBIH MHOTO-
CTpaHUYHBIN BeO-pecypc;

2) Mark InJet-Il — MeIKOCMMBOJNBHBIN KaIuIeCT-
PYHHBIN IPOMBIIIUIEHHO MAPKUPOBOYHBIN PUHTED;

3) KOHCTPYKTOPHI CalTOB, XOCTHHTH — BeO-cpena
JUTSL TIPOAYIIMPOBAHUS MH(GOPMAIOHHBIX CITYTHUKOB.

Jns peanuzanuy MeToma HEOOXOAMMO BBIOpaTh
TEXHOJIOTHIO, C ITOMOINBI0 KOTOPOW OyIeT ompeneneHa
HH(GOPMATUBHOCTh B PE3YJbTaTe peau3allii METOJa.
Tak Kak IeJIbIO ABJSCTCS MOBBINICHHE SKOHOMUYECKUX
MoKa3aTesiei, TO MOYKHO TIPUMEHHTH (hOpMYJy orpere-
JIeHUsT UHPOPMATUBHOCTH B SKOHOMUYECKOM CMBICTIC —
YBEIUUEHHE TOBApPOOOOPOTAa B PE3YNIbTATE IPOBEACHHUS
Mep IO IMOBBIIICHUI0 HH()OPMATUBHOCTH OOBEKTa PHIH-
Ka.

JlomoNHUTEIbHBIA TOBAPOOOOPOT IOJ BO3AEHCT-
BHEM PEKJIaMbI OIPEACISICTCS CIACAYIOIMNUM 00pa3oM:

T,=T,-IT - J7/ 100, (1)

rae T, — MONOJHUTENBHBIA TOBAPOOOOPOT, BRI3BAHHBIN
PEKJIAMHBIM MEPONPHUITHEM, ICHESKHBIX SIUHH.

T. — cpeaHeIHEBHOH TOBapOOOOPOT, BHLI3BAHHEIN
PEKJIAMHBIM MEPONPHUIATHEM, ICHESKHBIX SIUHH.

J[ — KOIMYecTBO IHEH ydera TOBapooOOpoTa B
PEKJIAMHBIN U TIOCTIC PEKJIAMHBIC TICPHOIBI;

Il — OTHOCUTEIBHBIN NPHUPOCT CPEIHECTHCBHOIO
TOBapo0OOPOTa 3a PEKIAMHBIN MEPHUOJ] IO CPABHEHHIO C
JI0 pekJaMHbIM, % [4].

B ocHOBe MeTona MOBBIICHUS UH(DOPMATUBHOCTH
MIPOAYKIIUM ~ BUPTYaJIbHOTO  IIPHOOPOCTPOHUTEIBHOTO
MPEANPUITHS JIGKUT CHHTE3 MYJIBTHAICHTHOH BeO-
OPUCHTUPOBAHHOM Cpeabl, TIIC areHTaMH, HECYIIHMMU B
cebe MpOrpaMMHYIO CYIIHOCTh, CIIOCOOHYIO JEHCTBO-
BaTh B MHTEpECaxX MOCTIDKCHUS IICJCH, MOCTaBJICHHBIX
nepesl HUM BIIaJeNIblieM WM TMoJib3oBaresieM [3], sBis-
10TCs MH(OPMAITHOHHBIC CITYTHUKU.

[IpemtaraeMbIM cITocOOOM IMOBBIIICHUS HH(DOPMa-
TUBHOCTH TPOAYKIMH IPOU3BOACTBEHHOTO MPEIIPHU-
SITUS, SIBJISICTCS TIPUBJICYCHUE WH(MOPMAIIMOHHBIX CITYT-
HHUKOB C HUCITOJIb30BAHHEM TaKOI'0 pecypca, Kak JOpBEH.

Jopseii (oT aura. doorway — BXOAHAs IBEPD,
MOPTaJ) WIM BXOJHAS CTPaHMIA — BHJ IOHCKOBOTO
crama, BeO-CTpaHUIla, CICIUATbHO ONTHMU3HPOBAHHAS
IOJ] OJMH WJIM HECKOJBKO MOUCKOBBIX 3aIPOCOB C IIe-
JBI0 e€ IMOMagaHus Ha BBICOKHE MECTa B pe3yiibTaTax
MOMCKA I10 3TUM 3amlpocaM U JaJbHEHIIEro IepeHa-
MpaBJieHus ToceTuTeNeld Ha APYrol calT Wi CTpaHU-
ny. Muorma mopBeeM Ha3bIBAIOT M IIENBIH BeO-cait,
COCTOSIIIMIA M3 TakWxX cTpaHuil. Kak mpaBwio, comep-
JKUMOE JIOPBEs HE MPEICTABIIACT HUKAKOW WH(pOpPMAIIHU-
OHHOM IIEHHOCTH JJIs TIOCETUTENS CTPAHUIIBI, U COIEP-
JKUT B ce0Oe CChUIKY WJIM aBTOMAaTHYECKYIO Iepeaapeca-
U0 (PEIMPEKT) Ha HEKOTOPYIO APYTYIO LEIEBYIO CTpa-
HUIY WIA CalT, paCKPYYMUBAIOIIMNACS MPU ITOMOIIIM Ta-
KHX JIOpBeiieB.

C TOYKM 3pEHHUSA TOJNH30BATENS, KOTOPBIA YacTo
Ja)Ke HE MMEET BO3MOXHOCTU PAacCMOTPETh CTPAHUILY

nopBest, — calit 6ecniosnieseH. CalTHI-MOpPBEH YacTo pe-
THCTPUPYIOT Ha OCCIUTATHBIX XOCTHHIAX.

TekcToBOE comepKUMOE JOpBES YacTo OECCMBIC-
JICHHOE, COCTOUT M3 OOPBIBKOB MPEIJIONKEHUN C OrpOM-
HBIM KOJMYECTBOM KJIFOUEBBIX CJIOB. Takue CauTh
TOJILKO 3aCOPSIOT ceTh MHTepHeT. OCHOBHAS 1IEJb T0pP-
Bes — MPOHMHICKCHPOBATHCA U IIOMACTh B PE3YJbTATHI
BBIIAYH.

JlopBeii, kak ¥ APYrHe BUABI TOMCKOBOI'O CITaMa,
OTHOCATCS K TaK Ha3bIBAMOU «YEPHON ONMTHMHU3ALIUI,
U MO3TOMY TIOMCKOBBIC CHCTEMBI CTPEMSATCS aBTOMATHU-
YeCKH M BPYYHYIO HMCKJIFOUATh UX M3 CBOMX HHICKCOB,
KaK CaiTbl, He UMEIOIINE HUKAKON CMBICIIOBOM Harpys-
Ku JuIst moeit [1].

Cpenu OpBEEB MOXKHO YCIIOBHO BBIACIHTH Clie-
JTYIOIITUE THUIIBI:

1. Benbie nopBen — 3aKOHOMOCIYIIHBIE CAaNTHI, HA
KOTOPBIX MOXXET MPUCYTCTBOBATH ABTOPCKUI KOHTCHT U
KauecTBeHHas rpaduka. Oxa3aBIIKMCh Ha TaKOM caiite,
MOJIH30BATENIb MOXKET IO CCBUIKaM IONAacTh Ha MPOJIBHU-
raeMbIii pecypc.

2. Cepble n1opBen — 5TO CalThl, OCHOBHAs 3ajaya
KOTOPBIX 3aKJIIOUaeTCs B Mepenave CChIOYHOrO caira,
MMOSTOMY TEKCTOBBIC MAaTepUabl Ha TaKHX caiTax —
VHUKAJIbHBIC W TOHSTHBIC, & CCBUIKM BCTaBIAIOTCS B
TEKCTOBOE OKPY)KEHHE. 3apy4uBUIMCh MOJAEPIKKOMN
TaKUX JIOPBECB, TIABHBIA CAHT MOXKET YBEIHUYUTH CBOM
CCBUTIOYHBIN BEC.

3. YepHble 1opBeM — caiiThl, OCHOBHOM 3anaueit
KOTOPBIX SIBJIACTCS aBTOMAaTHYECKas Iepeaapecaliys,
WM PEIUPEKT, Ha CTOPOHHUHN pecypc, 4TO He MPUBET-
CTBYeTCS MOUCKOBUKaMHU. JIJis peanu3aivii 3TOH 3a1a-
Yl HACTPAaMBAIOTCS METa-Terd WM java-CKpunThl. Ha
YEPHBIX OPBESX Pa3MEIIAOTCS OCCCMBICICHHBIC TCK-
CTBI BBHJY TOTO, YTO Y IOJIB30BATEIs BCE PABHO HE
OyZeT BpeMEHH MX TPOYUTATh.

OCHOBHOH 1IE€TBI0 JIOpBEs SBIISIETCS MPOJBHKE-
HHUE TJIAaBHOTO CaliTa BBEPX B ITOMCKOBOU BhIJAYE.

B co3manuu DOpBecB MOCUJIBHBIA BKJIAJl BHOCST
TaK Ha3bIBAEMBIC OPTCHBI, KOTOPHIC «IPUTYMBIBAIOT)
TEKCTHI C TPEOYEMBIMU 3aIIPOCaAMHU.

B maHHOM ciydae, mpeayiaraercs HCIIOIb30BaTh
JIOPBEH MaKCUMaJIbHOW WH(pOPMATUBHOCTH M CMBICIIO-
BOM HAarpy3kw, 4TO B CBOIO OdYepenb MOMOXKET u30a-
BHUTBCS OT «YEPHON ONTHMH3AIUNY, T.C., PACCMaTPHUBa-
€TCs CO3/IaHUE TaK Ha3bIBAEMBIX «OCIBIX JIOPBECB». DTO
ITOMOXKET MOJIh30BATEII0 M30aBUTHCA OT OECIIONIE3HOM
HHPOPMAIIUY, a BHUPTYAJIBHOMY IIPOU3BOACTBEHHOMY
MPEANPUATHIO TIPEAOCTABUTH BO3MOXXHOCTh HH(OpMa-
IIUOHHOT'O MPOJBIKEHUSI CBOSH MPOMYKIMH M CO3IaHHS
crpoca.

IIpy nmocTw)XeHUH WH(POPMATHBHOCTH JTaHHBIM
Croco0OM, 3aTpayMBaeTCs MHUHHMAJIbHOE KOJIUYECTBO
BPEMCHHU U (PMHAHCOB, a TAKKE CO3AETCs MPE3CHTAIIHS
MIPOAYKITUH [T O0JIee IUPOKOH ayTUTOPUH.

Paccmotpum Ha mpuMepe Kiaccu(HUKalul BHIOB
MapKUPOBOYHOTO OOOPYAOBAaHHS HAYYHO-ITPOU3BOI-
ctBenHoro ooseaunenust «KKMATOH» (puc. 1) mporece
MOCTPOCHHS CIEeIU(pHUKAIMM arcHTOB B Buae web-
pecypcoB — niepeBa OeNbIX JTopBeeB (pHC. 2), MOCTPOCH-
HOI'O B COOTBETCTBHHU C IPEICTABICHHBIMU Pa3HOBHI-
HOCTSIMH M3JETHUH .
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Puc. 2. Cienndukanys areHToB B BUIE I0pPBEEB

CyIHOCTh MpeIaraéMoro MeTo/1a 3aKIouaeTcs B
noBeIlieHMH uH(popmaTuBHOCTH Tponykuuu BIIIT my-
TeM pa3pabOTKH U Pa3BEPTHIBAHUS B TUIIEPMEAUITHOM
cpezie ¢ MYJIBTHAareHTHOW TexHoJorueil Habopa uHpop-
MAaIMOHHBIX CHYTHHKOB (OENbIX OpBEEB), IPEICTaB-
JIAIONIMX CO0O0N CO00MIECTBO pPedICKCUBHBIX arcHTOB,
MHUCCHEW KOTOPBIX SIBJISIETCSI OPUEHTHUPOBAHHE ITOTEH-
LUAJIBHBIX 3aKa34uruKoB Ha mpoxaykiuio BIIIL. B pe3yns-
TaTe MPUMEHEHHs1 MeTona Oyler co3laHa MHpOpMaIy-
OHHAs CHUCTeMa, KOTopasl pa3MellleHa B HHTEpHET-Cpese
U OpPHEHTHPYET IOTEHIHUAIBHOr0 3aKa3uhka Ha IIpo-
JIyKIuio cootBeTcTByrotero BITIT.

HcxoaHbIMU TAaHHBIMHU JUIst pa3pabOTKH MeToja
MOCTYKHUJIa COBOKYIHOCTb CIEYIONINX MOKa3aTeneit:

A= <P,0,SS,K,Ky.g.f>,

)

rae P — HoMeHKJaTypa Bblltyckaemoi mpoaykuuu BIII;
O — 00beM BBIIYCKa KaXK/IOTO M3/eNIUsI B HOMEHKIIAType
BIIII; SS - koaddunment ce3oHHOCTH; K — KOTHYECTBO
MOCEIIEeHU HHTepHeT-MarasuHa, K, — MHOXXECTBO IIO-
ceTuTeNnell UHTEpHET-Mara3uHa, KOTOpPbIEe 3aKIIFOUUIIN C
BIIIT moroBop 0 mocTaBKe MPOAYKIUM; g — (QyHKIWMS,
oroOpakaromasi nocemieHus uHrepHer-marazuna BIIIT
MIOTEHIINAJIBHBIM KIHEHTOM,

g:A— K, 3)

f— dyHKIms, KoTOpas oTpa)kaeT 3aKIFOYEHUs JI0r0BOpa
MoTeHIMaIbHOro kiueHra ¢ BIITI.

O00011IeHHOE OITUCaHNE METOIa BKIIIOYAET YeThIpe
JTana, TPU M3 KOTOPBIX PEANH3YIOTCS NPH CO3JaHUH
MYJIBTHAr€HTHOW BeO-OPUEHTHPOBAHHOW CpPEIbl, a YeT-
BEPTHIN — B IIpoLiecce ero pyHKIMOHUPOBAHUSL.
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1. Paspabomka unmeprem-mazasuna no peam3ayuu
npooykyuu BIIIT.

a) peanu3anys MHOTOSI3BIYHOTO UHTEpdelica;

0) peanu3zanusi MOJIYJIsl aHAJIM3a PHIHKA HA OCHOBE
CTaTUCTUKH O0BEMa IPOAAXK 10 KaXKIOMY BHIY IPO-
ayKuuu P;

B) peayu3anusi MOAYJIS TUaJIora C MOoJb30BaTeN MU
K, nist oTBeToB Ha 3ampockl 00 00beMax BBITYCKa Ipo-
nykimu O,

T') pa3paboTKa MOIYJIS peau3aluy MPOAYKIIUH.

2. Paspabomxa ocrosnoeo catima BIIII ¢ peanu3any-
el QpyHKIWMI nHbOpMHUpOBaHUS ToNb30BaTeneid K o cie-
nytomem: crpykrype BIIII, qomomHUTENBHBIX XapaKTe-
PHUCTHKaX BBITYCKAEMOH MPOAYKIHMH, CHCTEME CKUJIOK,
CEpBUCHOM OOCITY)KUBaHHUH.

3. Paspabomka Habopa peqhiekCusHvix azenmos 6
gopme caiimos-0opeees, KOTMIECTBO KOTOPBIX COBIIAIAET
¢ HOMEHKJIaTypoi P mpomykiny, mpous3BeneHHON BUPTY-
aJIbHBIM IPUOOPOCTPOUTENBHBIM MpeanpusiTieM. Kpome
nH(POPMAIU O KOHKPETHOM BHJIE NPOAYKIIMH, areHT He-
ceT uH(pOpPMAIHUIO (HalpuMep, HOMEP MOOHWIBHOTO Te-
nedona) BIIII.

4. @opmuposanue nuaHa GbLINYCKA  NPOOYKYUU
BIIIT no pesynemamam ananuza peinka (TQHHBIA 3Tl
peanuzyercst B npounecce (pyHKIMOHUPOBAHHUS MYJbTH-
areHTHOW BeO-OpUEHTHPOBAHHOW cpenbl). [4]

2. AnropuTMm cuHTe3a
MH¢pOpPMaLIMOHHOIO CNyTHUKA

BOJIBIIMHCTBO JTOPBEEB CO3MAIOTCS C ITOMOIIBIO
«IIOPT€HOBY», KOTOPBIE MO CBOEH CYTH COAEpKaT B cede
BECbMa MAaJyI0 YacTh II0JE€3HOM HMH(pOPMAIMH IS
MOJIb30BATENISA, M Yallle BCEro CAYXaT s MepeHanpan-
JIeHHs UHPOPMALIMU Ha APYrHe UCTOUHUKH.

IIpy ycTpaHeHHMH 3THX HEIOCTATKOB, 4 HMEHHO
Hajgu4yre O0ecItoie3Hol HH(POPMAILUU, — C JAHHOTO BeO-
pecypca MOXHO IOJIYYUTh Ka4eCTBEHHBIM WH(pOpPMALH-
OHHBIN Pecypc, OCHOBAHHBIN Ha MOCTPOEHUH JETaTbHO-
'O | [OLIArOBOI'0 AJIFOPUTMA.

IIpennaraemslii  anropuT™ (puc. 3) OBUT MOCTPOEH
HA OCHOBE CO3JaHMs HECKOJBKUX JECATKOB HMH(pOpMa-
IIHOHHBIX CIIyTHUKOB, COAEPIKALIMX B ceO€ OCHOBHOM

1 Acxocksid wenm g
MHUZU[/]WM-IU’-/HML} pecypc aHam3a
N~
e D
lopbeu
(o3daue 3 [louck nnamgpoprs!
7097 dng cosdaHus dopbect
2
Pecucpayus § bdprod Omdop mocxadaujux
Bet-tpede O dumweivezo decrnamux Xocmunzol
Lo dopben
B400p WadioHa Horomwenue uﬂ[f/{ﬂ/-/ﬂ
caima UHpoprayuey

Puc. 3. Anroput™ co3faHus 10pBes

VKIIOH Ha TIOBBIIICHHE WH(GOPMATUBHOCTH MPOMYKIHH
BIIII.

B xawectBe mnpumepa mnpousBoactBa BIIII s
peanu3aliy aJrOpUTMa Kak OOBEKT ObUI NMPUHSIT MEJ-
KOCUMBOJIbHBIN KaruiecTpyiHbii puHTep Mark InJet-I1,
Ha OCHOBE KOTOPOro OBLIM IMOCTPOCHBI CAlTHI ¢ HH(Op-
MaIMOHHBIM YKIIOHOM [5 — 9].

2.1. Co30anue rnekmpoHHOI nOUmbL

BaXHBIM [IaroM B MOATOTOBKE K CO3JaHUIO J0p-
Besd B Cpee KOHCTPYKTOPOB CAMTOB SIBIIAETCS HAJIMYKE
3JIEKTPOHHOI'0 ajpeca, MO3TOMY IEpel TeM KakK IpH-
CTYIIUTE K HETIOCPEACTBEHHOI paboTe, HEOOXOAMMEIM U
00s13aTEbHBIM YCIOBHEM SIBIISETCS MPOIECC aBTOpU3a-
MU B BEIOpaHHOM miatdopme. Co3gaHue dIeKTPOHHOM
[TOYTEl MOKHO OTHECTH K 00S3aTENbHBIM HMCXOIHLIM
JIAHHBEIM, BXOISIIMM B CIIMCOK IPENOCTABIIIEMBIX pPe-
CYpCOB, CO3JaHHBIX CaMUM IIOJb30BaTeleM. TeM He
MeHee, IS IMOJHONW aBTOMAaTH3aldd MYJILTHATCHTHOM
cpeibl HEOOXOUM MMOCIIEA0BATENbHBIN aITOPUTM.

HauyanpHEIM 3TanoM sBJSETCS BHIOOP Cpenbl IS
CO3JIaHUsI JICKTPOHHOrO aapeca modtel. Cpeau HanOo-
JIee PaclpOCTPaHEHHBIX U OOIIEU3BECTHBIX JIIEKTPOH-
HBIX ajpecoB Oblaa BeIOpaHa cpema Ukr.net, miist co3na-
HUS aJipeca B KOTOPOH HEOOX OIMMO:

1) BBeCTHM B MOMCKOBOH CTPOKE 3aIlpoca «IodYTa
Ukr.nety;

2) TEepelTH IO CChIIKE Pe3yabTaTa IOUCKa,

3) BBIOpaTh pa3iei «PErUCTPaIHsD»;

4) 3amOJHUTH I0JIsA, KOTOPBIE O00S3aTEIbHEI IIPU
co3ganuu azapeca. OToOpakeHUE DIEKTPOHHOU MOYTHI
[IpeUIaraercs 3aloIHUTh CreHEPHUPOBAHHBIMU BapHaH-
Tamu Takux cios: markirofka, Infomark, Infoagent,
myltiagent, virtualpredpriyatie. ITapons cocraBisercs
TEHEPaTOpOM M3 JATUHCKHMX OYKB W 1mudp. B none nme-
HU TOIb30BaTens BBoAMM «Adminy. Taxke, Mnpous-
BOJILHO 3aIIOJIHSAEM IT0JIS «IE€HL POXKICHHUS» U «I01». B
KayvecTBe ajpeca Pe3epBHOI IMOYTHI ISl BOCCTAHOBIIE-
HHUS yKa3bIBaeTCs JII000I Opyroi aapec, ACHCTBHUTEb-
HBIM, ¢ BO3MOXHOCTBIO BOCIOJIL30BaThCA MM. Ilocmen-
HUM DTalloM IJIsi PETUCTPALMM SBJISETCH YKa3aHUE aK-
TyaJIbHOT'O HOMEpa MOOUIILHOTO TeyiedhoHa, Ha KOTOPBIH
MPUXOIUT TOATBEPK A0t KOMOMHAINS [UDD.

5) 3aBepImaercs perucTpaiys KIMKOM Ha II0Je
«3aPErHCTPUPOBATHCAY.

2.2. lTouck nnamghopmul 013 co30anusn oopees

OCHOBHBIM PACIIOJIOKEHHEM CAHTOB-I0PBEEB SB-
JIIFOTCSL OECIIaTHBIE XOCTUHTH (XOCTHHT — YCIIyra Io
MPEIOCTABIIEHUIO MECTA IS Pa3MEIEHUS HH(OPMALIUH
Ha CepBepe, MOCTOSHHO MOAKIIOYEHHOM K MHTEPHETY).
OCHOBHBIM TPEUMYIIECTBOM 3TOTO0 HHTEPHET-pECypca
SIBIISIETCS  OTCYTCTBHE (DMHAHCOBBIX 3aTpar, T.€. BO3-
MOYKHOCTh CO3/IaHMs Ha OecruiaTHON ocHoBe. OHUM M3
SIBHBIX HEJOCTATKOB SIBJISIETCSI OrpaHUYeHHAs ()YHKIIHO-
HAJIHOCTh. AJITOPUTM TOMCKa OECIITaTHOM MIaThOPMBI
COCTOMT M3 TAKUX 3TAIIOB:

1) BBOO B IOMCKOBOW CTpOKE Opaysepa 3armpoca
«becmaTHblie KOHCTPYKTOPBI CAUTOBY;

2) OCYIIECTBJIICHHE BBIOOpa, CpPEAM MHOXKECTBA
BapHMaHTOB MPEIAraeTCsl BOCIOIB30BATHCA PEUTHHIOM
JIYYIINX HA CETOJHSAIIHEE BPEMS CAiTOB KOHCTPYKTOPOB.
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2.3. Omobop decniamHubix XOCMUHZ08

Uro0Obl HMCKIIOYUTh M3 CIMCKA HEIOIXOISIIHE
XOCTHHTH TIpeAJIaraeTcs pacCMaTpPHBaTh BBHIOOP TaKUX
PECYPCOB TI0 CIICTYIONUM KPUTCPHUSIM:

e JIOCTYITHOCTh — HCIIOJNIb30BaHHE OECIUIaTHBIX
XOCTHHI'OB;

e JIOJITOCPOYHOCTH - BpEeMsl CYyIIeCTBOBaHHE. B
JKU3HH JIOPBEEB MPUCYTCTBYET MpsiMasi 3aBUCUMOCTh OT
BPEMCHH, TI03TOMY, B MEPBYIO OYepeIb paccMaTpHBa-
FOTCS T TUIATGOPMBI, Ha KOTOPBIX 3TO BpPEMs CYIIECT-
BOBaHME OyIeT MAKCUMAJIbHBIM.

e MPUMHUTHBHOCTH — MPOCTOTA CTPOCHHS IOI00-
HBIX JIOPBECB.

ITocne oTOOpa Mo MPEeACTaBICHHBIM KPUTEPHUSIM B
00IIIeM CIHCKE OKAa3bIBACTCS KOHEYHOE 3HAYCHHUE ITOJI-
XOISAIIMX XOCTUHTOB JUI CO3JaHUsA HH()OPMAIMOHHBIX
CIIyTHHKOB, KOTOphIC B JajbHEWIIeM OyayT paboTaTh B
CHUHTE3MPYEMOI MYJIBTHATCHTHOH cpene.

Kputepuu oneHuBaHus U 0TOOpa B 3aBHCUMOCTH
OT OTPEOHOCTH MOTYT KOPPEKTUPOBATHCS.

B mporiecce co3naHus CaiToB, OBUTH PACCMOTPEHBI
caMbI¢ TMOMY/IAPHBIC TWIATPOPMBI JJI1 KOM(pOPTHOH pa-
OOTBI M BBIOpAHBI XOCTUHTH C HAMOOJBIIUAM IHKJIOM
YKM3HHU, HANIpUMep, 1atdopma « Wix».

2.4. Pecucmpauus 6 éblopannoii eed-cpede
0141 OaIbHeuezo co30aHUs

OmuuM U3 00sI3aTENBHBIX TPeOOBAaHUHN I CO3/a-
HUSL CAaliTOB SBIISETCS PETUCTPAlls B BHIOPAHHOM KOH-
CTPYKTOpE, IS KOTOPOH HEOOXOAMMO HAIUYME DJIeK-
TPOHHOT'O IMOYTOBOTO ajpeca, CO3JAaHHOTO Ha IEPBOM
JTare.

[Iporecc perucTpanuu COCTOUT M3 HIDKEIIEPEUUC-
JIEHHBIX 3TAIoB:

— CO3JaHME caiiTa, C NaJbHEHIIUM IMEPEeXOaoM K
OKHY PErHCTpAIUH;

— CO3JJaHH€ HOBOI'O ITOJIL30BATEN;

— 3allOJTHEHHE TIONEH C DJIEKTPOHHBIM aapecoM,
CO3ZaHHBIM B IIEPBOM pasjeiie ¥ reHepUpPOBaHHUE MMapo-
JIs, aHAJIOTHYHO TAKOMY K€ MPHUHIIUITY, YTO M IIPH PETH-
CTpaIH JIEKTPOHHOM MOUTHI.

2.5. Boioop wabnona caitma

IIpoiinst 3Tam aBTOpW3alMKd B CPEAE IMOCTPOCHUS
CalTOB, OTKPBIBAIOTCS BO3MOXXHOCTH BOCIIONB30BATHCS
1abJIoHaMK, KOTOPHIE B JIaJIbHENIIIEM ONpPeNeNsT CTPyK-
TYpY ¥ BU JOPBESL.

Be100p m1abyioHa MpoucXoAauT MO CIENYIOIEMY a-
TOPUTMBIL:

1) mepexon 1o ccbutke «Co3aath canT»;

2) BBIOOp THIA IIAOJOHA caiTa, HPUHUMACTCS
pa3zen «ImycThIe;

3) BBIOOpP OAHOCTPaHMYHOTrO NIA0JIOHA caiiTa;

4) mepelitu 1o cchuike «PemakTupoBaThy - Iepe-
X0/l B PEKUM CO3/IaHHe caiTa.

2.6. Hanonnenue wiabnona ungpopmayueii

[pouecc cozmanusi MHPOPMAIOHHBIX CITyTHUKOB
JIOJDKEH OCYILECTBJIATHCS B KpaT4allline CPOKH H, Kak
OBUIO yKa3aHO BhIIIE, padOTaTh B aBTOHOMHOM PEXUME,
YTO MO3BOJIIET MTHOBEHHO, 0€3 BMEIIATENILCTBA CO CTO-

POHBI CBOETO BJIAJICIIbIIA, BHITOIHATE TpeOyeMble (QyHK-
UM,

Yarme BCEro OHU HCHONB3YIOT TAKHE CTATHCTHYC-
CKHE METOIbI KaK MapKOBCKHeE Iienu [1], Wi co3maHus
MHOYKECTBA CTPAHHIl HA OCHOBE CITUCKA KJIFOUEBBIX CJIOB
U KOJUIEKIIMA TEMATUYECKMX TEKCTOB. Takod IMOIXO.I
MO3BOJISIET 0€3 yJacTHs YenoBeka (4To ObLIO OBI TPYIO-
3aTPaTHO) CO3/1aBaTh CTPAHMIIBI C YHUKAILHBIM COICP-
JKUMBIM, HE OMPEICIIIONINECS MOUCKOBBIMU CHCTEMaMU
Kak AyOJUKAThI APYTUX CTPAHUIL.

CaMbIM Ba)KHBIM 3TaIlloM B CO3IaHMM HH(OpMAII-
OHHBIX HOCHTEIIEH SIBJISIETCS HAIOJIHEHUE caiiTa IMoJe3-
HOW WH(popMaImeil, Tak KaKk BCE MPEIbIAyIIee OBLIH
ITOATOTOBUTEIILHBIMH ITAllaMH.

AJITOPUTM HAITOJTHCHUE calTa IOJIEe3HON HH(Op-
Marueil COCTOMT U3 CIASAYIOIIUX IaroB:

- CCBUTasIChb HAa MCXOMHBbIE JAHHBIE, a MMEHHO Ha
MPOAYKT C KOTOPBIM paboTaeM, 3aIojHSIEM CTPOKY C
Ha3BaHUEM caiiTa, BHIOpAB «PEIAKTHPOBATHY» U BBECTH
Ha3BaHue «In Jet-2»;

- mepex BBIOOPOM U 3arpys3koil (ororpaduu ¢
MIPOAYKTOM HEOOXOIMMO MPOU3BECTH 3alIPOC HA MCXO/I-
HOM MHoOrocrpanundHom pecypce [11]. ITomas no cceui-
K€ Ha HMCXOJIHBIH CalT, B IMOMCKOBOW CTPOKE BBOJIHTCS
3ampoc «MEJIKOCHMBOJIbHAsI MapKUpPOBKa». B pe3ynbra-
Te TPEIOCTABIISIETCA AOCTYN K OIMMCAHUIO, XapaKTepH-
cTHKaM, ()OTO U BUAEO IO MapKHPOBOYHOMY 00OPYIO-
BaHHMIO.

- BBIOOp (HOTO WJIM KapTHHKH C YKa3aHHBIM IPO-
JIYKTOM, KOTOpast OyIeT oToOpaXkaThCs Ha CalTe;

- COMPOBOXKJEHHUE BHU3yalu3allMd OOBEKTa He-
CKOJIbKAMH KITIOYEBBIMH (hpa3aMH, OIMHCHIBAOIINE Map-
KHPOBOYHOE 000PYyI0BaHUE;

- 3aII0JIHEHHE CcaiiTa OmMMCaHHeM O croco0e HaHe-
CeHMST MapKUPOBKH W3 HMCXOMHOI'O MHOTOCTPAHHYHOTO
pecypca;

- 3arpy3ka Qortorpaduu MPOAYKIIUH, C KOTOPOU
MOKET padOTaTh KaIIeCTPYHHBIN IPUHTED;

- TIpEACTaBIEHHE OCHOBHBIX IMApaMETPOM M BO3-
MOKHOCTEH MPOMBIIIICHHOIO KaIIeCTPYHHOI'0 MapKH-
poBouHoro npuntepa Mark InJet-11 .

- YKa3aHWe CaMBIX OCHOBHBIX H KIIIOYEBBIX Ka-
YEeCTB MOJICIH B CPABHEHUH C CYIISCTBYIOIIUMH MPOTO-
THUIIAMH;

- pa3MelleHNe Ha caiiTe KOHTAKTHOrO MOOUIBHOIO
HOMepa TeedoHa I CBA3M C BUPTYaJIbHBIM MPUOOpPO-
CTPOMTENILHBIM MIPEANPHUATHEM;

- mepexon 1Mo ccbuike «OIMyOauKOBaThY», 4YTO B
CBOIO Ouepelb SBISAETCS 3aKIIOYAIOIIMM JTAllOM B CO3-
JTAaHWH J0pBes.

BbiBop

[IpaBuapbHOE TIPUMEHEHHE PACCMOTPEHHOIO B
JaHHOW CTaTbe METOoAa C IPHUBJICYEHHEM BeO-OpHEH-
THPOBAHHBIX HH(MOPMAIMOHHBIX CITYTHHKOB, KOTOPBIE
COBMECTHO C OCHOBHBIM BE0O-pECYpPCOM 00pa3yroT MYJib-
THAreHTHYIO Cpeay, MO3BOSET ¢ MUHHMAIbHBIMU 3a-
TpaTaMu JE€HEKHBIX PECYPCOB 00€CIEYNTh KOHBIOHKTY-
Py DPBIHKA, KOHKYPEHTOCIIOCOOHOCTh H3JCIHUH U UX
COBIT, KOTOPBIA OIpenesieT BOCTPEOOBAHHOCTD IIPOH3-
BOJICTBa U (hOPMUPYET MOPTQEIb 3aKa30B BUPTYAIHHO-
T'O IPEANPUITHSL.
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Merton cuHTE3y MyJIbTHATEHTHOTO Be0-OPiEHTOBAHOIO CepeI0BHIA HA OCHOBI iHQopMaNiliiHUX CyMyTHUKIB
I. B. Illocrak, A. I1. Cobuak, O. I. ITonmoa, M. O. Mimienko

MeTta. CTBOpEHHS CIIPHUSATIMBOI BEO-OpIEHTOBAHOIO CEPEIOBHIIA 32 PaXyHOK MPOIYKYBAHHS arcHTIB - CYITYTHHUKIB Y BHIJISI
JIOPBEEB, 1110 Ja€ MOKJIMBICTE ITABUILKATH 1HPOPMATHBHICTE 00'€KTa BUPOOHHUIITBA BIPTYaILHOI0 IPUJIa 00y IiBHOIO I AIPHUEMCTBA.
PesyabTaTn. Y craTTi po3mISHYTO METOJ i IBUIICHHS i1HPOpMAaTHBHOCTI poaykilii BipryansHoro [Ipmwiagobymisaoro ITianpuem-
crBa (BIIII) 3 BuKkOpHCcTaHHAM 1H)OPMAIITHIX CYIMTyTHHUKIB, HA OCHOBI CHHTE3Y MYJIbTHAr€HTHOIO BEO-OPi€EHTOBAHOTO CEPEIOBHIA
3a PaxyHOK MPOJYKYBaHHsI arcHTIB — CYIYTHUKIB Y BUIJISI JOPBEiB. PO3KPHUTO AETATBHUIA OSTAIIHUI aITOPUTM CTBOPEHHS TAKHX
iH(OpMaIITHUX CYITyTHHKIB Y BUTJIAI CATIB OPBEIB, 3 OCHOBHUM YXHJIOM Ha iH(OPMAaTHBHICTh. [IpeicraBieHa oCHOBHA Mpooiie-
Ma, MOB'I3aHa 3 BTPATOK BUPOOHMYOro IMOTEHITIATY, a TAKOX il PIlICHHS i3 3aCTOCYBaHHSM 3aIpPOIIOHOBAHOrO METOy. BHCHOBKH.
Meron 103BONIsIE HE TUTBKH NMPUCTOCYBATH YCTATKYBAaHHS JIO PHHKY IIIISIXOM HOrO CBOEYaCHOI MOJCPHI3allil, 8 TAKOXK JO3BOJISIE 3
MiHIMaJIbHUMH BUTPAaTaMHU TPOLIOBUX PECYPCIB 3a0€3MEUNTH KOH'IOHKTYPY PHHKY, KOHKYPEHTOCIIPOMOXKHICTb BUPOOIB Ta iX 30yT,
KM BU3Ha4ae 3aTpeOyBaHicTh BUPOOHHITBA i HopMye opTdens 3aMOBIEHb.

Karw4dosi caoBa: iHpopmaTuBHICTH, BeO-Opi€HTOBAHE CEPEIOBHUILE, KOHKYPEHTOCIPOMOXHICTD, 3aTpeOyBaHICTb.

Method of multiagent web-oriented environment synthesis based on information satellites
L. Shostak, A. Sobchak, O. Popova, M. Mishchenko

Purpose. Creation of a favorable web-oriented environment through the production of satellite agents in the form of door-
ways, which makes it possible to increase the information content of the object of production of a virtual instrument-making
enterprise. Results. In the article the method of increasing the informative value of the Virtual Instrument Making Enterprise
products using information satellites is considered, based on the synthesis of a multi-agent web-based environment through the
production of satellite agents in the form of doorways. A detailed step-by-step algorithm for creating such information satellites
in the form of doorway sites, with a basic emphasis on informativeness, is disclosed. The main problem related to the loss of
production potential, as well as its solution using the proposed method, is presented. Conclusions. The method allows not only to
adapt equipment to the market by means of its timely modernization, but also allows to provide market conditions, competitive-
ness of products and their sale with minimum expenses of monetary resources, which determines the demand for production and
forms a portfolio of orders.

Keywords: informative, web-oriented environment, competitiveness, demand.
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JUSTIFICATION OF PERSPECTIVES DIRECTIONS OF UPGRADING
RADIOCOMMUNICATION SYSTEMS OF ARMED FORCES UKRAINE

Aim. In the article explore issues and directions of the innovative approach to the development of automated complexes
and radio communication facilities for special purposes. During the research it was determined that the effectiveness of
the military radio communication system would be improved by facilities of modernization of the latest facilities of
radio communication of foreign production or by improving the existing system of military radiocommunication.
Presented directions and features of leading research and development works for the improvement and development of
channels and systems of military radio communication, the creation of nodes and centers of radio communication,
automated complexes and radio communication of special purpose were presented. Was given generalized approach to
the construction of the system of automated radio communication, antenna-hardware complexes, software and hardware
complexes of radio prediction and planning of use of radio frequency resource. Conclusions. According to the results of
the conducted researches, conceptual decisions about the system engineering and technological reconfiguration of the
existing radio communication system are proposed, which will allow to work in the automated radio networks as part of
the radio centers of information and telecommunication units; to unify the facilities and complexes of radio
communication with facilities of communication and automation, to provide counter work with the equipment of the old
park, as well as to construct a fundamentally new radio communication system with the ability to calculate the planning
and forecasting of the radio frequency resource.

Keywords: complex and device of radio communication, antenna-device complex of adaptive radio communication,
systems radioprediction and planning radio frequency resource.

Formulation of problem

Analysis of recent research and publications.
Improving radio communications have special
significance in connection with number of issues that
appeared during antiterrorist operation (ATO).

Base of improvement existing radio system
should make automated transceiver two-way radio
systems and field stationary radio centers of new
generation developed on new element base with
advanced technology radioaccess that enable creation
of sophisticated and flexible structures.

Research perspectives of development of radio
communications  systems conducted to ensure
sustainable, reliable and timely information to
different users bring in conditions of natural and
artificial destabilizing factors, which 1is actual
scientific task.

Scientific and technological task of research
should be resolved within framework of concept of a
unified automated digital communication system
(UADCS) special purpose, which based on reference
model of open systems interconnection OSI (open
systems interconnection basic reference model) and
modern telecommunication technologies based on
using radio with programmable parameters (SDR -
Software Defined Radio).

Objective of article is scientific justification for
choosing directions of radio communication systems
of special purpose taking into account existing and
future approaches to construction of radio and
reconfigurable automated systems.

Systems of military radio communication should
provide the necessary information resource of users for

the purpose of their integration into information-
control systems of the armed forces, as shown in fig. 1
for the US armed forces. According to
recommendations ~ MSE-R  for radio  with
programmable parameters (SDR) include transmitter
and/or receiver, which use technology of using
software install or change working frequency settings,
including in particular frequency range, modulation
type or output power except changing operating
parameters used in normal course of pre-work preset
radio unit, according to particular specification or
standard system [1].

Main directions of research, which conducted at
creating automated digital radio system:

complex approach in creation, implementation
and operation advanced networks, radio systems and
radio communications;

realization technology design, which provide,
finally, networking, radio channels and radio
communications systems that operate consistently in
conditions of different kinds of destabilizing
factors;

perform not only traditional requirements of
creation “set” of technical devices, combined in some
information and control network and implementation
of main objectives for which creates radio network or
radio communication - namely, ensuring reliable,
noise-immune, secured and continuous radio
'communication;

development and implementation methods of
structural and parametric synthesis  channels,
receiving, transmitting antenna and hardware adaptive
radio communication systems and equipment for radio
centers;
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Fig. 1. Structure of the combined information and control system

development and implementation of technology
providing necessary tactical and technical characteristics
at all stages of life cycle of networks, channels,
systems and radio communications.

Task solution

1. Systems (channels) radio communication

Main directions of research in field of radio
communications shall including development of
principles of construction special purpose radio
systems using different levels to ensure structural
stability of wireless communication networks to action
of enemy countermeasures (REW) and devices of
destruction through:

combination of direct and switched radio low and
medium lengths that enable transmission of
information to bypass nodes have failed and radio lines
because of weapons, REW and violation of
propagation;

integrated using radio spectrum in HF, UHF
bands, which allows to organize radio using different
propagation mechanisms - with HF reflection from
ionosphere - UHF with display of sporadic layer in
conditions of undisturbed environment and terrestrial
waves in HF, UHF bands.

Achieving immunity, security and capacity of
networks and channels should be based on:

multiparameter adaptation of organization,
maintenance  and  restoration of  wireless
communication (frequency, speed and transmission

mode, spatial orientation of directional diagrams
resettlement  (antenna  feeders  antenna-feeder
devices);

compensation of powerful natural and intentional
interference, and preventing their emission of radio
devices;

packing information and dynamic routing packets
of information based load and driving conditions [5, 6];

optimal combination of direct and error
correction procedures supplementary request ARQ
(Automatic Repetition Query) during transmission
using effective methods of coding [5, 11];

radio control connectivity and quality radiolines
based on cognitive radio (using probing and test
signals predicting propagation conditions, employment
and evaluation frequency range of signal-interference
environment;

Using digital methods for forming and processing
of promising optimal signal-code designs that provide
high-speed data, without compromising noise
immunity parameters [5, 6];

functional independence of radio communication
networks of external synchronization (navigation
systems) for autonomous functioning in defeat these
systems using efficient algorithms entry and support of
high-matching-based generators.

While creating radio systems must be provided to
develop tactical and technical requirements for radio
systems for various purposes, operating in difficult
conditions-interference environment, including action
REW, which include:
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wide requirements for construction and
deployment territorial networks, channels and wireless
communication systems, including general
characteristics and quality indicators of networks and
channels;

specifications interoperability of  radio
communications transport networks, access networks,
services, communication services, automated control
system of communication, information security and
systems (logistics, power supply, network clock
synchronization, = numbering and  addressing),
providing taking into account implementation of
operational requirements imposed by customer.

Simulation  of networks and  channels
radiocommunication study principles of design and
development methods for their implementation should
include:

description and typical networking scheme, the
complex of radio communication units of various
ranks;

complex issues of information security and
protection of wireless communication networks of
technical devices intelligence;

proposals for uniform joints, protocols and
interfaces of network elements network radio.

comparative performance assessment schemes
(options) of radio communication;

assessment of probability-time characteristics
would bring networks and radio communication
channels in terms of destabilizing factors;

development of programs and methods of bench
and field tests to verify that parameters of (complex)
radio communication requirements of tactical-
technical task (TTT) in their development.

2. Creating units and radio
communication centers

Implementation of the transition from traditional
building radio unit, main task of which was to set
pairing devices interconnected via communication
devices, to develop promising equipment which
incorporates wide functions.

Main directions of research in field of radio
communication units and centers should include
development of principles of construction of radio
centers for various purposes in order to:

Modular building unified radio centers of various
ranks, something provide increasing functionality by
breeding standard modules;

group using radio in place of their existing
assignment radio direction;

digitally automated topology formation and
reconfiguration of radio networks;

shuttle spaced elements distributed radio centers
based on standard interfaces and advanced
telecommunication technologies;

ensure transition of interaction in diverse joints
(for data lines and for line management) in unified
solution based on one of sheets Ethernet that will
greatly simplify task combination of hardware and

transfer it from area of software and hardware
solutions in area of software problems while
increasing it’s flexibility and scalability [2-6].

3. Complex and radio
communications devices

Main areas of research in field of radio
communications  systems and should include
development of principles of construction radio
devices for various purposes in order to:

establishment of receiving, transmitting, antenna
and hardware systems and radio frequency systems
support;

building complex and radio communications
systems based on concept of SDR (Software Defined
Radio) and SCR (Software Cognitive Radio), which
allow lifecycle framework to develop hardware
device functionality and efficient using radio
frequency spectrum through improved software that
provides different, including new algorithms;

creating complex and radio communications
systems, which provide software and hardware
platform performance networks, wireless
communication features of physical, data link and
network levels and management of networks - and
transport, session representative and applied levels.

Main tasks that must be addressed in course of
research  in  creating systems and radio
communications as part of functions of physical layer
are:

formation and spectral energy efficient signals,
including signals with extended range ( "fast" and
"slow" pseudo-restructuring operating frequency)
noise signals and their combinations;

provide necessary energy potential of radio
channels by varying frequency, speed and power
transfer, including by drafting capacity in
transmission antenna and hardware;

implementation of spatial configuration diagram
orientation of receiving antenna and hardware from
direct sources of interference, drawing power
transmission antenna and hardware in space;

providing spatial and polarization compensation
is not deliberate and intentional interference, and
their radiation transmitting means [3, 4,9].

Main scientific and technological challenges in

creating systems and radio communications in
functions of link layer are:
frequency control and energy resources

(adaptation speed, power transmission diagram form
directional antennas);

implementation of noise-immune coding signals
based on the two-level coding and application turbo
coding;

providing multiple access to common time-
frequency resource network based on code and the
time-frequency separation.

Main objectives of research in creating systems
and radio communications as part of functions of
network include:
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providing connections to network elements of
transport network unified automated communications
network;

implementation of necessary safety information
exchange official radio communications network
management procedures on basis of adaptation,
routing and signal noise immunity;

integrated management of time-frequency and
network energy resources based on active and passive
analysis of signal-interference environment, using
results of long-term forecasting and operational
conditions for radio.

4. Antenna-device complexes

Development of antenna-devise complex, which
enable  noise-immune  receiving information
simultaneously on multiple frequencies operating
range of specified number of geographically
distributed correspondents based on formation of
controlled spatial diagram orientation specific forms of
implementation required values of sensitivity to
electromagnetic field, survivability and reliability in
terms of different kinds of destabilizing factors [4-8].

5. Software-devise complexes of radio prediction
and planning radio frequency resource

While creating software-device complex of radio
prediction and using frequency resources should focus
on design:

automated networks operating radio prediction;

models of calculating characteristics of wave
propagation in HF range, including using results of
probing the ionosphere;

dynamic models of action natural and intentional
interference;

software and methodological support for long-
term, short-term and operational radio predictable
range of usable frequency;

evaluation of statistical parameters obstacle levels
in real time.

Was made comparative assessment interference
environment in several lists of frequencies from
issuing recommendations about frequency with the
lowest noise level, and quality control admission on
single operating frequency to desired mode.

Implementing radio dispatching functions in
information and telecommunication communication
centers in appointment operating frequency of radio
communications, including:

visual inspection of whole list of backup
frequencies in their current state;

frequency assignment reporter considering its
usable range of frequencies on current time and noise
level,

returning frequency (group of frequency) reserve
list;

control radio season transition from one to
another;

receiving of given frequency-time program
control and marker signals;

receiving and processing results of determine
frequency bands usable on their basis for using
comparison of noise levels at different frequencies.

Feature software-device complex of radio
prediction and planning radio frequency resource,
which developed:

providing early assessment and operational
characteristics of radio propagation and-interference
environment;

recommendations for appointment operating
frequencies, as optimal in terms of propagation and
minimum level of noise;

planning using radio frequency resource
information and telecommunication nodes of
communication;

placement equipment should be not result in
addition to capital expenditures;

ensuring continuous monitoring and continuous
interference  environment in several lists of
frequencies;

providing automated control over allocation of
frequency resources;

delivery in real-time recommendations of
choosing operating frequencies on several criterial;

simultaneous using several data stations probing
ionosphere.

Ensuring sustainability of channels and radio
communications systems:

develop models assess stability of radio
communication channels, radio wave propagation
characteristics and interference different parts of
wavelengths;

study ways and technical solutions to ensure the
stability of the antenna feeder devices and protection
electronic equipment from electromagnetic radiation of
natural and artificial,

development requirements for protection radio
equipment and antenna-feeder devices from
electromagnetic radiation of natural and artificial:

selection (based on current regulatory and
technical documents and literature), analysis and
forming initial data on parameters of electromagnetic
radiation of natural and artificial origin to develop
requirements for safety equipment of radio and
antenna-feeder devices from electromagnetic radiation
according to the requirements for resistance
(survivability) objects using;

development of tactical-technical task on creation
equipment of protection radio devices and antenna-
feeder devices from electromagnetic radiation of
natural and artificial origin.

Assess the stability of settlement radio and
antenna-feeder devices to electromagnetic radiation of
natural and artificial accordance with their
development (without equipment protection against
electromagnetic radiation and their use):

calculation of estimates of expected parameters
of voltage, current and energy induced in the antenna
feeder devices and paths electromagnetic radiation of
natural and artificial,
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making estimated assessment of stability of radio,
antenna and feeder protection equipment and the
action of voltage, current and energy that in paths of
aerial devices and feeders electromagnetic radiation of
natural and artificial,

develop proposals on building schemes
equipment protection against electromagnetic radiation
of natural and artificial and experimental verification
of radio parameters (selection of components used in
equipment  protection  against electromagnetic
radiation, allowing for the construction of reception
and transmission channels of radio and antenna-feeder
and the expected parameters of reduced voltage,
current and energy);

develop proposals on building schemes
equipment  protection  against electromagnetic
radiation;

experimental verification of conformity of radio
parameters  (coefficient transmission, coefficient

creeping wave amplitude-frequency and phase-
frequency characteristics in operating frequency range)
of individual units that make up equipment protection
against electromagnetic radiation protection equipment
and whole set of their development requirements.
Development of programs and methods of bench and
field tests to verify that parameters of equipment
protection against electromagnetic radiation of natural
and artificial requirements of tactical-technical task in
their development: development of programs and
methods of bench and field tests to verify that the
parameters of the equipment protection against
electromagnetic radiation requirements of TOR their
development;

develop programs and methods of bench testing
and field verification to ensure necessary resistance to
electromagnetic radiation transmit and receiving radio
tract;

justification required storage of specific types of
control-measure equipment for making bench testing
and field equipment protection against electromagnetic
radiation;

justification required storage of specific types of
control-measure equipment for bench testing and field
verification to ensure necessary resistance to
electromagnetic radiation transmit and receive radio
tract.

Conclusion

In article directions of scientifically based
systems (networks, channels), units and centers of
radio communication, antenna and hardware, and also
recommendations  for  creating software-device
complex of radio prediction and planning of radio
frequency resource.

Proposed solutions for system integrators and
technology reconfiguration of existing radio system
allow to:

1. Ensure working in automated radio networks
consisting of stationary radio centers of information
and telecommunication units and field information and
telecommunications nodes, while providing automatic
maintenance provider.

2. Unify devices and complex of radio
communication with devices of communications and
automation.

3. Ensure common (counter) work with old fleet
of radio as stationary and field communication centers
of command and control;

4. Ensure functioning and management of
receiving and transmitting systems directly from
device and remotely.

5. To provide automatic retransmission signal
according to the address on choosing optimal
correspondent of radio waves passing.

6. Build radically new, distributed type and
technologically flexible automated system of radio
communications.

Future research should consider development of
hybrid information technology to improve efficiency
of military radio communications systems.
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OOrpyHTYBaHHS NIEPCIEKTHBHUX HANPSAMKIB PO3BHTKY
crcTeMH pafioss’sa3ky 30poitnnx Cui Ykpainn

P.M. XKusotoscbkuii, C.M. Iletpyx

Mera. V crarti JOCHIIKYOTBCS HUTAHHA Ta HANPAMKY IHHOBAaLiHOrO MiJXOMy [0 PO3BUTKY aBTOMaTH30BaHUX
KOMIUIEKCIB 1 3ac00iB pajiio3B’s3Ky CIELiaJIbHOrO NPU3HAYEHHS. Y XOJi IPOBEICHUX NOCHIIIKEHb BU3HAYEHO, IO IiJIBUIIUTH
e(eKTUBHICTh CHUCTEMH BiliCBKOBOMY pa/liO3B'I3Ky MOXJIMBO ILUIIXOM IEPEOCHAILIECHHS HOBITHIMM 3aco0amMu paJio3B’si3Ky
3aKOpAOHHOIO BUPOOHMIITBA a0 NPOBEICHHAM YIOCKOHAJEHHS iCHYIOUOi CHCTeMH BiiicbkoBOMY pazio3s’s3ky. IIpencrasieni
HAaIpsIMKU # 0COOJIMBOCTI MPOBEJCHHS HAYKOBO-AOCIIHUX 1 JIOCHITHO-KOHCTPYKTOPCHKHX POOIT 3 YOCKOHAIEHHS Ta PO3POOKU
KaHaJIiB 1 CUCTEM BIHCbKOBOMY Pajlio3B’s3Ky, CTBOPEHHS BY3JIIB 1 LIEHTPIB Paio3B’s3Ky, aBTOMaTH30BaHUX KOMIUIEKCIB i 3ac00iB
panio3B’s3Ky CHeLiaJbHOrO Ipu3HaueHHA. HaBeneHuil y3aranpHeHWH miaXing 10 MoOyJIOBH CHCTEMH AaBTOMATH30BAHOTO
panio3B’s3Ky, AHTCHHO-AIIAPATHUX KOMIUIEKCIB, NPOrpaMHO-allapaTHUX KOMIUIGKCIB PpaJliONpOrHO3yBaHHA Ta IUIAHYBaHHS
BUKOPHCTaHHsI Pajlio4acTOTHOro pecypcy. BucHOBKH. 3a mizcyMKaMu MPOBEIECHUX JOCIIIIKEHb 3alPOIIOHOBAHI KOHLIENTYabHI
PILICHHS 110 CUCTEMOTEXHIYHIH Ta TEXHOJIOTIYHIH pekoH(irypanii icHyro40i CUCTEeMH paio3B’sI3Ky, SKi JO3BOJIATh 3a0€3MCUUTH
po0OTYy B aBTOMAaTH30BaHMX pajioMepexax y CKJIaJl palioleHTpiB iHpopManiiiHO-TeIeKOMYyHIKAIIHHUX BY31iB; yHi(iKyBaTH
3aco0M Ta KOMIUIEKCH pPajio3B’s3Ky 3 3aco0amu 3B’SI3Ky Ta aBToMaru3alii, 3a0e3neyuTu 3ycTpidHy poOOTy 3 amapaTyporo
CTaporo napky, a TakoX MoOyayBaTH HNPHHLMUIIOBO HOBY CHCTEMY Palio3B’A3Ky 3 MOXJIMBICTIO PO3paxyHKiB IUIaHyBaHHS Ta
HPOrHO3YBAHHS PaJlio4acTOTHOIO PECYPCY.

KnrouoBi cioBa: xomruiekcu i 3aco0y pajio3B’si3Ky, aHTEHHO-alapaTHi KOMIUIEKCH aJallTHUBHOIO pajio3B’s3Ky,
KOMIUIEKCH PajlioNpOrHo3yBaHHS Ta IUIAHYBaHHS BUKOPUCTAHHS Pa/liouacTOTHOIO Pecypey.

O0ocHOBaHHE NMEPCNIEKTHBHBIX HAaNPaBJICHHI Pa3BATHS
CHCTEMBI PaIHOCBSA3H Boopy:KEeHHBIX CHJI Y KpPaWHBI

P.H. XKusotosckuii, C.H. Ilerpyk

Ieab. B crarbe nccriemyroTcst BOIPOCH M HAIIpaBJICHUs] MHHOBALMOHHOTO MOIXO0/a K Pa3sBHTHIO aBTOMAaTH3HPOBAHHBIX
KOMIUIEKCOB U CPEICTB PaIHOCBI3H CIIEIHAILHOr0 Ha3HaUYeHHs. B X0/1e IpOBEeICHHBIX UCCIIEIOBaHMUIT OIPE/ICNIEHO, YTO HOBBICUT
3 (PEKTUBHOCTh CHCTEMBI BOSHHOI PaJOCBSI3M BO3MOKHO IYTEM Iepeo0OpYyIOBaHHS HOBEWIIMMHU CPEJCTBAMH PaIHMOCBSI3H
3apyOeKHOr0 TPOU3BOACTBA JIMOO IIPOBEACHUEM YCOBEPIICHCTBOBAHUSA CYIIECTBYIOIIEH CHUCTEMBbl BOSHHOW pPaJIMOCBS3H.
[pencraBieHbl HaNpaBIeHUS U OCOOEHHOCTH MPOBEICHHS HAYYHO-UCCIEA0BATENBCKUX U ONBITHO-KOHCTPYKTOPCKUX PaboT Io
YCOBEPIICHCTBOBAHUIO M pPa3pabOTKe KAHAJIOB M CHUCTEM BOCHHOH PaJMOCBA3M, CO3JAHMS Y3JIOB M LIEHTPOB PAJMOCBS3H,
aBTOMATH3HPOBAHHBIX KOMIUIEKCOB M CPEICTB PalMOCBS3M CIIEIMAILHOrO HazHadeHus. [IpuBeneH 0OOOIIEHHBIH IOIXOA K
MOCTPOCHHUIO CHUCTEMBI aBTOMATHU3MPOBAHHOM pPaHOCBS3H, AHTEHHO-aNNAapaTHBIX KOMIUIEKCOB, IPOrpaMMHO-alNapaTHBIX
KOMIUIEKCOB PaJMONPOrHO3UPOBAHUSl M IUIAHUPOBAHUS HCIOJIB30BAaHMS PaMOvacTOTHOro pecypca. BouiBoabl. [lo uroram
MIPOBEAEHHBIX HCCIEAOBAaHUH IIPEIUIOKEHBl KOHLENTYaJbHBIE PEIICHUs] 110 CHCTEMOTEXHHUYECKOW M TEeXHOJOTHYECKOH
PEKOH(MUTYpaIK CYLIECTBYIOIIEH CHCTEMBI PaIHMOCBSI3H, KOTOPBHIE IO3BOJNAT O0ECIEYNTh PabdoTy B aBTOMATH3MPOBAHHBIX
pamMoceTsX B COCTaBe pAaIHOLECHTPOB HH(POPMAIMOHHO-TEICKOMMYHHKAIIMOHHBIX Y3JI0B; YHU(HIUPOBATH CPEACTBA H
KOMIUIEKCHI PaJfOCBS3M CO CPEICTBAMHU CBS3M M aBTOMAaTH3allMH, OOECIEYHTh BCTPEYHYIO pabOoTy C ammapatypoid CTaporo
rapka, a TakkKe IIOCTPOUTH HPHUHIMITNAIGHO HOBYIO CHCTEMY pPaJHOCBSI3H C BO3MOXKHOCTBIO pacyéra IUIaHHPOBAHUS M
MIPOrHO3UPOBAHUS PAIMOYACTOTHOIO pecypca.

KiarodeBble €JIOBA: KOMIUICKCHI M CpEACTBA paarOCBA3H, aHTCHHO-AIIIApPATHBIC KOMINUIEKCHI aJallTUBHOI'O PaJuOCBs3H,
KOMIUICKCHI paAONIPOrHO3MPOBaHUA 1 INTAHUPOBAHUSA UCIIOJIB30BaHUS pafuO9aCTOTHOI'O pecypca.
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ANALYSIS OF MODERN CONDITION
OF MILITARY RADIOCOMMUNICATION SYSTEM

Aim of the article is to conduct an analysis of military communications systems that were used in the area of conducting
antiterrorist operation in the Donetsk and Lugansk regions. The article analyzes the modern facilities of military
communication, namely: military radiocommunication systems, military satellite communication systems, military systems
of radio relay and tropospheric communication. The advantages and disadvantages of each type of communication are
considered, the causes of their occurrence were considered, and the ways of solving these reasons in the future were
substantiated. An analysis of the main technical characteristics of military communication systems, opportunities,
advantages and disadvantages has been conducted. The perspectives for the development of military communication
systems have been determined on the basis of the analysis of the military facilities of communication used in the article,
which are used in the region of the antiterrorist operation in the Donetsk and Lugansk regions. To eliminate the problematic
issues mentioned in the article, the authors of the article are proposing to launch their own military satellite for the needs of
the Armed Forces of Ukraine; To develop new models of military communication; To conduct deep modernization of the
existing radio stations, command-staff cars, radio relay and tropospheric stations; To integrate telecommunications
equipment adopted in the last years into a single information space of the Armed Forces of Ukraine, as well as to reach
agreement with representatives of leading telecommunication equipment manufacturers regarding the transfer of
technologies and deployment of production in the territory of Ukraine.

Keywords: radiocommunication system, radiocommunication, radio-electronic suppression, intentional interference.

Introduction

Since beginning of armed aggression against
Ukraine in beginning 2014 as Armed Forces of Ukraine
in general, and forces of connection were are not ready
due to effective warfare. Principles of building
communication systems, laid in Soviet Union, were
outdated and mostly involved using analog equipment.

Because of that, for providing effective control by
anti-terrorist operation (ATO) was necessary to
modernize ~ communication  systems, including
radiocommunication systems [1]. Then in article to
radiocommunication  classified all  types  of
communication, in which data transmission carried by
using radio waves, that is actually radio (HF and UHF)
and trunking, radio relay, tropospheric, satellite.

So purpose of the article is analysis of modern
condition of systems and military radiocommunication,
determination way of upgrading and perspectives of
development.

Presentation of main
material research

1. UHF radiocommunacation

Radio communication old park have large
dimensions and weight, easy monitored and supersession
by device of electronic warfare (EW) enemy. It’s UHF
radio stations R-159, R-105, R-111, R-123, and others.
After beginning of ATO for providing communication
directly on battlefield priority task was providing portable
radio for forces with support digital mode and classifying
(masking) language.

Domestic UHF radio stations produced by
“Telecard-device”, which was taken into armament
(P-002, P-005, P-030, with power 2, 5 and 30 W) [2], a
number of reasons absent in forces. They work in range

of working frequencies 30-110 MHz, support the ability
to disguise information and mode of frequency hopping
spread spectrum (FHSS) at speed 312.5 h/sec
(maximum number of nominal operating frequency in
FHSS mode - 256), can transmit data at speeds
16 kbit/sec. Main disadvantages stations “Telecard-
device” based on these characteristics: lack of
cryptographic information protection; limited number of
frequencies in FHSS mode, which make SRC more
vulnerable to devices of radio technical intelligence (RTI)
and enemy devices of electronic low warfare; data rate.
Typical plan of communication organization in area of
realization ATO exampled on fig. 1. Using mobile
phones as it has shown and experience of carrying ATO
is dangerous due to high probability of interception by
enemy, determine locating forces, and potentially
incoherent withdraw mobile communication systems
down ifit’s use for command and control forces [1].

Based on lack of modern small portable radio
stations, was decided to use trunking communication
equipment “Mototrbro” production company
“Motorola”, which characterized by high quality and
functionality, support digital mode and provide
cryptographic information protection.

Trunking communication is major link in tactical
management. It allows to provide link in motion directly
on battlefield.

Main equipment “Mototrbo”: DP 4800 portable
radios (with screen and keyboard), DP 4400 (without
screen and keyboard), car radios DM 4600, repeaters

DR 3000 [4].
It should be noted that National Guard of Ukraine
also uses trunking communication equipment

“Mototrbo”, but in the higher frequency range (403-
470 MHz) [1]. Interaction organized by several radio
stations commanders to units that perform tasks together
or by creating a gateway with two car stations [1, 3].
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Fig. 1. Typical plan of communication organization in area of realization ATO

Radio stations, depending on configuration of the
channel can work through the repeater, and directly
among themselves (in the mode of direct
communication). Repeater network simultaneously
transmits two information channels by dividing the time
of distribution channels.

Presence of transponder enables following
approximate values communication range [1, 3]
between portable stations 15-20 km and more, by car
stations - up to 30-40 km and more. At the same time,
direct communication channels for portable stations,
range is usually no more than 5-7 km. It should be
noted, that the communication range is determined by
terrain, lifting height repeater antennas, antenna type.
When repeater place site in air, such as in an airplane,
communication range can be up several hundred
kilometers. Well proven in planning trunking
communications program that can be used to calculate
coverage repeater, posted on the website of Canadian
Institute of Telecommunications [4].

Mode of working system “Mototrbo”, which used
in Armed Forces: direct communication; because of one
independent relay (conventional mode);

IP site connect, which provides up to 15 repeaters
combined into single network using IP network.
Communication range is determined by topology of IP
network can theoretically be arbitrarily large.

Also it used in some cases, in single situation,
mode Capacity Plus, which provides for increasing
channel capacity convertive mode through using
multiple (up to 8 voice) repeaters placed along and
interconnected through the switcher (switch). As one

repeater provides 2 channels, the 8 transponders —
16 channels. Now state of field-communication center
in mechanized battalion includes following equipment:
Repeater DR 3000 - 1; DM 4600 - 7; DP 4800 - 10;
DP 4400 - 70.

Repeater can work on 2 antennas (spaced antenna
reception and transmission) or one antenna (via
duplexer connected to relay). For the first option should
be to provide spatial diversity antennas (primarily
vertically - at least 2 meters, with the reception antenna
is located above and horizontally - as far as conditions
permit areas, existing poles and feeder length).
Disadvantage of scheme with duplexer is reducing
cover (10%) due to additional losses in the filters of the
duplexer. In addition, duplexer filters are narrowband
(bandwidth about 50 kHz), so change frequency
transmission and reception transponder can only be
within + 18.75 kHz the central frequency. Generally,
duplexer filters can recustomize in the frequency range
with of about 5 MHz, but in the field, this procedure is
quite problematic. It need using HF-signal generator and
digital spectrum analyzer. These operations are usually
carried out before delivery to the troops. Antennas that
can be used for repeaters: probe various modifications
(usual pin, J-shaped, collinear etc.). And directed type
“wave channel”. When more larger antenna gain, the
narrower working bandwidth which it overlaps.

To deploy antenna masts used hardware from
old park storage (P-409, P-419, P-414, P-142N,
R-161A-2M et al.) or existing local infrastructure. In
addition, to increase communication range of recovery
options repeater (or antennas) balloon on unmanned
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aerial vehicles, aircraft. The last option is planned for
using after leaving district. Debaltseve [1] for
communication while moving units and parts, when
standard antenna-mast devices are repeaters in collapsed
state.

To create appropriate usually use company radio
channels of direct communication, battalion and brigade
radio network should be created to channel repeater.
Brigadier network can be created in several ways:

in IP site connection mode;

through repeater MP brigade in case of radio
visibility with car radio stations COP battalions;

organization radio direction separate car radio with
highly elevated directional antennas type “wave
channel” on battalions repeaters, each time slot which is
used for organization radio crews;

Combination of two or even three above
mentioned methods, it is possible without increasing the
number of radio stations by scanning mode channels.

Repeater in battalion is peer system IP-site connect
teams (provided its creation). 1st battalion channel
repeater is released under the radio network brigade in
IP-site connect, on the 2nd channel organized radio
network battalion commander.

Radio Network a lower level as radio interactions,
it is advisable to organize channels of direct
communication.

Based on the experience of combat employment
system “Mototrbo” its benefits to provide radio
communication in the background are the following:
digital mode;

built-standard encryption key length of 40 bits and
possibility of replacing (at extra cost) to 256 bits.
Standards ARC-4 and AES-256 can not be used for
transmission ~ of  confidential  information  is
disadvantage, and at the same time advantage due to
lack of strict requirements for using equipment, key
documents, in particular, such as for equipment
classification;

transponder availability; scan mode channels
(radio station can control up to 16 radio while in another
mode of reception);

high enough mechanical (impact resistance),
moisture and dust (protection class IP 57, portable
stations allow immersion in water to depth of 1 m); high
speed connection (less than 300 ms).

Main disadvantages equipment “Mototrbo”:

obstacle security lack of modes, including FHSS
mode. Because of that channels “Mototrbo” can easily
be suppressed by instruments of electronic warfare
opponent.

Measures that increase the resistance slightly REW
are: maximum dispersal of the various radio channels all
over range of operating frequencies, creating a “false”
radio work using directional antennas;

hardware configuration is only possible using PC,
keyboard user station can modify channels;

low speed of transmission data (less 2 kbit/s).

Perspectives UHF radio. Task of providing
communications on move, directly on battlefield,
generally resolved by trunking communication system
“Mototrbo”, which has potential to remain in service as

backup device of communication and/or at level of
junior officers and soldiers. Main device of UHF radio
communication must be professional military radio.
Examples of such stations is devices of production
“Harris”, including: RF-7800S in link-division squad,
RF-7800V-HH or RF-7850M-HH link platoon-mouth;
link battalion, brigade stations should complement
external power amplifier and install on the car
(armored) basis [5] (applicable, that it will be special
command post vehicles (CSV), or retrofitted,
modernized CSV of old park).

Today station type RF-7850M-HH in service in
limited quantities and using mainly for benefit of
Special Operations units and highly mobile airborne
troops (AF) [1]. Because of high cost of Harris radios
acceptable solution can be procured radios from other
manufacturers optimal criterion of “price-quality” such
as radio production company “Aselsan” (Turkey) [6].

Watching on high cost of foreign professional
military UHF and need of UHF radio in TC, and
obviously, in the long term is necessary to establish
domestic production VHF radio.

2. UHF radiocommunication

Radiocommunication in range of short waves (HF)
has special place in military communication. Main
advantage of HF communication is ability to provide
radio communication for hundreds and thousands of
kilometers without relay signal. This is possible due to
ability of radio waves in this range distributed by
reflection from the ionosphere towards Earth and vice
versa.

Main feature of HF radio line, regardless of the
distance between correspondents is that the conditions
of propagation of radio waves of certain frequency band
by reflection from ionosphere, determined by time of
day, season and solar activity.

Disadvantages of HF radio communication are,
firstly, low bandwidth communication channels is
caused by transience lonosphere and low frequency HF
range capacity, second, dependence on reliability of
radio communications on the correct choice of operating
frequencies.

Using analog HF radio stations that were and are
represented on arms (P-130, P-134, P-140, P-161A-2M)
provide reliable, obstacle security and communication
closed considerably difficult.

Because HF radio in ATU organized using radio
production “Harris”: RF-7800H capacity of 20, 150 or
400 watts (Falcon III) and MPR-9600 (Falcon II) power
of 20 W and 125 [7, 8].

Backpack (20 watts) radio station replaced P-130m
from command post storage (CSV) Soviet production
station with external power amplifiers - medium power
radio station R-161A or R-140-2M (P-140-0,5). Usually
CSV and medium power stations upgraded by installing
radio “Harris”.

HF radio stations "Harris" brought to battalion
(division) inclusive. Because of this, the lowest level of
HF radio - radio crews.

Main tasks of HF radio communication:
operational organization of communication channels
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with senior staff, communication with units that operate
in isolation from main forces, relationship with deep
intelligence units, backup key information areas on
which channels formed lines snap (wired or radio relay)
to transport networks or satellite stations.

Analysis of operating HF radio Harris conducted
in [9], which systematically issues and suggests possible
ways to solve them. One of major shortcomings that
complicates HF radio communications is lack of
frequency control service.

3. Perspectives of HF radio

Given large number of HF radios Falcon-III and
Falcon-II, it is clear that system of military HF radio
communication Armed Forces of Ukraine should be
built precisely based on equipment.

If decision will take on adoption of HF radio
other (including domestic) manufacturers, they should
be compatible with existing radio stations “Harris”.

Stations with an external amplifier, and in many
cases stations capacity of 20 watts, should be installed
as part of CSV upgraded or new CSV own production.

4. Satellite communications

Satellite communications at start of anti-terrorist
operation (ATO) was used to limited extent, mostly to
link with peacekeeping contingents through leased
lines of business, including "Iridium", "Inmarsat".
Experience of communication during ATO showed
special significance of satellite communications where
is no ability to deploy fully functional field
communication system. Equipment used in satellite
communications link from GS AF of Ukraine to
separate (unit block post) including [1].

Detailed full subsystem of  satellite
communications connected (Fig. 1) ensures stable
connection between control point (CP) of all levels of
management of Armed Forces of Ukraine and brought
to some of company tactical groups and block posts. In
absence of own telecommunications satellite
subsystems on existing satellite stations make satellite
communication terminals and portable satellite
communications for commercial purpose ( “Tooway”).

Satellite Internet “Tooway” - service provided by
Eutelsat throughout FEurope via satellite Ka-Sat,
positioned in geostationary orbit at position 9 © SD (83
Ka-band transponders, amount of resource - 20 000
MHz), operating in the Ka-band (20/30 GHz). Ka-Sat
satellite is unique because it is designed solely to
provide satellite internet “Tooway” satellite using
small diameter antennas.

Provider of service “two-way satellite Internet
Tooway” SkyLogic company, which provides VSAT
Internet access in 26 European countries, including
Ukraine. Headquarters is located SkyLogic operator in
Italy in Turin. The owner of satellite Ka-Sat 9E is
company Eutelsat, France.

According characteristics maximum speed while
ensuring access to the Internet on line “up” can be up
to 5 Mbit/s on line “down” - up to 20 Mbit/s. Speed
that can be achieved in one terminal for military
purposes can be up to 5 Mbit/s.

Terminals “Tooway” installed in headquarters
machine P-142, P-145 connection and integrated
hardware P-258-60K (P-238TK) and used separately.
Satellite channels of communication, in first queue
created with using modern equipment IP-encryption of
domestic production, as well as open, enabled single
information environment for benefit of units that carry
out tasks in area of ATO [10].

Main advantages of using system Tooway in
system of military communications are:

cost of satellite channels in range Ka significantly
lower than in lower ranges, in particular, Ku;

comfortable to use and customize terminals,
much smaller than in Ku.

Main disadvantages of terminal are:

dependence on communication quality (bit rate)
on weather conditions. In Ku band that would not be
virtually;

difficult scheme of signal routing (all calls go
through main station in Italy and Ukraine get fiber
optic lines). Calls from terminal to terminal twojumps
because signal delay between subscribers only through
propagation of more than 0.5 seconds, which reduces
reliability of communication by increasing likelihood
of failures in different parts of channel;

inability to use equipment in field (especially low
- satellite modem, routers, gateways, telephones,
cables and connectors, etc.).

Last disadvantage to some extent remedied by
making sets of Mobile Satellite Communications
(MSC 1.1), more adapted to using in field, providing
reliable operation at temperatures from -10 °C to + 30
°C [11]. Modem, router, VoIP-penstock gateways and
battery as backup power source installed in special
container with high mechanical and vibration
resistance.

Total weight of 24.5 kg kit. 1.1 MSC transported
personnel serving his knapsack with two backpacks. In
addition, antenna gain MSC both transmission higher
by about 1 dB.

Perspectives of satellite communications.
Towards development of satellite communications
include:

deployment HUB station “Tooway” in Ukraine,
which will provide connection simplify and reduce
likelihood of failures (increasing reliability of
communication);

launch their own satellites and development their
own satellite terminals military purposes.

5. Radiorelay and tropospheric communication

Main purpose and tropospheric radio relay
stations in system of military communications -
creating lines binding to stationary communication
centers telephone network, creating line of
communication between control points. Number of
local digital radio-relay stations (RRS) R-450
produced by “Telecard-device” in service, with
capacity of up to 8 Mbit/s is extremely limited. Given
high cost and relatively low bandwidth and their
subsequent  manufacture and  supply troops
unnecessary.
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Recently was adopted by radio relay station R-
42583  (code "Mars") production Ltd. “JSC
Olympus’s” (Svetlovodks) which provides transfer
rates up to 155 Mbit/s in range of 6,4-7,1 MHz. With
using of RRS built backbone communication line
along contact line, which is under commissioning. In
addition, upgraded hardware of P-414 (P-414MU),
which has also entered service includes RRS R-425
with two-way radio equipment 6,4-7,1 MHz band to
build transmission lines and 14,4 -154 MHz
(throughput up to 50 Mbit/s) for construction of
transmission lines linking.

Widely spread way to build lines linking using
modern equipment wireless (access point Wi-Fi) [1]
with directional antennas, such as production of
“Ubiquity Networks” with capacity of up to 300
Mbit/s.

At armed forces of communication have also
analog PPS type R-409, R-419, R-414, R-410, R-412, in
addition, digital TRS P-417MU and P-423-2.

One of the modernization and TRS analog RRS
old park is using modems M-Eth-2DSLbis domestic
production of "Crocus" [12], which form Ethernet-flow
as possible for given width and channel speed. Modem
replaces analog hardware interconnect stations and
includes inlet tract intermediate frequency (for
modulator / demodulator station). Using such modems
allow to turn in radio highway bypassing analog to
digital equipment channel formation reach speeds of up
to several (5-8) Mbit/s.

6. Perspectives of relay and tropospheric
communication

Perspectives areas of troposphere communication
are:

development of modern RRS and TRS on
experience of leading countries, including establishment
of small radio relay, tropospheric stations [1, 13] at
speed at least 2 Mbit/s over distance of 100 km (with
possibility of creating retranslators), analogues of which
are armed with advanced countries [14];

modernization analog RRS, TRS by installing
digital modems as SHDSL, and specially designed.

7. Other perspectives of radio communication
systems

In [15] proposed variant of communication system
in background with wide application in conjunction
with professional military hardware tools for civil use
(such as Wi-Fi, Wi-MAX, etc.).

Main idea of proposed scheme - construction of
telecommunication network with ability to transfer and
processing of heterogeneous traffic with providing
many routes passing information of individual users on
basis of purely civilian network equipment and
communication facilities existing Armed Forces, with
gradual build-up of professional military component
equipment.

Conclusion

Because of this, modern Armed Forces radio
communication system used in area of anti-terrorist
operations, generally provides tasks of communication
for benefit of command.

Main directions of development of systems and
radio communications are:

launch own satellite telecommunications Ukraine
of resources allocated for using by Armed Forces of
Ukraine;

development and production own military devices
digital radio (satellite terminals HF and UHF radios,
microwave and tropospheric stations, command post
vehicles);

modernization old hardware park (command post
vehicles, tropospheric and radio relay stations);

integration new domestic and foreign devices of
radio communications in communication system of
Armed Forces of Ukraine.

Future research directed to develop methods of
selecting options means military radio.
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AHaJIi3 Cy4aCHOI0 CTaHy Ta NEPCIEeKTHB PO3BUTKY
BOCHHHUX CHCTEM PaJio3B’si3Ky

1.O. Pomanenko, A.B. [HIumarnskuii

Mertoro crarTi € NPOBEAEHHS aHali3y BiHICBKOBUX CHCTEM 3B’SI3KY, SIKI BHKOPHUCTOBYIOTbCS B PaiiOHI IPOBEIEHHS
aHTHUTEPOPHCTHYHOI orepanii Ha TepuTopii JloHenpkoi Ta JIyrancbkoi obnactei. Y cTaTTi poBeAeHHH aHaIi3 CydacHUX 3aco0iB
BiliCBKOBOMY 3B’3KYy, a caMe: BIHCBKOBHMX CHCTEM pPalio3B’sI3Ky, BIHICBKOBHUX CHCTEM CYIyTHHKOBOMY 3B’f3KY, BIHCBKOBHX
CHCTEM DaJiopeneiHoro Ta TporocqepHoro 3B°s3Ky. Po3rIIsiHyTI HepeBaru Ta HEJONIKH KOXKHOTO 3 BHIB 3B’SI3KY, PO3TJISHYTI
NPUYMHM iX BUHUKHEHHS, a TAaKOXK OOIPYHTOBaHI LUIIXM IX BUpimleHHsA Hazani. IIpoBeneHmil aHali3 OCHOBHUX TEXHIUHHX
XapaKTepUCTHK BIMCHKOBHX CHUCTEM 3B 3Ky, iX MOXIIMBOCTEH, IepeBar Ta HeloiikiB. Ha ocHOBI poBeneHOro B CTaTTi aHali3y
BiMiCBKOBUX 3ac00iB 3B’SI3Ky, fKi BHMKOPHCTOBYIOTbCS B PalOHI NPOBEAEHHS aHTHTEPOPUCTHYHOI oreparii Ha TepuTopil
Jlorenskoi Ta JIyrancbkoi oOnacreil BU3Ha4Y€Hi EPCIIEKTUBU PO3BUTKY CUCTEM BIHCBKOBOMY 3B'SI3Ky. [l yCyHEHHS 3a3Ha4€HHX
y CTaTTi NPOOJIEMHHUX [TUTaHb, ABTOPAMH CTATTi NPOIOHYETHCS 3aITyCTUTH BIACHUH BIHCBKOBHH CYIyTHUK [UIs HOTped 30poiHnx
Cun YkpaiHu; npoBecTH PO3poOKYy HOBHMX 3pa3KiB BiHICBKOBOrO 3B’A3Ky; IPOBECTH TIIMOOKY MOJEPHI3allil0 HasBHUX Ha
030pO€HH] pajioCcTaHIild, KOMaHIHO-IITAOHMX MAIIWH, paJiopeneiHuX 1 TponocepHUX CTaHMLilf; HMPOBECTH iHTErpalio
MNPUHHATOrO Ha 030POEHHS 33 OCTaHHI POKH TEJICKOMYHIKalliHHOrO BCTaTKYBaHHS B €AMHUI iHopMauiitauii npoctip 30poitHuX
Cun YkpaiHy, a TaKOXK JOCSAITH YTof i3 NPeACTaBHUKAMH HPOBIHUX BUPOOHMKIB TEJICKOMYHIKalliHHOIO yCTATKyBaHHS IIOA0
TpaHcdepy TeXHOJIOriH 1 po3ropTaHHs BUPOOHULITBA HA TEPUTOPii YKpaiHu.

KurouoBi ci10Ba: cucrema pazio3B'3Ky, pazio3B's130K, paaioeIeKTPOHHE TIOJAaBICHH, HABMUCHI 3aBajlH.

AHaau3 COBPEMEHHOI'0 COCTOSTHUSA U MEPCNEKTUB PAa3BUTHUSA
BOCHHBIX CHCTEM PAANOCBA3H

N.0. Pomanenko, A.B. Ilumankuit

Henblo craTbu ecTh NPOBEICHHUE AHANM3a BOCHHBIX CUCTEM CBSI3M, KOTOpPbIE WCIOJB3YIOTCA B paliOHE MPOBEACHUS
AHTHUTEPPOPUCTHUYECKOH oreparv Ha Tepputopun Jlonenkoit u Jlyranckoit obnacreil. B crarbe nmpoBeagH aHaIM3 COBPEMEHHBIX
CPEICTB BOCHHOH CBS3U, @ UMEHHO: BOCHHBIX CHUCTEM PaJMOCBA3M, BOCHHBIX CHCTEM CIIyTHUKOBOH CBSA3M, BOEHHBIX CHCTEM
panuopeneiHoil U TporocdepHoi cBsi3U. PaccMOTpeHBI MpenMyIecTBa U HEOCTaTKU KaXJI0ro M3 BUIOB CBS3U, PACCMOTPEHBI
MIPUYMHBl MX BO3HUKHOBEHMs, a TaKKe OOOCHOBAHBI ITyTH PELICHMS yKa3aHHBIX NPHYHMH B naynbHeimieM. [IpoBexeH aHanms
OCHOBHBIX TEXHHYECKUX XapaKTePUCTUK BOCHHBIX CHCTEM CBSI3H, BO3MOXKHOCTEH, IPEUMYIECTB U UX HexocTatkoB. Ha ocHoBe
IIPOBEIEHHOIO B CTaTbe€ aHajlM3a BOCHHBIX CPEICTB CBA3M, KOTOpbIE MCIONB3YKOTCA B paiioHe IMPOBEICHUSA
aHTHUTEPPOPUCTHYECKON onepauuy Ha Teppuropun JloHenkod m JlyraHckoil obiiacTeil ompeneseHsl HepCHEKTUBBI Pa3BHTHS
CHCTeM BOEHHOM cBs3H. JlJIsI ycTpaHEHHs YKa3aHHBIX B CTaTbe INPOOJIEMHBIX BOIIPOCOB, aBTOPAaMH CTaTbU IIpeyIaraercs
3aIlyCTUTh COOCTBEHHBIN BOCHHBIN CIYTHHK ISl HYXJ BoopyxeHHbIX Cuia YKpauHBI; TIPOBECTH Pa3paOOTKy HOBBIX 00pa3lioB
BOCHHOH CBSI3U; IPOBECTH TITYOOKYIO MOJIEPHHU3AIHIO NMEIOIIIXCSl HAa BOOPY)KEHHH PaIOCTaHINI, KOMaHJHO-IITa0HBIX MallHH,
panvopeneiHbpIX M TPONOC(HEpHBIX CTAHIMH; HPOBECTH HHTETPAIMIO IPUHATOrO Ha BOOPY)KEHHE 32 IIOCIIEJHHE TOZIbI
TEJIEKOMMYHHUKAIIIOHHOTO 000pYyIOBaHMS B €JUHOE MH(POPMAIMOHHOE MPOCTpaHcTBO BoopyxeHHbx Cuil YKpauHBI, a Takke
JIOCTUYb COTJIAIICHUH C MPEICTaBUTEISIMU BEIYIINX IPOM3BOIUTENEH TEIEKOMMYHUKAMOHHOI'0 000PY/I0BaHHE OTHOCHTEIIEHO
TpaHcdepa TeXHOIOT il U pa3BEPTHIBAHMUS IIPOU3BOJICTBA HA TEPPUTOPHU Y KDaUHEL.

KaroueBble cj10Ba: cucremMa paauocBA3y, paiuoCBA3b, PAIUOSJIEKTPOHHOC ITOAABJICHUE, [IPETHAMEPEHHBIC ITOMEXU.
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ANALYSIS OF THE CURRENT STATUS OF INTELLIGENT SYSTEM
"INTERNET OF THINGS" AND TRENDS IN THE DEVELOPMENT

The subject of study in the article is the processes of analysis and evaluation of attack intelligent systems “Internet of
Things” (IoT). The goal is to reduce the potential attacks due to the risks of intellectual functioning of the IoT systems,
through the timely adoption of security measures. Objectives: the classification of attacks on all levels of intelligent
systems, IoT, highlighting the main factors and their causes; the following results are obtained. The analysis of the current
state of intelligent systems, IoT, analyzed all levels of functioning, and classification of hackers on the factors of their
occurrence. The negative consequences negatively affecting the basic characteristics of the functioning of the IoT systems.
As a result, a block diagram of attacks at all levels of the IoT. Conclusions. The article analyzes the current state of
intelligent systems “Internet of Things” (IoT). It is shown that a significant increase in computer network devices
connected to the network creates new opportunities for the development of modern society in the field of science and
technology. However, the significant development of “Internet of Things” is directly proportional to increases the
possibility of attacks in computer networks. Therefore, the scientific direction improvement of existing or development of

new algorithms, models, and their implementation to ensure major safety criteria for IoT are relevant.

Keywords: intelligent systems Internet of Things, attacks, security, computer technology.

Introduction

The rapid development of modern society and
computer technology offers consumers a wide range of
services. To date, the significant growth of networked
network devices, systems and services included in the
current structure, create new opportunities and
advantages for the development of modern society in
science, technology and industry.

The devices connected to the Internet allow for
high-level communication between users, the network
and various types of provided physical services. Such
connections are highly effective, and they also open the
possibility of using new ways of using the Internet
resource. Cloud computing can provide the virtual
infrastructure for such utility computing which
integrates monitoring devices, storage devices, analytics
tools, visualization platforms and client delivery. The
cost based model that cloud computing offers will
enable end-to-end service provisioning for businesses
and users to access applications on demand from
anywhere. Smart connectivity with existing networks
and context-aware computation using network resources
is an indispensable part of Internet of Things.

The analysis of the problem
and formulation of the task

“Internet of Things” (IOT) is a global network
infrastructure, linking physical and virtual object s
through the exploitation of data capture and
communication capabilities. It will offer specific object
identification, sensor and connection capability as the
basis for the development of independent cooperative
services and applications. These will be characterized
by a high degree of autonomous data capture, event
transfer, network connectivity and interoperability.

As recent studies have shown the popularity of
different paradigms varies with time. Analysis of trends
in the development of the demand for computer
resources by users is shown in Fig. 1. As it can be seen,
since IoT has come into existence, search volume is
consistently increasing with the falling trend for others.
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Fig. 1. Analysis of trends in the development
of the demand for computer resources by users

In this case, it is shown a schematic of the
interconnection of objects is depicted in Fig. 2, where
the application domains are chosen based on the scale of
the impact of the data generated.

Everyday use Wireless sensors Agriculture

Personal and pet

Security monitoring

Smart home

. Health
and cites calth care

Trevel

Fig. 2. IoT schematic of end users
and application areas based on data

34

© A. Goriushkina, R. Korolev



ISSN 2522-9052

CyudacHi iHpopmaniiiai cucremu. 2017. T. 1, Ne 1

The users span from individual
national level organizations
addressing wide ranging issues.

According to the research
conducted, in connection with the |

rapidly growing technology i
Internet of things, over the past 10 loT telco Gotnﬂﬁﬁctl\flt}'

i management sofiware
years, the tendency of attacks from High : g !
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attacks of the IoT.
Task solution

TIoT combines end-user G
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systems, data centers, digital Low e
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intelligent devices and networks,
cloud computing, vehicle networks,
and other storage media. These
results in the generation of
enormous amounts of data which
have to be stored processed and
presented in a seamless, efficient,
and easily interpretable form.

The main Ilevels of 10T
architecture are these 3: the perception level, the
network level, and the service level, as shown in Fig. 4.
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Fig. 4. Internet of Things system architecture

Physical layer. On this level all kinds of
information of the physical world used in IOT are
perceived and collected in this level, by the technologies
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Fig. 3. Statistics of attacks of the IoT

of sensors, wireless sensors network (WSN),tags
intelligent terminals, electronic data interface (EDI),
objects, and so on.

The second layer is Fundamental recourse layer. It
consist network level or transport layer and support
layer. It’s including access network and core network,
provides transparent data transmission capability. At the
same time, this layer provides an efficient, reliable,
trusted network infrastructure platform to upper level
and large scale industry application.

Application layer includes data management sub-
layer and application service sub-layer. The application
service sub-layer transforms information to content and
provides good user interface for upper level enterprise
application and end users.

There are three IoT components which enables
seamless connection:

Hardware—made up of sensors, actuators and
embedded communication hardware.

Middleware—on demand storage and computing
tools for data analytics.

Presentation—novel easy to understand
visualization and interpretation tools which can be
widely accessed on different platforms and which can
be designed for different applications.

IoT affects the functioning of eclements of a
heterogeneous structure with a great distance of the
control centers from each other. In this regard, the
importance of ensuring the quality of service when
transferring data in computer networks. It is also
obvious that the process of information exchange of
IoT data is complicated from the point of view of
interaction of various protocols, and its functionality in
general.

35



Advanced Information Systems. 2017. Vol. 1, No. 1

ISSN 2522-9052

As studies [1-8] show, an increase in the demand
growth by users for these resources in computer
networks leads to some undesirable consequences,
namely, various attacks on this system, in which
existing methods and protection algorithms are not able
to ensure the required level of security.

The security of information and network should be
equipped with these properties such as identification,
confidentiality, integrality and accessibility. Network
security and management play an important role in
above each level, which was considered.

Analysis of the literature [1-8] showed that with
the increase in the number of interacting IoT objects, the
likelihood of attacks in the computer network is also
growing proportionally.

For the qualitative work of the intelligent IoT
system, it is necessary to carry out a sequence of
actions, consisting of five steps, from receiving the
initial data to the final delivery of this data to end users.
At the same time, at each stage there is a possibility of a
threat of attack from hackers.

Let's consider different types of attacks on Internet

The analysis showed common security of Things systems on the example of data transfer in
requirements for each level, as shown in Fig. 5. these systems as shown in Fig. 6.
Conclusions
1.Authentication And Key

Agreement In the last few years, this emerging domain for the
2. Private Protection IoT has been attracting the significant interest, and will
3.Security Education And APPLICATIONLAYER continue for the years to come. In spite of rapid evolution,
Management we are still facing new difficulties and severe challenges.
The significant growth of threats and attacks in the field
. of computer systems and IoT facilities leads to an

1.Secure Multiparty . . .
Computation ncrease in thc.? mea_sures taken to eqsure an approprlate
2. Secure Cloud level of security. First of all, effective mechanisms are
Computing SUPPORT LAYER 3 é considered that can identify the attack resistance
3. Anti-virus £ < | necessary for the high-quality operation of the IoT

d o | intelligent network.

5 % In this article, we consider the at- maturity of research
1.Identity Authentication 22| into intelligent systems. The main levels of architecture
2. Anti - Ddos . NEFWORK LAYER E E) and security issues at each level are considered. An
3. Encryption Mechanism example of data transmission in the intellectual Internet of
4.Communication Security things is shown, and atk types of attacks during data

transmission. Obviously, under similar circumstances, the
i i - issue of the security of intelligent systems is relevant.
"]l".elz:lﬁ(t)‘l):)eglsht Encryption PHYSICAL LAYER Therefore, the actual directions are the improvement of
2. Protecting Sensor Data ex1§tlpg or develgpment of new algorlthms, modelg aqd
3. Key Agreement their implementation to provide basic IoT security criteria
such as identification, confidentiality, integrity and
Fig. 5. Security requirements of IoT accessibility.
i
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Fig. 6. Different types of data transfer attacks on Internet of Things systems
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AHaJi3 Cy4acHOro cTaHy

A. E. T'opromikina, P. B. Koponsos

IIpeaqmerom BHUBUSHHS B CTATTi € IPOLIECH aHAJI3Yy Ta OLIHKM aTak iHTenekryanbHoi cucremu “Internet of Things” (IoT).
Merta — 3HIDKCHHS NOTEHLIMHMX aTak, 3yMOBJIEHHMX pH3MKaMHU (YHKLIOHYBaHHs iHTelekTyanpHOi cucreMu [oT, muisxom
CBOEYACHOTO BXKHUTTS 3axofiB Oesmexu. 3aBaaHHA: Kiacudikamis aTak Ha BCiX pPIiBHAX iHTeJieKTyanbHOi cucremu loT 3
BUJIJICHHSIM OCHOBHHUX (DaKTOpiB i NPUYMH iX BUHUKHEHHs; OTpuMaHi HacTyNHI pe3yJbTaTH. [IpoBe/ieHO aHal3 Cy4acHOro
craHy iHTenekryanbHoi cucremu loT, npoanani3zoBaHo Bei piBHI (yHKUIOHYBaHHS Ta Kiacudikalio aTak xakepis 3a pakropamu
X BUHMKHEHHS. BU3HaueHO HeraTHBHI HACIHIKY, 110 HEraTUBHO BIUIMBAIOTh HA OCHOBHI XapakrepucTuku QyHkuionyBanHs loT.
B pesymbrari chopMoBaHa CTpyKTypHa cxema aTak Ha BciX piBHAX [oT. BucHOBKH. Y CTaTTi aHai3yeThCsl MOTOYHUH CTaH
inrenekryansHoi cucremu “Internet of Things.” Iloka3aHo, 110 3HauHE 3pPOCTaHHA KOMII'MOTEPHHX MEPEKEBUX IPUCTPOIB,
IIIKIIOUEHUX J0 MEPEXi CTBOPIOE HOBI MOXJIMBOCTI JUISL PO3BUTKY CY4aCHOI'O CYCIIUIBCTBA B raiy3i Hayku i TexHiku. OHak,
3HauHui po3BuTok “Internet of Things” mpsmMo mponopiiiiHO 30i1bllye MOXJIMBICTH aTak B KOMITTOTEpHiH Mepexi. Tomy
HAaYKOBI HalpsIMK{ BJIOCKOHAJICHHS iCHYIOUMX a00 po3po0Ka HOBHX aJTOPUTMIB, MozeNel Ta iX peaiizamil /it 3a0e3NeueHHs
OCHOBHHMX KpuTepiiB Oe3nexu s 0T € akTyalbHUME.

KiouoBi ciioBa: inrenexryansHa cucrema “Internet of Things”, araku, 6e3neka, KOMIT' FOTEpPHI TEXHOJIOT11.

AHaJIN3 COBPEMEHHOI0 COCTOSTHUS
HMHTe/LIeKTyanbHoM cuctemsl "Internet of Things' u Tennenuun ee pa3BuTHus

A. D. I'opromikuna, P. B. Kopones

IIpeamerom u3ydeHHs B CTaThe SBILSIIOTCS MPOLIECCH aHAIM3a M OLEHKM aTaK MHTEIUIeKTyanbHOH cucreMs! “Internet of
Things” (IoT). Ileap — cHWXeHUE NOTCHIMAIBHBIX aTak, OOYCIOBICHHBIX PUCKAaMHU (YHKIMOHMPOBAHUS HHTEIICKTYaJIbHON
cucrembl [oT, myrem cBOeBpeMEHHOro NpUHATUS Mep Oe3omacHOcTH. 3agadm: KiacCHpUKaUMs aTak Ha BCEX YPOBHAX
UHTEIUIeKTYanbHON cucteMsl 10T ¢ BblielieHHEeM OCHOBHBIX (haKTOPOB M IPUYMH MX BO3HUKHOBEHUS; IloiyueHsbl ciemyromme
pesynbTaThl. IIpoBe/ieH aHaIM3 COBPEMEHHOIO COCTOSIHMSI MHTEIUIEKTyanbHOH cucremsl loT, mpoaHann3upoBaHBl BCE YPOBHH
(GYHKIMOHMPOBAHMS M KIACCU(DUKALMIO aTaK XakepoB MO (akTopaM HUX BO3HUKHOBeHUs.. OIpeneseHbl HeraTHBHbIC
IIOCJIE/ICTBYUSI, HETaTHBHO BIIMSIOIINE HA OCHOBHbIE XapakTepucTHku (yHkimonuposanus [oT. B pesynprare chopmupoBana
CTPYKTYpHasi cxeMa artak Ha BcexX ypoBHsAX [oT. BeiBoabl. B cTaThe aHamm3mpyeTcsl TEKyllee COCTOSHHE WHTEIIEKTYalbHON
cucremsl “Internet of Things”. IToka3aHo, 4TO 3HAUUTEIBHBIH POCT KOMIIBIOTEPHBIX CETEBBIX YCTPOMCTB, HOJKIFOYEHHBIX K CETH,
CO3/1a€T HOBBIE BOSMOXKHOCTH ULl Pa3BUTHS COBPEMEHHOro oOliecTBa B 00nacTy Hayku M TexHUKU. OJIHAKO, 3HAUMTENBHOE
pasBurue “Internet of Things” mpsMo NPONOPIOHANEHO YBETMYUBAET BO3MOKHOCTh aTaK B KOMITbIOTEpHOH ceTH. [Toaromy,
Hay4HbIC HaIPaBJICHUS COBEPIICHCTBOBAHUS CYIIECTBYIOIIMX MIM pa3pabOTKa HOBBIX aJI'OPUTMOB, MOJEIEH U X pealu3aluy
JuIs obecrieyeH st OCHOBHBIX KpuTepueB Oe3onacHocTH uist 10T SBISOTCS aKTyalbHBIMU.

KiroueBbie cioBa: nnresuekryansHas cucrema “Internet of Things”, araku, 6€301aCHOCTb, KOMITBIOTEPHBIE TEXHOIOI MU,
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THE INTELLIGENCE THEORY
MATHEMATICAL APPARATUS FORMAL BASE

Purpose. The main task of the theory of intelligence is to describe mathematically the laws governing the intellectual
activity of a human. This requires to obtain using physical and objective methods to obtain formal description of the
subjective states of a human sufficiently complete for practical purposes. Human thoughts, sensations, perceptions and
awareness are all subjective states. This paper is tasked to develop a multidimensional predicate model of comparator
identification - the basic experimental method of the intelligence theory and to substantiate the axiomatics of this model.
Methods. The comparator identification method developed in this paper provides the possibility of obtaining objective
knowledge of subjective states of human intelligence. According to the comparator identification method with his
behavior the subject realizes some finite predicate, the properties of which are experimentally studied and
mathematically described. The comparator identification method is based on the algebra of finite predicates, Boolean
algebra and the axiomatic method. Results. As a result of the comparator identification method application, we obtain a
mathematical description of the studied subjective states of a subject, as well as the form of the function underlying the
transformation of physical objects into subjective images generated by them. Conclusions. The results of this paper
provide a mathematical substantiation of the possibility of using the comparator identification method in human

intelligence modeling.

Keywords: theory of intelligence, algebra of finite predicates, comparator identification.

Introduction

In this article some results aimed at developing the
mathematical apparatus of the theory of intelligence are
obtained.

As a model in the development of the theory of
intelligence, we adopt modern Physics, which, like the
theory of the intelligence, has two sides - formal and
conceptual.

As a formal teaching, Physics is an experienced
science that studies the laws of nature and expresses
them in the form of equations.

The need to consider the theory of intelligence as a
formal teaching is due to the fact that it needs a special
mathematical language that is not sufficiently developed
in the available sections of mathematics. Therefore, the
theory of intelligence, along with a meaningful study of
the mind of a human, is also compelled to develop the
necessary formal apparatus. Here this theory of
intelligence is not unique.

Thus, the needs of celestial mechanics gave rise to
mathematical analysis, the doctrine of the logical
abilities of a human stimulated the development of the
predicate calculus.

The possibility to expound the theory of intellect
in a deductive way, proceeding solely from the
physically observed facts, is based on the method of the
axiomatic description of the mind of a human. This is a
comparison method, or a comparator identification
method.

The algebra of finite predicates was developed in
this article [1]. In [2-4] some aspects of the theory and
practice of comparator identification are considered.

In this article, the development of the theory of
comparator identification is continued.

A multidimensional predicate model of comparator
identification is proposed, and the axiomatics of this
model is justified.

1. Comparison method
(comparator identification method)

The essence of the method consists in the fact that
the subject (the person whose intellect is being
investigated) in specially designed experiments by his
physical reactions forms the meanings of some
predicates H,P,...,P.. In these experiments, the

B.,B,...P.,
Which are formally written in the form of logical

equations connecting predicate variables X, X5,..., X,..

properties of predicates are revealed

Some of these equations are used in the role of axioms
or the initial postulates of the theory of intelligence.
From axioms, as from equations, there are values of
predicate  variables  Xj,X,,...X which  are

o
respectively predicates A,B,...,P..

The internal structure of the found predicates
characterizes certain details of the mechanism of the
human intellect.

The method of comparison was first used by
Newton in the physical study of human color vision.
Acting as a test subject, he observed on the comparison
fields an arbitrary light radiation x;,x, and recorded the

equality or inequality of their color. The predicate
formed this way P(x,x,) for the first time connected

the Grassmann axioms with logical axioms. Based on
Grassmann's postulates (laws), Schroedinger first
constructed the deductive theory of human color vision.

In the study of human intelligence by comparison,
the researcher influences the senses of the subject

experienced by physical signals (stimuli) xj,x,,...,x,,
generating in his mind certain subjective experiences

(states) y,¥p,...¥,. It is assumed that the states
Y1>¥25-,), uniquely depend on the corresponding
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incentives  xj,X,,...,x,. This means that there are

functions y; = f1(x1), y = f2(x2) s Yy = Su(x,) .
In the experiments on the subject, the stimuli
X|,Xy,...,X, are taken from the sets clearly outlined by

A,4,.... A so it's

the researcher A,

always
X € A],)CZ S Az,...,xn S An .

The sets 4;,i= L,n are chosen by the the
researcher arbitrarily, at his discretion, proceeding from
those scientific tasks that he sets before himself. It is
assumed that each of the incentives x; € 4; generate a

well-defined state y;. The set of all values of the

function y; = f;(x;), given on the set A;, is denoted by
the character B, .

Thus, each of the functions f; is a subjection
reflecting the set 4; on the set B;. The functions f;
characterize the subject's ability to react to external
objects with their subjective states.

The researcher gives the subject an assignment,
which he must perform in the course of the experiment.
The task specifies some attitude L, linking the states
Y1 € Bl,yy € By,...,y, € B,. In each experiment the
researcher forms certain states in the consciousness of
the subject yy,¥,,...,,, showing him the appropriate
stimuli x;, x,,...,x,,. If for these states the ration L is
performed the subject must respond with a response

& =1, if not, with the answer & = 0. Performing the
task, the  subject realizes the  predicate
& =L(»,yy,.»¥y,) > corresponding the relation L . The
predicate L characterizes the action of the mechanism
of consciousness of the subject, comparing the state
Yi1>¥2,-, ¥, in accordance with the received task. It is
this comparison operation that gives the name to the
method of comparator identification (after the English
word "to compare").

The predicate

P(xl’xZa“"xn) = L(fl(x])afl(xl)s""fn(xn))

characterizes the physically observed behavior of the
subject performing the task of the researcher and
reacting to the stimuli xj,x,,...,x, with the response

E = P(xX1,X%p,...,X,) .

The problem of the theory of intelligence is from
the properties of the predicate P, detected in
experiments on the subject, to extract the internal
structure of the signals xy,Xx,....X,5 ¥, 2,..., ¥, ; form
of the functions fi,f>,...f, and the form of the

predicate L .
This problem enables the extension to the case »
of the predicates A,P,...,P,. In the general case, the

subject receives r the tasks that perform alternately for
different sets of input signals.

Observable patterns in the behavior of the subject
are recorded in the form of a system of logical equations
(conditions):

P](X],Xz,...,X},) = 1,

PZ(XI’XZ""’X}’) = 1,
()

interconnecting the predicate variables Xj,X,,...,X, .
With the characters HB,5H,...,H
predicates from predicates Xy, X>,...,X,.. The predicate

are denoted the
Xj(xl,xz,...,xn), j=1,_r is given on a Cartesian
product 4 ; x 4y ; x...x 4,;. It is meant that the
solution X; =H,X, =h,...X, =P,

system of equations (a).
Values of the arguments

satisfies the

of the
predicates A, P,...,P. appear first in the experiments

X153 X0 5000 Xy

as the abstract elements, the internal structure of which
is unknown. This structure is extracted by deductive
methods from conditions (1). From them the internal
structure of predicates is extracted A,P,...,P., which

consists of the internal structure of the signals
Vijs Y2 jsees Vnj» the functions ﬁj,fzj,...,fm- and the

predicate L; for each of the predicates

Pi(xy,x0,0,) = L (fr () fr (s
fn/(xn)) = L/(yllayZ/sayn/)

The theory of the intellect as a formal teaching is
constructed as follows. There is a wuniverse of
elementsU , in the role of which a set of all kinds of
stimuli is used, which the researcher can present to the
subject. From the elements of the universe U the

researcher forms sets 4 j,Az j,...,A in accordance

o>
with the specific task of studying this or that side of the
human intellect. On Cartesian products
A x Ayj x...x 4, the predicates are defined P;,

which are interpreted as the behavior of the subject
performing certain tasks of the researcher.
Introducing predicate variables X, X,,...,X,., we

connect them with logical equations (1). Substantially
these equations act as initial postulates of the theory of
intelligence. Of these, as from axioms, are deductively
derived dependencies characterizing the internal
structure of the elements of the universe U and the
predicates H,P,...,P.. The task of the theory of the
intellect as a meaningful teaching is the formulation and
experimental verification of its postulates in the form of
equations (1).

2. Sets

The above-mentioned research program can not be
performed  without a  sufficiently developed
mathematical language. First of all, we need a formal
language in which it is possible to write down the
predicates that the subject realizes in experiments. Next,
we need to have a language for writing equations
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expressing the properties of these predicates. In
addition, it is necessary to have formal means for
describing the internal structure of the stimuli presented
to the subject and the states experienced by him, as well
as the internal structure of the predicates that the subject
realizes. Finally, it is necessary to have mathematical
means of extraction from the properties of predicates of
their internal structure. The foundations for developing
the desired formal language are the concepts of set and
relation.

Let's assume that a,a,,..,q; — are various
subjects. Their totality is called a set. We will
commonly denote sets by the bold uppercase Latin
letters. The subjects ay,a,,...,a; , which are part of the

set, are called its elements. As a rule, elements will be
denoted by lowercase Latin letters. Sets may differ from
each other by a number £ and the composition of the
elements in them ay,a,,...,a; . To write the set we will
use the list of all its elements, enclosed in curly
brackets: {ay,a5,...,a; } . The sets can be built not only
from the elements, but also from the sets, for example
{{a}.{ay,a,}}. Such sets are called sets systems.

The elements in the set are unordered, so the order
of enumeration of elements in the set record does not
matter. In the record of a set, the same elements can be
repeated, but the set itself does not change because it
does not have the same elements. If the characters a
and b denote the same element, it is said that the
elements a and b are equal and is written a =5 .
Otherwise, it is written a = b . If the sets 4 and B
consist of the same elements, then it is said that they are
equal and written 4 = B . Ifit is false that 4 = B, then
it is written 4 # B .

The sets just considered are named the finite. The
number of elements in them can take any natural value
k=12,.. Where k=0 we get an empty set O,

which does not contain any elements. Where k =1 we
get the singleton sets. Also can be considered the
infinite sets for which the value & is not limited to the
maximum value. The examples of infinite sets can be a
countable set consisting of all natural numbers and the
continual set of all real numbers. The power of a
continual set is greater than the cardinality of a
countable set. There are the sets cardinality of which
exceeds the power of the continuum, for example, the
set of all real functions.

For an infinite set the role of the number of its
elements plays the cardinality of the set. Two sets 4 and
B are named the equipotent, if for each element of the
set A can be associated its element of the set B and vice
versa. The power of a finite set is the number of its
elements. The totality of all objects that are elements of
all possible sets that are considered in a particular
problem (reasoning, research, theory) is called a universal
set or a universe of this problem and is denoted by the
character U . It is possible to combine in the same
universe, together with elements, also the sets formed
from these elements. It is believed that in such a universe
the sets differ from the elements, in particular a # {a}.

If the element a is a part of the set A4, it is said,
that a belongs to 4 and it is written a € A. The
record a € A or a ¢ A means that the elementa does
not belong to the set 4. The recorday,a,,...,a, € 4
means that a; € 4,a, € 4,...,a, € A. In the role of
elements of a set can be used any elements of the
universe U . Each element of any set considered in any
problem must be an element of the universe of this
problem. The relation € is named an element belonging
to a set.

The relation of belonging of the element to the set
and the equality of the elements are related by the law
of Leibniz: for all aand b a=5b onlyif ae 4 is
equally matched b € 4 at any A . The relation of an
element to a set and the equality of sets are connected
by the law of capacity or extensionality: for all 4 and
B A= B onlyif a € A is equally matched a € B at
any a.

The set A is called a subset or part of the set B,
and the set B — the superset of the set A, if every
element of the set 4 belongs also to the set B . In this
case it is said that the set A is included in the set B
and is written 4 < B. In the role of sets of elements,
can be used any subset of the universe U . Each set,
considered in any problem, must be a subset of the
universe of this problem:

AcU (2)

for any A4 . Each element that appears in the problem
must belong to the universe of this problem:

acU 3)
for any « . The empty set is a subset of any set:
D c A 4

for any 4.
The relation < is called the inclusion of sets. It is
reflexive:
Ac A (5)

for any A ; anti-symmetrically: 4 < B and B < 4 is
equally matched 4 = B for any 4 and B ; transitively:
Ac B and B c Centails 4 < C forany 4, B, C.
If Ac B and 4 # B,then A4 are called proper subsets
or regular parts of the set B an is written 4 < B. The
relation  is called a strict inclusion of sets. The sets
@ and A re called improper subsets of the set A4, all
other subsets of the set 4 — its own subsets.

The totality or the sum 4 U B of sets 4 and B is
set consisting of all elements of the set A and all
elements of the set B. The predicating AU B is
equally matched to the predicating a € 4 or a € 4 at
any a, A, B. Intersection or common part 4 N B of
the sets 4 and B A set consisting of all such elements,
each of which is contained both in the set 4, and in the
set B . The predicating a € 4 n B is equally matched
to the predicating a € 4 and a € 4 atany a, 4, B.

The operations of union and intersection of sets are
idempotent:
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AU A=A, (6)
ANnA=4 (7
for any A ; commutative:
AUB=BU A4, (8)
ANnB=BnNnA 9)
forany A4 and B ; associative:
(AuB)uC=4u(BuU0), (10)
ANnB)NnC=4ANn(BNO), (11)
and distributive:
(AuB)NC=ANnC)u(BNC), (12)
ANnB)uC=(AuUB)N(BUC) (13)

forany 4, B, C.
The unification and the intersections of sets obey
the laws of absorption or elimination:

(Au (AN B) = A,
(ANn(AuB)=4

(14)
(15)
forany 4 and B .

In combination with the universal and empty sets,

the operations of union and intersection of sets have the
following properties:

AV D = A4, (16)
ANU = 4, (17)
AvU =U, (18)
AN =0 (19)
atany 4.
The sets A and B are called disjoint if

A N B = & ; otherwise these sets are called intersect. A
set of B is called the complement of the set A4, if
ANB = and 4 U B =U . For every set A there is

a single complement A. at any a and 4 ae A is
equally matched a ¢ 4.

The operation of addition A4 of the set 4 obeys
the double complement law:

Ad=4 (20)

for any A ; the Morgan de:
AUB=ANB, 21)
ANB=A4UB (22)

for any A4 and B . In combination with the universal
and empty sets, the operations of union, intersection,

and complement of sets have the following
properties:
A=U, (23)
A= (24)
for any 4 ;
@ =U, (25)

U=0a. (26)

At any 4 and B the equality AU B =28 is
equally matched to the inclusion 4 < B, the following
inclusions are valid:

Ac AUB,
Ac AN B.

(27)
(28)
The difference of sets 4 and B is called the set

A\B=ANB. (29)

The system of all subsets of the universe
U together with the operations of addition, union, and
intersection of sets is called the algebra of sets. The
relations (6)—(29) are called the basic identities of the
algebra of sets.

Any set M, containing elements 0 and 1, on

which two double operations + and - and one single ',
satisfying at any a,b,c € M equalities:

a+a=a, (30)
a-a=a, 31
a+b=b+a, (32)
a-b=b-a, (33)
(a+b)y+c=a+b+o0), (34)
(a-b)y-c=a-(b-0), (35)
(a+b)-c=(a-c)+(b-0), (36)
(a-b)y+c=(a+c)-(b+c), 37
a+(a-b)=a, (38)
a-(a+b)=a, (39)
a+0=a, (40)
a-l=a, (41)
a+1=1, (42)
a-0=0, (43)

(a) =a, (44)
(a+b)'=a"b', (45)
(a-b)'=a+b', (46)
a+a' =1, 47)
a-a'=0, (48)
0=1, (49)

1=0 (50)

is called a Boolean algebra. Relations (30)—~(50) are
called basic identities of a Boolean algebra.
Not all basic identities of Boolean algebra are
independent of each other. Some of them can be derived
from the totality of the others.

Thus, from the identities:

a+a=a,
a+b=>b+a,

(a+b)+c=a+b+0),
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(a+b)-c=(a-c)+ (o),

(a)'=a,
51
(a+b) =a"b Gh
a+b-bY=a

all the other basic identities of Boolean algebra are
derived. The identity (51), which is absent in the list of
basic identities of a Boolean algebra, follows from the
identities a+0=a and a-a'=0.

The recently given seven identities (51) are
logically independent from each other, they are called
axioms of Boolean algebra.

Any non-empty set M , on which the operations +
are given - and ', subordinate to these axioms, is a
Boolean algebra. From the axioms of Boolean algebra
follows the existence and uniqueness of zero 0 = a - a'
andafigure l =a+a'.

If Oistaken asasetdd, listakenasaset U, +is
taken as an operation, -, ' — correspondingly the

operations U, m, over the sets of a set U , then the
Boolean algebra turns into one of its varieties - the

algebra of sets. Operations U, N, are called Boolean
operations over sets. The axioms of Boolean algebra
now play the role of axioms of algebra of sets, which
can be written in the form of identities:

AUB=BU 4,
(AuB)uC=4u(BuU(),

(AUB)NC=(ANC)U(BNC),
= (52)
A =4,

AUB=ANB,
AU(BNB) = A

Conclusions

From an applied point of view, the language of
finite mathematics seems quite acceptable for the theory
of intelligence, since any artificial intelligence systems
have a finite complexity. With their help, you can
practically reproduce only those intellectual processes
that allow a mathematical description in the language of
finite mathematics.

So, let's focus on the final mathematics in the role
of the universal language of the theory of intelligence.

But in which specific form of an algebraic system
should it be used in the theory of intelligence. For this
purpose, can be used the algebra of finite predicates.

This recommendation is based on the
completeness of the algebra of finite predicates.

In the language of the algebra of finite predicates,
can be written any finite relation and any finite function.

This means that in the language of the algebra of
finite predicates, any law of intelligence and any
intellectual activity realized on a computer can be
expressed.

All that can be expressed in the language of the
algebra of finite predicates can also be practically
reproduced on a computer. And on the contrary,
everything that can be implemented on a computer can
also be written in the language of the algebra of finite
predicates.

Thus, there is an exact correspondence between the
descriptive possibilities of the algebra of finite
predicates and the capabilities of computers to actually
implement the descriptions of this algebra. The
conclusion about the admissibility of the algebra of
finite predicates for the theory of intelligence is also
reinforced by the fact that literally all paths lead to the
algebra of finite predicates.

So, if the language of graph theory is
supplemented with a formal apparatus, then as a result it
is obtained the algebra of finite predicates.

If the algebra of logic is generalized and go from
binary to alphabetic ones, it is also obtained the algebra
of finite predicates.

If a multivalued logic is supplemented with a
language for writing relations, we again come to the
algebra of finite predicates. Finally, if we take a finite
fragment of the logic of predicates and algebraize it,
then in this case we are led to the same algebra of finite
predicates.

It is very important that the algebra of finite
predicates serves for the theory of intellect not only as a
formal language for describing the laws of the intellect
and intellectual activity of man. Its role is much more
significant. Without exaggeration, we can say that the
algebra of finite predicates in action is actually the
intellect.

The structures of the algebra of finite predicates
express the very essence of intellectual processes and
phenomena, allowing the direct interpretation in
psychological terms.
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®opmanbHa 6232 MATEMATHYHOI'O aNlapaTy Teopii iHTeJeKTy
Kynxaip Aben Tamep

Mera ['on0oBHe 3aBJaHHS TEOpii IHTENEKTY - MATEMaTHYHO ONUCATH 3aKOHH, IO PETYIIOIOTh IHTENEKTYalbHY HisIbHICTh
nroauHU. It boro HeoOXiHO oTpuMaty (i3uyHi Ta 00'€KTUBHI METOIM OTPUMAaHHS (POPMAIIBHOTO ONHUCY CYO'eKTHMBHHX CTaHIB
JIIOJMHM, JOCTATHBO IOBHUX IS NPAaKTUYHMX Liei. JItoACBKI IyMKH, BIiIUYTTS, CHPUHHATTS Ta YCBIIOMJEHHS - i€ BCI
cy0'ekTHBHI cTaHW. Y Il CTarTi MOCTAaBIEHO 3aBAAHHSA PO3POOMTH OaraToOBUMIpPHY NpPEAMKATHY MOJEIb KOMIIApaTOPHOI
imeHTH}IKaLI] - OCHOBHOI'O €KCIIEPUMEHTAIILHOTO METOY TEOpii IHTENIeKTY, i OOIpyHTYBaTH aKCioMaTHKY Iie€i Moxeni. MeToam.
Merox kommaparopHoi imeHTHdiKamii, po3poOneHui B JaHId CTATTi, Ja€ MOXJIMBICTh OTPHMAard OO'€KTHBHE 3HAHHS
Cy0'€eKTHBHHX CTaHIB JIFOJICBKOIO iHTENEKTY. 32 METOIOM KOMIApaTOpHOI ineHTHdiKalii 3 Horo noBediHKOI Cy0'eKT peaizye
JIeAKUH KiHLEBUI IIPeNKaT, BIACTUBOCTI SAKOr0 €KCIIEPHMEHTAIBHO BUBUCHI Ta MATEMaTUYHO OIKcaHi. MeTo KoMIapaTopHOl
imeHTH(}IKalil 3aCHOBaHMH Ha MeETOJaxX anreOpy CKIHYEHHHX NpenuKariB, OyneBoi aiareOpu i aKCiOMaTHYHOMY METOZI.
Pe3ysabraTn. 3acTocyBaHHS METOAY KOMIApaTOpHOI iNeHTHdiKauii nae MaTeMaTHYHUH OMUC AOCHIKYBaHUX CYO'€KTMBHHUX
CTaHiB JIIO[MHY, a TaKOX B (QYHKIII, II0 JISKUTh B OCHOBI NEPETBOPEHHs (I3MYHMX IPEAMETIB B INOPOMXKYBaHI HEO
cy0'ektuBHI 00pa3u. BucHoBku. Pesynbraté poOOTH MaTeMaTMYHO OOIPYHTOBYIOTh MOXIIMBOCTI 3aCTOCYBAHHS METOIY
KOMIIapaTopHOI ifeHTU(IKaLl IPX MOJIEIIOBAHHI 1HTENEKTY JIFOJMHH.

KaruoBi ciioBa: Teopis iHTeNIeKTY, anredpa CKIHUEHHUX MPEIMKATIB, KOMIIApaTOpHA 11eHTU(DIKALLi.

®opmanbHas 6232 MaTEMaTHYECKOI0 aNNapaTa TEOPHU MHTELIEKTA
Kynxanp A6en Tamep

Hear I'maBHas 3ajaya TEOpUM WHTEIUIEKTa — MATEMAaTHYECKH ONKCATh 3aKOHBI, PETYIUPYIONIHE HHTEIUIEKTYaIbHYO
JIeATeIbHOCTD uenoBeka. it 3Toro HeoOXOAUMO INMONYYHUTh (PU3MUECKHE U OOBEKTHUBHBIC METOJbI HOIydeHHs (HOPMaTbHOrO
OIMCaHMs CyOBEKTUBHBIX COCTOSHUN 4eJIOBEKa, JOCTATOUHO MOJIHBIX JUIS IIPaKTUYECKUX Lieneil. YermoBedeckue MbICIN, 1yBCTBa,
BOCHPHUSTHE U OCO3HAHME - 3TO BCE CYOBEKTHBHBIE COCTOSHMS. B 3Tol craThe mocraBiieHa 3ajaya pa3paboTaTh MHOIOMEPHYIO
MPEeIUKATHYI0 MOJEIb KOMIApaTOPHOH HICHTU(HUKALUM — OCHOBHOI'O JKCIIEPHMEHTAIBHOIO METONA TEOPUHM HHTEIIEKTa, U
000CHOBaTh aKCHOMATHKY 3TOi Moznenu. MeToabl. MeTos KOMIIapaTOpHOH MISHTU(UKALUK, pa3paOdOTaHHbIN B JAHHOM CTaThe,
JIaeT BO3MOXKHOCTh HOJIyYUTh OOBEKTHBHOE 3HAHHE CYOBEKTHBHBIX COCTOSIHMH 4YenoBeueckoro uHremwiekra. ITo meromy
KOMIIapaTOPHOH MICHTH(HKALUMK C €ro MOBEJCHHEM CYOBEKT peaqn3yeT HEKOTOpOe KOHEYHOE NPEAMKAT, CBOHCTBA KOTOPOIrO
9KCIEPUMEHTAIIbHO HM3y4€Hbl W MaTeMaTHYeCKH OIMCaHbl. MeToj KOMIIapaTOpHOW HMIEHTU(MKALMKM OCHOBAaH Ha METOAAX
anreOppl  KOHEYHBIX IIPEUKATOB, OyneBOH anreOpbl M akcuomarudeckoM Metone. Pesyabrarsl. [IpuMenenue Merona
KOMIIapaTOPHOH MIICHTU(HUKALUY 1aeT MaTEMAaTHIECKOE ONMCAaHUE UCCIIENyeMbIX CYObEKTUBHBIX COCTOSIHHI YeJIOBEKa, a TAKKE
BUJl (QYHKIMH, JISKAIIUH B OCHOBE IpeoOpa3oBaHMs (HM3MUECKHX INIPEAMETOB B HOPOXKIAeMble €il CyObEeKTHBHBIE OOpas3bl.
BoiBoabl. Pesynbrarel paOoThl MareMaTHYeCKM OOOCHOBBIBAIOT BO3MOXHOCTH IIPUMEHEHHS METOJa KOMIIapaTOpHON
uieHTU(HUKALMY TIPU MOZISTMPOBAaHUY UHTEIUICKTa YEJIOBEKa.

KawueBbie cioBa: TEOpHUs UHTCIJUICKTA, anre6pa KOHCYHBIX IIPEIUKATOB, KOMIIapaTOpHas I/IL[eHTI/I(i)I/IKaLII/IH.
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DEVELOPMENT OF THE METHOD AND PROGRAM MODEL
OF THE STATIC ANALYZER OF HARMFUL FILES

The subject of research in this article is the methods of analyzing malicious software. The goal is to improve
the secure functioning of computer systems (CS) and protect them from the effects of computer viruses.
Research target: the research of modern means of software antivirus protection; analysis of the methods of
creating a file signature; the development of a software model for static file detection, based on the analysis of
the PE structure; the generation of tables of features that are inherent to families of viruses such as Worms,
Backdor, Trojan; the obtainment binary signatures of malicious and secure software. The methods used are:
analysis of the code in a Hex file, file hashing algorithms. The following results are obtained. The PE-structure
of the file has been analyzed; sections have been selected for further analysis. A software model of static file
detection has been developed and the analysis of secure and malicious files has been performed. Features in the
form of strings and API functions have been selected; a bitmask has been formed for further file analysis. 3500
files of malicious and safe software has been scanned, their analysis has been performed. Signatures of each
malicious file have been encoded and stored in the signature database. Using the developed software model, a
study has been made of the possibility of detecting modifications to malicious software. Conclusions. A
method and software model of static detection of malicious files has been developed, which allow automatic
obtainment of a set of file features and draw a conclusion about the severity of the file.

Keywords: malicious software, signature, Python, portable execute, malicious application, API functions,

harmful files.

Introduction

The times when the information security was
reduced to the policies and protection of all devices in
the corporate network are a thing of the past. Today this
is clearly not enough. Cyber threats are developing
rapidly, and the understanding of which direction this
development is taking place plays a key role in ensuring
the effective protection of enterprises [1]. If the viruses
were not detected at an early stage, the recovery cost
after an attack increases more than twofold. For
example, the total recovery cost after a cyber attack
lasting a week or more is over 1 million dollars. At the
same time, the immediate reaction to the malfunction
costs the company an average of 400 thousand dollars.

To date, there is a great number of anti-virus
programs, but they are not capable of completely
protecting the information stored on the computer, so a
timely detection of malicious software is a crucial task.

Analysis of the problem
and formulation of the research target

The analysis of the literature [2-8] has proven that
many specialized anti-virus programs are used as
protection from cyber attacks, whose work is most often
based on the technologies of signature and heuristic
analysis. One of the components of suspicious software
analysis is static detection — according to the file analysis
conducted in binary format and dynamic detection —
according to their behavior in the system [9, 10].

Threat data is collected from a variety of sources,
including cloud infrastructure, web crawlers, botnet

monitoring services, spam traps. New cyber threats are
determined by checking URLs, domains, IP addresses,
file checksums, timestamps, file names, DNS data, and
other features that are inherent to the programs. The
received  information is  thoroughly  checked,
systematized, cleaned and analyzed both by technical
means and by company analysts that are developing the
antivirus software.

At the same time, to date, there are no automated
systems of decision-making on the account of file
severity and the building of a signature for newly
detected malicious software.

The solution for the research target

For the analysis of files, two types of searches are
used for detecting anomalies: static and dynamic [12-
16]. Static code analysis is based on the analysis of the
frequency of using the processor's commands and on the
basis of this information a conclusion is made
concerning the file’s virus infection.

The main demerit of this method is that there is a
number of complex polymorphic viruses that use almost
all the processor commands and from copy to copy the
set of used commands varies greatly, therefore,
according to the constructed frequency table it is not
possible to detect the virus.

The method of dynamic code analysis consists in
analyzing the executable code in a special
"environment", called the emulation buffer or
"sandbox". The result of this analysis is a summary of
objects that were active during the execution of the file.
A modern dynamic method can check not only the
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processor’s commands, but also the activation of the
operating system. The task of writing a full-fledged
dynamic analyzer is quite laborious, not to mention the
fact it requires constant monitoring of the actions of
each command. This is necessary in order to not
accidentally activate the destructive components of the
virus algorithm.

In this paper, a program model for the static
detection of files in binary format has been developed
according to the analysis of the PE-structure of
executable files in order to obtain features that are
characteristic for malicious files [10,12,14]. The
analyzed files are a family of viruses such as Worms,
Backdor, Trojan. The developed software allows the
analysis of the import and export sections of the file’s
structure and receives the names of functions and
dynamic libraries, as well as information about function
arguments: the names of the services used, the names of
the processes to be deleted or created, various network
peculiarities (IP addresses, ports, resource addresses,
email addresses). The analysis of the PE-structure of the
file made it possible to identify a number of parameters
for further investigation. As a further study, it was
decided to use the following parameters:

- Shannon’s entropy of the data

(H =ZZ0(Ni/N)'1°g(Ni/N));

- a compiler or /packager;

- number of sections;

- availability of a certificate;

- the presence of a record during boot up;

- list of used API functions that cause suspicions in
the executable file.

These parameters characterize:

section;

- file compression;

- a packed file may raise more suspicion;

- a large number of sections can cause suspicion;

- the availibility of a certificate reduces the
likelihood of file damage;

- the presence of a record during bootup causes
increased attention;

As an example, 290 files of Worm type, 1050 files
of Trojan type, 1153 files of Backdoor type, 1000 safe
files have been analyzed in this paper. The application is
written in Python with the use of pefile libraries and
sqlite3 database.

The first stage of the study is the removal of
information from the PE-structure of malicious
software: and the search for API functions from the
import and strings table (Hex-sequences of a given
length, Fig. 1).

f PE File
|
) G
Code
Sections * Imports PYHKLIMKH
Data
(S =

Fig. 1. PE structure of executed file

In Fig. 2 an example is shown of a PE file
structure with highlighted areas of analysis.

Offset(h) 00 Ol 02 03 04 05 06 07 08 09 OA OB OC 0D OE OF
00000000 [4D SA]90 0O 03 00 00 00 04 00 00 00 FF FF 00 00

00000010 [BE 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00| pOS header
00000020 [00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00000030 [00 00 00 00 00 00 00 00 00 00 00 00[20 00 00 00

00000040 OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 &8

00000050 |69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F| poS swub
00000060 |74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20

00000070 [6D 6F 64 65 2E OD OD OA 24 00 00 00 00 00 00 00

00000080 [50 45 00 00J4C 01 03 00 8D FA €1 4D 00 00 00 00| PE signalure, PE file header
00000090 [00 00 00 00 0 000z 01Jos 0:J08 00 00 0A 00 00| op qandard fields
000000A0 00 02 Q0 00 00 00 00 00[9!‘: 28 00 00100 20 00 00

00000080 |00 40 00 00fo0 0O 40 00 00 20 00 00 00 02 00 00

000000C0 [04 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00| PE NT fields
000000D0 [00 20 00 00 00 02 00 00 01 82 00 00 [03 00]40 es

000000E0 [00 00 10 00 00 00

000000FO0 00 00 00 00 10 00

00000100 |3 )0 00 4

00000110 Data directories
00000120

00000130

00000140

00000150 20

00000160 )& 20 00 00 48 00 00 00

00000170 |00 0 00J2E 74 €5 7¢ 74 00 00 0O

00000180 00[00 20 00 00)00 OA 00 00 [00 02 00 00| -lex!sectionheader
00000190 00 00 00 00 00 00 00 00 00 20 00 00 60

000001A0 72 63 00 00 00 'S 00 00 [00 4 1r51¢ section header
00000180

000001C0O 00 40 00 00 40

000001D0 00[00_60 00 00/00 02 00 00[00 12 00 00| ‘felocsection header
000001E0 00 00 00 00 00 00 00 00 00 40 00 00 42

000001F0 00 00 00 00 00 00 00 00 00 00 00 00 00

00000200 00 D0 00 00 00 48 00 00 00 02 00 05 00| text section
00000210 09

00000220 50 20

00000230 0 00 00 00 00 00 00 00 00 00 00 00 00

Fig. 2. Example of a PE file structure
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The result of the analysis of the PE malicious
files structure being investigated is presented in two
tables:

- a table with API-functions and libraries, in which
they are included. A total of 24,945 entries were
received (Fig. 3).

- table with strings (Fig. 4). A total of 175651
strings were found, the length of which varied from 6 to

70 characters.

In a similar manner, the testing of secure software
has been performed. A fragment of the test results is

shown in Fig. 5.

TABLE |import | Mowek | | Mokasats e AofaenTs | | AySnuposaTts | | Wameruts | | Yaanute
rowid id id_file libf funcf 2=}
1 1 1 msvirerned.dll _cicos ~
2 1 1 msybymdd. dil _adj_fptan

3 1 1 msvvmod. dil _ vbafreavar

4 1 1 msvvmod. dil __vhaarymove

3 1 1 msvvmbd. dil _ vbastrearmove

[} 1 1 msvvmbd. dil _ vbalenbstr

¥ 1 1 msvvmb. dil _ vbaend

Fig. 3. Table of found libraries and API-functions

TABLE |stringl | Nonck | |ﬂoua3mb_ncé| | AoSasnTe | |£h,r6ﬂupona1b| | VemenHte | | Yaanme |
rowid id id_file strline srte =3
1 |‘I |‘I |!this program cannot be run i...|44 ~
2 h h |"data |6
2 I I | msvbvmeD.di |12
4 |'| |'| |systemm0nitor |'|3
3 |‘I |‘I |sysr'r'|or1 |6
6 |'| |'| |task manager |'|2
Fig. 4. Table of found strings
1 DYHHLMK Konuuecteo % funcf count(funcf)
2 |GetProcessHeap 277 40 getmodulefilenamea 219
3 |_onexit 281 40 writefile 219
4 |WriteFile 285 41 getprocaddress 206
5 [WideCharMultiByte 291 42 regclosckey 194
6 |DeleteCriticalSection 296 42
7 |SetlastError 298 a3 closehandle 1
8 [GetModuleA 306 a4 getsthandle 190
9 [HeapAlloc 314 a5 getlasterror 1
10 |MultiByteTowideChar 315 a5 exitprocess 173
virtualalloc 17
Fig. 5. Fragment of the 'results setfilepointer 168
of safe software testing localalloc 167
. . createfilea 157
The analysis of the received data of the harmful frelibrary 155
and secure software, has allowed the allocation of the
most frequently meeting functions and strings that are strline count{strline)
inherent to each family of the considered viruses and the tobject 799
generation of the feature table. It was decided to use 50 integer |700
features for further analysis. Fig. 6 depicts a table of sender 687
features that are characteristic for viruses such as kernel32.dll 685
Worms. joht'@ 648
These features were later used as bit masks for file graphics 550
analysis. As a result of searching for selected features in jeht'@ 486
files, binary vectors of malicious files and safe software w.cpp 432
were obtained (Fig. 7). boolean 428
To avoid accidental errors in the transmission classes 395
of data and to detect intentional changes to the file by user32.dl 376
attackers, the binary vectors of the malicious software controls 324
are encoded using one of the MDS5, SHA-1, or CRC closehandle 309
algorithms. getmodulehandlea 287
These algorithms are widely used to obtain file advapi32.di 283

signatures. Fig. 8 demonstrates examples of signatures
obtained using various methods.

Fig. 6. Tables of the most common functions and strings

encountered in malicious files such as Worms
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274272 1 ¢ 111 0 0 01 00101
275224 1 001 01 0 01 001101
276275 1 ¢ 1 0 ¢ 111001000
277|276 0111 0011100000
278277 001 1 01101000101
27a278 001 1 01100000111
280272 0 1 1 01 0 01100000
2g1(280 ¢ 1 1 0 0 0 0 0 000101
282|221 0 1 1 0 0 0 0 0 00 01 01
283(282 ¢ 1 1 0 ¢ 0 0 0 000101
2g4(283 01 0 00001100110
2gs|2g4 0 001 1 01 01010000
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256|255 ¢ 01 01 0011001 1110101110000 10000001

0001111001 00000000¢0
C 00110000000 00000¢0
100101001000000000¢0
1011100000000 0001
10001101001 0000000
1011101 ¢01000000¢0
010111010000000000¢0
11111001000 00000C0
cot1o011to010010000100
1111100100100 0001
C 0011000000000 010¢0
cooQe1T101011000000D000
111001 ¢01001000001

001101 00¢100000100¢0
0001101101 00000000¢0
010111 100¢10000000¢0
co1o011110010000000
01010101001 0000000¢0
10111 0¢1¢010000020¢0
010111 0¢1¢01000000¢0
10011 0¢0¢11010010¢10¢0
10011001101 0010100¢0
11111 ¢1100100000¢0
10101 0110011000000
101011101001 00000 0

Fig. 7. An example of a malicious files and secure software scan

The received signatures allowed the formation of a
signature database for the examined malicious software.

Further analysis of the software is performed by
using a developed code analyzer consisting of an
analysis block of the input file’s PE structure, a
decision-making system, a virus signature base, an
output unit.

The decision-making system allows you to set the
received signature coefficient of coincidence of the
analyzed software with signatures that are stored in the
database.

™

E1 FreemakeVideoConverter_1.1.10.exe Properties =
| General | Compatbiity | Digital Signatures |  File Hashes
Name Hash Value
CRC32 E352B557
MD4 C59AF2C543E006A1F8779129782BC487

MD5 C1E887E71927BDD6EC5F20CB629032B98

SHA-1 8FC83EOEQ62E77DB4ESBCADSC1CA30315A0EAC. .
Tiger 632CC3F3461EAC3627776BB1BCAF4375D6C8BB2. ..
Whirpool 132E03EABEOCO3FSC7A31ADAAABB73625DE3CO...

Fig. 8. Examples of file signatures

The results of testing the developed parser showed
the possibility of using it to detect modified malware at
92% coincidence with the signatures that are stored in
the database. With a decrease in the coefficient of

coincidence, false positives appear which require
additional investigation of the analyzed file, for
example, by introducing a PRL block based on a nerve
network.

Conclusions

In this paper, we propose a software model of
static file detection, based on the analysis of the PE file
structure. 3500 malicious files (such as Worms,
Backdor, Trojan) and safe software have been scanned;
sections of file structure import and export have been
analyzed. Features in the form of strings and API
functions inherent in these families of viruses have been
selected; virus signatures have been generated and
stored in the signature database. Using the developed
software model, a static parser of malicious files has
been tested to detect modifications of malicious
software.

The test results revealed the possibility of using
the developed automatic static parser of malicious files
in the general system of anti-virus data protection. At
the same time, the coefficient of coincidence of the
received signatures of files with the masks template is
high enough, and its reduction leads to false positives.
This disadvantage can be eliminated by introducing into
the decision-making system an additional analysis
block, for example, based on a nerve network.
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Po3podka merony i nporpaMHoi MozieJli CTATHYHOI0 AHAJI3ATOPA WIKIAIMBUX (aiiiiB
C. 0. I'aBpunenko, 1. M. Caenko

IIpeamerom pocni/pKeHHs B JaHIH CTaTTi € METOMM aHalli3y LIKIJUIMBOTO IMporpamHoro 3abesnedyeHHs. Mera crarti
HoJisirae B MiZBUILIECHHI Oe3neku ¢yHkionyBaHHs koMmm'toTepHux cucreM (KC) i 3axucry iX Bii BIUIMBY KOMI'FOTEPHUX BipyCiB.
3aBaaHHs: JIOCHIPKEHHS Cy4acHUX 3aC00iB aHTUBIPYCHOIO 3aXHCTY IIPOrpaMHOro 3a0e3MeueHHs; aHalli3 MeToliB GpopMyBaHHS
curHatypu (¢aiiis; po3poOka IporpaMHoOi MOZeJi CTATUYHOrO JeTeKTyBaHHs (ailiB, 1o Oa3yerbesa Ha aHanisi PE-cTpykrypy;
(dopMyBaHHs TaOIMIB O3HAK, NPUTAMAaHHMX POAMH BipyciB Turmy Worms, Backdor, Trojan; oTpuMaHHSA JOBIYHHMX CHUI'HATYp
IIKIZIMBOro 1 0Oe3ne4Horo mporpamHoro 3abesnedyeHHs. BukopucToByBaHuMHM MeTOAaMH €: aHami3 koxy B Hex-daiini,
JITOPUTMH XellyBaHHs (ainiB. OrpuMaHi HacTynHi pe3yiabTaTu. IIpoananizoBano PE-crpykrypy ¢aiiny, oOpani cexuii mis
MojiaNIbIIoro anamizy. Po3pobieHa mporpaMHa MoOJeNb CTaTHYHOTO JETEKTYBaHHS (aiiliB 1 BUKOHAHO aHali3 Oe3neyHuXx i
wkignuBux Qaiinis. OOpani o3Haku y Burysini paakiB i API ¢ynkuiid, chopmoBana 6iToBa Macka Juls HOJAJBLIOrO aHATI3y
¢baiiniB. Bukonano ckanyBaHHs 3500 daiimiB ImKiutMBoro i Ge3neYHOro NporpaMHOro 3abe3nedeHHs, IPOBEACHO X aHai3.
CurHatypu KOKHOIO ILIKiJUIMBOro (aiiily 3akofoBaHi i 30epexeni B 0a3i cUTHaTyp, 3a JOMOMOTOX PO3poOJICHOI NPOrpaMHOL
Mozielli BUKOHAHO JIOCHI/PKEHHS MOXKIMBOCTI BUSABJICHHS MOAM(IKalil LIKIIIMBOrO NMporpaMHoro 3adesneuyeHHs. BucHoBOK.
Po3pobieHo MeTox i mporpaMHy MOJEb CTaTUYHOrO JIETEKTYBaHHS IIKIMBUX (aililiB, 110 JO3BOJsIE OTPUMATH HAOIp O3HAK
(bailry B aBTOMaTHYHOMY PEXUMi 1 3pOOMTH BUCHOBOK ITPO IIKIJUIMBICTH (ailiy.

Kurouosi cioBa: mkianuse nporpaMHe 3a0e3neueHHs, curHatypa, Python, nopraTuBHuil 3amyck, WIKiJUIMBUH TOIATOK,
API-dynkuii, mkiuisi daiinn.

Pa3paboTka MeToa 1 MPOrpaMMHONM MOJIEJIH CTATHYECKOr0 AHAJIN3aTOPAa BPEIOHOCHBIX (aiinoB
C. 1O. I'aBpunesnxko, /1. H. Caeuko

IIpeamerom uccnenoBaHus B JaHHOH CTaTbe SIBIISIOTCS METOABI aHAIM3a BPEIIOHOCHOI'O HMPOrpaMMHOI0 00ECICUEHHS.
Heap — nobimeHuu Oe30macHOCTH (QYHKIMOHMpOBaHMS KoMmnbloTepHbIx cucreM (KC) u 3ammra MX OT BO3JIEHCTBUSA
KOMIIBIOTEPHBIX BUPYCOB. 3aJa4M: UCCIEJOBaHUE COBPEMEHHBIX CPEACTB aHTHBUPYCHON 3aLIUTHI IIPOrPAMMHOr0 00€CIeYeHHUS;
aHanu3 MeToloB (OPMMPOBAHHUA CUTHATYphl (aillloB; pa3paboTka MPOrpaMMHON MOJENHM CTaTHYECKOro JIeTEKTUPOBAHUS
¢aiinos, 6asupyromasics Ha ananuse PE-ctpykTypsl; ¢popmupoBaHue TabiuIl MPU3HAKOB, MPHUCYIIMX CEMEHCTBaM BHPYCOB THIIA
Worms, Backdor, Trojan; mnomydeHue ABOMYHBIX CHUTHATYP BPEINOHOCHOrO M 0€30MacHOr0 IMPOrpaMMHOrO OOECIEUCHHUS.
Hcnonb3yeMbIMU MeTOAAMM SIBIIAIOTCS: aHanu3 kona B Hex-(aiine, anropurmsl xemuposanus ¢aitinos. [TonydeHsl cienyromme
pesyabTatbl. [IpoananmsupoBaHa PE-crpykrypa ¢aiina, BbIOpaHBl CeKUMM I IOCIENYMOIIEro aHanu3a. Pa3paGorana
IpOrpaMMHasi MOJIEIb CTaTHYECKOro JeTeKTHpoBaHUsA (ailiioB M BhINOIHEH aHanu3 Oe30macHBIX M BPEIOHOCHBIX (aiinos.
Bei6panbl npusHaku B Bune cTpok M APl dyHkumii, chopmupoBana OuroBas Macka s JaibHeHIIero aHaiausa Qaitios.
Beinonneno ckanuposanue 3500 ¢aiinoB BpellOHOCHOrO M 0€30I1aCHOrO MPOrpaMMHOrO O0ECIeueHHs, MPOBEIECH UX aHAIIM3.
CurHatypbl Kaxaoro BpeloHOCHOro (aiina 3akomupoBaHbl M coxpaHeHsl B 0ase curhatyp, C HOMOIIBIO pa3paOOTaHHON
MPOrpaMMHON MOJIENIH BBINOJIHEHO HCCIIE0BaHUE BO3MOXKHOCTH OOHApyXeHHs MOAM(UKAIMI BPEIOHOCHOIO HPOrpaMMHOrO
obecnieueHus. BoiBoabl. Pa3paboran Meron M HporpaMMHasi MOZIENIb CTATHYECKOrO JETEKTUPOBAHMS BPEIOHOCHBIX (aiinos,
MO3BOJISIOIAS TTIOTYYUTh HAOOp NPU3HAKOB (haiiyia B aBTOMATHYECKOM PEXXUME U CHIEIaTh BBIBOJ O BPEJOHOCHOCTH (haiina.

KiioueBblie cJ10Ba: BPEJOHOCHOE NPOrpaMMHOE oOeclieueHue, CMrHarypa, Python, mopraTupnuil 3amyck, BpeJOHOCHOE
npunoxenue, API-¢pyHkuun, BpesoHoCHbIe (aiiibl.
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ANALYSIS OF INFORMATION-TELECOMMUNICATION NETWORK RISK
BASED ON COGNITIVE MAPS AND CAUSE-EFFECT DIAGRAM

The subject matter of the article is the processes of analysis and risk assessment of information and telecommunications
networks. The aim is to reduce the potential losses caused by the risks of information and telecommunications network
(ITN) functioning by taking timely risk management measures. The objectives are: classification of ITN risks, highlighting
the main factors and causes of their occurrence; formation of a systematic presentation of risks to identify their
manifestation and consequences; development of the method for assessing the influence of the risk and private risk on
probable consequences; obtaining a quantitative risk assessment of ITN. The methods used are: system analysis of risks,
method of cognitive maps, cause-and-effect analysis. The following results are obtained: classification of private risks of
ITN according to the reasons and the factors of their occurrence is made; the negative consequences affecting the basic
characteristics of the operation of ITN are defined; as a result, the structural system model of ITN risks is formed, in which
the relationships between the elements of the main aspects of risk are shown; the method based on the theory of causal
analysis is suggested in order to quantify the risk impact on ITN functioning. The risk model is based on the construction
and analysis of probabilistic or fuzzy cognitive maps. Experts estimate the level of influence of private risks on the
characteristics of the network in order to make decisions on risk management. The generalized structure of the cause-effect
diagram of the risk factors, manifestation and consequences is developed; on ITN basis the method for quantifying the
probability of risk consequences is suggested. The quantitative assessment of probable malfunctioning of the network that
is determined by a specific effect (taking into account ITN probability), which is caused by private risks is also made.
Conclusion. The suggested approach for quantitative assessment of ITN risk is based on the method of cause-and-effect
analysis and enables taking into account both the factors causing it and probable consequences. The obtained results can be
used to determine probable failures and losses in ITN functioning on the basis of the information about the degree of risk
factors effects, risk events and consequences, and the cause-effect relationships between them. Thus, potential losses can be
identified; measures to manage the risks of ITN functioning can be taken.

Keywords: information-telecommunication network, risk factors, consequences, cause-effect diagram, influence factors.

Introduction The analysis of the problem
Under continuously improving concepts of and formulation of the task
developing  information and telecommunication The information security of telecommunication

networks (ITN), creating new network technologies and
growing demand for services, there is a trend of their
"convergence", i.e. combining into more complex
structures and technologies. There is an interpenetration
of information environments different in occurrence and
principles of the work.

The European Commission defined the
convergence in telecommunications as the ability of
various network platforms to provide the same set of
services or the combination of end devices, such as a
telephone, a personal computer and a TV receiver in the
form of a single terminal [1].

This term includes all the changes in
telecommunications that relate to the development and
integration of services and networks, the replacement of
old technologies with new ones, and so on. Information
and telecommunication components are connected on
the basis of a multiservice platform.

Therefore, to provide high-quality transport
services while transferring information is becoming
increasingly difficult. In order to solve this problem
system analysis and risk assessment of information and
telecommunication networks (ITN) for further
evaluation of damage and decision-making as for risk
counter should be performed.

systems is subjected to a wide range of threats: from
virus infection, which can be handled locally, to
regulatory collisions that require the work of legislative
and law enforcement authorities. Hence, there are risks
that can have a negative impact on ITN performance.

Today, ITN protection is regulated by the
standards of the Technical Laboratory of Information
(ITL) at the National Institute of Standards and
Technology (NIST) [2].

The work of Ross R. [3] and Paulsen S. [4] is
devoted to the analysis of wvulnerability and risk
assessment of ITN. The problems of information
security and methods of protecting information activity
are considered by such authors as Zadirak V. [5],
Gornitnkaya D. [6], Buryachok V. [7], Furmanov A. [8],
Boyarchuk A. [9]. The classification of network attacks,
threats to information security [10] has been made and
methods for their detection have been determined [11]
so far. The issues of decision-making as for the
management of information security of networks are
considered in the works of VoropaevV. [10],
Sklyar V. [12].

Currently, the majority of scientific developments
are conducted in the field of information risk (IR)
assessment without system accounting of ITN causes,
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factors and interaction with other types of ITN risks. In
addition, there is no classification of the causes and risk
factors identified as threats.

Therefore, this article deals with the development
of a systematic presentation of the ITN risks to identify
the relationship between the factors that cause risks,
risks manifestation and their consequences as well as

with the development of the approach that enables
assessing the impact of risks on ITN functioning.

Task solution

In the systemic risk model, we define the basic
categories to identify the relationships between their
elements (Fig. 1).

Sources of

threats Causes of risk

(factors,
threats)

(external,
internal)

Vulnerabiliti
Private es
risks (consequen
ces)

Fig. 1. Main categories of risk analysis

The procedure of analysis and risk assessment
presupposes the following stages:

o analysis of risk factors (potential sources of
threats),

o listing ITN key risks, which can significantly
affect ITN functioning,

o analysis of the consequences of of risk events,

o analysis of cause-effect relationships between
elements of the categories of the system risk model,

o assessment of the probability and cost of ITN
risk.

To analyze risk factors the types of ITN risks
should be classified. According to the reasons of their
occurrence, the ITN risks can be divided into two main
categories:

- objective risks arising as a result of disruptions in
the operation of information transmission channels,

- subjective risks caused by the loss of information
and ITN misuse.

The ITN risks can also be classified as internal and
external factors as for their occurrence. Here, the period
of ITN life cycle (LC) can be taken into account. Risks
arise both at the stage of design (or modernization), and
at the stage of operation (while transferring data and
controlling processes).

Taking into account the factors of their occurrence,
we group the internal risks as:

-risks related to the provision of services
(including those with peak loads) that arise during the
operation phase,

- risks of fraud, which may be the result of illegal
connection, theft of traffic, etc. that arise during the
operational phase,

External risks (due to the influence of external
environment) include:

- part of the risks of developing and introducing
new services that are related to the development of
networks and the construction of communication
facilities, which can be a consequence of the breakdown
of terms by contract organizations, lack of funds, etc.,
and risks arise at the stage of modernization,

- the risks caused by the legislation imperfection
that can arise at any stage of the LC.

Taking into account the categories of factors
(technical, process, human, external), we list the
possible ITN risks, indicating the causes of their

occurrence (Table 1).

Technical factors cause risks associated with
improper or unexpected function of ITN technological
properties. Factors of the process cause risks associated
with the problems of performing internal processes, as a
result of which they do not work as expected. The
human factor causes risks associated with problems
caused by actions (or inaction) of people in certain
situations; both insiders and external users of the
network may cause problems. External factors are the
causes of the risks associated with external,
uncontrolled events. In most cases, such events cannot
be anticipated and planned [13].

Risks have negative consequences that negatively
affect the following main characteristics of ITN
functioning:

1. Network performance, which is related to the
concepts of reliability and survivability. The differences
in these concepts are due to the causes and factors of the
risks. Reliability of the communication network covers
the influence of the main internal factors — accidental
failures of technical means caused by aging processes,
defects in manufacturing technology or errors of
maintenance personnel. The survivability (stability) of a
communication network characterizes ITN ability to
maintain full or partial operability under the action of
causes that lie outside the network (spontancous or
intentional) and lead to the destruction or significant
damage to some of ITN elements.

2. Network performance (or throughput) is related
to performance parameters, since the implementation of
the required load must be carried out with specified
quality parameters.

3. Information security during the storage and
transfer of data is associated with violations of
confidentiality and the integrity of information.
Attempts to violate the privacy and integrity of
information can be made by ill-wishers or competitors.
In addition, security is affected by failures in the
operation of machinery and software systems under the
influence of radio electronic signals.

4. The parameter of economic efficiency refers to
the ITN characteristics both at the stage of ITN creation,
and at the stages of operation and modernization. It is
connected with the problems of legal and business
risk.
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Table 1. Categories of factors and causes of ITN risks

Factor category

Risk reasons

Private risks

Internal risks

Technical
factors

Py, —lack of capacity; P, —lack of performance;
Py3— improper maintenance; P4 —equipment deterioration

R, — Risk of equipment
failure

P,, — incompatibility; P,, —improper Configuration Management;
P,; — improper Change Management; P, — incorrect security settings;
P,s — unsafe programming practices; P,s — improper testing

R,— Risk of crashing
software

P;; — design Problems; P;,— specification problems;
P33 — integration problems; P;4 — complexity of the system

R3— Risk of error in
network design

Process factors

P4 — Improper workflow; P4, - Inadequate documentation of the process;
P4; — misunderstanding of roles and responsibilities; P,y — incorrect
information flows; P,s —improper escalation of problems; P4 — ineffective
transfer of tasks

R, — Risk of error in
network processes
(design and execution)

Ps; — lack of status monitoring; Ps, —lack of metrics;
Ps; — lack of periodic analysis; Ps4 — inadequate ownership of the process

Rs — Risk of process
control error

Pg; — staffing problems; Py, — financing problems;
Pg; — learning and development shortcomings; Pes — procurement issues

R ¢ — Risk of error in
supporting processes

Human factor

P7;— random error; P;, —ignorance
P-; —non-observance of instructions

R; — Risk of
unintentional action

Pg,— fraud; Pg, —sabotage; Pg; —theft; Pg, — vandalism

Rg — Risk of willful acts

Py, — lack of skills; Pg, —lack of knowledge;
Po; — absence of instructions; P4 — inaccessibility of people

Ry — Risk of inaction

External risks

External factors

Pyo; — weather phenomena; P,p, — fire; Pjo; — flooding;
P4 — earthquake; Pjgs —riots; Pjos — quarantine

R — Disaster risk

Py — non-compliance with requirements; P, — changes in legislation;
P113 — 1ltlgat10n

Ry — Legal risk

P51 — problems with suppliers; P,, —unfavorable market conditions;
P23 — adverse economic conditions

R}, — Business risk

P31 — supply problems with materials; P;3;, — dependence on emergency
services; P33 — problems with power supply; P34 — transport Problems

Ry; — Risk of
substandard services

Risks have a negative impact on the basic
properties of information and ITN functioning [14].

Thus, violations in the processes of collecting
information, processing it, failures in the technology of
data transmission lead to information leakage,
unauthorized copying and distortion (forgery). There
can happen the blocking of systems and information
transfer delay.

Risks due to hardware-software breakdowns and
radio electronic disturbances are associated with viruses
and "bookmarks" — interception devices. Not only
viruses disturb, but also limit the speed of transmission,
and can also block the network operation.

As a result of accidents, natural disasters, direct
destruction, the breakdown of technical communication
systems information carriers can be abducted.

Let's develop a structural system model of ITN
risks, in which we will map the interdependence
between the elements of the risk main aspects (Fig. 2).
With the help of this model, the full set of cause-effect
relationships from the causes of risks to their
consequences and the impact on the main characteristics
of the ITN can be determined.

According to the suggested approach, the risk
assessment is carried out in stages. At the first stage, a
structural diagram is constructed; private risks that

cause the factors and probable consequences of risk
occurrence are identified. The interrelationships
between these components are presented in the form of
a cause-effect diagram [11].

Since the number of relationships between risk
factors and risk events is large, for the sake of clarity of
the subsequent analysis, the relationship between the
risk factors with risk manifestation and consequences is
presented in the form of tables (Tables 2, 3), identifying
each of the consequences in the form of a variable with
the corresponding index.

To quantify the impact of IR on ITN functioning,
the method based on the theory of causal analysis is
suggested for use [15].

The risk model in the form of a cause-effect
network can be based on the construction and analysis
of probabilistic or fuzzy cognitive maps [16]. The
cognitive map is defined as a tuple of sets:

K=({P,R, S}, F, {B, C}),

where {P, R, S} is the finite set of elements, which in
this case consists of three subsets (factors, risks,
consequences);
F is the finite set of connections between elements;
{B, C} is the finite set of weights of these
connections.
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The cognitive map is transformed into a familiar
oriented graph, at the vertices of which the key elements
of the modeling object are located, interconnected by
arcs that reflect the cause-effect relationships between
them. These relationships characterize the degree
(influence) of the elements' impact on each other and
are set by means of coefficients (determining the
probability of risk occurrence as a result of this factor,
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Fig. 2. Systemic risk model of ITN

or consequences due to the risk origin) or by linguistic
terms (determining the degree of influence):

B:{bi,j i=l..n,j=l..m}, C:{Cjk j=l..m, kzlh}

The values bi; and cj can be determined by
objective (on the basis of statistical data) or subjective
method (by expert assessments) based on past

Effects
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Table 2. The matrix of coefficients of factors' influence on private risks of ITN (fragment)

Risk Private risks
facors | R, |R, |Ry |Ry |Rs |R¢ |[R; |Ry |Ry Ro | Ry [Ryp  |Rg
Pll bll,l bll,Z - - - - - - - - - - -
Py b bia | bias - - - - - - - - - -
Py bizi | bisa - biza - bizs | bizs | bisg biso - - - -
P14 b14,1 - - - - - - - - - - - -
Py - baio - big - - - - - - - - -
Py - by - bya - - - - - - - - -
P - b3 - by - - - - - - - - -
Py - b2 - by - - - - - - - - -
Pys - bas2 - basa - - - - - - - - -
Ps - bas2 - basa - - - - - - - - -
Pys - - - - - b131,6 b131,7 bm,s b131,9 - - b131,12 b131,13
Pi3 - - - - - - b7 | bisas | bz - - [JEPRE
Pis bissg - - - - bise | bissg | bisss | bissg bissg - bizziz | bissis
Pi3q - - - - bizaz - biza7 | bisag | bisay - - bi3as
Table 3. Matrix of risk factors for possible consequences
Effects
Private
risks Reliability Vitality Performance Security Efficiency
S Sy S; Sy Ss Se Sy Ss Sg Sio Su Si> Si3
R, - C12 €13 Ci4 Cis Ci6 - - - - - - -
Ry C21 C22 - C24 C2s C26 - - - - - - -
R; - 32 - Cyq | G35 | C36 - - - - - - -
Ry - C42 - Ca4 Cys Ca6 - - - - - - -
Rs - Cs2 - - - - - - - Cs10 - - -
Re - - - Caq C45 C46 - - - C410 - - -
Ry - C72 - C74 C75 €76 €77 €78 €79 €710 - - -
Rg - C82 Cs3 C84 Cgs C86 Cg7 Cs8 C89 €810 - - -
Ry - - - Cog | Cos | Cog - - - - - - -
Rip - C102 C103 - - - - - - - - - -
Rll - - - - - - - - - - Cli1 - -
R - - - - - - - - - - - Ci212 -
Ry - - - - - - - - - - C1313

The factor of influence of the factor of risk
occurrence b;;is determined on basis of the frequency of
occurrence of this type of risk, based on statistical
information or based on estimates of forecasting.
Recently, the reliability and security indicators of the
network are reduced as a result of the following events
(which are related to the risks of software failure and
deliberate actions):

the selection of keys/passwords (password
attacks) - 13.9% of the total;

replacement of IP-address (IP spoofing) - 12,4%;

denial of service (DoS-attacks) - 16.3%;

analysis of traffic (sniffing packages) - 11.2%;

scanning (network intelligence) - 15.9%;

substitution of data transmitted over the network
(data and software manipulation) -15.6%;

other methods (viruses and programs "Trojan
Horse") - 14.7% [7].

It is necessary to take into account the fact that
not all ITN risks can be fully realized or implemented

in general in this network; the same type of threat can
cause significant or minor damage. Therefore, to make
a decision as for ITN risk management, it is necessary
to determine the degree of private risk influence on the
characteristics of the network function [10]. The level
of risk influence cjx can also be determined by experts
according to the following scale:

* 0 - the risk does not actually affect the given
network characteristic;

* 0.25 - the risk has little impact;

* 0.5 - the risk affects at average degree;

* 0.75 - the risk has a significant impact;

* 1.0 - the risk has a direct impact.

The knowledge of the structure of the causal system
can be used to transform the statistical description of
inputs into the description of outputs.

To do this, we form a recursive system of
equations isomorphic to the structural diagram, the
coefficients of which act as coefficients of influence
[17]. In our case, we can draw a parallel between the
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structural coefficients of influence and the probabilities
of manifestation of specific events (factors, risks,
consequences).

In accordance with the theory of causal analysis
the following rules are used for formulating equations:

1. The value of the variable is defined by one input
equal to the input value multiplied by the structural
coefficient.

w means Y =aX.

2. The value of a variable, defined by several input
quantities, is equal to the sum of the input values
multiplied by their structural coefficients. The order of
summation does not matter.

X
a
Z means Z=aX+cY

Y

3. The ways that escape from a variable when
writing equations for this variable are not taken into
account, but each incoming arrow indicates an element
that must be considered.

Structural equations describe direct connections. In
order to take into account the indirect links, the
reduction rules are used: if one variable defines the
second variable, and the other determines the third, the
value of the third variable can be expressed as the value
of the first variable multiplied by the product of the
structure coefficients along the chain.

The same principle is applied when a chain has
more than two links.

X a Y ¢

»
»

.Z means Z=acX.
Ll

The generalized structure of the cause-and-
effect diagram of the factors, manifestations and
consequences of ITN risks is presented in Fig. 3.

Risk
factors

Risk
manifastations

Risk
effects

Fig. 3. Structural diagram of the cause-effect diagram

On the diagram b;;, 0<b;; <1 is the coefficient

of influence of the i-th factor on the occurrence of the

J-th manifestation of risk; ¢;;, 0<¢; <1 is the

coefficient of influence of the j-th manifestation of risk
on the k-th consequence.

Then the estimation of the probability of
occurrence of the £-th consequence is made according to

the formula:
P(S;)=2. 2 bjick -
i

For example, in accordance with the systemic
representation of risk, the probability of "distortion of
information" event is determined in accordance with the
causal diagram (Fig. 4) and is calculated by the formula:

P(819) = ¢cios(bsy3 +bsy +bs, +bs 3 +bs 4) +
+C106(Be13 + b6y +b62 +b63+be s +b3y +hi3,+
+by35 +b134) + o7 (by 3+ +b7, +b75) +

+0y08(Bg 13 +bg ) +bg 5 +bg 5 +0g 4)

g
(=

Vi

Ps4

Fig. 4. Example of a cause-effect diagram for
"distortion of information" event (consequences)
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Thus, knowing the degree of impact (in the form
of impact factors) of risk factors, risk events and
consequences, as well as cause-effect relationships
between them, possible failures and losses in ITN
functioning can be determined.

Possible damage to the functioning of the network
Gyj, determined by the k-th consequence, which is
caused by the j-th private risk Gyis calculated
according to the relationship [18]:

ij = P(Sk) I‘I(RJ — Sk)fk ,

where P(Sy ) is the probability of k-th consequence;

H(R; — Sy) is the the risk R; impact on the
characteristics S;,

fiis the indicator reflecting the value of the k-th

Conclusions

The suggested method for quantitative
assessment of ITN risk is based on the method of
cause-and-effect analysis and enables taking into
account both the factors causing it, and probable
consequences.

In connection, identifying potential losses can be
made, as well as the measures to manage the risks of
ITN functioning can be taken.

It should be noted that the main problem in the
application of the suggested method is the complexity of
obtaining the values of the structural coefficients of the
influence of factors, private risks of ITN and their
consequences.

characteristic.

10.

11.

12.

13.

14.

15.
16.

17.

REFERENCES

Konvergencija setej, tehnologij i uslug [Convergence of networks, technologies and services], available at:
http://studopedia.su/6_48249 konvergentsiya-setey-tehnologiy-i-uslug.html (last accessed February 1, 2017).

Cichonski, P., Millar, T., Grance, T. and Scarfone, K. (2012), Computer Security Incident Handling Guide, National Institute
of Standarts and Technology, 79 p.

Ross, R. (2012), Guide for Conducting Risk Assessments, National Institute of Standards and Technology, 95 p.

Paulsen, S. and Boens, J. (2012), Summary of the Workshop on information and communication technologies supply chain
risk management, National Institute of Standards and Technology, 21 p.

Zadiraka, V.K. and Kudin, A.M. (2012), "Osobennosti realizacii kriptograficheskih i steganograficheskih sistem po principu
oblachnyh vychislitelnyh tehnologii" [Peculiarities of realization of cryptographic and steganographic systems according to
the principle of cloud computing technologies], Shtuchnyi intelekt [Artificial Intelligence], No. 3(55), pp. 438-444.
Hornytska, D.A., Zakharova, M. V. and Kladnytskiy, A.L. (2012), "Analysis and assessment system of the state of information
security, socio-technical resources of attacks", Information security, No 2, pp. 70-74.

Burachok, V. (2013), "Technology of vulnerabilities using of web-resources in the organization and conducting of network
reconnaissance informational telecommunication systems", Network & Internet security, Vol. 19, Issue 2, pp. 83-87.
Furmanov, A.A., Lahizha, LN. and Harchenko, V.S. (2009), "[Modeling of guaranteed service-oriented architectures for
attacks with using of vulnerabilities", Radioelectronic and computer systems, No. 7 (41), pp. 65-69.

Boyarchuk, A. (2011), Safety of critical infrastructures: mathematical and engineering methods of analysis and support,
National Aerospace University "KhAI", Kharkiv, 641 p.

Voropaeva, V.Y., Shcherbov, L. and Haustova, E.D. (2013), “Upravlenie informacionnoi bezopasnostiu informacionno-
telekommunikacionih system na osnove modeli «plan-do-checkact»” [Information Security Management information and
telecommunication systems based on the model «PLAN-DO-CHECK-ACT»], Naukovi pratsi DonNTU. Seriya: ob-
chyslyuval'na tekhnika ta avtomatyzatsiya [Proceedings of Donetsk National Technical University. Series: Computers and
Automation], No. 253 (201), pp. 104-110.

Prikhodko, T.A. (2011), Issledovanie voprosov bezopasnosti lokal'nyh setej na kanal'nom urovne modeli OSI [Investigation
of security issues of local networks on the channel level of the OSI model], available at:
http://ea.dgtu.donetsk.ua:8080/handle/123456789/2068 (last accessed February 1, 2017).

Sklyar, V.V. (2011), "Methodology of risk analysis of functional safety of information-control systems", in Safety of critical
infrastructures: mathematical and engineering methods of analysis and provision, Kharchenko, V.S. (Ed.), National
Aerospace University "KhAI", Kharkiv, Section 12, pp. 360-408.

Nochevnov, E.V. (2016), ["Klassifikacija faktorov riska v wupravlenii proektami v oblasti informacionnyh i
kommunikacionnyh tehnologij" [Classification of risk factors in project management in the field of information and
communication technologies], Upravienie proektami i programmami [Project and Program Management], No. 2,
pp- 44-53.

Chto takoe informacionnaja bezopasnost' telekommunikacionnyh sistem? [What is the information security of
telecommunications systems?], available at: http://camafon.ru/informatsionnaya-bezopasnost/telekommunikatsionnyih-sistem
(last accessed February 1, 2017).

Hayes, D. (1981), Causal analysis in statistical studies, Moscow, Finance and Statistics, 255 p.

Kiryanov, V.V. Usovershenstvovanie organizacionnyh osnov sozdanija kompleksnoj sistemy zashhity informacii v
informacionno-telekommunikacionnoj sisteme [Improvement of organizational bases for creating a comprehensive
information security system in the information and telecommunication system], available at:
http://masters.donntu.org/2014/frt/kiryanov/diss/index.htm (last accessed February 1, 2017).

Maleeva, O.V. and Sytnik N.I. (2007), "Analysis of the interaction of internal and external risks on the basis of the cause-
effect diagram", Radioelectronic and computer systems, No. 1, pp. 73-76.

55



Advanced Information Systems. 2017. Vol. 1, No. 1 ISSN 2522-9052

18. Nadezhdin, E.N. and Sheptukhovsky, V.A. Metodika ocenivanija riskov informacionnoj bezopasnosti v vychislitel'nyh setjah
obrazovatel'nyh uchrezhdenij [The method of assessing the risks of information security in the computer networks of
educational institutions], available at: http://www.masters.donntu.org/2014/frt/vashakidze/library/8.htm (last accessed
February 1, 2017).

Received (Hapniiinma) 10.02.2017
Accepted for publication (ITpuitasita 1o apyky) 16.05.2017

AHauni3 pu3ukiB indopmaniiiHo-Te1eKoOMyHikaniiiHOl Mepe:xi
HA OCHOBI KOTHITHBHHMX KapT | NPHMYMHHO-HACJIIKOBOI iarpaMu

B. B. Kocenxko, O. B. Maneesa, O. O. [lepcisiHoBa, A. 1. Porosuit

IIpeqveTrom BHBYEHHS B CTAaTTi € NPOLECH aHaNi3y Ta OLIHKU PU3HUKIB iH(OpPMAIiHO-TENICKOMYHIKAILIHHIX MEpex.
Merta - 3HIDKEHHS NOTEHLIHHUX BTPAT, 3yMOBICHUX PU3UKaMH (YHKLIOHYBaHHS iH(pOpMaLidHO-TeNeKOMyHiKaliiiHOT Mepexi
(ITM), nuIsIXOM CBOEYACHOT'O BXKUTTS 3aXOAIB 3 yNPABIiHHA pU3HKaMu. 3aBaanHs: kiacudikamia pusukis ITM 3 BunieHHaM
OCHOBHUX (DaKTOpiB 1 NPUUYMH TX BUHHUKHEHHS; (OpMYBAaHHS CHCTEMHOIO YSBIICHHS PHU3MKIB JUIl BHUSBJICHHS iX HPOABIB i
HACINiIKIB; po3po0Ka METO/y OLIHKH CTYIEHs BIUIMBY IPHYMH Ha MPOSAB PU3UKY 1 NPUBATHUX PU3HKIB HAa MOMJIMBI HACIiJIKH;
OTpUMaHHS KiJbKicHOI owinku pusukiB ITM. BukopucroByBaHHMH MeETOAAMHM €: CHUCTEMHHMH aHali3 PU3HKIB, METO[
KOTHITUBHUX KapT, NPUYMHHO-HACHIAKOBUH aHani3. OTpuMaHi Taki pesyibTaTH. IIpoBeneHa kimacudikaiis NpUBaTHUX
pusukiB ITM 3 npuunH Ta 3a (daxropamu iX BUHUKHEHHs. BU3HaueHO HEraTHMBHI HACIIJIKH, 10 HEraTHMBHO BIUIMBAIOTH HA
OCHOBHI Xapakrepuctuku ¢yHkuionysanHs ITM. B pesynbsrari cdopmoBana cTpykTypHa cucreMHa Mozenb pusukiB ITM, B
SKif BiOOpaXkeHi B3a€MO3B'SI3KM MDK €JIEMEHTAMU OCHOBHHX ACHEKTiB pU3HKY. JIJIs KiJIbKiCHOI OL[IHKM BIUIMBY PU3HUKY Ha
¢byaxuionyBanHs ITM 3anpornoHOBaHUM METOJ, 3aCHOBAaHMH Ha TeOpii NPUYMHHOrO aHanizy. Moznenb pU3MKiB 3aCHOBAaHA Ha
1noOynoBi Ta aHami3l IMOBIpHICHMX a00 HEYIiTKMX KOTHITUBHHMX KapT. sl NPUHHATTS pillleHb 3 YNPABIiHHA PU3UKAMHU
€KCIIepTaMK BHM3HAYAETHCS DIBCHb BIUIMBY IPUBAaTHUX DU3MKIB Ha XapaKTEPUCTUKH Mepexi. Po3pobieHo y3araibHEeHY
CTPYKTYpPY NPHUYMHHO-HACIIJKOBOI JiarpaMy YMHHMKIB, NPOABIB 1 HaciiakiB pu3ukiB. Ha i1 ocHOBI 3anpornoHoBaHO croci®
KiJIbKICHOT OIIIHKM MOXJIMBOCTI BUHUKHEHHS HACHiAKIB pU3UKIB. TakoX MPOBOJUTHCS KUIBKICHA OIIHKA MOXJIMBHX 30UTKIB
Ui QYHKIIOHYBaHHS MEpeXi, 110 BU3HAYAETHCS KOHKPETHHUM HACIiKOM (3 ypaxyBaHHsIM Horo HMOBIpHOCTI), SKUH
BUKIIMKAHUH NIPUBATHUMU pU3UKaMU. BHCHOBKH. 3arpornoHoBaHoO MiaXiJ Uit KUIbKiCHOI oiHkM pu3uky ITM 3acHoBaHuii Ha
METOJi NMPUYMHHO-HACIIIJKOBOrO aHali3y Ta JI03BOJISE BPAaXOBYBATH K YMHHHMKH, 10 HOro BUKIMKAaIOTh, TaK W MOMJIUBI
Hacnigku. OTpUMaHi pe3y/bTaTH MOXXKHA BUKOPUCTOBYBATH Ul BU3HAYEHHS MOXJIIMBUX 300iB 1 BTpaT npu QyHKIiOHYBaHHI
ITM Ha ocHoBi iHdopMamii Npo cTymiHb BIUVIMBY (aKTOPIB PU3MKY, PU3MKOBHMX IOJIH 1 HACHiAKIB, a TAKOXX HPHYMHHO-
HACHIKOBUX 3aJexHocTeld MiK HUMH. CTae MOMNJIMBMM BHM3HAuaTH HOTEHLIHHI BTpaTH, a TaKOX BXMBATH 3aXOMiB 3
yIpaBiliHHA pU3UKaMu GyHKIioHyBaHHS [TM.

KirouoBi cioBa: indopmaniliHo-TeleKOMyHIKallifiHa Mepexka, (AaKTOpH, PU3MKH, HACHIAKH, NPUYMHHO-HACIIIKOBA
niarpama, Koe(illieHTH BIUIUBY.

AHaJIN3 PUCKOB HH(OPMAIMOHHO-TEJTIeKOMMYHUKAIIMOHHOI ceTH
HA OCHOBE KOTHUTHBHBIX KAPT M IPUYMHHO-C/IeCTBEHHON AUarpaMMbl

B. B. Kocenko, O. B. Maneesa, E. }O. IlepcusiHosa, A. 1. Porosoit

IIpeqverom u3yueHHMS B CTaTbe SBISIOTCS IPOLECCHl aHalM3a M OLCHKM PHCKOB HH(OPMAlMOHHO-
TEJICKOMMYHUKAIIMOHHBIX ceTeil. Ilesb - CHIKEHHE NMOTCHIMAIBHBIX I0TEePb, OOYCIOBICHHBIX PUCKaMHU ()YHKIIHOHUPOBAHUS
nH(popMaoHHO-TeslekoMMyHUKanMoHHOH cetu (MTC), myreM CBOEBPEMEHHOrO NpPUHATUS MEp IO YIPABICHUIO PHCKAMM.
3apaun: xinaccuduxamus pucko UTC c BbleneHHeM OCHOBHBIX (DaKTOPOB M NPUYMH MX BO3HUKHOBEHUS; (hOPMUpPOBAHUE
CHCTEMHOI'0 TPEICTaBICHUsI PUCKOB JUIS BBISABJICHUS UX NPOSBICHUN M IOCIEICTBMIL; pa3paboTka METOIa OLEHKU CTEHNEHH
BIIMSIHHS IPUYUH HA MPOSBIEHHE PHUCKA M YACTHBIX PHCKOB Ha BO3MOKHBIE MOCIEICTBHS; TOTY4EHNE KOMMYECTBEHHON OLEHKH
puckoB UTC. Hcnonb3yeMbIMH METOJAMH SBIISIOTCA: CUCTEMHBIA aHalIM3 PHCKOB, METOJ KOTHHTHBHBIX KapT, ITPUYNHHO-
cieCTBeHHBIN aHanu3. IlomydeHsl cienyroiye pe3yiabTarhl. IIponsseneHa kinaccuuxanus vactHelx puckoB UTC mo
MPUYKMHAM U 110 PaKTOpaM UX BO3HUKHOBEHUs. Onpe/eneHbl HeraTHBHbIE MOC/IEICTBYS, OTPULIATENILHO BIHMAIOLINE HA OCHOBHBIE
xapakrepucTuku ¢yHkunonuposanus MTC. B pesynbrare chopMmupoBaHa CTPYKTYpHast cucTeMHas mozens puckos UTC, B
KOTOPOI OTOOpaxeHbI B3aMMOCBA3M MEXIY JIEMEHTAMH OCHOBHBIX ACHEKTOB pUcKa. [l KOJIMYECTBEHHOH OLIEHKU BIIUSHUSA
pucka Ha ¢yHkiuonupoanue WTC mpemnoxeH MeToi, OCHOBAHHBIN Ha TEOpUHM NPUYMHHOTO aHaiu3a. Mopeinb PHUCKOB
OCHOBaHA HAa IIOCTPOCHHUHM M aHAIM3€ BEPOATHOCTHBIX WM HEYETKMX KOTHUTHMBHBIX KapT. JI1s NpPUHATHSA pelIeHHd 1o
YIIPaBICHHUIO PUCKAMH 3KCIIEPTAMH ONPEENACTCs. YPOBEHb BIMSHUS YAaCTHBIX PHCKOB HAa XapaKTEPUCTHKH ceTH. PaspaboraHa
00001IeHHAs CTPYKTypa NPUYMHHO-CIEACTBEHHON JuarpaMMsbl (hakTopoB, IPOSBICHUH U MOCIencTBUi puckoB. Ha ee ocHoBe
MPEUIOKEH CIOCO0 KOJMYECTBEHHOH OLEHKH BO3MO)KHOCTH BO3HHKHOBEHMS IIOCIEACTBHH pPUCKOB. Taioke MPOM3BOAUTCS
KOJIMYECTBEHHAs! OLCHKA BO3MOXKHOIO yiiepOa /st (YHKIMOHMPOBAHUS CETH, OINPEJEIIeMOro KOHKPETHBIM IOCIHIeICTBHEM (C
YYETOM €ro BEPOATHOCTH), KOTOpBIH BbI3BaH YaCTHBIMU puckamu. BeiBoawl. IIpeioxeHHBIN MOIXOA Ul KOJNMYECTBEHHOH
oueHkn pucka MTC ocHOBaH Ha MeTOZE NMPUYMHHO-CIEICTBEHHOIO aHAIN3a U TO3BOJIIET YYUTHIBAaTh, KaK BBI3BIBAIOIIHIE €TI0
(baKTopbl, TaK U BO3MOXKHbBIE MOCIEACTBHA. [lonydyeHHbIE pe3ylbTaTbl MOMKHO HCIHOJIB30BAaTh IUIsl ONPEIEICHHUS BO3MOXKHBIX
c6oeB u noreps npu QyHxuronupoBanuu MTC Ha ocHOBe MH(pOpPMAIMK O CTENCHU BO3IEHCTBUSA (DAKTOPOB PUCKA, PUCKOBBIX
COOBITHII U IIOCIIEACTBUM, a TAKXKe NPUYMHHO-CICICTBEHHBIX 3aBUCUMOCTEH MeX 1y HUMU. CTaHOBUTCS BO3MOXKHBIM OIIPE/IEIIATh
MOTEHLHAJIbHBIC TIOTEPH, a TAKKE IIPUHUMATh MEPbI 10 YNPaBJIeHUIO puckaMu ¢yHkimonnposanust UTC.

KarwueBble ciioBa: I/IH(1)OpMaI_II/IOHHO-TeJ'[eKOMMyHI/IKaLII/IOHHaH CCTh, (baKTopBI, PUCKH, MOCICACTBUA, NPUINHHO-
CJIICACTBCHHAA AuarpaMmma, K03(1)(1)I/ILII/ICHTBI BJIVSIHUA.
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DEVELOPMENT OF DIGITAL STEGANOGRAPHY TECHNIQUES
FOR COPYRIGHT PROTECTION, BASED ON THE WATERMARK

The increasing value of information protection is an important question in our fast-paced world. Especially acute is the
question of copyright protection, which is against the backdrop of increasing the number of generated content, has become
a real problem. The unauthorized use of foreign Intellectual Property of liability leads to great economic author's losses. In
order to minimize cases of data theft, steganography requires a large number of ways to conceal the fact of the information
transfer (in contrast to cryptography, where you actually encrypted the message itself). Steganography is changing the
image in a way that only the sender and the intended recipient is able to detect the message sent through it. It is invisible,
and thus the detection is not easy. It is a better way of sending secret messages than encoded messages or cryptography as it
does not attract attention to itself. Among the already proposed, existing steganography methods, such as: Digital prints
(DP), steganography watermark (SW), hidden data (HD), in this work, attention is paid to watermarks (SW). SW implies
the presence of the same labels for each container copy. In particular, the SW can be used to confirm the copyright. For
example, when you recording video, you can intersperse information about recording time, in each frame, or the camcorder
model, or name of your camcorder or the information about operator. If the footage gets into the hands of a rival company,
you can try to use the watermark to confirm authorship of the record. If the key is kept secretly by the owner of the camera,
then you can use the SW as a confirmation the authenticity of the photo and / or video images. Digital watermarks are used to
protect the copyright or proprietary rights to the digital images, digitized photographs or other artwork. The main requirements
that apply to this integrated data, are reliability and resistance to distortion. In modern systems, the formation of the digital
watermark embedding the principle of label being a narrowband signal over a wide frequency range of the image to be marked.
Digital watermarks have a small amount, however, subject to the above requirements for their integration using more
sophisticated methods than to embed a message or header. This report is examined the possibility of using methods of
steganography, which is based on the use of watermarks to protect and hide information to protect copyright.

Keywords: steganography, cryptography, watermarks, copyrights.

Introduction

Steganography - a method of transmitting or
storing information in view of the secrecy the fact of
transfer itself. Unlike cryptography, where the enemy
can accurately determine whether the transmitted
message is encrypted text, steganographic techniques
allow embedding secret messages in innocuous message
so that it was impossible to suspect the existence of the
embedded secret message. Steganography takes its place
in security: it does not replace, but rather complements
cryptography. Hiding messages by steganography
techniques greatly reduces the probability of detection of
the fact of transmission of messages. And if message also
encrypted, it would have another layer of protection.
When combined, steganography and cryptography can
provide two levels of security. Computer programs exist
which encrypt a message using cryptography, and hide
the encryption within an image using steganography. As
arule, a message will appear as something else, such as
an image, an article, a shopping list, or a letter Sudoku.
[1,3].

Steganography usually used in conjunction with
cryptography techniques, thereby completing it. The
advantage of steganography over “clear” cryptography
is that messages do not attract attention. Messages
which encryption fact is not hidden, is suspicious and
may be themselves incriminating in countries where
prohibited cryptography [6].

1. Steganographic method's overview

Currently, due to the rapid development of
computer technology and new information channels,

new steganographic methods appear, which are based
on characteristics of information in computer files.
Digital steganography is the most interesting, in terms
of information security, it's a most promising direction
of steganography.

Let's look closer than. The main provisions of
steganography are:

e methods of concealment must ensure the
authenticity and integrity of the file;

e it is assumed that cryptographer is fully aware
of the possible methods of steganography;

e security methods based on the preservation of
steganography transformation of the basic properties of
open file transfer, when incorporated in it a secret
message and some unknown to enemy information —
some sort of key. Even if the fact of concealment
message has become known to the enemy, the
extraction of the secret message is a complex
computational task [2].

Steganographic system or stegosystem - a set of
tools and techniques that are used to form a secret
channel of information transfer.

Stegosystem generalized model shown in Fig. 1.

i amn ) i d
key l key
Y container
-, COMtalner | (empty)
T stego ] ’—»
. message Incorporation - = extraction message A
L o ]__—.- |
-\V/
sender receiver

Fig. 1. Stegosystem model
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Any information can be used as a data: text,
message, image, and so on. In the general case, it is
advisable to use the word "message" as the message can
be either text or image, and, for example, audio data.

Next to describe hidden information, we'll use the
term “message” [2].

There are many algorithms to embed hidden
information. All of them can be divided into several
subgroups:

e working with the digital signal itself. For
example, LSB method;

e “soldering” of hidden information. In this case,
there is an imposing concealed of image (sound,
sometimes text) over the original. Often used for
embedding digital watermarks (DW);

e using the features of the file formats. This
includes recording information in metadata or in various
other non-reserved fields file.

By way of  embedding information
stegoalgorithm’s can be divided into linear (additive),
and other non-linear. Algorithms of additive
introduction of information are concluded in a linear
modification of the original image, and its extraction is
carried out in the decoder correlation methods. Below is
a brief list of stegoalgorithm:

LSB-method (Least Significant Bit) — the essence
of this method is to replace the least significant bits in
the container (image, audio or video) to the beats of
hide messages. The difference between the empty and
filled containers should not be perceptible to the human
organs of perception.

Echo-methods used in digital audio steganography
with irregular intervals and inter-echo sequence to
encode values. In imposing a number of restrictions
enforced stealth condition for the human perception.

Phase coding — it is also used in digital audio
steganography. There is a replacement of the original
audio element on the relative phase, which is the secret
message.

Method of embedding messages is that a special
random sequence is integrated into the container, and
then, using a matched filter, the sequence is detected.
This method allows to build a large number of messages
in a container, and they will not interfere with each
other, provided orthogonal sequences used.

Also became popular methods when hidden
information transmitted via computer networks using
the features of the data transmission protocol. These
techniques are called "network steganography." Typical
methods of network steganography include changing the
properties of one of the network protocols. Furthermore,
the relationship can be used between two or more
different protocols with a view to better conceal the
secret message transmission. Network steganography
covers a wide range of techniques, including:

WLAN - Steganography is based on methods that
are used to transmit steganogram in wireless networks
(Wireless Local Area Networks). A practical example of
WLAN steganography - hiccups System (Hidden
Communication System for Corrupted Networks).

LACK - steganography - hiding messages during
calls using IP-telephony. For example: the use of

packages that are delayed or deliberately damaged and
ignored by the receiver (this method is referred to as
LACK - Lost Audio Packets Steganography) or
concealment of information in the header fields that are
not used [3, 4].

2. The use of digital watermarking

Hiding information in the media space is usually
produced using steganography algorithms. There are
several problems, solutions for that use such algorithms,
for example:

e ensuring the confidentiality of correspondence
(postal privacy);

e communication remote subscribers exchanging
digital data arrays;

e communication remote users in an open
network structures;

e achieving stealth stored large amounts of
information.

One of the most effective methods of protecting
multimedia information is embedding the protected
object with invisible labels - digital watermark (DW).
The name of this method has the known method of
protection of securities including money from forgery.

The most important use of a digital watermark
found in the copy protection system that seek to prevent
or kept from unauthorized copying of digital data.
Steganography uses DW when parties exchange secret
messages are embedded into a digital signal. It used as
tool of protection the documents with a photo - passports,
driving licenses, credit cards with photos. Comments to
the digital photos with descriptive information - another
example of invisible DW. Although some formats of
digital data can also carry the additional information,
called metadata, DW characterized in that the information
is "sewn up" directly in the signal. Multimedia objects in
this case will constitute the containers (carriers) of the
data. The main advantage is that there is a conditional
relationship between the event of substitution of object
identification and the presence of the security element -
the hidden watermark [7].

Unlike conventional DW watermark can be not
only visible, but (usually) invisible. Invisible DW
analyzes special decoder, which brings about the
correctness of their decision. Stegosystem DW, in
particular, should have the task of protection of
copyright and property rights for the e-mails with
different active intruder attempts distortion or erase the
authentication information embedded in them.
Formally speaking, the DW system must provide
authentication of senders of electronic messages.

Such a problem can be assigned to cryptographic
system of electronic digital signature (EDS) data, but
unlike stegosystems DW known system electronic
signature does not provide protection of authorship is
not only digital, but also analog alarms in an
environment where the active violator distorts protected
message and authentication information.

Other security requirements for stegosystem
designed to hide the fact that the transmission of
confidential communications from passive offender. It
also has its own characteristics to ensure imitoprotection
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stegosystems to be put into a hidden channel of
transmission of false information [8]. Life cycle of DW
can be described like that, on fig. 2:
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Fig. 2. Stegosystem life cicle
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First, in a signal source S in a trusted environment
embedded watermarks by using the tool E. The result is
a signal . The next stage - the spread of through a
network or any other means. While distributing the
signal system can be attacked. In the resulting signal
watermarks can potentially be eliminated or changed.
The next step is the detection function D. D tries to
detect the watermark w, and pull out of the function R
signal embedded message. This process has the
potential to make the attacker. For steganographic
systems adopted to determine non-detectability - the
probability of missing (ie the lack of detection
stegosystem when it was presented for the analysis), and
the probability of false detection (when stegosystem
falsely detected when its actual absence) [6].

Practical ways stegosystems resistance evaluation
based on their resistance to the detection means
developed to date steganalysis algorithms.

They are all built on the fact that all the algorithms
embedded somehow contribute to distortion relative
stegograms used containers.

3. Attack’s on stegosystem

By attack on stegosystem mean an attempt to
detect, remove, change hidden steganographic message.
Such attacks are called steganalysis by analogy with the
cryptanalysis cryptography. The following types of
attacks:

Subjective attack. Analyst carefully examines the
image (listening to audio) in an attempt to determine the
"eye", is there a hidden message in it. It is clear that
such an attack may be carried out only against the
totally unprotected stegosystems. Nevertheless, it is
probably the most common in practice, at least at the
initial stage of opening stegosystem.

The attack based of the known filled container.
In this case the offender has one or more stego. In the
latter case, it is assumed that embedding hidden
information carried by the sender in the same manner.
The analyst's task may consist in detecting the existence
stegochanel (basic), as well as in the removal or
determination key. Knowing the key, the offender will
be able to analyze other stegomessage.

Attack based of the known embedded messages.
This type of attack is more characteristic of the
intellectual property protection systems, when used in a
well-known company logo as a watermark. The
objective of the analysis is to obtain a key. If the
corresponding hidden messages filled container is
unknown, the task is extremely difficult to be solved.

Attack based of the selected hidden message. In
this case, the analyst is able to offer the sender to transmit
their message and to analyze the resulting stego.

Adaptive attack based on the selected hidden
message. This attack is a special case of the previous
one. In this case, the analyst has the ability to select
messages in order to impose the sender adaptively,
depending on the results of previous analysis stego.

Attack based on the selected error filled
container. This type of attack is more typical for DWM
systems. Steganalyst has stegosystems detector in the
form of a "black box" and several stegosystems.
Analyzing the detected hidden messages, the intruder
tries to open the key. Also steganalyst can apply three
attacks, which have no analogues in cryptography.

The attack based of the known empty
container. If analyst known about it, he comparing it
with the expected stego he can always establish the fact
of the stego-channel. Despite the triviality of this case,
in many works is its information-theoretical basis. Much
more interesting scenario, when the container is known
approximately, with some error (as may be the case
when you add to it the noise).

Attack based on the selected empty container.
In this case, the analyst is able to force the sender to use
it proposed container. For example, proposed container
may have large homogeneous areas (monochrome
image), and then it will be difficult to ensure privacy
implementation.

The attack on the based on the known
mathematical model of container or part thereof. In
this case the attacker attempts to determine the difference
between a suspicious message from known model. For
example, assume that the bits within the image frame are
correlated. Then the lack of such a correlation may be a
signal about the existing of hidden message. Message an
implementing task is not to break of container statistics.
Implement and the attacker may have different patterns of
signals, whereas in the information-win confrontation
conceals having a better model. [3, 6].

Conclusions

Currently, computer steganography continues to
develop: formed the theoretical basis, is developing
new, more persistent messaging integration methods.
Among the main reasons observed a surge of interest in
steganography can be identified in a number of
countries adopted restrictions on the use of strong
cryptography, as well as the problem of protecting
copyright in artistic works in the digital global
networks. For example, for graphics in terms of
protection of copyright in their files fundamentally
necessary to implement the automatic signing files for
the publication of information about the author. It can
be a text or other graphic information placed in any (eg,
the bottom) of the image, clearly an association with a
person by the authors copyright owner. These "tags" are
an irrefutable link to the source, provides a particular
image file. The introduction of the digital image
watermarking, allowing to confirm and verify the
developer rights to the media file, is also an effective
protective measure for the enforcement of intellectual
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property rights. Such tags can be variously positioned as  acts, such as the substitution of attribution and
a multimedia file and serve opposition to such unlawful  repudiation.
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Po3podka metoniB uugpoBoi creranorpadii aJist 3aXucTy aBTOPCHLKHUX NMPaB, HA OCHOBI BOASTHUX 3HAKIB
B.B. Onemenko, B.41. ITeBHeB

Bce 6inbloro 3HaueHHs B HAIIOMY IIBMIKO 3MiHIOBAaHOMY CBiTi HaOyBae 3axuct iHdopmauii. OcoOaMBO TOCTPO CTOITH
[IUTAHHA 3aXHCTy aBTOPCHKOIO IpaBa, SKMH Ha Tii 30UIbLICHHA KiJIBKOCTI CTBOPIOBAHOTO KOHTEHTY, CTaB CIIPaB)XHBOIO
npobnemoro. HecaHKIlioHOBaHE BUKOPUCTaHHS YYXKOI IHTEJICKTYaIbHOI BJIACHOCTI NIPU3BOJUTH JI0 BEJIMKUX €KOHOMIUYHHX BTpAT
aBTopa. [lng Toro mo 6 MiHIMI3yBaTH BUIIAJKM KpaJiXKKM JaHUX, creraHorpadis mnependavae HasBHICTb BENUKOI KiJbKOCTI
croco0iB NMPUXOBYBaHHA caMoro (GakTy mnepeznaui JaHuX (Ha BiAMiHY BiJ kpunrorpadii, e mmdpyerbcs came MOBiIOMICHHS).
Cepen yxe 3aIpOIIOHOBAHUX, iICHYIOUHX CIIoco0iB creraHorpadii takux sik: Lludposi Bigdurku (L1O), creranorpadivni BonsHi
3Haku (CB3), npuxoBana nepepava ganux (CII/I), B naniit podorti yBara npuninena BogsauM 3HakaM (CB3). CB3 mae Ha yBasi
HAsBHICTb OJHAKOBUX MITOK I KOXHOI Kormil koHTelHepa. 3okpema CB3 MoXkHa BMKOPUCTOBYBATH ULl IiATBEPIUKCHHS
aBTOpChKOro npasa. Hanpukiaz, nix yac 3amucy Ha Bifieokamepy MOXHA B KOXKEH KaJIp BKPaIUIATh iHPOPMALLiIO IIPO Yac 3aIucy,
Moyzieni Biieokamepu i / abo iMeHi oneparopa BizeokamepH. Y pasi sKIIO BiI3HATHH MaTtepial MOTPAIUTh B PYKU KOHKYPYHOUOI
KOMIIaHii, B Moxere crpoOyBatu BukopucroByBatd CB3 11 migTBepIUKEHHS aBTOPCTBA 3alUCH. SIKIO K04 TPUMATH B
CEeKpeTi BiJl BlacHMKa KaMmepH, TO 3a jponomororo CB3 MoxHa HiITBepiKyBaTH CIPaBXKHICTH (OTO Ta / abo Bifieo 3HIMKIB.
ITudposi BozsIHI 3HAKK BUKOPHCTOBYIOTBCS ISl 3aXUCTY aBTOPCHKUX a00 MaliHOBUX IpaB Ha 1M(poBi 300paxkeHHs, pororpadii
abo iHmi omudpoBani TBOpH MucTenTBa. OCHOBHHMH BHUMOTaMH, SKi IPEISBISIOTHCS 1O TaKUX BOYIOBaHMM JaHHUMH, €
HaJiiHICTb 1 CTIMKiCTh 10 crnorBopeHb. [{udpoBi BoAsAHI 3HAKM MarOTh HEBENMKHI 00CAT, IPOTE, 3 ypaxXyBaHHSAM 3a3Ha4EHHX
BUIIE BUMOT, I X BOYZOBYBaHHS BUKOPHCTOBYIOTHCS OiJIbII CKJIaJHI METOIM, HiXK I BOYJOBYBaHHS IIPOCTO IIOBiZIOMIICHB
a00 3aroyoBKiB. ¥ Wil JOMOBiAl PO3IIIsIHYTa MOMJIMBICTE 3aCTOCYBAHHS METOAIB cTeraHorpadii, 3aCHOBaHUX Ha BUKOPUCTAHHI
BOJSHUX 3HAKIB, Ul 3aXUCTY 1 IPUXOBYBaHH iH(opMaii, /Ul 3aXKCTy aBTOPCHKOTO IIpaBa.

Kar4dosi caoBa: creranorpadis, kpunrorpadisi, BOASHI 3HAKH, aBTOPChKi IIpaBa.

Pa3paborka meTonoB uudpoBoii creranorpaduu 1Jisi 3alIMTHI ABTOPCKUX MPaB, HA OCHOBE BOASIHBIX 3HAKOB
B.B. Onemenko, B.S1. I1eBHeB

Bce Gonblee 3HaueHHe B HalleM OBICTPO M3MEHSIOIIEMCS MHUpe npuodperaer 3ammTa nHpopmanuu. OcoOeHHO OcTpo
CTOHT BOIIPOC 3aIIUTHI aBTOPCKOr'O IpaBa, KOTOPBIH Ha ()OHE YBEIMUYCHUSI KOJIMYECTBA CO3/IaBaEMOro KOHTEHTA, CTall HACTOSIIIEH
npobnemoli. HecaHKIMOHMPOBaHHOE HCHONB30BaHHE YY)KOH HWHTEIUIEKTYaJbHOH COOCTBEHHOCTH IPUBOAUT K OOJBIINM
9KOHOMHUYECKHM TMOTepsiM aBTopa. [l Toro uro Obl MHUHHMH3UPOBATH CIydan BOPOBCTBA JaHHBIX, CTeraHorpagus
MpeAToNaraeT HajJudue OOJNBIIOr0 KOJIMYECTBa CIIOCOOOB COKPBHITHSL camoro (axra mepenaddl NaHHBIX (B OTIMYMH OT
kpunTorpadpuy, rae mmepyercs camo coobmenne). Cpemu yKe NpeUIoKeHHBIX, CYIIECTBYIOIINX CIOCO00B creraHorpapuu
takux kak: Ludpossie ornevarkn (110), creranorpapuueckue Bomsubie 3Haku (CB3), ckpeitas nepenaua manueix (CIII), B
JTaHHOI paboTe BHUMaHue yyeneHo BojsHbIM 3HakaM (CB3). CB3 noagpasymeBaer Ha4ye 0AMHAKOBBIX METOK JUISl KAYKION KOITHH
KoHTeiiHepa. B dactHoctm CB3 MOXKHO HCIIONB30BaTh Ul HOATBEP)KACHWSI aBTOPCKOTO TpaBa. Hampumep, mpu 3amucu Ha
BHJICOKaMepy MOJKHO B KaXKIIbIH KaJJp BKPAIULITh HH(OPMALHMIO O BPEMEHH 3aITiCH, MOJIEIN BUICOKaMephl W/HII UIMEHH ollepaTopa
BU/ICOKaMepbl. B ciygae ecnmy OTCHATBHI MaTepuaa NOMajeT B PyKH KOHKYPUPYIOIIEH KOMIIAHHWH, BBl MOXKETE IOMBITATHCS
ucnons3oBarh CB3 111 noaTBEpKICHNS aBTOPCTBA 3arMcH. Ecii KiItod Jep kaTh B CeKpeTe OT BIIajelblia KaMepbl, TO C IIOMOLLBIO
CB3 MOXXHO TOATBEPXKIATh IMOIMHHOCTH (DOTO W/MIIM BUIIEO CHUMKOB. LludpoBbie BOASHBIE 3HAKH HCIIONB3YIOTCS UL 3QIlIUTHI
aBTOPCKUX WINM MMYIIECTBEHHBIX IpaB Ha IHU(POBbIE HM300pakeHus, (ororpaguu win apyrue onudpoBaHHBIE MPOW3BEICHUS
nckyccrBa. OCHOBHBIMH TpeOOBaHMSIMH, KOTOPBIE INPENBSBISIFOTCS K TAKUM BCTPOSHHBIM [AHHBIM, SIBJISIOTCS HAJEKHOCTh H
YCTOIYMBOCTE K HCKaxkeHWsIM. LludpoBble BOIsHBIE 3HAKM MMEIOT HEOONBIIOW OOBEM, OIHAKO, C Y4ETOM YKa3aHHBIX BBIIIE
TpeOOBaHMUM, JUIT X BCTPAUBAHMUS UCIIONB3YIOTCS Oojee CIOKHBIE METOIBI, YeM JUIS BCTPAMBAHUS IIPOCTO COOOIICHUN WIIH
3aroJIoBKOB. B maHHOM foKaze paccMOTpeHa BO3MOXHOCTH IIPUMEHEHWS METOJOB CTeraHorpauu, OCHOBAaHHBIX Ha
HCIIOIb30BAHIH BOJSHBIX 3HAKOB, JUIS 3AIUTHI M CKPBITHS HH(GOPMAIIHMH, Ul 3aIUTHl aBTOPCKOTO MpaBa.

KawueBble cioBa: CTeFaHOFpa(l)I/ISI, KpI/IHTOFpa(i)I/IH, BOJSHBIC 3HAKH, aBTOPCKHUEC IIpaBa.
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A GERT MODEL OF AN ALGORITHM FOR ANALYZING SECURITY
OF A WEB APPLICATION

The subject of the study in the article is the mathematical network GERT model algorithm for analyzing the security of
web applications, which allows you to find an arbitrary distribution function and the probability density function for the
execution time of security of a Web application analysis algorithm. Objectives: The analysis of the problem and
formulation of the task, task solution, flow chart of security of a Web application analysis, GERT model of security of a
Web application analysis algorithm, probability density function for the execution time of security of a Web application
analysis algorithm. The methods that are used: Methods of graph theory, security testing algorithms, methods of
probability theory and mathematical statistics. The following results are obtained. An algorithm for testing the security of
web applications is developed. A mathematical model of the algorithm for testing Web application security was developed,
the model allowed to find an arbitrary distribution function of the statistical value of the vulnerability testing time. The
probability distribution function for testing the security of web applications is found. This will make calculations and
identify the most likely case of the law of distribution of the random value of the time of testing Web application security.
Conclusion. A mathematical model of the algorithm security of a Web application analysis has been developed based on
an exponential GERT network that is different from known models through taking into account DOM structure execution
or analysis. The model can be used to study processes in automated systems as well as to develop new data security tools
and protocols. Using exponential stochastic GERT models makes it possible to employ results obtained in an analytical
form (functions, distribution densities) for comparative analysis and studies of more complex computer systems using

mathematical methods.

Keywords: security of a Web application, a mathematical model, GERT model.

Introduction

Since the demand for web applications as well as
web services is high, criminals have developed a keen
interest in their potential vulnerabilities. Being
originally targeted against server-side components, the
key threats eventually turn into attacks on common
users.

An analysis of Open Web Application Security
Project (OWASP TOP-10) [1, 6] data has shown cross
site scripting (hereinafter referred to as XSS) to be one
of the most dangerous attack types (vulnerabilities).

An analysis of related literature has demonstrated
that XSS is a user data validation error enabling a
JavaScript code to be transmitted to the user’s browser
for execution. Such attacks are also commonly known
as HTML injections as they are essentially similar to
SQL injections, though the injected code is executed in
the user’s browser unlike in SQL injections.

The analysis of the problem
and formulation of the task

According to [1-3, 6-8, 13], the term XSS
generally refers to immediate [1] and deferred [6] cross
site scripting. In immediate XSS, the attacked server
returns the malicious code (JavaScript) immediately as a
response to an HTTP request. Deferred XSS means that
the malicious code is stored in the attacked system and
can later be injected to an HTML page of the vulnerable
system. It follows from this classification that XSS
fundamentally consists in the browser sending the
malicious code to the server, after which it is returned
either to the browser (immediate XSS) or to any other
browser (deferred XSS).

A number of articles on the Internet provide a
detailed description of the basic mechanisms of such
threats as well as potential ways of quenching them.
However, to identify the threats and the possible
consequences of their spreading within secure IT project
management as well as to develop optimal solutions to
the problem requires the process of their initialization
and spreading to be formalized mathematically.

Simulation of security of a Web application appears
to be of special importance in this respect since DOM XSS
is an XSS type where the result of the attack is stored not in
the server response and thus not in the HTML code but in
the DOM structure of the HTML page. The results of
attacks made through such wvulnerabilities can only be
detected when executed or by a DOM structure analysis.
The attack mechanism here is still a JavaScript code
injection to the vulnerable segment.

Task solution

In order to mathematically formalize the algorithm
of security of a Web application analysis, we will refer
to the fundamentals of GERT network modeling as
described by [9-12].

Fig. 1 presents a flowchart for security of a Web
application analysis.

The key stages according to the algorithm are as
follows:

1. All <script> tags are retrieved from the code of
the page analyzed and a list of tags to be analyzed is
made.

2. A tag content analysis performed. In case the
tags contain no code and only contain reference to a
remote file, the file is accessed and the code is retrieved
from it. The file contents is then analyzed for presence
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of potentially dangerous sections of code (sinks) that
use client input (source).

The following can serve as source examples:
document.URL;
document.documentURI;
location.href;
location.search;
location;
window.name;
document.referrer;

Sink examples;
document.write;
(element).innerHTML;
eval;

setTimout / setInterval,
execScript.

3. If the code uses the source, an attack is executed
with a specific marker that can be traced in the page
DOM structure after the code has been executed (e.g. an
injection of a text content to the DOM).

4. The DOM content is checked for presence of the
marker. If the marker is in the DOM following the
attack, it indicates a DOM vulnerability.

5. Steps 2—4 are executed for each script tag on the

page.

Retrieve <script> tag list
from page code

Retrieve tag content

A 4 +

No
vulnerability

Client data sources present

Vulnerability

End

Fig. 1. Flow chart of security
of a Web application analysis

Let us build a GERT network model of security of
a Web application analysis algorithm according to the
description. Fig. 2 provides a graphic presentation of the
GERT model.

In the network presented here, graph nodes are
interpreted as states of the computer system during DOM
structure operation while graph edges are interpreted as
probability and timing data for transitions between states.
In particular, Edge (1,2) represents the time of tag content
retrieval and analysis. Edge (2,3) represents timing
characteristics of an attack that is executed in case of a
source structure being present in the code. Edge (2,4) sets
a random time of accessing the content of the remote file
(sink search). Edge (4,2) represents the return to the state
of executing the attack. Edge (3,5) describes the
continuation of the attack, in particular checking the
DOM contents. Edge (5,6) represents the time of decision
on vulnerability while Edge (5,1) represents the timing of
transition to the next tag.

Fig. 2. GERT model of security
of a Web application analysis algorithm

Look on a Table 1 for edge characteristics of the
model.

The equivalent W function of execution time of
security of a Web application analysis algorithm is as
follows:

VVIZW23VV35VI/56 +VVIZW24VV42W W W56

237" 35

1- VVIZWBW}SVVSI - VVIZWZAWAZWzJ/VssVVSI

_ iR ~ 5V (0= 5)+ pig A2, - 5))
(l] —s)(}»2 —s)2 (13 —s)2 (ls —s)—
(A, —s) = pA PG A (A —s) -
= PP P ARG A

W, (s) =

» (1)

where 1-p, =¢q, .

The point of interest of the process is characterized
by high diversity of data analyzed and processed.
Feedback can be organized in various ways. Fig. 2
presents the cycles as transitions W, —>W, =W,
Wo =Wy > Wig =W,

No simple methods of finding singular points of
function ®,(z) of real variables substitution (z =—i¢),
where ¢ is a real variable, apply to GERT networks
with cycles. This is due to the fact that finding singular
points requires solving nonlinear equations. The more
complex the GERT network structure is, the more

complicated is the equation. A substitution is therefore
suggested for modelling.
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Complex transformation z = —s yields

uz’ +vzi+bz+k

O(2) = 5 2

(14 +Z)(Z6 te’+dt + g2 +h2 +wz+m

where u=-p p:pALA,,
v=p P p ARA(A +24,), c=A +24, 424, + A,
b=—p pp AiAA (24, - 1,),
k=-p P 22X (P, + P4,),
200 + A + 24, + A0 + 244, + 40,7, +
- _(+ 20, + 22 J ’
KA +BAAA + AL AN + 2o+ A + 2004, +
=(+4AM Y2RA, + R, J
. _(21/15/15 2R, + AN DA + 2020, +J
+ R 420020, - pp2g A, ’
AARD, + RXD, + 2D 0, +
. (+ A2, ~2p PR A A J ’

m= (p1p§q17»17»27»§7»5 + P13 P3MAAS s x1x§x3x5) :

Table 1. Model Edge Characteristics
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Probability density function for the execution time
of security of a Web application analysis algorithm is as
follows:

1 = uzZ +vz +bz+k
p)=-—[e TR
270 o z'+cz +dz + gz +
(14+Z

+hZ +wz+m

dz, (3)

where integration is carried out with the Bromwich-
Wagner integral [4]

The method of integration depends of whether the
function @®(z) has simple poles only or poles of some

order. Where the function ®(z) has simple poles only,

the expression e”®(z) can be presented as follows:

¢z +vZ +bz+k)  ulz) 4
Z+az +az +az' +) wl(z)’
+ta,z +a,2" +az+a,

D(z) =

where a,=A,+c, a,=cA,+d, a,=di +g,

a,=gh,+h, a,=hA,+w, a, =wi, +m, a,=mA,.
In this case, probability density function for the

execution time of security of a Web application analysis

algorithm is as follows:

o) = ZélRes[ezx(D(z)} oyl

k=1 iav()
e (uz3 +vz2 + bz + k) 5)

7
k=1 [72,? + 6a6z,§ + Saszz,/1 + 4a4zi +

+3a3z,% +2ayz;, + @

Apart from the solutions determined by the roots
of the equation z°+cz’ +dz* + gz’ +hz +wz +m =0,
the function ®(z) can have a second or third order pole

where the value of A, equals that of the roots z,, z,,

z,, z,, Z,, Z,. In these cases distribution density for

message transmission time ¢(x) can be calculated by
the formula for finding the residues r, of the poles z,
of the order 7 :

_ 1 limd”_l ((z—zk?:e”CD(z)). ©)
(n—1)t= dz'

r,

Expression (5) is a fractional rational function of
Z with a denominator degree higher than the numerator
degree. It therefore meets the conditions of Jordan's
lemma [4, 5]. The function ®(z) has poles in points

z, =—A,. The polynomial
2P+ +dt + gt + 2wz +m

brings about seven more poles. The equation
2P ve’ +dt + g v+ hZ vt wz+m=0 @)

can be solved by any method, e.g. Viet's formulas [3, 4].

As the result, singular points z,, z,, z,, z,, z,, z, are

39 “45 “55 “g>

found.

Conclusions

Therefore, a mathematical model of the algorithm
security of a Web application analysis has been
developed based on an exponential GERT network that
is different from known models through taking into
account DOM structure execution or analysis.

The model can be used to study processes in
automated systems as well as to develop new data
security tools and protocols.

Using exponential stochastic GERT models makes
it possible to employ results obtained in an analytical
form (functions, distribution densities) for comparative
analysis and studies of more complex computer systems
using mathematical methods.
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GERT-moneas ajaropurmy aHaJjilzy 0e3nexkun web-moxatky
A. C. Cemenosa, M. C. [lyopoBceknii, B. B. CaBuipkuii

IIpeameTom jmociiKeHHS B CTAaTTi € MateMaTnuHui MepexeBnid anroputM GERT nins ananisy Ge3nexu BeO-10IaTKiB,
SKUH J103BOJIsIE 3HAMTH NOBUIbHY (YHKIIIO PO3MOAUTY i IIUIBHICTH HMOBIPHOCTEH 4aCy BHUKOHAHHS alrOPUTMY aHalli3y
Oe3nekn BeO-monaTkiB. MeTta: aHaii3 npobieMu Ta GopMyITIOBaHHS 3aBIaHHs, BUPIICHHS 3aBIaHHs, po3poOKka OJIOK-cXeMHU
aHayi3y Oe3nekn BeO-nonaTkiB, pospodka GERT moneni anroputmy aHanizy 6e3rneku BeO-101aTKIB, 3HAXOKEHHS PO3IOAITY
1 IMIITBHOCTI IMOBIpHOCTEW Yacy BUKOHAHHS aJrOpUTMY aHai3y Oe3neku BeO-1onaTkiB. BukopucroByBani MmeToan: MeTou
Teopii rpadis, anropurMu TecTyBaHHs O€3NEKH, METOXM Teopii HMOBipHOCTEH i MareMaTH4HOi craTucTUkd. OTpHMaHi
HacTynHi pe3yabratn. Ha ocHoBi ekcrionenniiiHoi GERT-mepexi po3pobieHO MaTeMaTH4Hy MOJENb ajlrOpUTMy aHali3y
DOM XSS ypaznuBocri, sika Biipi3HAETbCA BiJl BiZIOMHX, ypaXxyBaHHAM BHUKOHaHHs abo aHanizy DOM crpykrypu. Monens
MOXe OyTM BHKOpPHCTaHA JUIS JIOCIIJKEHHS MNPOLECIB B KOMII'IOTEPU30BAaHUX CHCTEMax, IPH po3poOli HOBUX 3aco0iB i
MIPOTOKOJIB 3aXHCTy JaHUX. 3acTOCYBaHHS €KCIIOHEHHIIWHMX croxactnuHux wmozpened GERT nmacte MoximBicTh
BUKOPUCTaHHS PE3yJIbTaTiB, OTPUMAHMX B aHAJNITUYHOMY BUIiAl ((GyHKUii, IMIBHOCTI pPO3MOAINY) U NPOBEJICHHS
MOPiBHSUIBHOI'O aHAJI3Y 1 JOCHIKEHb, OUIBII CKJIAAHUX KOMI'TOTEPHAX CUCTEM MaTEeMaTHYHUMH METOAMH.

KawuoBi cioBa: Gesneka BeO-nonaTky, MareMaTnaHa Mozeib, Moziesis GERT.

GERT-mopae b aaropurma aHajmms3a 0e301acCHOCTH web-npuioskeHus
A. C. Cemenosa, M. C. [lyopoBckuii, B. B. CaBunkuit

IIpeamerom uccnenoBaHusl B craTbe sIBIsieTCs MaTeMatnueckuil ceteBoid anroputM GERT mst ananmusa Ge3omacHocTH
BEO-TIPHIOXKEHUH, KOTOPBIN TO3BOJISIET HAWTH HMPOU3BOJIBHYIO (DYHKIMIO paclpesiesieHHs] H IUIOTHOCTh BEPOSATHOCTEH BpPEMEHH
BEINTOJIHEHMST aJrOpUTMa aHanu3a Oe3omacHoctd BeO-nprmiokeHud. Lleab — ananu3 mpoOiembl U (OPMYITHUpOBKa 3a1adw,
pemeHue 3amady, paspaboTka OJIOK-CXeMbl aHanu3a Oe3omacHoCTH BeO-npuinokeHni, pazpadorka GERT momenn anropurma
aHanu3a Oe30MacHOCTH BeO-NIPWIIOKEHHH, HaXOXKICHHE paclpesiesieHus] W IUIOTHOCTh BEPOSTHOCTEH BPEMEHH BBITIOIHEHUS
anropuTMa aHanm3a Oe3omacHocTH BeO-npuiokeHnil. Mcmosb3yemMble MeTOAbI: METOABI TEOpUHM TIpadoB, aITrOPHTMEL
TECTUPOBaHMsI 0E30MMaCHOCTH, METOIBl TEOPHUHM BEPOSATHOCTEH W MaTeMaTH4YecKod cratuctukd. IlogydeHBI ciexyronime
pe3yiabTathbl. Ha ocHOBe skcrioneHiansHoii GERT-cetn pa3paborana Maremarndeckast MoAesb aropurma ananmsa DOM XSS
YSI3BEMOCTH, KOTOpasi OTJIIMYAeTCsl OT W3BECTHBIX, YI€TOM BBINONHEHUs ik aHamm3a DOM crpykTypel. Monens MoxeT ObITh
WCITOIb30BaHa JUISI MICCIIEIOBAHUS IPOLECCOB B KOMIBIOTEPU3HPOBAHHBIX CHUCTEMaX, NPU pa3pabOTKe HOBBIX CPEJICTB H
MIPOTOKOJIOB 3alIWTHl JaHHBIX. [IpHMEHeHHe OJKCHOHEHIMANbHBIX croxactuueckux wmoxeneii GERT mact B0o3MOXHOCTB
HCIIOIb30BAaHMS PE3yNbTAaTOB, IOJIYYCHHBIX B aHAJIUTHYECKOM BHje ((YHKLMH, IUIOTHOCTH paCHpeieNieHus) I IPOBEICHUS
CPaBHHTEIHHOTO aHAJIN3a U HCCIIEOBAHMI, O0Iee CII0KHBIX KOMIBIOTEPHBIX CHCTEM MaTeMaTHYECKIMHU METOaMu.

KawueBbie caoBa: 0e30MacHOCTh BEO-TIPHIIOKEHUS, MaTeMaTnIeckast Moaeib, Mmonenb GERT.
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INVESTIGATION OF THE OBSERVATION CONDITIONS
ON THE TERRAIN OF WAR OPERATION USING GIS TECHNOLOGY

The modern geoinformation systems (GIS) have been widely applied in Armed Forces for preparation and control of battle
operations, for information providing of tactic activities, for improvement of topographic maps etc. In real situations during
war activity the Geography information about situation on the terrain can be ofthen changed. So, in this cause the
application of usual maps isn’t effective. Only the modern automated control systems can provide fast changing
information documenting. The observation condition is one of the terrain features for providing information about enemy
troops position and facilities. This feature helps to detemine the distance of sight between any observation points, the
invisibility factors of terrain. It is depended on nature of relief plant cover, human settlements and other objects, also
meteorological conditions, influencing on the visibility. As result of correct organization of observation, the obtained data
help commander to estimate completely the military operation area and adopt a reasonable decision. In paper the
observation conditions between two points of mountain terrain during battle operation have been investigated using GIS
technology. The experiments for estimation of observation situation in mountain terrain has been carried out for one of the
chosen region of the Caucasus. The visible and invisible areas have been revealed on the line of sight between two selected
oversight points. The invisibility factors have been calculated and studied in depended on camera platform height. The
visible and invisivle areas are determined under 0-180° angle in range 17941.16 m. The height profile between
observations points and the digital heights model of investigated terrain have been constructed and analysed. At the various
heights of camera observation platform the 3D heights models of the visible and invisivle areas have been constructed The
invisibility factors between two delected viewpoints have been calculated. It is determined that if the heght of camera
platform is increased above-ground level then the invisible area is decreased. ArcGIS software has been used for

development and calculation measured results.

Keywords: observation conditions, mountain terrain, GIS, invisibility factor, height profile, ArcGIS software

Background

The modern geoinformation systems (GIS) have
been widely applied in Armed Forces for preparation
and control of battle operations, for information
providing of tactic activities, for improvement of
topographic maps, for determination of location on the
ground of the land forces etc. [1-4].

In real situations during battle operations the
Geography information about situation on the terrain
can be ofthen changed. So, in this cause, the application
of usual maps isn’t effective. Only the modern
automated control system can provide fast changing an
information documenting. The modern GIS electron
maps, video data editing systems, the especial GIS
softwear in modern computer-driven control system
(Windows 8, 10, 13 etc.) have been developed [5,6].
They provide a creation of the vector, rastr and matrix
maps, moreover, and give possibilities efficiently data
about terrain updating.

In previously works [7-11] using GIS technology
the relief digital model application and the terrain
observation conditions were investigated for possibility
of planning war operations.

In given paper using GIS technology for one of the
chosen region of the Caucasus the observation
conditions from one supervision point, the visible and
invisible areas have been investigated.

The observation condition is one of the terrain
features for providing information about enemy troops
position and facilities. This feature helps to detemine
the distance of sight between any observation points, the
invisibility factors of terrain, and it is depended on
nature of relief plant cover, human settlements and
other objects, also meteorological conditions,
influencing on the visibility. As result of correct
organization of observation, the obtained data help
commander to estimate completely the military
operation area and adopt a reasonable decision.

If there are many ravines, valleys, hills, trees and
bushes, various buildings on the terrain then the
visibility conditions are such unfavourable. In mountain
conditions during supervision it should be select such
observation point from out of which it can be possible to
see roads, precipices, paths and valleys. The observation
conditions help a reconnaissance, organization of fire
systems and control of military units, or make worse
ones. It help to reveal surroundings terrain and targets,
or make worse ones. The observation conditions are
characterized by optical (radiolocating) visible distance
in one of concrete sector (range) of elevations of the
surroundings terrain and targets, also by the sizes of
invisible areas and bounds.

As result of carried out and presented experiments,
the estimation of observation situation in mountain
terrain has been realized. The goal of work is to
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determine of visible and invisivle areas between two
oversight points. The GIS analysis has been carried out
at two stages. At the first stage, the visibility analysis
on the line of sight between two oversight points has
been carried out, then the visible and invisivle areas
under 0-180° angle in range 18000 m are determined,
and the terrain profile has been constructed. At the
second stage, the terrain elevation 3D model has been
constructed. GIS and ArcGIS software have been used
for our calculations [5].

Experimental results

Two viewpoints on the topographic map have been
selected. The height of first point is 900.8 m, and the

height of second point is 901.5 m. The distance between
these viewpoints is 17941.16 m.The goal of this work is
to study of the influence of relief, trees and bushes,
human settlements, various buildings and the height of
camera platform on the level of visibility.

I-st experiment. The result of analysis of the line
of sight between two viewpoints is shown in fig. 1. The
camera platform is located on the surface of ground (the
height # = 1 m). The visible areas are marked by the
geen lines, the invisible areas are marked by the red
lines.

The visibility analysis of the line of sight between
two viewpoints has been carried out with taken an
account of Earth surface curvature.

Fig. 1. The visibility analysis of the line of sight between two viewpoints

I1-d experiment. The camera platform is lifted on
the height #=10m above-ground level. Took 1-st
viewpoint as basis, the visible and invisivle areas under
(0 + 180°) angle in range of 18000 m to direction to 2-
nd viewpoint are determined by GIS analysis. The result
of analysis of the line of sight between two viewpoints
is shown in fig. 2.

Fig. 2. The visible and invisible areas
beween two viewpoints (h=10 m)

The 3D model of visible and invisible areas
between two viewpoints (4 = 10 m) is shown in fig. 3.

Fig. 3. The 3D model of visible and invisible areas
between two viewpoints (h=10 m

III-rd experiment. The camera platform is lifted
on the height # = 20 m above-ground level. Took 1-st
viewpoint as basis, the visible and invisivle areas under
0-180° angle in range ~ 18000 m to direction to 2-nd
viewpoint are determined by GIS analysis.The result of
analysis of the line of sight between two viewpoints is
shown in fig. 4.
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Fig. 4. The visible and invisible areas
beween two viewpoints (h =20 m

The 3D model of visible and invisible areas
between two viewpoints (4 =20 m) is shown in fig. 5.

Fig. 5. The 3D model of visible and invisible areas
between two viewpoints

IV-th experiment. The camera platform is lifted
on the height # = 30 m above-ground level. Took 1-st
viewpoint as basis, the visible and invisivle areas under
(0 + 180°) angle in range of ~ 18000 m to direction to 2-
nd viewpoint are determined by GIS analysis. The result
of analysis of the line of sight between two viewpoints
is shown in fig. 6.

Fig. 6. The visible and invisible areas
beween two viewpoints (4 =30 m)

The 3D model of visible and invisible areas
between two viewpoints (4 =30 m) is shown in fig. 7.

Fig. 7. The 3D model of visible and invisible areas
between two viewpoints (4 =30 m)

The investigated terrain were classified on heghts

and were divided on 13 zones (fig. 8).
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Fig. 8. The digital heights model of terrain

Using GIS softwear the profile on the line of sight
between two viewpoints has been constructed (fig. 9).
This profile is applicated for determination of double-
sided invisible areas between selected viewpoints, for
investigation more precisely of terrain profile, for study
of terrain slope etc.
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Fig. 9. Constructed profile between two viewpoints

From fig. 9 it is clearly seen, that how the terrain
relief is changed step by step by distance and by
heights.

Analysis and disscusion

The investigation of observation condition on the war
operation region has a goal to determine of visibility and
invisibility levels (factors) on the most suitable viewpoint
of terrain. By construction of the heights profile of terrain,
the visible and invisible areas are determined below
method. Let us explaine it using fig. 10.
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Fig.10. The profile of conditional mountain terrain

The profile of conditional mountain terrain is
shown in this figure 10. The two viewpoints are selected
on the high posts. Here: A4 is the first viewpoint selected
on the top of mountain, B is the second viewpoint
(enemy target) selected on the top of another mountain.
Between 4 and B viewpoints on the line of sight the
heights profile is constructed by use GIS software. As
results, visible (1) and invisible (2) areas (figures 10)
are determined. From analysis of obtaining information
the command staff located in the 4 post make at a
decision that the enemy troops and armoured
machineries located in areas (2) will be unobserved. On
the other hand, if enemy troops will be located in areas
(1) then they will be observed from 4 viewpoint.

If C, or D, or E points are selected as viewpoints
then, by the same rule, the invisible areas can be
determine on CD, DE or EB lines of sight.

Such viewpoints can be selected on the various
peaks of the terrain. For the right and correct decision
making the commander must to choose such viewpoint
that the sum of the invisible areas is minimal. For this, let
us apply and use an invisibility factor P for various peaks:

n—1 1

1 n—2 .
p=—r D25 (1)
n—1 = g9 o

1

Here: S is an invisible area between i and j

peaks, S° is a total area between 4 and B peaks; n is a
number of peaks.

After calculation P;, P,,... invisibility factors for
various viewpoints to the lines of sights to the enemy
post B, the minimym of them can be determined::

P, =min {P,P,,...}.

So, after calculation of the minimal invisibility
factor P,,;, by this method, the cammander can choose a
right viewpoint. From this viewpoint (a peak) on the
line of sight to ememy point B the invisible areas are
minimal. Based on this method let us determine an
invisibility factor P in our experiments.

I-st experiment: the camera platform is located on
the ground, then from analysis of data on the fig. 1 we
can calculate the invisibility factor P; from A viewpont
on the line sight to B post:

P;~0,55 or P;~55%.

That is, 55% of total area between viewpoints A
and B are invisible.

II-nd experiment: the camera platform is lifted on
the height of # = 10 m above-ground level. Then from
analysis of data on the figures 2 and 3 we can calculate
the invisibility factor P, from A viewpont on the line
sight to B post (/=10 m, figures 2 and 3):

P;~0,42 or P,=42 %.

That is, the camera platform is lifted on the height
of h =10 m above-ground level, then 42 % of total arca
between viewpoints 4 and B are invisible.

III-nd experiment: the camera platform is lifted
on the height of 2 = 20 m above-ground level. Then,
from analysis of data on the figures 4 and 5 we can
calculate the invisibility factor P, from 4 viewpont on
the line sight to B post ((#=20 m, fig. 4 and 5):

P;~0,36 or P;~36%.

That is, the camera platform is lifted on the height
of h =20 m above-ground level, then 36 % of total area
between viewpoints 4 and B are invisible.

IV-th experiment: the camera platform is lifted on
the height of # = 30 m above-ground level. Then. from
analysis of data on the figures 6 and 7 we can calculate
the invisibility factor P, from A viewpont on the line
sight to B post (/=30 m, fig. 6 and 7):

P,~0,22 or P,~22%.

That is, the camera platform is lifted on the height
of & =20 m above-ground level, then 22 % of total area
between viewpoints A and B are invisible. So, we have

P;<P;<P,<P

We can conclude that if the heght of camera
platform is increased above-ground level then the
invisible area is decreased.

Conclusion

The experiments for estimation of observation
situation in mountain terrain has been carried out.

Using GIS technology and ArcGIS software the
visibility analysis on the line of sight between two
selected oversight points has been carried out. The
visible and invisivle areas under 0-180° angle in range
17941.16 m are determined. The terrain profile and the
digital heights model of investigated terrain have been
constructed. At the various heights of camera
observation the 3D heights model of the visible and
invisivle areas have been constructed. The invisibility
factors between two delected viewpoints have been
calculated. It is determined that if the heght of camera
platform is increased above-ground level then the
invisible area is decreased.
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Jocaigxkenns yMoB cnocrepexenns ¢ BukopucranusM I'IC Texnosoriii Ha TepuTopii BilicbKoBHX ajii
E.T. l'amumos, A. A. Baiijpamos

CyuacHi reoindopmaniiini cucremu (I'IC) mmpoko BUKOPUCTOBYIOTHCS B 30poitHux Cuiax Ul MiJATOTOBKH 1 yNpaBIliHHSA
GolioBuX omepauii, i iHdopMaliiiHOro 3a0e3neueHHs TaKTHYHUX Milf, 111 moninmeHHs TornorpadiuHux kapT. B peanbHii
curyanii mijx 9ac BIMCBKOBHX il reoiH(opMallis Mpo CTAHOBHINE Ha MiCIIEBOCTI MOXKE YacTo 3MiHIOBaTHCS. ToMy, B IOMY
BUINAJIKy 3aCTOCYBaHHs 3BHYAilHMX KapT He edekruBHO. TiNbKM CydacHi aBTOMaTH30BaHI CHCTEMH YIPAaBIIHHA MOXYTh
3a0e3MeunTy IBUIKO MIHINBY iH(OpMaIiiiHy JoOKyMeHTaIlif0. YMOBa CIIOCTEPEKEHHS € OHMM 3 BJIaCTHBOCTEH MiCIIEBOCTI, 110
3abe3nedye iHpOPMAIIEIO PO ITO3UIIIF0 BOPOXKUX BIMCHK 1 BiHCbKOBOI TexHIKH. Lle BIacTUBICTh joromMarae BU3HAUUTH BiJICTaHb
CIIOCTEPEIKCHHA MIXK TOUKAMH CIIOCTEpPEXEHHS, (akTop HeBHAMMOCTI MicueBocti. Ile 3anexxurs Bix npupoxu peibedy
POCIIMHHOTO TIOKPHUBY, HOCEJICHb 1 IHIIMX OO0'€KTiB, a TAKO)X METEOPOJIOTIYHMX yMOB, IO BIUIMBAIOTh HA BUAMMICTB. SIK
pE3yNbTaT MpPaBUIBHOI OpraHi3awii CrOCTepeXeHHsS, OTPUMaHi J@aHi JONOMAararoTh KOMAHIMPY IOBHICTIO OLIHMTH 00JacTh
BilicbKOBOi omeparii i NpUHHATH NpUHHATHE pileHHs. Y crarri, BUkopucroByroud ['IC TeXHOOriro, HOCIi/KeHI YMOBU
CIIOCTEPEIKEHHSI MK JIBOMAa TOYKaMM TipChKii MicmeBocTi miJ yac OoiioBoi omepamii. ExcriepumenTn mo omiHI cuTyamii
CIIOCTEPEIKEHHA B TipChbKill MicueBocTi Oynu npoBeneHi B onHiil 3 oOpanux perioniB Kaskasy. Ilo niHii orismy Mixk JBoMa
00paHUMM TOYKAMH CIIOCTEPEKEHHs Oy/iM BUSBIICHI BUIMMI 1 HeBUaUMI obOinacti. Bynn pospaxoBani (akTopy HEBUAMMOCTI i
BUBYCHI B 3aJIEXKHOCTI BiJl BUcOTH Iuiatdopmu kamepu. bynu Bu3HaueHi BumuMi i HeBuaumi obuacti B paxiyei 17941.16 m nix
kyramu 0-180 °. By noGynoBanuii i IpoaHani3oBaHO NPOdiab BUCOT MK TOYKAMHU CIIOCTEPEKECHHS 1 IU(POBAa MOJIENIb BUCOT
JocnipKyBanoi Tepuropii. Ut pisHHX BHCOT po3TallyBaHH: Iu1aTopMu 3 Kameporo Oynu moOynoBaHi i gociimkeni 3D moneni
BUCOT IUIsI BUOMMMX 1 HeBUAMMHUX oOyacteil. Bynmm pospaxoBaHi (akropm HEBUAMMOCTI MiXK JBOMa OOpaHMMHU TOYKaMHU
criocrepekeHHs. byno BcraHOBIIEHO, 10 MM BHIIE IIIATGOpPMA 3 KaMEPOIO CIIOCTEPEKEHHs, TUM MEHIIIe HeBHauMa iomma. Jlns
00poOKH 1 po3paxyHKy BUMIPSHHUX Pe3yJIbTaTiB Oy/0 BUKOPUCTaHO NporpaMHe 3abesneueHHs ArcGIS.

Kar4dosi ciaoBa: ymMoBH criocTepexeHHs, ripcbka micuesicTs, I'IC, daxrop HeBumuMocTi, Ipodiiab BUCOT, IpOrpaMHe
3abe3neyenns ArcGIS.

Hccnenopanne ycaopuii Ha0mogeHns ¢ ucnojab3opanneM I'HC TexHOIOTHIf Ha TEPPUTOPHH BOCHHBIX JAeHCTBHIA
O.T. T'ammmos, A. A. Baiipamos

Cospemennble reounpopmarmonnsie cucremsl ('MC) mumpoko ucnonb3yrores B Boopyxennsix Cuiiax st OATOTOBKH U
ynpaBieHus OOeBbIX —omnepanuii, 1 HHGOPMAIMOHHOTO OOECHEYeHMS TAKTHYECKMX JCHCTBUH, Ui  YIydIIeHHs
Tonorpauueckux Kapr. B peanbHOH cuTyalum BO BpeMs BOSHHBIX JEHCTBHII reonHpopMmalys O MOJI0KEHUH Ha MECTHOCTH
MOJKET 4acTo MeHATbcs. [loaToMy, B 3TOM cilydae NpUMEHEHHE OObIUHBIX KapT He 3ddexruHO. TombKO COBpeMEHHbIE
aBTOMATH3MPOBAHHbIE CHCTEMBbl YHPABIECHHUS MOTYT OOECIEUUTh OBICTPO MEHSIOLIYIOCS MH()OPMALMOHHYIO JIOKYMEHTALHIO.
VYcnosue HaOMIOCHHS ABISIETCS OHUM M3 CBOMCTB MECTHOCTH, o0ecreunBatoniee HHGpopManueil o o3ULUH BPaKECKUX BOHCK
U BOCHHOH TEXHHMKH. DTO CBOWCTBO IOMOTraeT ONPENEINTh PACCTOSHHUE HAONIOACHUS MEXHY TOYKaMM HaOrogeHus, (axkrop
HEBUIMIMOCTH MECTHOCTH. DTO 3aBUCHUT OT IIPUPOJIBI pelibedha paCTUTENBHOIO OKPOBA, IOCETIEHUH U IPyruX 00bEKTOB, a TaKKe
METEOPOJIOTMYECKHX YCIIOBUH, BIMAIOMINX Ha BUAMMOCTb. Kak pe3yabraT NmpaBUIIbHOI OpraHu3aluu HaOJItoIeHHS, MOJIydeHHbIe
JIaHHbIE MTOMOTAI0T KOMaHIUPY MOJHOCTBIO OLEHUTh 00J1aCTh BOCHHOM ONepalyu U MPUHATH NpHeMieMoe pelleHue. B crarbe,
ucnonb3yst 'IC TeXHOIOr U0, UCCIIEIOBAHBI YCIIOBUS HAOIIOAECHUS MEXK/TY ABYMS TOUKAMH F'OPHOH MECTHOCTH BO BpeMs 00eBOit
ornepanyy. DKCIEPUMEHTHI 10 OLIEHKE CHTYal[ud HAaOJIIOJEHUS B FOPHOH MECTHOCTH OBbUIM IPOBEIEHBI B OHOW M3 BBIOPAHHBIX
peruoHoB Kaskaza. ITo smHMM 0030pa Mexay IByMs BBIODAaHHBIMH TOYKAMM HaOJIIOJEHHS ObUIM BBIABICHBI BHIMMbIE U
HeBUMMbIE oOnacTy. Beum paccunTansl pakTOpbl HEBUAMMOCTH M M3Y4YEHBI B 3aBUCUMOCTH OT BBICOTHI IIAT(OPMBI KAMEPBL.
Beu ompeneneHbl BHIAMMBIE W HEBUAUMBIE oOnacTH B pamamyce 17941.16 m monm yrimamu 0-180°. Bpur moctpoeH u
[POAHAIM3UPOBAH NPO(MIL BHICOT MEXIY TOUKaMH HaOMIOAeHHS M L(poBast MOAENb BBICOT MCCIENYyeMON MECTHOCTH. Jlis
Pa3HBIX BBICOT PACIONIOKEHUS IUIATGOPMBI C KaMepoil ObUIM MOCTPOCHBI U McCleoBaHbl 3D Mozeny BBICOT A BUIUMBIX U
HEBUJIMMBIX oOnacteil. Bbuin paccunrtansl (akTropsl HEBUIUMOCTH MEXIY IBYMS BbIOpaHHBIMU TOYKaMu HaOmropeHus. bpuio
YCTaHOBJIEHO, YTO 4YeM BbIllIe IIIaTdopMa ¢ KaMepoil HaOI0IeHHs], TEM MEHbIIe HeBUAUMAsI IuIoIaab. [y o0paboTku u pacyera
H3MEPEHHBIX Pe3yJbTaToB ObLIO HCIIONIB30BAaHO MporpaMMHoe obecrneuenue ArcGIS.

Karoudesbie cioBa: ycnoBus HaOmopeHus, ropsHas MectHoctb, [MIC, ¢akrop HeBUIMMOCTH, NpPOGHIb BBICOT,
nporpamMHoe obecrieuenust ArcGIS.
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IMPOTHO3YBAHHSI BJJACTUBOCTEN EJJACTOMEPHHUX KOMITO3HUIIIA
3A NEPKOJIAIIMHUMHA MOJEJISIMA

HaBezieHO pe3ynbTaTH TEOPETUYHUX Ta €KCHEPUMEHTAIBHUX JIOCHI/UKEHb 1010 PO3POOKH METOAMKH OLIHKU NapaMerpiB
reoMeTpu4HOI (a30Boi MOPQOIOrii eacTOMEPHIX KOMIO3UILIH, sika 6a3yeThCsl HA pe3yiabTaTax aHall3y B 3aJadax HepKo-
il ta pudepenniiinomy piHsHHI [1.dD. depxronbera. BeraHoBieHO, 110 IMOBIpHICTh reoMeTpUYHMX (Da30BUX Iepexo-
B, TIPX 33/JaHOMY BMiCTi rerepoasu, pi3Ko 3MEHIIYEThCS Y BHIIAAIKY 3MEHIISHHs PO3Mipy 4acTok rerepodasu. 3a po3po-
OJICHOI0 METOJMKOIO IIPOBE/ICHO PO3PaXyHKH IapaMeTpiB TeoMeTpuaHoi (Ga3oBoi Mopdoorii r'yMu 3 METOIO OL[IHKU BILIH-
BY IPUPOJM Ta BMICTY A1 YCIX IHTPEI€HTIB Ha CTPYKTYPY Ta BIAacTHBOCTI r'yMH. Po3poOieHo npuHIuNy nodynoBH oOrl-
TUMAJIBHOTO CKJIAJly €l1aCTOMEPHHX CHCTeM (I'yMH Ta OJIOK-Toiiyperanu). BcraHoBieHO, 110 MakCHUMalbHUI PiBeHb Jie-
(bopMariiHO-Mil[HICHUX BIaCTUBOCTEH peaii3yeThCsl Y BUIAAKY YTBOPEHHs MOP(hOIOriuHoi OyI0BH 3 MiHIMAJIbHUM PO3Mi-
poM "acTok rerepodazu. OnTHMaIBEHOO IS OJIOK-TIONiypeTaHiB € Mopdooris, siKa, 3 OXHOro OOKY, 3a0e3mnedye HalO1Ib-
11y IMOBIpPHICTB 30€peKEHHs BIACTUBOCTEH rerepodasu KOPCTKUX OJIOKIB 11 3a0e3MeueHHs BUCOKOI MILIHOCTI, 3 IHIIOro
60Ky, — 30epexeHHs BIIaCTHBOCTEH JMCIIepCiiiHOro cepenoBuia it 3a0e3neueHHs: BUCOKOI eytacTiuyHocTi. OpneprkaHi pe-
3yJbTaTH, 0 6a3yroThCSA Ha aHaJi3i B 3aJa4ax NepKoysLii Jo0pe y3romkeHi 3 BiIOMUMH €KCIIEPUMEHTAIbHUMH JJAHHUMH:
METOZIOM CBITJIOPO3CIFOBaHHS, METOJOM ONTHUYHOI Ta €JIEKTPOHHOI MiKpockomii. 3arponoHoBaHUI MiJXix Ma€ NpakTUYHe
3HAYEHHS Ul ONTHUMI3allii CKIIady eIacTOMEPHUX KOMIIO3MILH, a TAKOXK, JUIi PO3POOKH MapoOyHOro acOPTUMEHTY OJIOK-
OJIiypeTaHiB.

Kurouosi cioBa: enacromepHi KoMno3uiii, ryma, noiiyperaHoBi OJ0K-KomoniMepH, ¢azoBa Mopdooris, nepkosuiiina

MOJICIIb.

BecTtyn

CporofiHi HEMae KOMHOI Taly3i MPOMHUCIOBOCTI,
ne 0 He 3aCTOCOBYBAIHCS €JIacTOMEpPHI KOMITO3HTH.
CryniHp X BUKOPUCTAHHS € BAKJIMBUM KPUTEPIEM OLli-
HKH PiBHSI HAYKOBO-TEXHIYHOT'O TIporpecy B KpaiHi. Bu-
KOpPHCTaHHSl €JaCTOMEPHHX KOMIIO3HTIB  3abe3mneuye
MOXITUBICTh CTBOPEHHSI IMPHUHIMIIOBO HOBHX KOHCTPYK-
1iil 1 pi3HOMaHITHUX BUPOOIB, CHpUsIE 3MEHIICHHIO 1X
MacH, eKCIUTyaTaliiHUX 1 TPaHCIIOPTHUX BUTpAT, Mi-
BHUIIEHHIO SKOCTi. XapakTepHO, IO ISl KOHKPETHHX
YMOB eKCIUTyaTallii, sIK IpaBuiIo, HEOOXiHI IOJiMEpHi
MaTepiajiu 3 HOBHM KOMIUIEKCOM BJIACTUBOCTEH, 1 BH-
pimryBaTH JaHy mpoOieMy Ha#Kpaie 3a paxyHOK Mo-
LIYKY ONTHMAJbHUX KOMOIHAIH TpaJuIiiiHUX moiiMe-
piB [1].

BararouncenbHi TOCTIDKEHHS OCTaHHIX POKIB [2,
4, 5] noxa3zanu BUpimaibHy poib (azoBoi Mopdoorii y
3a0e3MeuyeHHl BHCOKOTO PiBHS BJIACTHBOCTEW €NacTo-
MEpPHHUX KOMITO3HIIiH.

Buxonsuu 3 Toro, 1o, Ha BiIMIiHy BiJ{ IHITHX Ma-
TepiaJiB KOHCTPYKIIHHOTO TNpHU3HAYEHHS, PO3BUTOK
TEXHOJIOTIT eJJacTOMepiB 00YMOBJICHUH HE TIABKH M-
BHIIICHHSM PIiBHS MIIHOCTI (TpamuIliiHUA MiIXix s
BCIX MaTepiajiB KOHCTPYKIIITHOrO NpU3HAYEHHSs), ajie
i HEOOXITHICTIO 30CpEKCHHS OCHOBHOI BIIACTHUBOCTI
€JIaCTOMEPIB — 3/IaTHOCTI AMCUIIYBAaTH MEXaHIUHY €He-
prito.

3 ypaxyBaHHSIM INPHHIMIIOBUX BimMiHHOCTEW (i-
3UYHOI MPHUPOAM TAKUX BJIACTUBOCTCH SK MIIHICTD 1
€JIaCTUYHICTh, TeOMETpHUHY (ha3oBy Mopdoiorito He-
00XiZIHO BH3HAYaTH SIK MaTPUYHY CTPYKTYPY AHCIEp-
ciiiHe ellacTHYHE CepeIOBUIILE B SIKOMY PO3IIOBCIOKEHA
nmucnepcHa (asza — €JIEMEHT CHUCTEMH, 1o 3abe3nevye
BHCOKHI PiBEHb MDDKMOJIEKYIISIPHOI B3a€MOJIi.

MeToauka pocnigXeHb

[Mapamerpu Mopdonoriunoi OymoBu enacromep-
HUX KOMITO3HI[I Ta XapakTep CTPYKTYPHHUX MEPETBO-
PEeHb BHBYAIIM SIK T€OMETPUYHI (ha30Bi mepexoau i3 3a-
CTOCYBaHHSIM METO/Ia IIepKOJIsIiiHOTO aHamizy (puc. 1).

JIyisl TeTepOreHHUX CHCTEM CYTHICTh TNEpKOJISIIiN-
HOTO MOJIEIFOBAHHS 3BOAUTHCS O Takoro. IIpumyctu-
MO, 110 00’€M TPUBHMIPHOTO MPOCTOPY 3aJaHOTO PO3-
Mipy HOIIJICHO Ha €JIeMEHTapHi 00’e€MHU (EIeMEHTH) Y
kimekocti LXLxL. Po3mip yacTku rerepodasu BU3HaUA-
€ThCS BEJMYMHOIO L. 3amoBHEHI KBapaTH MOIYITIOOThH
BJIACTHUBOCTI reTepodasy, a He3amoBHEHI — BIACTUBOCTI
JIUCIIEPCIHHOTO CepeaOBHIIA.

PesynbTath gocnigxeHb
Ta X 06roBopeHHs

AHaJi3 y 3a7adax MEpKOJIAIIi JO3BOJIIE OLIHUTH
BIUIUB MOP(]OJIOriuHOI OYyIOBH €1acTOMEPHUX KOMIIO-
3WUTIB Ha BJIACTHUBOCTI SIK IMOBIPHICTH T'€OMETPUYHOTO
(ha30BOro MEepexo 1y, BUXOIMYH i3 YMOB 3B’ 3aHOCTI.

IMOBipHiCT TeoMeTpUYHUX (Pa30BHX IMEPEXOMiB i
TepMOAMHAMIYHHUX (DA30BHX MEPEXOMIB SKICHO IMOMIOHI,
OJTHAaK aHaJli3 TeOMEeTpUYHUX (ha30BUX MEPEXOJiB B MO-
PIBHSIHHI 3 TEpMOAMHAMIYHUM, MPOCTIMINI — 0a3yeThCs
Ha JIEIKUX TOHATTSX reoMeTpii Ta Teopil iMOBIpHOCTI
[3]. BcranoBieHo, mo iMOBIpHICTh T€OMETPUYHUX (ha-
30BHX MEpexofiB P, Mpu 3aJaHOMy BMICTi reTepodasu
P. pi3Ko 3MEHIIYEThCS Y BUITAJIKY 3MEHIIEHHS PO3MIipy
4yacTok rerepodasu (a):

P=Pf =P, (0

ne P — iMOBIpHICTH T€OMETPUYHOTO ()a30BOTr0 MEpexo-
ny; P. — 00’eMHa vactka rerepodazu; L — po3MipHICTh
MIepKOJISIIIHHOT TPaTKH; ¢ — PO3Mip 4acTOK rerepodasu.
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Puc. 1. IIpuxnann nepkonsAiiHuxX KoH(irypauiii Ha KBajpaTHii periTii:
L — po3mipHicTb pemiTky, P, — BMicT retepodasu

To6To, pu 3MEHIIICHH] PO3MIPY YacTOK rerepoda-
3 3MEHIYETHCS IMOBIPHICTH (Pa30BOr0 FrEOMETPUIHOTO
Mepexofly, OTXKE 3pOCTa€e IMOBIPHICTh 30epekeHHs Biia-
CTHBOCTI MAaTpHIIl — €JAaCTUYHOCTI Yy BHIIQJKY TyMHU.
OneprkaHi pe3yJabTaTH, 10 0a3yIOThCsS Ha aHaJi3i B 3a-
Jadax MepKymsnii po0pe y3rofkeHi 3 BiOMHUMH [5]
€KCIIEpUMEHTAIbHUMH JaHUMH:

METOJIOM CBITJIOpO3CitOBaHHS (pHC. 2),

METOJIaMH OITUYHOI Ta €JIEKTPOHHOI MiKpOCKOMIT .
(puc. 3-5). ol
a

Puc. 3. EnexrporHomikxpockomiysi ¢ororpadii (x30000)
CHCTEMH 3 Pi3HHM PO3MipOM YacTOK

a 6
Puc. 2. MeTonu CBITJIOPO3CitOBaHHS IIPU PI3HOMY
cryneHto gepopMyBaHHs (L) AJIsL CHCTEMH:

a — IpH 3MEHILCHHI YacTOK rerepodasy;

0 — mpu 30UTBIIEHHI YacTOK reTepo (a3u

VYHIKaJIBHICTh PO3POOJICHOI METOAMKH MOJIArae y
TOMY, III0 Ha BIAMIHY Bill yCiX Cy4acHHUX METOJIB JO-

3BOJISIE BU3HAYHUTH TNapamerpu Mopdororii Oyap sKux B
3pasKiB, B TOH 4ac sIK BiJIOMi METOAM MPUIATHI IJIS BU- Puc. 4. Orrrrani mikpodoropragii (x200) npu pisHOMy
BUCHHS MPO30PHUX 3pa3KiB. BMicri (P,) gactok rerepogasu: a—0,05; 6 —-0,2; B — 0,4
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Puc. 5. Ontnuni Mikpogoropradii st cucremu P, = 0,4
P pi3HOMY BMicTi 301bIeHHI: a — x100; 6 — x800

OnrtumanbHOO Oyne CTPYKTypa, NpH siKii HaiOi-
JbIlIa IMOBIPHICTB, 3 OXHOro OOKY, HIOAO peaizamii
BJIACTUBOCTEH rerepodasu uis 3abe3neueHHs BHCOKOI
MIITHOCTI, 3 iHIIOrO OOKY, 30epeXeHHs eacToquHaAMIY-
HHX BJIACTUBOCTEH MATpHIIi.

Ha reomerpuyHoMy piBHI IMOBIpHICTH 30epeKeH-
HS BJIACTUBOCTI Trerepodasu BHU3HAYAETHCA PO3MIPOM
yacTok rerepodasu (1). OpHax SKIIO PO3TIISTHYTH MOTe-
HIliaJIbHY MIIHICTh MaTepiany TeTeporeHHol CTPYKTYpH
1 MexaHi3M pyHHYBaHHsS Takoro Marepiaiy, TO pO3Mip
BIUIMBA€ Ha CyMapHy IIOBEPXHIO YacTOK rerepodasu.
Omke 4uM MEHII pPO3MipH YacToK rerepodasu, TUM
OLITBII 3pOCTA€E MIIHICTB.

[NoTeHniiiHy MinHICTH MaTepiany BH3HAYalOTh 32
BEJIMYMHOI0 MDKMOJIEKYJISIPHOT B3a€MOIi 1 KUIBKICTIO
YTBOpeHHX 3B’si3KiB. KUIBbKICTH YTBOpEHHX 3B’S3KIB
MPsIMO TIPOTIOPIIiiHA CyMapHiil IMOBEpxHi rerepo ¢asmy,
TOOTO NpHU IOCTIHHOMY 00’€Mi TeTepodasu KiIbKiCTh
3B’S3KiB 301IBLIYETHCSI 00EPHEHO MPOIOPIIIHHO pasiycy
4acTOK rerepo (azu. OTke 3MEeHIIEeHHs Po3Mipy 4acTOK
JIO3BOJISIE 30UTBIIUTH MILHICTB 1 €TaCTUYHICTh MaTepia-
JiB.

3a po3po0JICHOI0 METOAMKOIO IPOBEAEHO PO3pa-
XYHKH TIapaMeTpiB reoMeTpudHOi (a3oBoi Mopdodorii
TYMHU 3 METOIO OLIHKHU BIUIUBY IIPUPOAU Ta BMICTY AJLI
YCiX IHIPEIIEHTIB Ha CTPYKTYPY Ta BIACTHBOCTI T'yMH.

[Mpuknaayu nepkoNsAIiHHUX MOJENeH Ui TyM Ha-
BEJICHO Ha puc. 6, 7.

C=0,0

e ®|
™ & 0
|28 & |e
&
=
@
@ e @
c=1,0 Cc=2,0

Puc. 6. [Tepkorsiiiiai Mogeni AIsi TyMOBHX CyMiIIel, IO Pi3HATHCS BMICTOM CTEapUHOBOI KUCIIOTH, Mac.d.
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Puc. 7. Ilepkornsiiini Mogeni st TyMOBHX CyMillei, o pi3HAThes BMicToM ZnO, Mac.u

OcobnuBUil KOMEPUIHHUK 1HTEpEC MalOTh MOMiy-
peranoBi Onok-komonimepu (BITY), mnst sikux, Ha Bif-
MiHY BiJl TYM, XapaKT€pHOIO € MOXXJIHMBICTh 3MiHIOBa-
TUCS B IIUPOKOMY Aiarna3oHi AedopmaliiitHo-MilHiCHI
BJIACTUBOCTI (BiJ €1acTOMEpPIB [0 >KOPCTKUX ILIACTH-
KiB).

BaxxnuBum € toii hakT, mo Bukopuctanus BITY i3
3aJ]aHIMH BJIACTHBOCTSAMHM 33 PaXyHOK PELUKIIHTY, Ha
BiJIMiHY BiJ T'YM, J03BOJISIE CYTTEBO 3HH3HMTH €KOJIOTiY-
He HaBaHTakeHHs [4].

CrocoBHO jocnipkennx cucreM BITY piBHSHHS
(2) mpuiimMae Takuii BUTIISIA:
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ne P — iMOBIpHICTH TeoMeTprUyHOro (ha3zoBoro rmepe- o L oo
X0y B JIOCTiDKYBaHUX MOJiypeTaHax;

P. — 00’eMHa JacTka MiKpoda3u KOPCTKHX OI0- °
KiB; ) o

M,, — MonexyssipHa Maca OJIITOTIIIKOJII0 Y MOJIEKY-
m BITY. a 0

[Mpuknaayu nepkonsmiiHUX KOHQITypaliii Ha KBa-
JPpaTHIN PEeNIiTIi I AOCHIPKEHUX y AaHii pobdoti BITY
(puc. 8). L)

OnTuMaabHOI € MOpdOoIIOris, siKa, 3 OMHOr0 OOKY,
3abe3neuye HaiOULIbIIY IMOBIpHICTH 30epexeHHs Biac-
TUBOCTEH TreTepodasu KOPCTKUX OIOKIB aist 3abe3rme-
YEeHHsSI BUCOKOI MIITHOCTI, 3 iHIIOrO OOKY, 30epekeHHS
BJIACTUBOCTEH JAUCTIEPCIHHOTO CEpPEIOBHUINA TSI BUCOKOI
€JIaCTUYHOCTI.

VY BUNAJAKY PO3TISIHYTHX CHCTEM, ONTHMAIBHOIO €
Mopdororis BITY B mexax

Py + Pu=25+50% [5].

OtpuMaHi fAaHi CBi4aTh, IO 3aNpPONOHOBAHHUM
HaMH ITiAX1/1 1010 TPOrHO3yBaHHS PiBHS BIACTHBOCTEH
BITY, sxuii Ga3yeTbcs Ha MEPKOJALIMHOMY aHami3i i
BUSIBJISIE TIPUHIMIIOBO BAKJIMBE 3HAUCHHS MOJIEKYJISIP-
HOi MacH oJiroectepy y monekymnmu BITY.

BucHoBKMu

Ha ocHOBi mpoBeneHUX TEOPETHYHHX 1 €KcCIie- Iy
PUMEHTAIBHUX JOCTiIKeHb Mop(oyoriuny OyI0BY ‘
€J1aCTOMEPHUX KOMIIO3MLIH (TyM Ta IMOJiypeTaHOBHX O
0JIOK-KOIOIIMEPIiB) BH3HAYEHO SIK TeOMETpUYHY (a-
30By MOP(OJIOTiI0 — Y BUCOKOEIACTHYHOMY JUCIEP- ® ‘
CIHHOMY CepelOBHIIl PO3MOBCIO/KEHAa JUCIepCHa [ ] o0
¢daza (obmacti 3 MiIBUIICHOIO MIXXMOJIEKYIISIPHOIO
B3aEMOJIIEI0). XK 3

BC]_%HOBH?HO.’ o MaKCHMam’HVMH PIBCHb  JIe- Puc. 8. Ipuxnann nepxomnswiiiaux koHirypauii Mopgosorii
(dbopMariiHO-MII[HICHAX BJIACTUBOCTEH peali3yeThCs BITY Ha KBajpaTHili pewiTii y BUNaaKy Pi3HOro BMicTy
Y BUNAJKY yTBOPEHHS MOPQOJOriyHOI CTPYKTYpH 3 KOPCTKUX OJIOKIB P, Ta MONEKYJIIPHOI MacH OJIIrOMEPHUX
MiHIMaJIBbHUM PO3MIpOM YacCTOK rerepodaszm, mpu ii rikonis M, (ipu M, = 1000: a— P.=20%; 6 — P.= 40%);
MaKCHUMaJIbHO MOXJIMBOMY BMIiCTOBi (yMOBH TreOMeET- B — P.= 60%, npu P.= 40%: r — M,,= 500; n— M,,= 1000;
pu4HHX (a30BUX MEPEXOIB). K — M,,=1500; 3 — M,,= 2000)
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IIporHo3upoBaHue CBOICTB 3JACTOMEPHBIX KOMIIO3HIMii
110 NePKOJISIHOHHBIM MOJEJISIM

H. M. EBnokumenko, JI. A. Tlecoukas, H. I'. Kyuyk

ITpuBeneHs! pe3ynbTaThl TEOPETHYECKUX U SKCIEPHUMEHTAIbHBIX HCCIEOBAaHUH 1O pa3paboTKe METOAUKH OLCHKH
rapaMeTpoB reomerpuieckoil GazoBoit MOpdoIOruy 371acTOMEPHBIX KOMIIO3ULMHM, KOTOpas 0a3upyeTcs Ha pe3ylbTaTax
aHalnu3a B 3aJadax nepkoisuuu u nuddepennuanbaom ypaBHeHuu I1.D. depxronbera. YCTaHOBICHO, YTO BEPOATHOCTD
reoMeTpU4ecKuX (a3oBBIX NEPEXOA0B NPH 33aJaAHHOM COJEPKAHUM rerepodasbl pe3Ko yMEHbBIIAETCS B Clydae yMEHbIe-
HUsI pa3Mepa dactul rerepodassl. I1o paspaboraHHONH METOAMKE MPOBEJECHB! pacyeThl IapaMeTPOB IreoMeTpuuecKoil daszo-
BOH MOP(QOIOrUU Pe3UHbI C LIEIbI0 OLICHKU BIMSAHUS IPUPOABI U COIEPXKAHUS IJI BCEX MHIPEAMEHTOB HA CTPYKTYPY H
cBOMCTBa pe3uHbl. Pa3paboTaHbl MPUHIUIBI TOCTPOSHUS ONTUMAJIBHOI'O COCTABa 3JIACTOMEPHBIX CUCTEM (PE3HHBI U OI0K-
MOJIMYPETaHbl). Y CTAHOBJIEHO, YTO MaKCUMAJbHBIH YPOBEHb Ae()OPMAIlMOHHO-IIPOYHOCTHBIX CBOHCTB peaju3yercs B CIy-
yae 00pa3oBaHus MOP(OIOrHIECKOro CTPOCHUS C MUHUMAaJIBHBIM pa3MepoM dacTul rerepodassl. OnruManbHON ai1st 610K-
MOJIMYPETAHOB SIBIsETCA MOP(OIIOrus, KOTopas, ¢ OJHOH CTOPOHBI, 0O0ecreuynBaeT HauOObIIYI0 BEPOSTHOCTh COXPaHEHHS
CBOHCTB rerepodasbl XKecTKUX OJIO0KOB aJs oOecredeHus: BEICOKOH MPOYHOCTH, C APYrOi — COXpaHEHHE CBOMCTB JuUcCIep-
CHOHHOM cpeJibl Ui oOecredeHus BbICOKOH anacTuuHocTu. [lonydeHHble pe3ynbTaThl, OCHOBAaHHBIC HA aHAIHM3E B 3a7adax
MEPKOJIALMH, XOPOLIO COrJIacOBaHbl ¢ U3BECTHBIMH 3KCIIEPUMEHTAIbHBIMU JJAHHBIMHU: METOZIOM CBETOPACCESHHs, METOLOM
OINTUYECKON M JIEKTPOHHONH MuKpockonuu. IIpeayoxkeHHbI NoaX0M UMeeT INPaKTHYECKOe 3HAuYCHHE Ul ONTHMHU3ALUU
COCTaBa JIACTOMEPHBIX KOMIIO3UIIMH, a TAKKe JUIsd pa3paboTKU MapOYHOI'0 ACCOPTUMEHTA OJIOK-IIOIMYPETAHOB.

KawoueBble cjoBa: 3JIAaCTOMEPHBIC KOMITO3MIMHU, PE3HHA, TIOJIUYPETAaHOBLIC 6J'IOK-COHOJ'[I/IMC]I)BI, (1)3.30339[ MOp(bO-
Jiorus, NepKoJIANUOHHAsA MOACIIb.

Elastomer composition properties forecast
using percolation model

N. Yevdokimenko, L. Pesotskaya, N. Kuchuk

The results of theoretical and experimental studies on development of methodology for assessing geometric parame-
ters elastomeric phase morphology compositions based on an analysis of the problems in percolation and Ferhyulsta dif-
ferential equation. Established that the geometric probability phase transitions, a given content heterophase sharply re-
duced in case heterophase particle size reduction. With the developed technique Calculations geometric parameters of the
rubber phase morphology to assess the impact of the nature and content all ingredients on the structure and properties of
rubber. The principles of construction the optimal composition of elastomer (rubber and polyurethane block). Established
that maximum deformation-strength properties sold in case formation of morphological structure with a minimum particle
size heterophase. The optimal block for polyurethanes morphology is that, on the one hand, provides the highest probabil-
ity of preservation of properties for heterophase rigid blocks providing high strength, on the other hand - saving properties
of variance environment for high elasticity. The results, based on analysis in problems of percolation well aligned with
known experimental data, by light scattering, by optical and electron microscopy. The approach has practical value for
optimization of elastomeric compositions, as well as to developing brand range block polyurethanes.

Keywords: elastomeric compositions, rubber, polyurethane block copolymers, phase morphology, percolation
model.
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EXPOSURE SYSTEMS USED IN THE ASSESSMENT OF EMF IMPACT
ON LIVING ORGANISMS

The subject of the study in the article is the processes of analysis and exposure assessment of electromagnetic field on
humans. The main goal is to optimize size of the exposure antenna systems, its electrical parameters and generated
electromagnetic field (EMF) for different frequency range. Objectives: Electromagnetic field (EMF — Electromagnetic
Fields) studies on living organisms are one of the important branches of biomedical research. Most of this type of research
is conducted using dedicated exposures system with fixed and controlled EMF exposure conditions. The purpose of
biomedical research is to determine the influence of electromagnetic fields on living organisms. For this purpose the
exposure systems are designed. The main task of the exposure antenna system, is to produce the EMF with known and
controlled parameters in a specific EMF area. Depending on the frequency and the component (E or H) of the
electromagnetic field used, different types of systems are used. For low frequencies (for instance 50 Hz common
frequency) and magnetic fields, Helmholtz solenoids or coils are used, and for electric fields - flat capacitors (E Field). For
higher frequencies field E is used for systems with linear antennas or TEM lines. There are also dedicated probes for
invasive tissue heating. Each solution has its advantages and limitations and usually there are no universal solutions for all
cases. Results: For the generation of a low frequency magnetic field up to several hundred Hz, the Helmholtz solenoid or
coil is generally used because of its relatively simple construction, the ability to obtain high intensity and good
homogeneity of the field in a relatively large area relative to the dimensions of the whole system. The homogeneous field
area can be determined analytically based on system geometry or measurement. Otherwise it looks for exposure system
above few MHZ. To create a homogeneous EMF in the field of radio frequencies, the exposure systems - usually the TEM
lines (Crawford compartment) or sometimes the GTEM are very likely to be used. In both cases there are frequency and
spatial limitations - the homogeneous field is assumed to be maximally present. At 1/3 the height between the plates of the
chamber and at the same time the maximum frequency of operation of the TEM chamber can be described by the
approximate dependence of fmax [MHz] = 50 / d [m], resulting in a chamber operating at 1 GHz. The work piece does not
exceed a height of about 1.5 cm with a diameter of about 4 cm. Larger working areas, but at the same time, a lower
homogeneity of the field can be obtained in the GTEM chamber - but at the same time the GTEM chamber has much larger
geometric dimensions. Another way is to produce PEM with the parameters in open space - in the vicinity of the antenna.
In this case, it is very important to select an antenna so that the expected homogeneous area can be obtained at an
acceptable distance from the antenna - in order to maintain high EMF intensity and to reduce the radiation of the antenna
beyond the desired area. This can be achieved by limiting the emission area by, for example, shielding or using EMF
absorbers. In addition authors simulate novel ablation antenna for ablation treatment. Conclusions: Assessing the impact of
EMF on biological objects is an interdisciplinary studies that requires the involvement of biological or medical specialists,
as well as the EMF standard field and metrology specialist. In this work we have taken the subject of correct selection and
description used in the experience of exposure systems. The authors presented the most commonly used EMF emitters in
the low frequencies and microwave bands, as well as new model of the ablation treatment antenna.

Keywords: antenna, exposure systems, frequency, electromagnetic field.

Introduction Idea of exposure antenna

Biomedical research related to the effects of
electromagnetic fields (EMF) on organisms carried out
since many years and research methods are still
improving.

For the purpose of laboratory research is to
develop appropriate systems exhibition, enabling to
obtain stable and controlled conditions of exposure to
the objects. Depending on the anticipated effects and the
frequency range are used different solutions, eg. For low
frequency magnetic fields are wused solenoids or
Helmbholtz coils [1], for EMF within the higher
frequency range such as TEM lines or systems of linear
antennas or horn antennas.

The paper presents proposals antennas designed
specifically for the exhibition system with popular radio
systems - GSM900 / UMTS.

The main goal was to achieve a relatively
homogeneous field in the area of approx. 10 x 10 ¢cm in
the smallest possible distance from the antenna - already

about 10 cm.

The information electromagnetic field of standard
and controlled parameters. The key is to control the
intensity of EMF, its spectral parameters and foremost
to achieve high uniformity. Fig. 1 presents a block
diagram of an exemplary exposition system. It includes:
microwave power source, antenna operating in the
selected frequency band and the system controlling the
intensity based on feedback from the EMF probe based
on EMF sensors and computer with dedicated software.
The antenna is chosen to achieve the desired s to ensure
constant, controlled conditions is used EMF control
system parameters, usually working with dedicated
control software [2]. Instead of measuring the field
strength is also possible to monitor the power supply
and the matching antenna. To ensure repeatability of
biomedical research provide stable conditions of
exposure. The most optimal solution would be to
standardize testing procedures and as far as possible -
exposure systems [3]. Example of that exposure system
is presented on Fig. 2.

© P. Cala, P. Bienkowski
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Fig. 2. Exposure system for high freqencies

Prototype antenna

Analyzing the parameters of the antenna used in
exposure research were taken into account two main
factors: the possibility of obtaining a uniform intensity
with wide area above the antenna in order to its
geometrical dimensions. Less important was the
bandwidth of the antenna and gain. It is assumed that
the frequency band of the antenna should coincide with
the frequencies of the popular systems such as
GSM900/UMTS and advantageous is if it works as a
multiband antenna. As the best solution for proposed
purposes are microstrip antennas. Although they are
characterized by a relatively narrow bandwidth (up to
tens of MHz), but it is possible to design a multi-band
antenna with relatively small geometrical dimensions.

The primary disadvantage of conventional
microstrip antennas is their high sensitivity to coupling
with the environment and high levels of back lobe.
These disadvantages can be minimized by using a
layered antenna cavity, which is a modification of
microstrip antenna. By using resonant cavity to reduce
the back lobe, minimizes the sensitivity of the antenna
and couplings with the environment (which is very
desirable in laboratory exposure systems). In additaion
it extends the operating band of the antenna. Has been
developed several models of antennas, the final results

presents dual band cavity microstrip antenna (CMA) for
GSM 900 / UMTS band. Fig. 3 shows fabricated
antenna.

Fig. 3. Exposure system for high freqencies

Dual-band antenna CMA (Fig. 5) is designed as a
system of three radiating patches - center patch is
responsible for the GSM900 band and the side patches
for UMTS. Circuits parameters of fabricated prototype
has been tested and results are with the good agreement
with the simulated ones. The reflection cooefcient (S11)
of the antenna is shown in Fig. 4. The results translate
into a VSWR ratio of less than 1.5 for a bandwidth of
8MHz in the range for GSM900 and 64 MHz bandwidth
for UMTS. VSWR less than 1.5 provide losses less than
4 % of the reflected power.

5 ~ ,

— ement

%45 — Simulatio l
(2

06 08 1 12 14 16 I8 2 22
Fregency [GHz]
Fig. 4. Reflection coefficient for both, simulated
and measurement results respectively

From the perspective of biomedical research , the
most important is field distribution in selected area
above the antenna in the possible small distance. It
reduce the radiating area and achive high intensity field
at an acceptable power supply. This results from the test
object is often located in near field area or the transition
zone between the near field and far field. Analyzed
antenna for far-field distance is based on the popular
dependence and a far field for CMA GSM900 is 10cm
and 20 cm antennas CMA UMTS. Numerical analysis
showed that the field uniformity over the antenna is
better than +2dB in the area of 10x10cm and can be
obtained at a height of approx. 10cm above the
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antennas. EMF distribution experimentally measured for
two different height of 5 cm and 10 cm above each of
the proposed antennas. The measurements were made
using an isotropic probe EMF EP600. The results
obtained for the powered antenna by 23 dBm are shown
in Table 1.

Table 1. The results obtained for the powered antenna

by 23 dBm
Antenna Frequency [MHz]| Inhomogeneity %
CMAGsmao0 888 8
CMAuymrs 2034 17
Results

In Fig.5 it can be seen that the uncertainty
generated PEM antenna CMA 5 cm above the antenna
is 1.6 dB (= 23 %), while for a 10 cm from the antenna
is only 0.6 dB (= 8 %) for the GSM 900 and 1.2 dB
(£ 17 %) for UMTS . In the case of distribution PEM
antenna CBSA obtained 1.5 dB (= 21 %) for 5 cm and
1 dB (= 12 %) for 10 cm. The obtained results provide a
satisfactory EMF distribution at 10 cm above the
antenna for the area of 10x10cm (Fig. 6).

EMF distribution S5cm - 888 MHz
775" \ BN

EMF distribution 5¢cm - 2034 MHz

Fig. 5. Measured EMF distribution above 5 cm
for both frequencies in dB

EMF distribution 10cm - 888 MHz

i /[ \ /A

EMF distribution 10cm - 2034 MHz

Fig. 6. Measured EMF distribution above 10 cm
for both frequencies in dB

Schedules PEM studied two prototypes have a
large convergence of results, so it is possible to use both
types of antenna systems while maintaining the
parameters exhibition field.

Conclusion

Fig. 7 present small microwave anechoic chamber
with the proposed novel antenna used in biomedical
research.

Fig. 7. Small microwave chamber
used in biomedical research

Has been used a dedicated software to control the
parameters of the icunbator interior. It has been made by
means EMF probe (green bulb), which is placed directly
above the antenna along the EMF absorbers. Small sizes
of the antenna with high gain (3-9dBi) provide higher
intensity round about the petri dish with small amount
of microwave source.

The paper presents optimized antennas used in
systems for bio medical research. Especially exposure
for small objects. (eg. Cell incubator showed of fig. 7)
The results are satisfactory obtained homogeneous field
area ( with deviations of less than 1.6 dB) at 10cm
above the antenna.

At the same time the system has a high energy
efficiency, which can be described as ratio of "energy
intensity".

Presented results are step to standard methods and
exposure systems used in biomedical research.
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CucreMH eKkcno3uuii,
10 BUKOPUCTOBYIOThCSI VISl OLIHKY BIUIMBY €JIEKTPOMATHITHOIO I10JISI HA KUBi OpraHismu

I1. Kana, I1. BieHKOBCBHKUit

IIpeamMeroM IOCHI/UKEHHS € MPOLECH aHalli3y Ta OLIHKK BIUIMBY EJEKTPOMAarHiTHOro Mol Ha Joxeil. Mera -
OINTHMI3yBaTH PO3Mip aHTEHHHX CHUCTEM EKCIIOHYBaHHS, 1X €NeKTPUYHHUX IapaMeTpiB 1 T€Hepai30BaHOTO €JIEKTPOMarHiTHOrO
nonst (EMII) st pisHMX 4acTOTHHX Jiala3oHiB. 3aBHAHHA: JOCITIDKEHHS Aii €IeKTPOMArHiTHOrO IOJS Ha XXHMBI OpraHi3Mu.
JlaHe IOCTIUKEHHS € OIHIEI0 3 BAXIMBUX raiy3eldl OlOMEeIMYHHX JOCHiKeHb. Belnka dacThHa IbOrO THITYy JOCIHIIKEHb
MIPOBOJUTHCS 3 BHKOPHCTAHHSAM CIIEIiabHOI CHCTEMH E€KCIO3HLIT 3 (iKCOBAaHMMHM Ta KOHTPOJIHOBAHUMH YMOBAMH EKCIIO3HIIIT
EMII. Mertoro 6ioMeIUIIMHCBKIX NOCII/KEHb € BU3HAYCHHs BIUIMBY €JIEKTPOMArHITHUX ITOJNIB Ha JKUBI opraizMu. J[is mporo
po3pobiieHi cucremu excrio3uilii. OCHOBHA 3a/1a4a CHCTEMH aHTEHHOI'0 €KCIIOHYBaHHs oJisirae B crBopeHHi EMII 3 Bimomumu Ta
KOHTPOJIbOBAaHUMH ITapaMeTpaMu B KOHKpeTHii obnacti EMIL. B 3anexHOCTi Bif 4acTOTH Ta KOMIIOHEHTY BUKOPHCTOBYBAHOI'O
€JIEKTPOMArHiTHOTO IT0JIsI BUKOPHCTOBYIOTBCS Pi3HI THIHU cucTeM. Il HU3BKHUX YacTOT 1 MarHiTHHX HOJIIB BUKOPHUCTOBYIOTHCS
cosieHoIM abo KOTymku ['enpMronbia, a Juisl eJIeKTPUYHHX IONIB — IUIOCKI KOHAeHcAaTOpH. JIJist OUIBII BHCOKHX YacTOT IO
BUKOPHUCTOBYETBCS CHUCTEMa 3 JIiHIMHMMM aHTEHaMH. ICHYIOTh TaKoX CrelialbHi NPOOHMKM Ul 1HBa3MBHOI'O HarpiBaHHA
TkaHuHU. KokHe pimeHHs Mae cBoi mepeBaru Ta oOMeXeHHs, Ta JUI BCIX BUIA/IKIB HEMa€ yHiBepcallbHUX pilleHb. Pe3yiabTarn.
Jliist reHeparnii HI3bKOYAaCTOTHOTO MArHiTHOTO TIOJISI 3BUYAHHO BHKOPHUCTOBYIOTh KOTYIIKK ['enbMroineia i3-3a IXHBOI BiTHOCHO
IPOCTOI KOHCTPYKI{, 34aTHOCTI OTPUMYBATH BHCOKY IHTEHCHBHICTb Ta XOpOIIY OJHOPIJHICTH IOJIS Y BiZAHOCHO BEJUKIiH
BiJHOCHIH InIOm 1O po3MmipiB Bciel cucremu. OOJacTh OJHOPIOHOrO IMOJNS MOXKE OYTHM BH3HA4YeHA AHAIITHYHO Ha OCHOBI
reoMeTpii a00 BUMipIOBaHHS CUCTEMH. B IpOTHIE)KHOMY BHIIAJIKY BiIOYBA€THCS IMOIIYK CHCTEMH EKCITO3MLIT BHIIE JEKLUIBKOX
Ml 1. IcHyrOTH 4acTOTHI Ta NPOCTOPOBI OOMEKEHHS — IPUIYCKAEThCS, IO OJHOPIJHE IM0JIE MAKCUMAJbHO NpPUCYTHE. Jlyxke
Ba)KJIMBO 00paTH aHTEHy TaK, 1100 O4iKyBaHA OAHOpiIHA 001acTh Moria OyTH OTpUMaHa Ha NMPUHHATHIN BiZICTaHI BiJl aHTCHU —
JUTSL T ITPUMKH BUCOKOI iHTeHcuBHOCTI EMII Ta 3MeHIIeHHs BUIIPOMiHIOBaHHS aHTEHHHUX CHTHAIIIB 32 MeXaMH Oa)kaHoi o0JiacTi.
Le Mmoxxe OyTH TOCATHYTO NIISIXOM OOME)KEHHS IUTOLTI BUKHIIB, HATIPUKIIAJ, IUISIXOM eKpaHi3alii a0 BUKOPHCTaHHS ITOTJIMHAYIB
EMII. Kpim Toro, aBTopyu MOJZIEIIIOIOTh HOBY aOJIsLiiHY aHTeHHY Juls JliKyBaHHs aOusauii. BucnoBku. Oninka sruuBy EMIT Ha
OioyoriuHi 00'eKTH € MIKIMCUMIDTIHAPHUM JIOCII/DKEHHSM, sSK€ BUMarae ydacti 0ioJoriyHmx abo MEAWYHHX CIIeIiatiCTiB, a
TaKOX CIIeIiajIicTa 3 eIeKTPOMarHiTHAX MOJIIB Ta MeTpolorii. B pooTi po3risigaeTsbesi MUTaHHS IPaBHILHOTO BUOOPY Ta OIMKUCY,
BHUKOPUCTAHOT'O NP €KCIIEPHUMEHTI CHUCTEM €KCIIOHYBaHHS. ABTOPHW IPEJCTaBIJIM HAOUIBII YaCTO BUKOPUCTOBYBAHI €MITEpH
EMII B HU3KO4aCTOTHHUX Ta MIKPOPIBHEBHX Jiala30HaxX, a TAKOXK HOBY MOJIeJIb aHTEH 00poOKH abnaii.

Kaw4oBi caoBa: aHTeHa, CHCTEMH €KCIO3HIIi1, 4aCTOTa, SJICKTPOMArHiTHE IOJIE.

CucTeMbl IKCNO3ULINH,
HCNOJIb3yeMble 151 OeHKH BO3AeiCTBHUS YIeKTPOMATHUTHOTO MOJISI HA )KHBbIE OPraHN3MBbI

I1. Kana, I1. buenkoBckuit

IIpenmeroM wncciieOBaHUs SBISIOTCA NPOLIECCHl AaHAIN3a W OLIGHKH BO3JEHCTBHS 3JIEKTPOMarHUTHOTO IOJS Ha
moneil. Heap - oNTHMHU3MPOBATh pa3MEpP AHTEHHBIX CHUCTEM OSKCIOHUPOBAHHS, €ro 3JIEKTPUYECKHX IapaMeTpoB M
regepupyeMoro asekrpomarautoro mnois (OMII) s pasHBIX YaCTOTHBIX [MANa3oHOB. 3aJauM: HCCIEIOBAHUS
JNEKTPOMAarHUTHOIO MOJS Ha JKHMBBIX OpraHu3Max. JlaHHele HCCIEeNOBaHUS SBIAIOTCA OZHOM M3 BaKHBIX OTpaciei
OMOMEIULIMHCKUX HUccieoBaHUH. bonblmas d9acTh 3TOro THNA HCCIENOBAHMH TNPOBOAUTCA C HCIOJIB30BaHHEM
CIELUAIBHON CHUCTEMBI DKCNO3ULUHN C (UKCHPOBAHHBIMH M KOHTPOIUPYEMBIMH ycioBuAMH 3kcnozunuu OMIL Ilensto
OMOMEIUIIMHCKUX UCCIIEOBAaHUN SBIISETCS ONpPE/eNICHUE BIUSIHHS 3JICKTPOMArHUTHBIX IOJICH Ha JKUBBIC OpraHu3Mbl. [l
9TOH 1Henu pa3paboraHbl cHCTeMbl 3Kcro3uluu. OCHOBHAs 3aja4a CUCTEMbl AHTCHH SKCIIOHMPOBAHMA 3aKI0YaeTcs B
cozganuu OMII ¢ U3BECTHBIMH M KOHTPOJIMPYEMBIMU IIapaMeTpaMu B KOHKpeTHOH oGmacru OMII. B 3aBucumoctu ot
4acTOTBI M1 KOMIIOHEHTA HCIIOJIb3YEMOI0 3JEKTPOMArHUTHOIO TOJISl MCIIOJIB3YIOTCSl pa3IuYHbIE THIBI CUCTEM. [T HU3KUX
YacTOT M MAarHUTHBIX TONEH MCIOJB3YIOTCS COJIEHOMABI MIM KaTyIIKW ['ensMronena, a Iis JIEKTPHUYECKHX MOJeH -
IUIOCKHE KoHAeHcaTopbl. [l Oosiee BBICOKMX YacTOT nosne E HCroiab3yeTcs CHCTEMbl C JIMHCHHBIMH aHTEHHAMU.
CyIecTBYIOT TaKKe CIelMaNbHble 30H/bI U1 HHBa3MBHOIO Harpesa TKaHH. Kaxioe pelnieHne MMeeT CBOM NPENMYILECTBA
U OrpaHMYeHHs, M OOBIYHO JUIs BCEX ClIydyaeB HET YHHMBEpCalbHbIX pemeHuil. Pesyabrarsl. Jns reHepanuu
HU3KOYaCTOTHOIO MAarHUTHOTO II0JI OOBIYHO HCIOJB3YIOT KAaTYIIKH [ebMroiblia M3-3a €ro OTHOCHTENBHO HPOCTOH
KOHCTPYKLIUH, CIIOCOOHOCTH II0Jy4aTh BBICOKYIO MHTEHCHBHOCTb M XOpPOIIYIO OJHOPOXHOCTb IOJS B OTHOCHTEJIBHO
GoIbIIOH OTHOCUTENBLHOM MIOmaAM K pasMepaM Bcell cucTembl. O0JacTh OJAHOPOJAHOIO MHOJIS MOXKET OBITh ONpeEjeNieHa
AQHAJINTUYECKH HAa OCHOBE TEOMETPUHU MM HM3MEPEHHsS CHCTEMBI. B NPOTHBHOM cilydae MpPOMCXOOUT IOHMCK CHCTEMBI
9KCHO3HMIHMHU BbIIe HECKONBKUX MI'I. CymecTBYIOT YaCTOTHBIE M IPOCTPAHCTBEHHBIE OTPAHMYEHHS - IIPEATIONAraeTcs, 4To
OJHOPOJHOE II0JIé MaKCHMAaJIbHO NPHUCYTCTBYeT. O4eHb Ba)KHO BBIOpATh aHTCHHY TaK, 4TOObI OXHAaeMasl OJHOPOIHAs
o0JiacTb MorJia ObITh IOJIydeHa Ha MPUEMIIEMOM PAcCTOSHHM OT aHTEHHBI - JJIS MOJAEp)KaHUsS BbICOKOW MHTEHCHUBHOCTH
OMII u yMeHbIIEHHMS H3JIY4YEHUs AHTEHHbl 3a MpeJeNnbl KeJlaeMoi o0nacTH. OTO MOXET ObIThb JOCTUTHYTO HyTEM
OrpaHUYCHM IUIOLAJN BBIOPOCOB, HApUMEp, IyT€M SKPaHMPOBAaHHUSA WM HcHoib30BaHuA norioruteneid DMIL Kpome
TOr0, aBTOPbl MOJCIHUPYIOT HOBYIO aOJSLIMOHHYIO aHTCHHY s JieueHus abnsauuu. BeiBoabl. Ouenka BiausnHus OMII Ha
6uosIOrHuecKre OOBEKThl SIBISETCS MEKAUCUUIUIMHAPHBIM HCCIEIOBAHUEM, KOTOpoe TpedyeT ydacTus OMOJIOrMYECKHX
WIA MEAMIMHCKUX CIELMAIUCTOB, a TAKXKe CIEIHMAJINCTa 10 JIeKTPOMArHUTHBIM IOJIIM M MeTponoruu. B srtoit pabore
paccMaTpuBaeTCs BONPOC IPABUIBHOTO BbIOOpAa M ONUCAHMA, HCIIONB30BAHHOIO IIPU OSKCIEPHUMEHTE CUCTEM
9KCIIOHUPOBAaHMA. ABTOpBI INPEJICTaBMINM Hauboyee Yacro ucnoiabdyemble 3MuTrepel OMII B HHM3KOYAacTOTHBIX U
MHUKDPOBOJIHOBBIX JIMaNa30HaX, a TAKXKe HOBYIO MOJEIb aHTEHHbI 00paboTKH abisauu.

KamoueBblie cioBa: AHTCHHA, CUCTEMBI SKCIIO3UINN, YaCTOTa, JJIECKTPOMAarHuTHOE I10JI€.
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YCOBEPHIEHCTBOBAHHBIN CIIOCOB MACIITABUPOBAHUSI THBKOM
METOAOJIOT'A PABPABOTKHU ITPOI'PAMMHOI'O OBECIIEYEHUSA

IIpeameTom M3ydeHUsI CTaTbU SIBISIETCS] YCOBEPUIICHCTBOBAHHBIN CITOCO0 MacIITaOMpPOBAaHUS THOKONH METOOJIOTHH Pa3-
pabotku nporpammHOro obecredenus. Lleap - CHIKeHHE MOTEHIMATBHBIX MTOTEPh, 00YCIIOBICHHBIX pUCKaMu Oe3orac-
HOCTH pa3pabOTKH U KCIUTYaTalli MPOrpaMMHOr0 obecriedeHus Ha OONBIINHCTBE 3TAIOB €0 )KU3HEHHOro IUKia. 3a-
Ja4M: aHalu3 CYLIECTBYIOIIMX METOJOJIOTMH M IOJXO0I0B pa3pabOTKH MPOrpaMMHOr0 oOECHEdEHHs, HCCIIeOBaHUE
BO3MO)KHOCTEW MacIITaOMpOBaHMs METOJOIOTHI B paMKaX OT/AENBHBIX IIPOEKTOB, YCOBEPIISHCTBOBAHUE OOIIEH CXEMBI
LMKJIa pa3pabOTKH NPOrpaMMHOro obecreueHus, pa3paboTka CTPYKTYpbI YIpaBlIeHHS Pa3paOOTKOH NpOorpaMMHOrO
obecrieyeHNs B paMKax KakK OT/ECJIbHO B3ATOrO IIPOEKTA, TaK U OpraHU3alMU-pa3paboTyrKa B IIEJI0M, pa3paboTKa mpak-
THYECKUX PEKOMEHJIANMI 110 MOBBIIIEHHIO 0€30IIaCHOCTH IPOrPaMMHOI0 OOECIIEYeHHS Ha PAa3INYHBIX 3Talax KH3HEH-
HOro nuKia. VMcnonp3yeMbIME MeTOAAMH SIBISIOTCS: CHCTEMHBIH aHAJIM3 PHCKOB, MPUYMHHO-CICICTBEHHBIH aHAJH3.
[MonyueHs! cnenyronme pe3yabTaThl. [[poBeseH aHanu3 CymecTBYIONX THOKUX METOMOIOTHIA pa3paboTKU IporpaMm-
HOT'0 00ECIIeUeHUs, ONpe/IeIeHbl IEPCIEKTHBHBIE HANIPABICHUS U MOAXO0/bI JAHHOW WHIYCTPHH, BBISBIECHB BO3MOYKHO-
CTH MacIITaOUpOBaHUs THOKMX METONOJOrHH. Y COBEpIICHCTBOBaHA CXeMa JKU3HEHHOI'0 IUKJIA pa3paboTKH MporpamMM-
HOro 00ecIeueHus], OTIININTEIHHON 0COOEHHOCTHIO KOTOPOH SIBIISIETCS] BBE/ICHHE JTOTIOJHHUTENBHBIX MOJIPA3IeIIOB H PO-
Jel, MMEIOUX LEeJIbI0 IIOBBIIIEHHE OE30MaCHOCTH IPOrpaMMHOro ofecredyeHus. Y COBEpIIEHCTBOBaHA CTPYKTypa
yIIpaBiIeHUs pa3paboTKOi NPOrpaMMHOr0O 0OECIICUCHUs], OTJINYAIOLIAsCS OT U3BECTHBIX YUETOM PUCKOB 0€30I1aCHOCTH B
nporecce pa3paboTku. Pa3paboTaHbl NpakTHUECKUE PEKOMEHIAIMKM HUCIIOIb30BAHUS YCOBEPLIEHCTBOBAHHOIO CIIOco0a
MacmTabupoBaHusl TMOKOH MeTomonorud. BeIBogbl. Peanmszanust mpemioKEHHOrO YCOBEPILIEHCTBOBAaHHOIO CIIOCO0a
MacIITabupOBaHUs CyLIECTBYIOIIEH MeTomonorun pa3padorku 10, oTandaercst OT U3BECTHBIX BKIIOUYEHHEM M HCIONb-
30BaHMEM B KOMaH[E pa3pabOTUUKOB JOMOJIHUTEIbHBIX CIICIUATUCTOB 0€30MacHOCTUH. DTO MOXET IOBJIEYb HEKOTOPOE
3aMeJUIeHIe BBITTOJTHEHUS KOJIa U YBEJIMUYEHHE KOJMUECTBA BBISIBICHHBIX e eKToB (0aroB) npu anbda-TecTHpOBaHUH, a,
CJICZIOBATENBHO, YBEINYCHHE BPEMEHH JKU3HEHHOr0 IMKiIa 6aroB. OIHAKO B IEPCIEKTUBE ITH JIOKAJIbHBIE YXYALICHUS
MIO3BOJIAIOT JOOUBATHCS JIYYIIEro KOHEUHOro pe3ynbpTara (IoBblleHHs Oe3onacHocT paszpadoranHoro I10) n obecre-
YUBaTh KaK OBICTPBIN pOCT (pyHKIHMOHANA, TaK U MPUEMJIEMBI YPOBEHb KadecTBa CepBUCa. A 3TO B CBOIO odepelns Oy-
JIeT TPUBJIEKATEIBHBIM MOTHBOM JajbHEHIEr0 COTPYAHNYECTBA 3aKa3uruKa U pupMbI-pazpaboTanka.

KiaoueBbie caoBa: 0E30MaCHOCTh MPOrPaMMHOTO OOECTICUEHHS, THOKHE METONONOTHH Pa3paboTKU IPOrpaMMHOIO

obecrieuenus, Agile, Scrum.

BBepeHue

KoHnenmust kadecTBa MpoOrpaMMHOIO obecrede-
nus (I10) Bo3HuKIIa Kak 0000IIeHHE psila TOXOXKUX, HO
B TO K€ BpEMS U UMEIOIIUX OIpEIeNICHHbIE OTINYUS
KOHLIETIUHA. DTH KOHIENIUU ObUTH TPEIIOKEHBI PSIOM
KPYIHBIX CIEHUAIUCTOB B 00NacTH MeHeKMeHTa [1,
4], KOTOPBIX YacTO HA3bIBAIOT «y4HUTENd KauecTBa». Bee
OHHU OKa3aJId O'POMHOE BJIMSHHE HAa SKOHOMHUKH IIEJIBIX
CTpaH U CIOCOOCTBOBANIN IEPEXOIY K 3I0Xe «BceoOIe-
ro kauectBa» (TQM). Ux Teopumn, B oTiIM4ME OT COLU-
aJBHO-3KOHOMHYECKUX JOKTPUH IMPOILIBIX JIET, IPOBe-
PEHBI 1O KpUTepHio 3((HEKTUBHOCTH, OHH UMEIOT KOM-
TUIEKCHBIH, COOMPATENbHBIA XapakTep, aHAJTU3UPYs |
CHHTE3HMpYs Bce Hanbojee IEHHOE B OIBITE Pa3InYHBIX
KOMIIaHUH U faxe cTpad [4]. DT KOHIENIUU AEeMOHCT-
PUPYIOT BO3pPACTAIONLYI0 POJIb BCEX YYaCTHUKOB IIPO-
1ecca B JOCTIKEHMM YCHEUIHOTO Pa3BUTHA M KOHKY-
PEHTOCIIOCOOHOCTH KOMIMaHWH (M3Aenuil), MpU 3TOM
MOJJYEPKUBAIOT BaKHOCTh MOTHBALMM U HETIPEPHIBHOTO
00y4eHUsI, COBEpPIICHCTBOBAHUs IIEpCOHAa, €ro ajarl-
TalMd K W3MEHEHUSM KOHBIOHKTYPBI M «BBI30BaM»
BHEIIHUX (haKTOPOB.

OCHOBBIBasiCb Ha yXe€ H3BECTHbIE IOCTYIAaThl Me-
HemkMenTa [T-unaycTpuu, B mocjeaHee BpeMs paspa-
OOTYMKM TPOrPaMMHOr0 OOeCleYeHHsT HEeNpephIBHO

WIIYT HOBBIE MYTH pElIeHHUs 3a7ad ONTUMH3ALUH IIPO-
mecca ympasieHus pa3pabotkoi 1O M ycoBeplieHCT-
BYIOT CYIIECTBYIOLIME TMOKHE METOJIONOTHU. JTO MpH-
BOJIUT K ITOSIBJICHUIO YCOBEPIIEHCTBOBAHHBIX MPABHI U
Ccroco0OB Pa3pabOTKK, HOBBIX ITOIXOJ0B KOMMYHHKA-
LU 1 yIpaBJIeHUs U JiaXKe TOSBICHUIO HOBBIX npodec-
cuii (Hampumep, DevOps). Ilpu 3TOM BOIPOCHI, CBsI3aH-
HBIE C opraHu3anuell paboThl, NPU HEM3MEHHOM Kaue-
ctBe IO, octarorca. Kpome Toro B ycinoBHsIX BO3HHUK-
HOBEHHsSI HOBBIX PUCKOB Ha BCEX HSTallaxX XH3HEHHOTO
LUKJIa TIPOrpaMMHOro obecriedeHus (B YaCTHOCTH PHUC-
koB OezonacHocTr [10) 3T BONPOCH YCIOXKHSIOTCS H,
KaK TII0Ka3aJd WCCIIEJIOBAHUS, CIIEKTP HEpEIIeHHBIX
aKTyaJlbHBIX 33124 UMEET TeH/ICHIINIO PACIIUPEHUSL.

AHanus npobnemsbl
M NOCTaHOBKa 3ag4auyu

Amnanuz naurepatypsl [1-13] a Tak jxe pe3yabTaThl
MIPOBEACHHBIX UCCIEIOBAHUN IMOKA3aIH, YTO KOMILIEKC-
HOE HCIIONB30BAaHUE COBPEMEHHBIX MOAXOIOB pa3pa-
6otku [10 (Agile, DevOps, Lean u mp.), kotopsie, 6ma-
rojaps COBPEMEHHBIM CpEICTBaM aBTOMAaTH3allWH,
TMIOJTYYHIIA HOBBIH CTUMYJI K Pa3BHTHIO, B COBOKYITHOCTH
C TEXHOJOTUSIMH CHHTE3a M aJalTallid HOBBIX y4acT-
HUKOB TMPOEKTOB (B COOTBETCTBUH C TPEOOBaHUSMHU
MUHAMH3AIUN PUCKOB), MOTYT ITO3BOJHTh MUHHMH3U-
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poBaTh BpeMEHHBIE 3aTpaThl Ha pa3paboTKy U obecrie-
YHUTh OIpeesIeHHOe 3aKka3uyuKkoM kadecTso I10.

MOXHO 3aMETUTh, YTO UTEPAaTHBHOCTh, OOpaTHast
CBs3b M THOKOCTh Agile-MeTOZ0B, OCHOBAaHHBIX Ha
B3aMMOJICHCTBUM KOMaHJ pa3pabOT4YMKOB, NArOT BO3-
MOXXHOCTb JJIsl IOCTOSIHHOTO M HETIPEPHIBHOT'O BBIITyCKa
IO, a cuHTe3 W ajmanrTalMs YCOBEPUICHCTBOBAHHBIX
moaxomoB [5, 13] B Agile-Meronsl mo3BoOJISIET yCTpa-
HUTH psiJi HEJOCTATKOB, CBA3aHHBIX C CYIIECTBYIOIIUMHU
pHCKaM¥ SKOHOMHUYECKOT'0, COIUAIIBHOTO, TIPABOBOTO U
JIpyrux HampasieHuit [12].

B T0 e BpeMs, MHPOBBIC TCHACHIMH yBCIHUCHUS
KHOEPIIPECTYITHOCTH U TMOBBIIIEHHOTO BHUMAaHHS 3aKa3-
YHKOB K Oe30macHoCTH dKcIutyararuu 110, TpedyroT ot
pa3paboTYMKOB YCOBEPLICHCTBOBAHUS U peai3aluu
HOBBIX TIOJIXO/IOB M CITIOCOOOB MacIITaOUpOBaHHs METO-
nmonoruid paszpadorku I10. B cBsi3u ¢ 3TUM MOCTaBJICH-
Has 3aJaya MaclITaOMpPOBaHUS THOKOW METOIOJIOTHH
pa3paboTKu TNPOrpaMMHOTO  OOECIIEUEHUs  SIBISIETCS
aKTyaJIbHOM.

PeweHue npobnembl

Kak ormeueno BBIIIE, BOCIIOJB30BATHCA CYHICCT-
BYIOIIUM OIIBITOM MaCIJ_ITa6I/IpOBaHI/IH, a TakK X paspa-

00TaTh HOBBIC PEIICHHS HEOOXOMUMO B YCIOBUAX IO-
BBIIICHHS TpeOOBaHMI K 0€30MaCHOCTH MPOrPaMMHOTO
obOecrieueHus. B Takux ycaoBUSX HEOOXOAUMO BHIOHU3-
MEHSTh HEKOTOPHIE MOJIOKEHHUS MCHEDKMEHTA M pa3pa-
6otku 10, a Takke BHOCHTH HOBBIC 3JICMCHTHI B YK€
CYILECTBYIONIYIO CUCTEMY M >ku3HeHHbIN 1k [10. s
obecnieueHust kauectBa [1O mpemnaraercs ycoBeplieH-
CTBOBaHHas cxeMma Lukia paspaborku [10 mpencras-
JIeHHas Ha puc. 1.

Kak BUIHO U3 3TOH CxeMBbl B OOIIUH IMKI pa3pa-
6otku [10 pexoMeHTyeTCs BKIIOUUTH CIEIyIONINe MOA-
pa3aensl:

1. «Uucrotay Koma — BBeIeHHE 0€30MacHOrO KO-
JUPOBAHUS;

2. beszonacHbiii DevOps — BKJIIOYEHHE JTOMOIHU-
TENBHBIX CYOBEKTOB U HHCTPYMEHTOB 0€30MacHOCTH;

3. MogenupoBaHue yrpo3 — IpernonaraeT BBeze-
HHUE HOBOHM POJIH CIICIHATIUCTA yIpaBlieHus Kuoepoe3o-
MIACHOCTBHIO;

4. AHanu3 pHCKOB 0€30IaCHOCTU — aHaJIH3 IpH-

OpPUTETHOCTH B OTCTABAHMUS.

Kpome sToro momonnurensHble TpeboBaHus 6e€30-
nacHoctu 10 TpeOyeT BBEICHHS HOBOH pOIM «ITHY-
HBI» XaKep.

BM3Hec nakeT n prmHaHCMpoBaHue
[JorosopHoe cornauenne
MporHoz

HavanbHbi backlog
HawanbHbIi naaH
Yyactmne

dopmupoBaHUEe KOMaHAbI

Yrposbl
MOAENNPOBAHNA
(nnaHnposaHun)

AHanuns pucKos
BesonacHocTn

MNposepka
CYUCTOTBI» Koaa

BesonacHbii DevOps

ExeaHeBHin
LKA

Scrum-Poan

&) @ ®
et AA
Scrum YneHsbl 3avHTepecoBaHHble
mactep KOMaHAbl CTOPOHbI
-
- - :‘!
Bnapeney,

Monbsosatenun

«STUYHBIN» XaKep

npoaykra

Puc. 1. YcoBepiieHcTBOBaHHAsI cxeMa LUKIa pa3padborku 10
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Crenyer 3aMeTUTh, YTO BHEAPEHUE B KOMaHAy Ha
Pa3HBIX 3Tamax pa3pabOTKHU MPOrpaMMHOro obecrieue-
HUS  CIIelHaIncTa KubepOe30macHOCTH, 0e30MacHOro
MPOrpaMMHUPOBAHKs U OCOOCHHO TECTHpOBaHHs 0e30-
nmacHoCTH («ITHYHOrO XakwHray) [20 13], sBusercs
OJIHUM 13 TpeOOBaHHI COBPEMEHHOTO PhIHKA pa3paboT-
KA TMpOrpaMMHOro obecredeHus. [IPHHIMOBI TAKOTo
BHEJPCHUST HA JaHHOM OTale pPasBUTHS HHIYCTPUH
pa3paboTKu  MPOrpaMMHOrO  OOECIICYCHHUS  TOKHBI
JIeXKATh B PAMKaX «TOPU30HTAIBHOTO» (MEKKOMAaHIHO-

r0) ynpasieHus. J[aHHBIA TOIXO/ MTOJTHOCTHIO COOTBET-
CTBYeT MNpHHIMIIAM OepexiuBoi pa3padorku (Lean),
KOTOpasi B CBOIO Ouepe/ib, 00eCeunBaeT MUHHMHU3AIIHIO
U3JIePIKEK MPU BBIMYCKE HOBBIX BEPCHH MPOTPAMMHOTO
obecrieueHusl.

C yd4eToM YKa3aHHBIX OCHOBHBIX TMPHHIIUIIOB
YCOBEPIICHCTBOBAHHYIO  OOOOIIEHHYIO CTPYKTYPY
ymnpaBiieHusl pa3pabOTKOi mporpaMMHOro obecmeue-
HUSI MOXKHO MPEICTABUTH B BHIC CXEMBI, MOKa3aHHOI
Ha puc. 2.
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Puc. 2. YcosepieHcTBOBaHHas 0000IIEHHAs CTPYKTypa ynpasieHus paspadorkoit [10

CrnenyeT 3aMeTUTh, YTO NPEUIOKEHHAs cXema
UMEET CBOEW LEeNbI0 ONTUMHU3AIMIO M TOANEPKKY
KpyIMHOMAacIITa0HBIX pa3paboToK, T.e., paboTa 0OJb-
IOH KOMaHABl MIET He TOJBKO MO CIpPUHTaM (JBYX-
HEJeNbHBIM IHKJIaM), Kak B Scrum, a ¢ JOINOJIHH-
TeIBHON  WTepaimuedl  miIaHupoBaHus  (program
increment) IJIUTEIBHOCTBIO ACCATH HEICIb.

B kauecTBe mpuMepa paccMOTpUM cCilydail, KO-
raa or Ou3Heca (3aka3zyMka) MOCTYyMaeT 3amnpoc Ha
HOBBIH (DYHKIIMOHA.

busHec-aHanUTHK ero paccMaTpHBaeT W Mpeod-
pasyer B 3afaHusl JUIsl pa3paboTUYUKOB, KOTOPHIE CO3-
JAIOT WIM W3MEHSIOT KOX U TOMEIaloT ero B XpaHu-
JIUIIE.

B 3TOT MOMEHT BO3MOXHO IMOJAKIIIOUEHHUE CIie-
nuanucra 0e30MacHOro MPOrpaMMHUpPOBAHUS, KOTO-

pHI Ha TPHHIOUIAX «CMOKH» TECTUPOBAHHS MOXKET
OLIEHUTh YPOBEHb 0€30IIaCHOCTH KOJa.

B cpene nempepbiBHOW uHTerpanuu (CI tools)
KO/ aBTOMAaTHYE€CKH KOMITWJIMPYETCS M COXPaHsIeTCs
B HY)KHOW BEpCUU B PEIIO3UTOPUH.

ABTOMAaTHYECKH CTPOMUTCS TECTOBas cpeia C He-
00x0aMMON KOH(pHUTypanuei Uil 3anmycka mociaeaHen
BEpCUM KOAa. ABTOMAaTHYECKH OCYIIECTBISIETCS per-
PECCHOHHOE TeCTHPOBAHHE U TeCTHpPOBaHUE Oe3omac-
HOCTH.

B cnydae ycmexa pecypchl TeCTOBOW Cpelbl BbI-
CBOOOXKAIOTCSI UM aBTOMAaTHYECKH CO3/aeTcs cpena
JUIs MHTETPallMOHHOTO TECTUPOBAHMSA, & B CHUCTEME
ITSM dopmupyercs 3ajaHne Ha BHECEHHWE H3MEHe-
HUSl B MPOMBIIUICHHYIO cpely. ABTOMAaTHYECKU BBI-
MOJIHAETCS] HHTETPAlMOHHOE TECTUpOBaHUe. B ciydae
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ycrexa U IOoCje COrIacOBaHUS M3MEHEHHUS B CHCTEMeE
ITSM kon aBTOMaTHYEeCKH pa3BOpayMBAETCS B IMPO-
MBIIIIJIEHHOH cpefe.

Takum 00pazoMm, OT MOCTAHOBKU TPeOOBaHUH 110
IepeBoia HOBOM BepCUHU B MPOMBILIUICHHYIO 3KCILTya-
TaIMIO MIPOXOJAT Yachl, a HE MECSIbl, KaK B TpaauIlU-

OHHBIX WH(OPMAIMOHHBIX TeXHOJOrusax. Wmmroctpa-
Ul MHTEPBAJIOB BPEMEHHM Ha dTamax pa3paboTKH, a
TakKe OOBEMOB BBIMOJHEHUS YKA3aHHBIX (YHKI[HiT
0€30MacHOCTH TMpeNCTaBieHAa HAa BPEMCHHOW JHa-
rpaMmme (a3 ¥ ITamnoB pa3pabOTKU IPOTrPaMMHOrO
obecnieueHus (puc. 3).

®asbl | AHanua u MpoekTpoBaHue MocTtpoeHne BregpeHue
Pa6. nnaHvpoBaHue
npouecchl TpeboBaHui
TpebosaHus ! ! !
L [
| | :
| | |
| | |
AHanus I : :
L !
I I T
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I D
| | |
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|
— | | —
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Puc. 3. Bpemennas nuarpamma ¢as u 3rarnos pazpadorku [10

OnumreM Ooyee MOapoOHO (GYHKIMK O€30MacHO-
CTH Ha KaXKJIOM JTaIe.

Ha stane aHanu3a W miaHUpOBaHUSI TPEOOBaHUMA
ues TpeBpan@aeTcsi B KOHIEMIHI0 TOTOBOTO MPOIYK-
ta. [Ipu 3TOM co3aroTes:

— OusHec-IUIaH pa3paboTKH;

—  yOpOIIEHHAs MOJeNb BAPHAHTOB HCMOIb30Ba-
HHS,

—  TpoOHBIN BAPHAHT ApXUTEKTYPHI.

Ha 3ToM jke 3Tame BBUIBISIOTCS W OLCHUBAIOTCS
PHCKH, PAaCCTaBISAIOTCS NPHOPHUTETHI M BBIMOIHAETCS
rpy0as OlleHKa MPOEKTA.

CrenpanuctaM 1mo 0e30MacHOMY MPOrpaMMHPO-
BaHHUIO M TECTHPOBAHHIO 0E30MACHOCTH OYEHb BaXKHO
Ha 9TOM dTale MPeIOCTABUTh JOCTOBEPHYIO HH(POpMa-
MO O CYNIECTBYIOIIUX PHUCKaX 0€30MacHOCTH | MpPe/-
CTaBUTH OOIIYI0 KOHIICIIIHIO (apXHUTEKTYpy) HHPOP-
MAIMOHHOM 3allUTHI MPOCKTA.

Ha »Tame mOpOEKTHPOBAHUS BBIMOIHAETCS Ji€-
TalbHOE OMHCAHUE BAPHAHTOB HCIOIB30BaHHs, (op-
MHUPYETCSl apXUTEKTypa B BHJE NPEJCTABICHHN BCEX
MoJIeJIel U pa3pabaThIBacTCs TUIaH JCHCTBHM U OllCHKA
pecypcos.

B aTOoM ciyuae, KaKk W Ha MEPBOM 3Tare, OYCHb
BaXHO M30€XaTh BO3MOXHBIX OIIMOOK 0E30MaCHOCTH
U «Ia3eek» B apXUTEKType MPOrpaMMHOro obecrede-
HUSI 1 PUCKOB MX HETOOIEHKH.

Ha sTtame mocTpoeHHs] MPOU3BOTUTCS YTOYHEHHE
0a30BOT0 YpPOBHS apXUTEKTYypPbl M PEANU3YIOTCS BCE
BapHaHTHl UCMOIb30BaHUs. Ha 3TOM 3Tame crenuanu-
CThI 0€30MaCHOT0 MPOrPaMMHUPOBAHHS KOHCYIbTATHB-
HBIM IIYTEM U IYTEM «CMOKH» TECTHPOBAHUS JOKHBI
00eceynTh KauyecTBO KoJa MpOrpaMMHOro obecrede-
HUs, a CHEIHUAIUCTEl TECTHPOBAHHS TOKHBI BBIIOJ-
HHUTH MMOJHBIA HAOOp TECT-KEHCOB, MMEIOIIUX OTHOIIIE-
HHE K 0€30MacHOCTH U HHPOPMAI[MOHHOMN 3aIlHTe.

Ha »Tame BHeApEeHWs] OCYHIECTBIsIETCS OeTa-
TECTUPOBAHUE, BBIIOIHAIOTCS TPEHHHTH COTPYIHHUKOB
3aKa3YMKOB, a TAKKE YCTPAHSIOTCS BBISBICHHBIC [ie-
(exThI.

JleHicTBHS paccMaTpUBACMBIX CIICIHATHNCTOB Ha
9TOM JTalle AHAJTIOTUYHBI MX JCHCTBUSAM Ha TPEABbIIY-
IIEM 3Tarne, ¢ TOH pasHHIeH, YTO CIEenHaTuCThl 06e30-
MAaCHOTO MPOTPAaMMHUPOBAHUS JOJKHBI OCYIIECTBIATH
KOHTPOJIb YCTPaHEHHS YXK€ BBIABJIEHHBIX OIIHOOK
0€30MaCHOCTH IPOrPAMMHOTO 00CCIICUCHHS.

BbiBoAbI

B menom cremyeT 3aMeTHTh, YTO peald3allusi
MPEIJIOKEHHOTO  YCOBEPIICHCTBOBAHHOTO  crocoba
MacCIITa0OUPOBAHUS  CYHICCTBYIOIIEH  METOMOIOTHH
pa3pabOTKH MPOrPaMMHOIO OOCCIICUCHUS, OTIIMYACTCS
OT M3BECTHBIX BKJIIOUEHHEM M HCIOIB30BaHHEM B KO-
MaHIe pPa3pabOTUYMUKOB JIOMOJHUTEIBHBIX CIEIHATIH-
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CTOB 0€30MaCHOCTH. DTO MOXET IOBJICYh HEKOTOPOE
3aMeUICHHE BBIMTOJHEHUS KOJa U YBEIIMUCHUE KOJIHYe-
CTBa BBIABICHHBIX JedekToB (06aroB) mpu aibda-
TECTUPOBAHUY, &, CJICIOBATEIBHO, YBEIMUCHUE BpeMe-
HU J)KMU3HEHHOT'O ITUKJIa 0aros.

OHaKo B MEPCIEKTHBE 3TH JIOKAJIbHBIC YXYIIIIe-
HUS TIO3BOJISIFOT JOOMBATBHCS JIYYIIErO0 KOHEYHOI'O
pe3ynpTata (TOBBIMICHUS 0OE30MaCHOCTH pa3padoTaH-
HOTO MPOrPaMMHOr0 oOecreueHus) U 00ecreunBaTh

Kak OBICTPBIH pOCT (PYHKIMOHAJA, TaK U MPUEMJIIEMBIH
YPOBEHB Ka4yecTBa CepBHca.

A 3T0 B CBOIO ouepensb OyIeT MpHUBIeKaTEeIbHBIM
MOTHBOM JQJIBHEHINIEr0 COTPYAHUYECTBA 3aKa3unKa H
(upmMBbI-pazpaboTyHKa.

KonnuecTBO JOMOTHHUTENBHBIX CHII, KOTOPbIE He-
00XOAMMBI B TOM WMJIM WHOM MPOEKTE CIEIyeT OLCHH-
BaTh HUCXOJS M3 €ro CIOXHOCTH (MacmTada) a Tak ke
YPOBHS TpeOOBaHMI O€30MIaCHOCTH 3aKa3yuKa.
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YaockoHaneHuii cnocio
MaclITa0yBaHHS THYYKOI MeTO0/0J10Tii po3po0KHU NPOrpaMHOro 3ade3ne4eHHs

C.T. Cemenos, Kaccem Xanide, M. M. 3axapueHko

IIpeqveTom BUBYEHHS CTATTi € yIOCKOHAJIEHUH CIIOCIO MacIITa0yBaHHSA THYYKOK METOI0JIOr] pO3pOOKH MPOrpaMHOro
3a0e3nedyeHHs. MeTa - 3HIKEHHS IOTCHLIWHMX BTpaT, 3YMOBJIEHHMX pHU3MKaMH Oe3leKkd po3poOKM Ta eKcIuryaranii
MIPOrpaMHOro 3a0e3ledYeHHs] Ha OUIBIIOCTI eTamiB HOro XUTTEBOrO LUKIY. 3aBIAaHHS: aHai3 ICHYIOUMX METONOJOTiH i
MiXOMIB PO3POOKH IPOrpaMHOro 3a0e3MedeHHs, MOCITIDKCHHS MOMJIMBOCTEH MacmraOyBaHHA METOJOJIONIH B paMKax
OKpPEMHX IPOEKTIB, YAOCKOHAJICHHS 3arajlbHOi CXeMH LUKIy PO3pOOKH IPOrpaMHOro 3a0e3nedeHHs, po3poOKa CTPYKTYpH
YIIpaBIliHHA PO3pOOKOI0 NIPOrpaMHOro 3a0e3NedeHHs B paMKax SK OKPEMO B3STOr0 MPOEKTY TakK i opraHizamii-po3poOHuKa B
LJIOMY, PO3pOOKa MPaKTUYHUX PEKOMEHJALIN MI0A0 MiJBUINEHHS 0e3NeKH NPOrpaMHOro 3a0e3NedeHHs Ha PI3HUX eTamax
KUTTEBOTO IMKIY. BHUKOpHCTOBYBaHMMM MeETOJAMM €: CHCTEMHMH aHali3 pPU3UKIB, NPUYMHHO-HACIIIKOBHH aHai3.
Otrpumani HacTynHi pe3yiabTaTH. [IpoBeneHO aHami3 ICHYHOYHMX THYYKHX METOAOJOriIH pO3pOOKH MHpOrpaMHOro
3a0e3MeYeHHs, BU3HAUCHI IEPCIEKTUBHI HAaNpPAMKH 1 IMiAXOAM JaHOi IHAYCTPii, BUSABICHI MOXJIMBOCTI MacIITaOyBaHHS
THYYKHX METOJOJIOTIH. YIOCKOHAJICHO CXEMY JKHTTEBOIO LIMKIY PO3pOOKH NPOrpaMHOro 3a0e3NeueHHs, BiJMIHHOI PUCOI0
SIKO € BBENICHHS OJATKOBHX IiIPO3IUIIB i poiel, 10 MaloTh Ha METI HiABHIIEHHS Oe3NMeKH MpOorpaMHOro 3abe3nedeHHs.
VYIOCKOHaNEHO CTPYKTYpPY YHPaBIiHHSI pO3pOOKOI0 NpPOrpaMHOro 3a0e3ledeHHs, IO BiAPI3HAETHCS BiJ BiJOMHUX
ypaxyBaHHSM PHU3HKIB Oe3Mekd B mporeci po3podku. Po3pobieHo npakTudHi pekoMeHalii BUKOPUCTaHHS BJIOCKOHAJICHOT O
croco0y MacmraOyBaHHA THY4Koro Merojosorii. BucHoBkm. Peanizaiisi 3ampornoHOBaHOrO BJIOCKOHAJIGHOTO CHOCOOY
MaciuTabyBaHHs icHyro40l Meroznoiorii po3podku I1O, Bifpi3HAETbCS BiJ| BIJOMHMX BKIIOYEHHAM 1 BUKOPHCTaHHAM B KOMaH/I
PO3poOHUKIB noxaTKoBUX (axiBuiB Oe3meku. Ile MoXxe CIPUUMHUTH JEsKE YIOBIIbHCHHS BUKOHAHHS KOAY 1 30iIblICHHS
KinbKocTi BUsABIeHUX gedekTis (6ari) npu anbda-TecTyBaHH:, a, OT)KE, 30UIBIICHHS 4acy KUTTEBOrO LUKy OariB. OnHaK B
MEePCHEKTUBI IIi JIOKAJIbHI MOTipPIICHHSA O03BOJIIOTH JOOMBATHCSA KPAIIOro KIHIEBOrO pe3yibraTy (MiJBHUILEHHS Oe3leKu
pospobuienoro I10O) i 3a6e3neuyBaTu gk MBUAKE 3pOocTaHHs (QyHKIIOHANY, TaK i NIPUHHATHUH PiBeHb AKOCTI cepsicy. A e B
CBOIO 4yepry Oyzae npuBaOIMBUM MOTHBOM HOAAJIBILOI CIIIBIPALi 3aMOBHHKA 1 hipMHU-PO3POOHHKA.

Kar4dosi ciaoBa: Oesneka nporpaMHOro 3a0e3nedeHHs, rHy4ki METOAO0JIOriT po3poOKH NPOrpaMHOro 3a0e3reyeHHs,
Agile, Scrum.

Advanced method
of scaling the flexible methodology of software development

S. Semenov, Kassem Khalifeh, M. Zakharchenko

The subject of the article is an improved way to scale flexible methodology of software development. The goal is to re-
duce the potential losses caused by the security risks of software development and operation at most stages of its life cycle.
Objectives: analysis of existing methodologies and approaches to software development, exploring the possibilities for scal-
ing methodologies within individual projects, improving the overall design of the software development cycle, developing a
software development management framework for both the individual project and the development organization as a whole,
developing practical Recommendations to improve the security of software at various stages of the life cycle. The methods
that are used: system analysis of risks, cause-and-effect analysis. The following results are obtained. The analysis of existing
flexible software development methodologies has been carried out, prospective directions and approaches of this industry
have been determined, and the opportunities for scaling flexible methodologies have been identified. The scheme of the life
cycle of software development is improved, the distinctive feature of which is the introduction of additional subsections and
roles aimed at increasing the security of software. The structure of software development management is improved, which
differs from the known ones taking into account the security risks in the development process. Practical recommendations for
using an improved method of scaling a flexible methodology have been developed. Conclusions. The implementation of the
proposed improved method of scaling the existing software development methodology differs from those known by the inclu-
sion and use of additional security specialists in the development team. This may entail some slowdown in code execution
and an increase in the number of detected defects (bugs) during alpha testing, and, therefore, an increase in the life time of
bugs. However, in the future, these local impairments can achieve a better end result (improving the safety of the developed
software) and provide both rapid growth of functionality and an acceptable level of service quality. And this, in turn, will be
an attractive motive for further cooperation between the customer and the developer.

Keywords: software security, flexible software development methodologies, Agile, Scrum.
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NopaHHA maTepianiB cTaTen A0 XypHany

0bcaz pykonucy — He MEHIIIe 4 TTOBHUX apKYIIiB YKPaiHChKOIO, aHTJIIHCHKOI0 200 POCIHCHKOI0 MOBaMH.

®opmar apkymry A4 (21 x 29,7 cM), mapaMeTpu CTOPiHKH (BIJCTYITH BiJl Kpalo):

—3miBa — 2,25 cMm;

— 3mpaBa — 2,25 cmM;

— 3BepXy — 2 cM;

— 3HM3Y — 2,5 cM.

OcHoBuuit mpudr crarri — Times New Roman, 10 kersb, MbKpsIKOBHiA iHTepBan (MHOXKXHHK) — 1,0.

Juis myOmikarii HeoOXiZHO NMPENCTaBUTU CTATTIO B €IEKTPOHHIN (opMi, sika oopMIiIeHa 3TiTHO HaBEJICHUX
HIDKYE BUMOT Ta Tl pO3APYKOBaHUH €K3EMIUTSP, MiAMUCAHUN yCiMa aBTOPaMH CTaTTi.

CmpyKkmypa TEKCTy CTaTTi:

— IIOCTaHOBKa MPOOJIEMH Y 3arajJbHOMY BUTJISIL Ta ii 3B'I30K 13 BYKIMBUMU HAYKOBUMH YH TIPAKTHYHUMH 3a-
BJIAHHSAMU;

— aHaJli3 OCTaHHIX JOCII/PKEHb 1 myOuTiKalii, Ha sIKi CIIUPAEThCS aBTOP;

— (OopMyIIOBaHHS METH CTATTi (IOCTAaHOBKA 3aBJIaHH!);

— BHKJIaJI OCHOBHOT'O Matepiaiy JOCIHiPKEHHS 3 TIOBHUM OOTPYHTYBaHHSIM OTPUMAaHUX HAYKOBUX PE3yJbTaTiB;
BHCHOBKH 3 JAHOT'O JIOCIII/PKEHHS 1 MIEPCIIEKTHBH TOAAIBIIOr0 PO3BUTKY JaHOTO HAIIPSMKY.

Anomauyii 0o cmammi BUKOHYIOTCSI YKPaiHCHKOFO, aHITIIHCHKOIO Ta POCIICHKOI0 MOBaMH Ta TIOBUHHI PO3KPHBATH:

— TIPEJMET, TEMY Ta METY poOoTH;

— Meron (MeToju) a00 METOOIOTIF0 MPOBEACHHS JTOCTIIKCHB;

— pe3yabTaTh JOCIiIKEHb;

— BHCHOBKH Ta 00JIaCTh 3aCTOCYBAaHHS PE3yJbTATIB AOCITIHKEHb.

Cnucok nimepamypu NOBUHEH BKIIIOYATH HE MEHII 8 [pKepet, siki BuaaHi 3a octanHi 10 pokis. [Ipu npomy He
MeHI 50% JuKepen MOBUHHO BITHOCHTHUCS IO 1HO3EMHOI MEPiOAMKH. SIKIIO OCHOBHOIO MOBOIO CTaTi € yKpalHChKa
a0o0 pociiicbka, TO OQOPMITIOETHCS JIBa CIIMCKH JIiTEpaTypH: MepIInii (CIIUCOK JIITepaTypyu Ha MOBI OpHTiHATY JpKe-
pena) — BigmoBiaao g0 ACTY 8302:2015 «bibmiorpadiune mocuiaHHs: 3arajibHi MOJIOKEHHS Ta MpaBHa CKIaaH-
Hs»; JPYrHi — Ha aHIITIHCHKIA MOBI Ta JaTuHMLI (TpaHciTepalii) — «References».

[Tpu nopxaHi craTTi aBTOp MOBUHEH TapaHTYBaTH AIMCHICTh HABEACHHX JDKEpes Ta y pa3i HeoOOXiJHOCTI HalaTh
ix y penakuiiiHy koserito. Skmo mxepeno indopmanii mae ineHTH(iKaTOop 1HdpoBoro o6’ekry DOI, To BiH
000B’I3K0BO HABOAUTHCS HAIIPUKIHII onmucy, Hampukiax doi: 10.20998/2522-9052.2017.1.09.

Y 6ioomocmsax npo aemopie ykpaiHCbKOI0 MOBOIO HABOJATHCS:

— Tpi3BHIIE, iM’sI Ta IO OATHKOBI;

— HayKOBHH CTYITiHb, BYEHE 3BaHHsI, 1I0CAIa;

— Ha3Ba YCTAHOBH, JIC MPAIFOE aBTOP, ii MICIC PO3TaIlyBaHHs (MiCTO, KpaiHa);

— obixoBwmii 3anuc aBropa ORCID;

— aJipeca eNeKTPOHHOT MOMITH.

Pykonuc cynpoeoosicyemuca:

— peueHsi€ero JoKTopa Hayk (mpodecopa);

— BUTSTOM 3 MIPOTOKOJY 3acianHs kadenpu (Biaaiay).

Hes3anescne excnepmue peyen3zysans MPOBOANUTHCS 3 METOI0 KPUTHYHOI OI[IHKU PYKOITUCIB, IO MOAAIOTHCS
JIo ImyOJTikanii, crienianicTaMu, siKi He BXOIITh 10 CKJIaly pellakiiiHoil Koserii. PenakiiiiHa xoseris Hanpasiise Ha-
YKOBI CTaTTi, 110 MyOJIIKYIOTHCS, HA 30BHIIIIHE aHOHIMHE PElleH3yBaHHS HE3aJIEKHUMH EKCIIePTaMH.

Cxema ochopmneHHsA cTaTen (060B’A3KOBI eneMeHTH)

VIIK (xerss — 9 1it).

Ilepenix asmopis cratri (kersb — 11 1r).

Ilepenix ycmanos, Iie IpaIiOOTh aBTOpH (Ha3Ba 0€3 CKOPOUEHB, MiCTO, KpaiHa, Keryib — 11 mT).
Haszea cmammi (xernb — 12 1r).

Anomauyis MOBOIO OCHOBHOT'O TEKCTY CTaTTi (Keryb — 9 1r).

Kntouosi c106a MOBOIO OCHOBHOT'O TEKCTY CTaTTi (Kerab — 9 mT).

Ocnosnuti mexcm cratti (kerab — 10 1r).

Cnucok nimepamypu (U1 CTaTeil YKpaiHChKOI0 a00 pOCIHCHKOK MOBaMH, KErJb — 9 IT)
References (xernb — 9 nr).
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Bumoru no enemeHTiB cTaTTi

Habip ¢popmyn 3aiticHIoeThCs B penakTopax ¢hopmyn MS Equation a6o MathType. 3a00poHS€ThCS BUKOPHC-
TOBYBATH Jyisl HA00Opy opmyi rpadivni 06'ekty, Tabnuii Ta peaakrop ®opmyna (formula) Word 2007-2016.

B mento “Po3mip — BusHauuti” BBecTH Taki po3Mipu: 3BuuaiiHmii — 10 nT; Benukuil iHAEKC — 8 NT; MaIui
HWHJIEKC — 7 TIT; BEJIUKHA CUMBOJI — 14 1iT; Manuii cumBoi — 10 mr.

B mento “Ctune — BusHauuti” BBeCTH CTHIBL hopMyl — “npsiMuii”, To0TO 1momst “@opmaT CUMBOJIIB” — MYCTi.

Pucynku 000B’S13KOBO CYITPOBOJKYIOTHCSI IIEHTPOBAHUMH IT1IPUCYHKOBUMH Tianucamu (Kersb — 9), mupuHa
He Oibiie 16,5 cM, BCi MO3HAYCHHS BUKOHYIOThCS KEIJIeM HEe MEHIIMM HiX 8 IT.

Y maéauysax Tabnuanuii 3arooBok (9 Kerib) — 000B’ I3KOBHH.

Bumoru po opopmneHHs References

References noTpiOHO TPUBOIUTH OKPEMHUM OJIOKOM, MOBTOPIOIOYM ITOCTIIOBHICTH IONEPEIHHO HABEICHOTO
CIIMCKY JTiTepaTypH (IIpH HASABHOCTI), IPH IOMY JIXKEpEea aHTJIiHCHKOI0 MOBOIO MyOIIOI0TECS. J[Kepena mpu 1boMYy
0(opMITIOIOThCS 32 TAKUMH OCHOBHUMM ITpaBuiiamMu (rapBapacbkuii cruib (Harvard style) opopmienns BSI:

— 3aIUC 3aBXK/M OYNHAETHCS 3 MPi3BHIA aBTOPA, IIOTIM, Yepe3 KOMY, iHiliaiu (MK iHil[ialaMy TIPOITYCKH He
CTaBIIATHCS), 32 SKUMH B Jy)KKaX BKa3yeThCsl 1aTa BUAAHHS; JIBa aBTOPH BiJJOKPEMITIOIOThCS «and» 06e3 KOMu; KiTbKa
aBTOPIB PO3ALISIOTHCS KOMaMH, alle OCTAHHE IPi3BHIIIE IIOBUHHO OYTH BiJOKpeMiieHO «and» 0e3 KoMmHu;

— BUTSTH 3 MyOJTiKalliif, TOOTO Ha3BU cTaTell KypHaJiB, IJIaB B KHUrax HaBOJITh y "namkax";

— Ha3Ba XypHaITy a00 KHUTH 3aBXXIH BUIUIIETHCS KYpPCHBOM;

— iM's BUIIABIIA BKA3yETHCS MEPeJT MICIIEM BHIIaHHS;

— KOMH BUKOPHCTOBYIOTH ISl TIOJILTY €JIEMEHTIB 3aIHCy

— I JKepes yKpaiHChKO abo pociiCbKOI0 MOBOIO, 110 HaBOAAThCs y References, Ha3Bu crareit )ypHadiB,
IJIaB B KHUTaX HAaBOITH JIATHHUIICIO (TpaHCIiTepaliero) y "nankax" Ta MepeKyiaJioM Ha aHTJIiHChKY MOBY Y KBaj-
patHux ayxkax. OHaiiH-KOHBEpTEp 3 YKpaiHChKOI MOBH JuIsl TpaHciiTepanii: http://translit.kh.ua/?passport.

Mpuknaau opopMneHHA LUTyBaHHSA
i3 pi3HUX TMNIB HEAHrNOMOBHUX AXepen (KUpUnuus)

1.1. Knuza (ACTY 8302:2015).

1. Hemapko T., JIucrep T. UenoBeueckuii pakrop. Cankr-IletepOypr : CumBon—IDiroc, 2005. 256 p.
1.2. Knuza (Harvard style ohopmienns BSI).

1. Demarko, T. and ister, T. (2005), Chelovecheskiy faktor [Human factor], Simvol-Plyus, Sankt-Peterburg, 256 p.
2.1. Cmammas i3 nepioouunozo euoanns (JCTY 8302:2015).

2. IlIeaunu I'. T'., CemenoB C. I'., I'maBueB M. 1., Xanugpe Kaccem. Mozens pacuera BpeMeHHBIX TpaHUI] IpoeKToB. Cucre-
MM yIpaBiliHHS, HaBiranii ta 38'a3ky. [Tonrasa : [THTY, 2017. Bun. 1 (41). C. 43-49.

2.2. Cmamms i3 nepioouunozo eudanua (Harvard style odbopmienns BSI).

2. Shvachich, G.G., Semenov, S.G. Glavchev, M.I. and Kassem, Khalife (2017), “Model rascheta vremennykh granits
proyektov [Model calculation of time boundaries of projects]”,/ Sistemi upravlinnya navigatsii ta zvyazku, PNTU, Pol-
tava, No. 1 (41), pp. 43-49.

3.1. Tucepmauia (ACTY 8302:2015).
3. Benozepos 1.B. Penurnosnas monuruka: auc. ... kaua. uct. Hayk: 07.00.02; 3amumena 22.01.02; yrB. 15.07.02 / Benose-
pos MBan Banenrnnosuu. — K., 2002. — 215 c.
3.2. lucepmauia (Harvard style odopmienns BSI).
3. Belozerov, (2002), ”Relyhyoznaia polytyka: dissertation” [The religious policy: dissertation], Kiev, 215 p
4.1. /ncepena enekmponunozo pecypcy giooanenozo oocmyny (JJICTY 8302:2015).

4. Kysymano Maiiki, ITonnenauk Mapu. BepexiuBas pa3paborka nporpamm [DiIeKTpoHHbIH pecypc]. OTKpPBITbIE CHCTEMBI :

CYBJ. 2012. Ne 08. Pexxum nocryna: https://www.osp.ru/os/2012/08/13019237/ (ocranne 3Bepuenns 10.04.2017).
4.2. /[rcepena enekmponunozo pecypcy eiooanenozo oocmyny (Harvard style opopmnenns BSI).

4. Kuzumano, Maykland and Poppendik, Meri (2012), “Berezhlivaya razrabotka program [Wasteful development of pro-
grams]”. Otkrytyye sistemy. SUBD, Ne 08, available at: https://www.osp.ru/os/2012/08/13019237/ (last accessed April 10,
2017).
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